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Cybergrooming emerges as a growing threat to adolescent safety and mental health. One way to combat cybergrooming is to leverage
predictive artificial intelligence (AI) to detect predatory behaviors in social media. However, these methods can encounter challenges
like false positives and negative implications such as privacy concerns. Another complementary strategy involves using generative
artificial intelligence to empower adolescents by educating them about predatory behaviors. To this end, we envision developing
state-of-the-art conversational agents to simulate the conversations between adolescents and predators for educational purposes. Yet,
one key challenge is the lack of a dataset to train such conversational agents. In this position paper, we present our motivation for
empowering adolescents to cope with cybergrooming. We propose to develop large-scale, authentic datasets through an online survey
targeting adolescents and parents. We discuss some initial background behind our motivation and proposed design of the survey, such
as situating the participants in artificial cybergrooming scenarios, then allowing participants to respond to the survey to obtain their
authentic responses. We also present several open questions related to our proposed approach and hope to discuss them with the
workshop attendees.
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1 INTRODUCTION AND BACKGROUND

Cybergrooming is a long-term online activity in which a predator, usually an adult, befriends adolescents, lures them
with some benefits, and eventually solicits them for sexual encounters both online and offline [8]. As cybergrooming
becomes more prevalent online, it has started to make a significant impact on adolescent’s safety and health. Research
has shown that this predatory behavior negatively impacts youth mental health and safety, leading to long-term side
effects such as anxiety, depression, post-traumatic stress, and suicide [1].

Researchers have explored different ways to combat cybergrooming. For example, recently, with the rise of conver-
sation agents powered by predictive artificial intelligence (AI), researchers have also explored various strategies to
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use algorithms to detect potential risks during the conversation between predators and victims [4]. However, these
approaches primarily focus on detecting and mitigating risks and cannot be entirely accurate due to the complex and
ambiguous nature of such conversations, and may yield misses or false positives. In addition, such detection mechanisms
come with privacy concerns for individuals, as the algorithm needs to constantly monitor online communication. A
complementary approach is to enhance coping mechanisms and empower youth to recognize the risks of cybergrooming
by educating adolescents to be resilient.

The rapid advancement of generative AI provides new opportunities to empower youth using conversational agents.
For instance, conversational agents can provide a simulation environment for youth to experience different kinds of
cybergrooming without exposing them to actual risks in the real world [11]. However, one challenge to developing
such conversation agents is to access datasets that provide adequate instances of authentic cybergrooming incidents.
The existing dataset that researchers [5–8] often rely on is the Perverted Justice (PJ) Dataset, a public conversation
corpus between predators and victims disguised by volunteers. Yet, this dataset has some limitations. One limitation
is that adolescents in the real world may behave differently from the ones who pose as adolescents whose goal is to
lure predators. In addition, the PJ dataset was generated between 2004 and 2016, which makes it outdated to reflect
how adolescents communicate in modern social media. Another limitation is that the PJ dataset only has vulnerable
behaviors and without any resilient behaviors. Therefore, we do not have a dataset on how predators respond to
circumvent the resilient responses from adolescents. These limitations make it challenging to create an authentic and
comprehensive conversation agent that can demonstrate both adolescents’ resilient and vulnerable behaviors and how
predators respond to such behaviors.

To that end, we propose leveraging both parents and adolescents in generating data for a cybergrooming corpus.
Parents naturally have a strong instinct to protect their children from harm which could translate into proactive
behaviors. Therefore, we believe that parents can be harnessed to demonstrate resilient behaviors. Additionally, it
provides an opportunity to understand the discrepancy between the two groups in how they perceive vulnerable and
resilient behaviors differently. In this position paper, we share how we plan to involve both parents and adolescents
to generate a dataset that can be used to create large-scale, authentic cybergrooming conversation datasets. Such
datasets will lay a solid foundation for future research in developing educational conversation agents or designing other
educational interfaces to empower youth to combat cybergrooming.

2 PROPOSEDWORK: PARENTS/ADOLESCENTS SOURCING

In our research, we propose crowdsourcing conversation responses from parents and adolescents in simulated cy-
bergrooming scenarios through an online survey. We believe incorporating parents’ and adolescents’ perspectives is
important for a more comprehensive understanding of cybergrooming. Adolescents will provide authentic responses,
while parents’ responses can help us identify effective risk-coping responses with stronger motivation to protect
their children. These data can be used to train generative NLP models capable of providing conversations close to
authentic cases. Parents and adolescents can further provide complementary responses in many cases. For example,
given the same cybergrooming conversation scenario, parents may consider it risky, while adolescents may treat them
as safe. Such discrepancy between parents and adolescents provides opportunities to carry out more targeted education.
Lastly, through the process of generating data, parents and adolescents will have more awareness of how predators
communicate with adolescents.

In our survey, we plan to present participants — both parents and adolescents — conversations between victims and
predators of cybergrooming. Then we will ask participants to respond to the conversations in two different categories:
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Fig. 1. An example conversation scenario for the proposed survey

1) vulnerable behaviors that can elevate the risks of being groomed or vulnerable, and 2) resilient behaviors that can
protect themselves from the risk. Additional follow-up questions can be used to rate how much they perceive the risks
from the given scenarios. Such survey example is shown in Fig. 1). The team has experience involving adolescents for
data collection purposes [9, 10], as well as co-design [2, 3] and is well aware of potential negative implications that
should be considered when involving adolescents. For example, we do plan to recruit parents and adolescents separately
rather than jointly, as it can impact the authenticity of their responses.

The collected data will be analyzed to identify the perceived differences between the two groups in various com-
ponents of cybergrooming: perceived risks, resilient behaviors, and vulnerable behaviors. We will use qualitative
research methods. In addition, we plan to understand the linguistic characteristics of four different types of data:
parents’ vulnerable behaviors, parents’ resilient behaviors, adolescents’ vulnerable behaviors, and adolescents’ resilient
behaviors Our analysis will provide insights into developing coping skills for cybergrooming and use them to develop
conversational agents. The collected dataset will be used to develop conversational agents.

3 OPEN QUESTIONS TO DISCUSS AT THEWORKSHOP

In the workshop, we would like to discuss the following questions with other workshop attendees:

• What is the effective recruitment strategy for involving adolescents and parents in generating the dataset for
cybergrooming?

• Compared to traditional crowdsourcing, how should we approach our participants (parents and adolescents)
differently, considering the research context of cybergrooming?

• What ethical considerations should we take into account when collecting such a dataset?
• How should we balance the authenticity of conversation scenarios with the protection of adolescents from
exposure to sensitive content?

3



CHI ’24, May, 2024, Honolulu, HI, USA Zhang, et al.

REFERENCES
[1] [n. d.]. https://inhope.org/EN/articles/the-impact-of-online-grooming#:~:text=The%20consequences,traumatic%20stress%2C%20and%20suicidal%

20thoughts.
[2] Zainab Agha, Karla Badillo-Urquiola, and Pamela J Wisniewski. 2023. " Strike at the Root": Co-designing Real-Time Social Media Interventions for

Adolescent Online Risk Prevention. Proceedings of the ACM on Human-Computer Interaction 7, CSCW1 (2023), 1–32.
[3] Zainab Agha, Kelsey Miu, Sophia Piper, Jinkyung Park, and Pamela J Wisniewski. 2023. Co-designing user personas and risk scenarios for evaluating

adolescent online safety interventions. In Companion Publication of the 2023 Conference on Computer Supported Cooperative Work and Social
Computing. 249–253.

[4] Patrick Bours and Halvor Kulsrud. 2019. Detection of cyber grooming in online conversation. In 2019 IEEE International Workshop on Information
Forensics and Security (WIFS). IEEE, 1–6.

[5] Fergyanto E Gunawan, Livia Ashianti, Sevenpri Candra, and Benfano Soewito. 2016. Detecting online child grooming conversation. In 2016 11th
International Conference on Knowledge, Information and Creativity Support Systems (KICSS). IEEE, 1–6.

[6] Zhen Guo, Pei Wang, Jin-Hee Cho, and Lifu Huang. 2023. Text mining-based social-psychological vulnerability analysis of potential victims to
cybergrooming: Insights and lessons learned. In Companion Proceedings of the ACM Web Conference 2023. 1381–1388.

[7] Aditi Gupta, Ponnurangam Kumaraguru, and Ashish Sureka. 2012. Characterizing pedophile conversations on the internet using online grooming.
arXiv preprint arXiv:1208.4324 (2012).

[8] Miljana Mladenović, Vera Ošmjanski, and Staša Vujičić Stanković. 2021. Cyber-aggression, cyberbullying, and cyber-grooming: a survey and
research challenges. ACM Computing Surveys (CSUR) 54, 1 (2021), 1–42.

[9] Afsaneh Razi, Ashwaq AlSoubai, Seunghyun Kim, Shiza Ali, Gianluca Stringhini, Munmun De Choudhury, and Pamela J Wisniewski. 2023. Sliding
into My DMs: Detecting Uncomfortable or Unsafe Sexual Risk Experiences within Instagram Direct Messages Grounded in the Perspective of Youth.
Proceedings of the ACM on Human-Computer Interaction 7, CSCW1 (2023), 1–29.

[10] Afsaneh Razi, Ashwaq AlSoubai, Seunghyun Kim, Nurun Naher, Shiza Ali, Gianluca Stringhini, Munmun De Choudhury, and Pamela J Wisniewski.
2022. Instagram Data Donation: A Case Study on Collecting Ecologically Valid Social Media Data for the Purpose of Adolescent Online Risk
Detection. In CHI Conference on Human Factors in Computing Systems Extended Abstracts. 1–9.

[11] Pei Wang, Zhen Guo, Lifu Huang, and Jin-Hee Cho. 2023. Authentic Dialogue Generation to Improve Youth’s Awareness of Cybergrooming for
Online Safety. Authorea Preprints (2023).

Received 20 February 2007; revised 12 March 2009; accepted 5 June 2009

4

https://inhope.org/EN/articles/the-impact-of-online-grooming#:~:text=The%20consequences,traumatic%20stress%2C%20and%20suicidal%20thoughts.
https://inhope.org/EN/articles/the-impact-of-online-grooming#:~:text=The%20consequences,traumatic%20stress%2C%20and%20suicidal%20thoughts.

	Abstract
	1 Introduction and Background
	2 Proposed Work: Parents/Adolescents sourcing
	3 Open questions to discuss at the workshop
	References

