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Abstract—Network Intrusion Detection Systems (NIDSs) detect
intrusion attacks in network traffic. In particular, machine-
learning-based NIDSs have attracted attention because of their
high detection rates of unknown attacks. A distributed processing
framework for machine-learning-based NIDSs employing a scal-
able distributed stream processing system has been proposed in
the literature. However, its performance, when machine-learning-
based classifiers are implemented has not been comprehensively
evaluated. In this study, we implement five representative clas-
sifiers (Decision Tree, Random Forest, Naive Bayes, SVM, and
kNN) based on this framework and evaluate their throughput
and latency. By conducting the experimental measurements,
we investigate the difference in the processing performance
among these classifiers and the bottlenecks in the processing
performance of the framework.

Index Terms—machine-learning, network intrusion detection
system, distributed processing, network security

I. INTRODUCTION

A network-based intrusion detection system (NIDS) detects
intrusion attacks in network traffic and notifies the network
administrator. NIDS is considered an effective defense mecha-
nism against cyber attacks. Traditional NIDSs detect abnormal
traffic that matches intrusion attack patterns, called signatures,
stored in a system database. However, this approach cannot
detect unknown attacks because their patterns do not match
the signatures. To overcome this limitation, machine-learning-
based NIDSs (MLNIDSs) have been proposed in recent years
[1]-[3]]. MLNIDSs detect both known and unknown attacks by
building machine-learning models that include learned attack
patterns based on known attacks.

Several frameworks that assist in the implementation of
MLNIDSs have been proposed [4], [S]. These frameworks
implemented all the functions necessary for MLNIDS on
scalable distributed processing systems to process network
traffic efficiently. When the network traffic increases, the
MLNIDS performance can be flexibly adapted by adding
nodes. They demonstrated the effectiveness of the framework
by building MLNIDSs and evaluating their performance in
terms of throughput and latency.

However, both authors in [4]], [S]] did not evaluate the effec-
tiveness of the framework when a machine-learning classifier
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is implemented. Furthermore, existing MLNIDSs also often
focus on classifier performance, with only a few focusing
on processing speed. Consequently, the volume of traffic
MLNIDS can process was not investigated. As a result, system
sizing, which is necessary if the framework is actually used
for MLNIDSs, becomes difficult.

In this paper, we construct an MLNIDS by implementing
five representative classifiers based on the framework proposed
in [4] and evaluate their throughput and latency. Based on
this evaluation, we identify the differences in the processing
performance among the classifiers and the bottlenecks in the
processing performance in the framework.

The experimental results show that the processing speed
and classifier performance are highly dependent on the type
of classifier. Using appropriate machine-learning algorithms,
the load on the MLNIDS can be reduced while maintaining
high classifier performance. We found that Zeek [|6], which
constructs sessions from the network traffic, Logstash [7],
which performs the classification process using machine-
learning algorithms, and Elasticsearch [[8]], which stores the
classification results, caused bottlenecks in the subsystems that
make up the framework.

This paper is organized as follows. Several MLNIDS frame-
works and related studies are presented in Section |lI} Details
of the existing framework proposed by Tada et al [4] and the
construction of MLNIDS based on this framework is presented
in Section [[Tl] Our evaluation method is presented in Section
In Section |V| we present the experiment results. Finally,
Section |V]] concludes the paper.

II. RELATED WORK

Various evaluation datasets for NIDSs, such as NSL-
KDD [9], UNSW-NBI15 [10]], CIC-IDS2017 [11]], CSE-CIC-
IDS2018 [[12] have been proposed to assess the performance of
a machine-learning algorithm in detection abnormal network
traffic. These datasets employ session-based features and have
been extensively used in the evaluation of the previously
proposed MLNIDSs [[1], [2]], [13]-[[16]. However, these studies
evaluate only classifier performance. To evaluate practical
MLNIDSs, it is also important to assess processing speed.

Several frameworks have been proposed for the implemen-
tation of MLNIDSs [4], [5]].
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Tun et al. [5] proposed a framework for MLNIDSs that
combines Apache Kafka [17] and Spark Streaming [[18]], both
of which are distributed stream processing systems. In this
framework, the network traffic session is loaded into Apache
Kafka via a CSV file. Spark Streaming reads the sessions
obtained from Kafka in batches of a few seconds to a few tens
of seconds and classifies each session as normal or abnormal.
The authors in [5] evaluated the processing performance of
their proposed framework using UNSW-NB15. Experimental
results showed that the processing time is minimized when the
batch interval of Spark Streaming is 50s.

Tada et al. [4] also proposed a distributed processing
framework for machine-learning-based NIDS construction.
This framework consists of several stream processing sub-
systems and achieves high real-time performance. Details
of this framework are described in Section Its basic
processing performance was evaluated using UNSW-NB15. It
was demonstrated the framework can process most sessions
within 500 ms.

However, neither of the frameworks has been evaluated with
machine-learning classifiers implemented. Therefore, when
building an MLNIDS using a specific framework, the volume
of network traffic that it can process is unknown. In this paper,
we implement classifiers based on the framework proposed
in [4] and evaluate their performance. To investigate the
practicality of MLNIDSs, we focus on how fast the framework
can process the network traffic and the load on nodes in the
system.

When operating MLNIDS, the classifier of the system needs
to be updated regularly to ensure that it can detect the latest
attacks. Sato et al. proposed a dynamic MLNIDS operation
system, which learns by acquiring normal and abnormal traffic
within the target organization [[19]. The system captures nor-
mal traffic from a mirror port of a router and collects abnormal
traffic using a honeypot. It extracts features from these traffic
data, labels them, and rebuilds its classifier regularly. The
evaluation results show that the daily update of the classifier
can keep high accuracy.

III. CONSTRUCTION OF MLNIDS USING A FRAMEWORK

In this section, we describe the construction of the MLNIDS
that will be evaluated in Section [Vl The construction of
MLNIDS is based on the distributed processing framework
for machine-learning-based NIDSs proposed by Tada et al [4].
First, we present an overview of this framework in Section
then, in Section we describe the classifiers that
will be implemented in the MLNIDS.

A. Framework Overview

Tada et al. [4] proposed a distributed processing framework
for machine-learning-based NIDSs to facilitate the construc-
tion of practical MLNIDSs. Their framework consists of
scalable subsystems, such as Zeek [6]], Apache Kafka [17],
and Elasticsearch [8|], which can improve the processing per-
formance by increasing the number of nodes. The framework
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Fig. 1: Process flow in the framework

TABLE I: Framework features [4]

Name Description

Basic Features (16 types)
Timestamp Session start time (in ms)
Duration Session duration (in s)

Source IP address

Source port number

Destination IP address
Destination port number

TCP, UDP, or ICMP

HTTP, SMTP, etc.

TCP connection state

L2L, L2R, R2L, or R2R
Transmitted packets

Transmitted bytes (payload only)
Transmitted bytes (including headers)
Received packets

Source IP Address

Source Port Number

Destination IP Address

Destination Port Number

Protocol

Service Type

Connection State

Direction

Source Packets

Source Bytes

Source IP Bytes

Destination Packets

Destination Bytes Received bytes (payload only)

Destination IP Bytes Received bytes (including headers)
Host-Based Features (5 types)

#sessions with the same destination and

source addresses as the current session

among the last 100 sessions

#sessions in DstHostCount whose source

port is identical to the current session

DstHostCount

DstHostSameSrcPortCount

DstHostSerrorCount #sessions in DstHostCount that
experienced “SYN” errors

DstHostSrvCount #sessions with the same destination and
service type as the current session among
the last 100 sessions

DstHostSrvSerrorCount #sessions in DstHostSrvCount that

experienced “SYN” errors

processes the network traffic as shown in Fig. [I] In the
following, we describe the processes in each subsystem.

Zeek [6] (formerly known as Bro) is an open-source network
security monitoring tool, which can record, summarize, and
extract network traffic. In the framework, Zeek constructs
sessions from the network traffic and prepares the basic
features shown in Table [l based on the session information.
These features are then sent to the Kafka Broker.

Apache Kafka [17] is an open-source distributed event
streaming platform, which provides large-scale stream data
storage and distribution functions. Apache Kafka employs
the publisher-subscriber model. Kafka Broker mediates data



(messages) between publishers and subscribers. Additionally,
it manages messages in units called fopic; each topic is
distributedly managed in multiple partitions. This message
management structure makes Apache Kafka highly scalable
and fault-tolerant. Apache Kafka is also equipped with a
library called Kafka Streams, which helps to implement ap-
plications that process the messages stored in Apache Kafka.
The framework uses Apache Kafka as temporary storage for
the features and Kafka Streams to process the features for the
following two purposes:

1) Based on the basic features sent by Zeek, Kafka Streams
extracts the host-based features shown in Table [l These
features are obtained from the last 100 sessions with
the same destination address. After the extraction, Kafka
Streams creates full features by combining the basic and
host-based features and stores them into a topic.

2) In the framework, the full features are represented in
their original binary format to increase its performance.
To make the full features available from other imple-
mentations outside the framework (such as classifiers),
Kafka Streams converts the full features into Apache
Avro [20] format.

The framework does not specify how MLNIDS classifies
the full features stored in the Apache Kafka Broker in Avro
format. Framework users can select any distributed stream
processing framework that can use Apache Kafka as an input
and Elasticsearch as an output. For example, Kafka Streams,
Apache Spark [18]], and Apache Flink [21] are potential
candidates. In this paper, we implement a classification system
by combining Logstash [7] and the well-known machine-
learning library Weka [22]. The implementation details are
presented in Section [[II-B

Elasticsearch [8] is a distributed system that enables data
perpetuation, retrieval, and stored data analysis. It can handle
various types of data, including simple data types (such as
numbers and text) and complex data types (such as geospatial
and structured data) in a flexible and high-speed process. In
the framework, Elasticsearch stores the full features and clas-
sification results and provides high-speed search and analysis
functions for all sessions in the monitored network.

B. Implementation of a Machine-Learning-based Classifica-
tion

Here, we describe the implementation of the classification
process, which is newly implemented in this paper and incor-
porated into the framework. As mentioned in Section [[II-A] we
implemented the classification process by combining Logstash
and Weka.

Logstash [7] is a data processing pipeline developed by
Elastic, Inc.; it can process data flexibly by combining different
plugins at the input, filter, and output stages. The structure of
these stages in the framework is shown in Fig. 2] We used
the Kafka plugin and Elasticsearch plugin, which are bundled
with Logstash, for the data input and output, respectively. Ad-
ditionally, we built a new filter plugin that classifies sessions
by integrating with Weka.

Input Plugin
(Kafka Broker)

Filter Plugin

Output Plugin
(Elasticsearch)

Classification
Results

G

Fig. 2: Logstash process flow

Weka
(Classifier)

TABLE II: Changes in parameter values after conducting a
parameter search

Name Parameter Default value Search range Result
DT C 0.25  0.01, 0.99, 99 0.47
M 2 1,100, 10 1
1 100 50, 500, 10 100
RF N 0 2,54 2
|4 1.0E-3  1.0E-5, 0.01, 5 1.0E-5
NB D - - enabled
K 2 0,34 0
SVM D 3 1,55 1
C 1.0 0.1, 10, 100 8.9
K 1 2,100, 99 4
kNN I - - enabled

Weka [22] is a machine-learning workbench implemented
in Java; it includes various data preprocessing functions and a
wide range of machine-learning algorithms. Weka can also
be used as a Java library. In the plugin development, we
employed this feature of Weka. We used Weka 3.8.6 in the
implementation.

We employed the following five machine-learning algo-
rithms, which are often used in MLNIDS [1]], [13]-[15], to
create the classifiers: Decision Tree (DT), Random Forest
(RF), Naive Bayes (NB), SVM, and kNN]]

In the implementation of each classifier, we performed the
parameter search using the F1 score as a performance metric.
The parameters used in the parameter search are presented
in Table |lIl The search range column in Table [[I] means that
the parameter search is divided into the third value of steps
from the first value by the second value for each parameter.
Due to page limitations, the description of each parameter
is not presented here. Readers can refer to Weka’s official
documentation?] for the details.

Before classification, we perform the following two pre-
processing stages (note that we applied the same type of
preprocessing regardless of the classifier type). First, since
Timestamp, Source IP Address, and Destination IP Address
in Table [I| are considered unimportant for classification, we
remove them from the full features. Then, by dividing each
value by its maximum speciﬁcatio or that of the training
dat we normalize all the numerous features to make their

DT and kNN are implemented under the names J48 and IBk in Weka,
respectively

Zhttps://weka.sourceforge.io/doc.stable-3-8/

3Source Port Number, Destination Port Number, and host-based features

4Duration, Source Packets, Source Bytes, Source IP Bytes, Destination
Packets, Destination Bytes, and Destination IP Bytes


https://weka.sourceforge.io/doc.stable-3-8/

TABLE III: Number of sessions in the dataset

Total Normal Abnormal
Date Purpose . . .
sessions sessions sessions
January 22, 2015 training 1,028,319 1,024,430 3,889
February 17, 2015  evaluation 1,030,117 1,010,661 19,456

values range between 0 and 1. If a value in the test data was
larger than the maximum value, we set it to 1.

IV. EVALUATION METHOD

A. Dataset

In the evaluation, we used UNSW-NB15 [10] as a dataset.
This dataset was recorded using realistic network traffic in
the experimental network, including normal traffic and nine
types of abnormal traffic (fuzzers, analysis, backdoors, DoS,
exploits, generic, reconnaissance, shellcode, and worms). It
consists of the following two types of data recorded at different
periods:

o 1 abnormal traffic per second (January 22, 2015)
o 10 abnormal traffics per second (February 17, 2015)

We used the first type of data to train the classifier and
the second one to evaluate the classification performance and
measure the processing speed.

The features of UNSW-NB15 cannot be used directly in
this framework because they are different from those used in
this paper (Table [[). Therefore, we converted the features as
follows. First, we read UNSW-NB15 PCAP data and generated
the features of the framework using Zeek. Then, we assigned
the correct labels to the generated features based on the
UNSW-NBIS5 dataset. The total number of sessions after the
conversion is presented in Table [[II

Additionally, we performed downsampling to balance the
number of normal and abnormal sessions during classifier
training and evaluation of its classification performance. This
is because a large imbalance in the number of samples between
classes reduces the sensitivity of the model to minority classes
(23]

B. Experimental Environment

We conducted experiments on a Kubernetes [24]] cluster
composed of nine nodes running Ubuntu 20.04. Kubernetes
is a system for automating deployment, scaling, and man-
agement of containerized applications and manages container
applications in a unit called a pod, which consists of one or
more containers. The configuration of the Kubernetes cluster
and the specifications of each node are presented in Tables
and respectively. In this setting, we used four pods
to convert features from the original binary format into the
Avro format using Kafka Streams in parallel to improve
efficiency. Similarly, we used two Logstash pods to accelerate
the classification performance. In addition, we deployed two
pods for each Elasticsearch service to improve fault tolerance.

C. Performance Metrics

In the experiment, we measured the processing speed of the
framework in terms of throughput and latency as follows.

The throughput calculation was based on the number of
sessions inserted into Elasticsearch per second. First, the
measurement period was divided into 30s intervals and the
average number of sessions per second was calculated for
each interval. Next, the maximum of the calculated average
for each interval was considered as the throughput under the
experimental conditions.

The latency calculation was based on the time between
the creation of a session by Zeek and its insertion into
Elasticsearch. First, the measurement period was divided into
10s intervals, and the average latency was calculated for each
interval. The median of the average latency for each interval
is the latency under the experimental conditions.

We measured the classifier performance using the F1 score,
which is the harmonic mean of Precision and Recall. These
metrics are expressed as follows:

TP TP
Precision = m7 Recall = m
F1 score — 2 x Precision x Recall

Precision + Recall

Here, TP, FP, and FN are true positive rate, false positive rate,
and false negative rate, respectively.

D. Performance Limits in the Experimental Environment

As a preliminary experiment, we measured the maximum
traffic that can be loaded on the framework in our experimental
environment. First, we measured the maximum number of
sessions that one Zeek process can handle. We ran a Zeek
pod on Node 1 shown in Table We used the PCAP
data of UNSW-NBI15 as the network traffic and gradually
increased the data transmission rate to the Zeek pod using the
tcpreplay command. As a result, at a data transmission
rate of 1Gbps (about 2,700 sessions per second), the CPU
usage of the Zeek pod reached 100%, which was the upper
limit of processing speed using one Zeek process.

Since Zeek is not designed to be multithreaded, in a
normal configuration, Zeek cannot process sessions with a
CPU usage rate greater than 100% (i.e., 1 Gbps in the current
configuration). Therefore, we run multiple Zeek processes so
that these processes can handle the same network traffic. This
can cumulatively increase the network traffic processed by the
framework. In this way, we increased the number of Zeek
processes incrementally. When running nine Zeek processes,
the CPU usage of all CPU cores on Node 1 reached 100%,
and no more sessions could be processed, i.e., the maximum
load that can be applied to the framework in this experimental
environment is 9 Gbps (about 24,300 sessions per second).
Therefore, we should note that the processing speed of each
classifier in Section |V|is limited by this speed.



TABLE IV: Kubernetes cluster configuration

Subsystem Version Pod name Pod role Deployment Node
Zeek 404 zeek Run Zeek 1
Katka Broker 34.0 kafka-broker Run Kafka Broker 2
streams-fe Calculate host-based features 4
streams-fc-0 Convert data from the original format to the Avro format 5
Katka Streams 2.0.0 streams-fc-1 Convert data from the original format to the Avro format 5
streams-fc-2 Convert data from the original format to the Avro format 5
streams-fc-3 Convert data from the original format to the Avro format 5
Logstash 870 logstash-0 Classify sessions as normal/abnormal traffic 6
o logstash-1 Classify sessions as normal/abnormal traffic 7
master-0 Manage Elasticsearch clusters 3
master-1 Manage Elasticsearch clusters 3
coordinating—0  Receive client requests 3
Elasticsearch 862 c;oordinating—l Receive client requests _ _ 3
ingest-0 Process data preprocessing and transformation 8
ingest-1 Process data preprocessing and transformation 8
data-0 Store data 9
data-1 Store data 9
TABLE V: Specifications of each node = Throughput EEE Latency
Node number CPU Memory 30,000 1,800
1 Xeon Silver 4214R 2.4 GHz DDR4-2933
12 Core 24 Thread ECC 16 GB —_
o3 Xeon E2136 3.3 GHz DDRA-2666 v 25,000 1,500
’ 6 Core 12 Thread ECC 16 GB S _
4,56 Xeon E3-1220v5 3.0 GHz DDR4-2133 @ 20,000 1,200 2
7,8,9 4 Core 4 Thread ECC 16 GB g =
~ 15,000 900 LZ;
TABLE VI: F1 score of each classifier _§- 2
© 10,000 600 9§
Parameter DT RF NB SVM kNN 3
Default value 0967 0974 0599 0.753  0.866 E 5000 300
Value after PS 0967 0972 0964 0.855 0.873 '
0 - -0

V. EXPERIMENTAL RESULTS
A. Classifier Performance

First, we compared the classification performance of each
machine-learning algorithm using its default parameters with
the optimal parameters found by performing a parameter
search. The F1 scores of the classifiers are presented in
Table [VII

A comparison of the classifiers based on their F1 scores
shows that RF achieves the highest score (0.974), followed
by DT (0.967), NB (0.964), kNN (0.873), and SVM (0.855).
A similar trend regarding the superiority of RF and DT is
observed in the experimental results reported in []].

The F1 score of RF slightly decreased after performing the
parameter search, while the F1 scores of the other classifiers
were improved or remained unchanged. We attribute the
decrease in the F1 score of RF to the overfitting caused by
the low value of parameter V. This parameter controls the
time a numeric feature is split in a tree. A low value of V is
likely to generate a complex and detailed tree.

B. Maximum Processing Speed

We evaluated the throughput and latency of the classifiers
employed in the framework. For each machine-learning algo-
rithm, we employed the classifier with the highest F1 score in
Section As a baseline, we also measured the processing

None DT RF

NB SVM kNN

Fig. 3: Throughput and latency achieved each classifier in the
framework

speed without a classifier (i.e., in Fig. [J] the filter plugin does
not process anything). The throughput and latency of each
classifier are shown in Fig. [3] Each value is the average of
three measurement values obtained under the same conditions.

The throughput results show that DT and NB achieve the
fastest processing speeds. Those two classifiers were able to
process classifications at a speed of 22,972 sessions per second
and 22,736 sessions per second, respectively. These results
are almost equal to the results obtained without employing
a classifier (23,596 sessions per second). The throughputs
were measured by loading Zeek with 9.0 Gbps network traffic,
which is the upper limit of the environment monitored in
Sectionm Therefore, it seems that DT and NB can process
network traffic of over 9.0 Gbps. The next fastest throughput
was achieved by RF with 19,869 sessions per second (equiv-
alent to 7.5 Gbps), followed by SVM with 8,413 sessions per
second (equivalent to 3.0 Gbps) and kNN with 723 sessions
per second (equivalent to 250 Mbps).

Regarding latency, NB, DT, and RF achieved about 340—
350 ms, followed by SVM with 530 ms and kNN with 1.5s.

The results show a significant difference in the throughput
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and latency among classifiers. For example, DT and NB can
process about 9.0 Gbps, whereas RF can only process about
7.5 Gbps. In contrast, the classification performance (F1 score)
of DT, NB, and RF is almost the same (around 0.97); however,
the acceptable network traffic is quite different. This indicates
that the classification performance can be improved using
fewer computational resources by selecting the appropriate
machine-learning algorithm. While DT, RF, and NB increase
latency by a few milliseconds to a few tens of milliseconds
compared to not using any classifiers, this small overhead is
acceptable for real-time performance.

We recommend the following classifier selections under
different traffic conditions. First, if the traffic is less than
7.5Gbps, RF should be used because it showed the best
classifier performance among the five classifiers. If the traffic
exceeds 7.5 Gbps, we recommend using DT or NB since RF
cannot process traffic faster than 7.5 Gbps, and DT and NB
had the second-best classifier performance.

C. CPU Usage of Each Subsystem

We compared the CPU usage of each pod to investigate the
processing bottleneck in the framework. As an example, Fig. ]
shows the CPU usage of each pod when processing 7.5 Gbps
of network traffic using RF.

Fig. [A(a)] shows that the CPU usage of the Logstash pods
(logstash-0 and logstash-1) and zeek pod is high
(over 130% and about 100%, respectively). In contrast, the
CPU usage of kafka-broker pod, streams-fe pod,
and all four streams—fc pods is low (about 30%, about
20%, and about 10%, respectively). Fig. A(b)] shows that the
CPU usage of five Elasticsearch pods (coordinating-0,
data-0, data-1, ingest-0 and ingest-1) exceeds
100%. The CPU usage of coordinating-1 pod exceeds
58%. On the other hand, the CPU usage of master-0 and
master—1 pods is less than 5%.

The above results show that the subsystems with the highest
CPU usage are Zeek and Logstash, as well as Elasticsearch
pods that are used for data, ingesting, and coordinating. As dis-
cussed in Section [[V-D] the maximum CPU usage of Zeek for
one process (i.e., one pod) is 100% (it can process about 2,700
sessions per second). If the number of sessions per second
exceeds 2,700, we need to run multiple Zeek processes and
distribute the network traffic across the processes. Logstash
and Elasticsearch are also likely to be overloaded because they
are responsible for classifying sessions and storing the clas-
sification results, respectively. The performance of Logstash
and Elasticsearch needs to be improved by allocating pods to
high-performance nodes or by processing them in parallel on
multiple pods.

VI. CONCLUSION

In practical applications of machine-learning-based network
intrusion detection systems (MLNIDSs), both classifier per-
formance and processing speed are important. However, these
aspects have received limited attention. In this study, we imple-
mented several classifiers based on the distributed processing
framework for MLNIDSs proposed in a previous study and
evaluated their performance. The experimental results showed
that by selecting appropriate machine-learning algorithms, the
load can be reduced while maintaining the MLNIDS classifier
performance. The CPU usage analysis shows that the Zeek,
Logstash, and Elasticsearch processes can cause bottlenecks.

In a future study, we will reconstruct the experimental
environment to evaluate the performance of DT and NB in
the framework with over 9 Gbps of network traffic. Addition-
ally, we will evaluate the performance of deep-learning-based
classifiers. It is also important to evaluate the stability and
fault tolerance of MLNIDSs when operating the system for a
long time. Furthermore, we consider the periodic updating of
the classifiers to maintain their classifier performance.
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