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Abstract

In this paper, the resilient control for switched systems in the presence of deception attack and denial-of-service (DoS) attack is
addressed. Due to the interaction of two kinds of attacks and the asynchronous phenomenon of controller mode and subsystem
mode, the system dynamics becomes much more complex. A criterion is derived to ensure the mean square security level of
the closed-loop system. This in turn reveals the balance of system resilience and control performance. Furthermore, a mixed-
switching control strategy is put forward to make the system globally asymptotically stable. It is shown that the system
will still converge to the equilibrium even if the deception attack occurs. Finally, simulations are carried out to verify the
effectiveness of the theoretical results.
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1 Introduction

A switched system is composed of continuous or discrete
subsystems and a switching signal governing whether
the underlying subsystem is activated or not. It has been
widely used in modeling complex engineering systems
such as automobile transmission systems (Menhour et al.
(2014)), power systems (Chen et al. (2014)), intelligent
traffic control systems (Varaiya (1993)) and so on. The
main merits of switched systems can be summarized as
follows (Sun and Ge (2005)): 1) They can be used to
model systems that are subject to known or unknown
abrupt parameter variations which exhibit better con-
trol performance than the non-switched counterpart; 2)
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They can provide an effective and powerful mechanism
to cope with highly complex systems and/or systems
with large uncertainties which solve some control issues
that are not amenable for a single controller in general.
Due to these advantages, much effort has been devoted to
switched systems; see Liberzon (2003); Lin and Antsak-
lis (2009); Zhu and Zheng (2020a) and the references
therein.

With the development of computer and network tech-
nology, wireless networks universally operate in the
actual engineering (Ren et al. (2015)), for example,
power systems, internet of vehicles, and other control
processes. Of significant benefit is the reduction on the
constraints of physical distance of hardware devices
(Tian and Peng (2020)). As a result, the security issue
naturally arises, which drastically degrades the control
performance, and even leads to instability. Nowadays,
cyber attacks have attracted considerable attention,
and massive cyber attacks are exposed over time and
scale. Typical examples include but are not limited to
denial-of-service (DoS) attack (Feng and Tesi (2017)),
deception attack (Wang et al. (2021)), replay attack
(Porter et al. (2021)), etc. The cyber attacks cause eco-
nomic losses such as the Stuxnet worm attack on Iranian
nuclear facilities (Langner (2011)) and the Ukrainian
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power grid (Li et al. (2017)), and so forth.

In order to defend against cyber attacks, non-switched
systems subject to deception attacks and DoS attacks
have been considered in Guo et al. (2020); Zhao et al.
(2020). It should also be pointed out that the effort on
the design of switched system has been made for secure
analysis and synthesis; see Peng and Sun (2020); Zhu
and Zheng (2020b) and the references therein. In fact,
the study on security issues for switched systems is an
arduous task. On the one hand, the dynamic evolution
becomes more complex for switched systems under at-
tack in contrast to non-switched counterpart. On the
other hand, the switching signal may be incompatible
with the attacked systems, causing the degradation of
the control performance. Actually, switched systems are
more severely affected by the attacks; see the stabiliza-
tion of linear switched systems under DoS attacks (Han
et al. (2020); Qu and Zhao (2020); Zhao et al. (2019))
and deception attacks (Gong et al. (2022); Li and Zhao
(2021); Qi et al. (2021); Yang et al. (2020)).

An approach to cyber attack in dynamic systems has
been poured into the topic for systems under deception
attack and DoS attack. In general, it should be empha-
sized that the results of a single type of attack cannot
be directly extended to the composite ones. Actually,
much progress has been made against multiple attacks;
see Ding et al. (2016). In Cao et al. (2021); Cheng et al.
(2022); Zeng et al. (2021), a DoS attack restricted by the
attack frequency or attack duration was put forward,
and the deception attack obeys the Bernoulli distribu-
tion. However, these ideasmay not be immediately appli-
cable to handle the stabilization of networked switched
systems under deception attack and DoS attack.

There are few papers focusing on the resilience for
switched system under DoS attack and deception at-
tack. Han and Lian (2022) studied the deception attack
and DoS attack for switched system. Unfortunately,
this paper does not consider the asynchronous behavior
caused by DoS attack and the case where the bound of
deception attack is not related to the current state. As
pointed out in Fu et al. (2022), DoS attacks may cause
asynchronous switching, resulting in system perfor-
mance degradation or even instability. More specifically,
the occurrence of asynchronous behavior has a close
relationship with DoS attacks. Hence, the occurrence of
asynchronous behavior is stochastic since DoS attack
is stochastic. To the best of our knowledge, there is no
method to deal with stochastic asynchronous behavior.
A new approach is needed to design a switching sig-
nal to counter the negative influence of asynchronous
behavior.

In addition, only practical stability can be guaranteed
in the existing results when the deception attack is in-
volved, and little attention focuses on the issue of how
to mitigate or eliminate bad effects caused by deception

attacks. Furthermore, the advantage of switching signal
is that the closed-loop dynamics can be stabilized even
all subsystems are unstable. Unlike non-switched sys-
tems, the stability of switched systems is not dependent
on controller but also the switching law, as pointed out
in Sun and Ge (2005). Comparing with the results for
the non-switched system, the switching signal provides
another free variable for the switched system, which is
an additional possibility to improve system resilience.
Consequently, a problem arises: How to design an ap-
propriate switching signal and a control strategy for the
switched system to mitigate or eliminate the negative
effect of deception attacks?

To the best of the authors’ knowledge, little work has
been done on the stabilization of switched systems un-
der deception attack and DoS attack. Notice that such
an issue has theoretical challenges and engineering sig-
nificance which motivates our current study. The main
contributions of this paper are:

1) The stabilization problem for switched systems un-
der both DoS attack and deception attack is investi-
gated via time-dependent switching law. It is shown
that the security level is related to the initial state
and the attack parameters. The controller gain is
then designed to guarantee the ℓ-security level for
the closed-loop system.

2) The relationship between the attack parameters
and the upper bound of Lyapunov function is re-
vealed, where the asynchronous behavior is caused
by DoS attack. This suggests that an increased at-
tack probability of DoS attack may lead to a larger
ultimate bound with stronger requirements on the
switching signals. The connection between the ul-
timate bound and the attack parameters is estab-
lished. This suggests that a fiercer attack leads to a
larger asymptotic bound and a higher security level.

3) A mixed-switching control strategy is presented by
incorporating both dwell time approach and state-
dependent switching law.With such a switching sig-
nal, the system is asymptotically stabilizable even
if the deception attack exists.

The remainder of this paper is organized as follows. Sec-
tion 2 gives some preliminaries and system specification.
Section 3 develops the main results on stabilization for
switched systems under DoS attack and deception at-
tack. Numerical simulations are conducted in Section 4
to support the derived theoretical analysis. Finally, we
conclude this paper in Section 5.

Notations: Denote R the real number set, N the integer
set, N≥k (resp. R≥k) the integer (resp. real) number set
no less than k. The maximum (resp. minimum) eigen-
value of a square matrix is represented by λmax (resp.
λmin). A

T stands for the transpose of matrix A. P ≻ 0
(P ⪰ 0) represents a positive definite (semi-positive def-
inite) matrix. 0 and I stand for zero matrix and unit
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Fig. 1. A framework for switched system under deception
attack and DoS attack.

matrix with appropriate dimensions.

2 Problem formulation

Consider a class of switched linear systems

x(k + 1) = Aσ(k)x(k) +Bσ(k)u(k) (1)

where x(k) ∈ Rnx and u(k) ∈ Rnu are state vector

and control signal, respectively. σ(k) : N 7→ M ≜
{1, 2, · · · ,m} is the switching signal with m ∈ N being
the number of subsystems.Ap, Bp (p ∈ M) are constant
matrices with compatible dimensions. The controller is
with the form u(k) = Kσ(k)x(k), whereKσ(k) is the con-
troller gain associated with the system mode.

The state information x(k) and the switching signal σ(k)
are transmitted via the network, which is accessible for
cyber attackers, see Fig. 1 for more details. In this paper,
both DoS attack and deception attack act on the sensor-
to-controller channel. Once the attacks occur, the state
signal and the switching signal received by controller be-
come attacked state x(k) and attacked switching signal
σ(k), whose detailed forms will be clear in the rest pa-
per. Then the controller output suffering from attack is
rewritten as u(k) = Kσ(k)x(k).

Suppose that DoS attack and deception attack can oc-
cur at the same time. Next, we analyze the value x(k)
when DoS attack and deception attack are individually
or simultaneously launched.

Deception attack: The deception attack is usually re-
alized by tampering with system data or packets, e.g.,
the attacker sends a false data packet to the target di-
rectly or deciphers the authenticated packet and injects
the false data into the original packet; see Zhang et al.
(2021). When the system is suffering deception attack,
the measurement signal changes to xa(k), which satisfies

∥xa(k)∥2 ≤ γ2, (2)

with γ being a known positive constant. Therefore, the
controller input becomes x(k) = xa(k) if the deception
attack is successfully launched, i.e., α(k) = 1. Moreover,

the deception attack obeys the Bernoulli distribution.
α(k) is a binary random variable characterizing the oc-
currence of deception attacks. That is, α(k) = 1 when
the attack occurs, and α(k) = 0 otherwise. And their
probabilities are Prob{α(k) = 1} = α, Prob{α(k) =
0} = 1− α, where α ∈ [0, 1] is a known constant.

DoS attack: The DoS attack attempts to temporarily
or permanently block the service of devices connected
to the network, thereby rendering network resources un-
available to legitimate users, see Zhang et al. (2021).
When the system is subject to DoS attack, the mea-
surement signal and the switching signal will be lost.
The controller input turns to be the latest one, i.e.,
x(k) = x(k − 1). Similarly, the DoS attack also has
some effect on the switching signal, that is, the controller
mode admits σ(k) = σ(k − 1) if there exists a DoS at-
tack. The DoS attack also follows the Bernoulli distri-
bution, i.e., β(k) is a binary random variable. When an
attack occurs, β(k) = 1, otherwise, β(k) = 0. Similarly,
Prob{β(k) = 1} = β, Prob{β(k) = 0} = 1 − β, where
β ∈ [0, 1] is a positive scalar and pre-known information
for designer.

Simultaneous attacks: When the system is suffering
two types of attacks simultaneously, i.e., α(k) = 1 and
β(k) = 1. However, no matter what attack signals are
injected by deception attacker, they cannot be transmit-
ted to the controller when the DoS attack is occurring.
In other words, the attack effect of deception attack and
DoS attack is the same as that for single DoS attack.
Then the controller input becomes x(k) = x(k − 1).

Remark 1 In the problem setting, both DoS attack and
deception attack are assumed to satisfy Bernoulli distri-
butions with known parameters. It is recognized that ran-
dom attacks align more closely with engineering prac-
tice, capturing the complexities, randomness, and unpre-
dictability inherent in network control systems, as em-
phasized in Qi et al. (2023); Zhang and Liu (2023). Ad-
ditionally, the effectiveness of attacks often depends on
dynamic network conditions, such as network load, con-
gestion, and transmission, as outlined in Yu et al. (2022).
Given the inherently stochastic nature of these processes,
describing attacks through random processes is consid-
ered a fitting representation, effectively capturing the in-
herent randomness embedded in attack patterns. While
acknowledging that assuming Bernoulli distributions for
both attacks might be considered simplistic, it’s impor-
tant to note that they offer a direct means to capture ran-
domness and unpredictability in network behaviors. Our
future work will explore more realistic random distribu-
tions in subsequent research endeavors. Furthermore, ob-
taining precise knowledge of parameters in practical sce-
narios may pose challenges. However, it is essential to
emphasize that if the probability distribution and attack
power are known, statistical methods can be employed to
estimate these parameters from collected measurements

3



Du et al. (2019); Li et al. (2021); Zhao et al. (2022).
We argue that, under the assumption that such probabil-
ity distributions are slowly time-varying, this approach
could be viable. To counter potential parameter drifting,
we propose the possibility of continuously re-triggering
offline parameter identification techniques when the cur-
rently identified parameters fail to yield satisfactory re-
sults. These avenues will be explored further in our future
work.

Remark 2 The reasons of modeling attacks obeying
the Bernoulli distribution are three-folds. First of all,
whether the adversary successfully targets a network is
related to network random factor such as network load,
network congestion and network transmission rate. Sec-
ond, the defense mechanism of a system such as firewalls
and/or detectors in practical applications will reduce the
attack rate. Finally, the adversary’s energy is limited,
and it generally does not operate continuously. There-
fore, it is reasonable to assume that the attack follows a
Bernoulli distribution; see Ding et al. (2016); Guo et al.
(2020); Wu et al. (2021); Zhao et al. (2020).

Remark 3 For deception attack, the boundedness on
signal xa(k) is required. In practice, arbitrarily un-
bounded attacks would consume a great deal of energy,
which are always impossible. Hence, it makes sense
to require that the false signals injected by adversaries
are bounded as in Zhao et al. (2020). Although the as-
sumption of knowing the bound of the deception attack’s
power seems restrictive, we think that it is a reasonable
assumption. Engineers usually can obtain very conser-
vative estimation of such bounds; see Ding et al. (2016);
Du et al. (2019). As pointed out in Ding et al. (2017), the
bound can be estimated through statistical tests and spec-
ified by security requirements. A conservative bound will
enhance the robustness of the proposed control design.

Based on the above analysis, the actual input of the
controller is

x(k) = (1− α(k)) (1− β(k))x(k) + β(k)x(k − 1)

+ α(k) (1− β(k))xa(k).
(3)

From this equation, it is clear that x(k) = x(k) when
α(k) = 0 and β(k) = 0, which means that the system is
attack-free at instant k. If only deception attack occurs,
i.e., α(k) = 1 and β(k) = 0, the signal controller received
becomes x(k) = xa(k). In addition, when DoS attack is
launched the controller input admits x(k) = x(k − 1).

Remark 4 In this paper, the scenario where the decep-
tion attack and DoS attack are independent is considered,
which means that the DoS attack and deception attack
can occur at the same time. The result can be extended to
the case where DoS attack and deception attack are de-
pendent. In such a case, DoS attack and deception attack
cannot launch simultaneously. More specifically, there

are three situations: 1) α(k) = 1, β(k) = 0; 2) α(k) = 0,
β(k) = 0; 3) α(k) = 0, β(k) = 1. To sum up, α(k)β(k) ≡
0. Hence, using the same method as that in (3), the con-
troller input becomes x(k) = (1− α(k)− β(k))x(k) +
β(k)x(k− 1)+α(k)xa(k). The following analysis is still
valid for dependent attacks.

As we can see, σ(k) is the controller mode described by
σ(k) = β(k)σ(k−1)+(1−β(k))σ(k) since the switching
signal is only effected by DoS attack. It is well known
that the controller mode and the subsystem mode may
be mismatching, i.e., σ(k) ̸= σ(k), which is called asyn-
chronous behavior; see Zhang and Gao (2010). More
importantly, the system performance may degrade at
the asynchronous stage since the mismatching controller
cannot stabilize the activated subsystem. Hence, the dy-
namics of the closed-loop system is divided into the syn-
chronous stage (σ(k) = σ(k)) and the asynchronous one
(σ(k) ̸= σ(k)). Note that the system is in the asyn-
chronous stage only when the DoS attack occurs.

According to relation of σ(k) and σ(k), we give the
closed-loop dynamics under attacks, respectively. For
the synchronous stage, i.e., σ(k) = σ(k), the dynamics
of the closed-loop system is

x̃(k + 1) (4)

= A1
σ(k)x̃(k) + (β(k)− β)A2

σ(k)x̃(k)− χ1A3
σ(k)x̃(k)

+ χ2A4
σ(k)xa(k) + α(1− β)A4

σ(k)xa(k)

where x̃(k) = [xT (k), xT (k−1)]T , χ1 = α(k)−α+β(k)−
β − α(k)β(k) + αβ, χ2 = α(k) − α − α(k)β(k) + αβ,
χ3 = (1− α− β + αβ),

A1
σ(k) =

[
Aσ(k) + χ3Bσ(k)Kσ(k) βBσ(k)Kσ(k)

χ3I βI

]
,

A2
σ(k) =

[
0 Bσ(k)Kσ(k)

0 I

]
,

A3
σ(k) =

[
Bσ(k)Kσ(k) 0

I 0

]
, A4

σ(k) =

[
Bσ(k)Kσ(k)

I

]
.

For the asynchronous stage, DoS attack is successfully
launched, i.e., β(k) = 1. The closed-loop system over the
asynchronous stage becomes

x̃(k + 1) = A1

σ(k),σ(k)x̃(k) (5)

where A1

σ(k),σ(k) =

[
Aσ(k) Bσ(k)Kσ(k)

0 I

]
.

4



Formula (5) only describes the evolutionary process from
a switching instant to the moment at which the switch-
ing signal is successful sent. (Switching instant is the
moment at which σ(ks) ̸= σ(ks − 1)) Similar to (5), the
dynamic at the first successful transmitted instant af-
ter a switching is also especial. At this instant, the sys-
tem mode and the controller mode are matched, i.e.,
β(k) = 0. Hence, the closed-loop dynamics admits

x̃(k + 1) = Ã1
σ(k)x̃(k)− (α(k)− α)Ã2

σ(k)x̃(k)

+ α(k)Ã3
σ(k)xa(k)

(6)

where

Ã1
σ(k) =

[
Aσ(k) + (1− α)Bσ(k)Kσ(k) 0

(1− α)I 0

]
,

Ã2
σ(k) =

[
Bσ(k)Kσ(k) 0

I 0

]
, Ã3

σ(k) =

[
Bσ(k)Kσ(k)

I

]
.

Remark 5 This paper considers the scenario where de-
ception attack only changes the state signal. Note that
switching signals are well-designed by engineers or schol-
ars, therefore they have a higher lever of security. In other
words, it is more strictly protected and less vulnerable
to attacks compared to system state. On the other hand,
the presence of attacks on the switching signal will make
the considered problem more complicated. This in turn
imposes stronger constraints on deception attack, DoS
attack and switching law. To the best of our knowledge,
such an issue has not yet been addressed.

In what follows, we give some definitions.

Definition 1 (Liberzon (2003)) A positive constant
τd ∈ R is called the dwell time (DT) of a switching signal
if for any s ∈ N,

τd ≤ ks+1 − ks (7)

where ks and ks+1 are switching instants.

Definition 2 (Zou et al. (2017)) The switched sys-
tem is said to be practically stable in the mean square
sense, if for a given switching signal σ(k), there exist
scalars ε > 0, η ∈ [0, 1), ψ ≥ 0 such that

E{∥x̃(k)∥2} ≤ ε∥x(0)∥2ηk + ψ, k ≥ 0 (8)

where ψ is the asymptotic bound.

Definition 3 (Chen and Zheng (2016)) The switched
system is said to be asymptotically stable in the mean
square sense, if

lim
k→∞

E{∥x(k)∥2} = 0. (9)

DoS attack Deception attack

Examples 1、3 Examples 2、3

Switched system

Time switching

Practical stability

Theorem 1:
Stability analysis

Theorem 2:
Controller design

Mix-switching

Asymptotic stability

Theorem 3:
Switching law design

Fig. 2. The organization of this paper

Definition 4 (Ding et al. (2016)) For a switched
system suffering from attack with a given switching
signal σ(k), the following set

R =
{
x̃0 ∈ Rnx : E

{
∥x̃(k)∥2

}
≤ ℓ, ∀k ≥ 0

}
(10)

is called the mean square ℓ-security set with ℓ > 0 being
a desired security level.

In this paper, we aim to guarantee that the switched
system under DoS attack and deception attack is prac-
tically stable in the mean square sense by designing the
controller gain and time-dependent switching signal, and
then calculate the security set in the mean square. More-
over, a more flexible switching signal is suggested to en-
sure asymptotic stability in themean square sense even if
there exists deception attack. Fig. 2 illustrate the organi-
zation of this paper. Theorem 1 and Theorem 2 deal with
the stabilization problem based on the time-dependent
switching law. In Theorem 2, the controller is designed
via LMI conditions. Moreover, the mixed-switching law
is devised in Theorem 3 to finish asymptotic stability.
Example 1 and Example 2 show the feasibility and su-
periority of Theorem 2 and 3, respectively. Example 3
illustrates that the results in this paper are suitable for
practical application.

3 Main Results

3.1 Time-dependent switching signal

In this subsection, we are dedicated to the stabilization
issue for switched systems subject to both DoS attack
and deception attack. A sufficient condition is presented
to ensure the practical stability of the considered systems
in the mean square sense.

Theorem 1 Given scalars µ > 1, 0 < ρs < 1, ρu > 0,
α, β ∈ [0, 1], c = β 1+ρu

1−ρs
< 1, and matrices Kp guaran-

teeingAp+BpKp are Schur stable. If there exist matrices
Pp ≻ 0, p ∈ M and a positive constant ϵ such that

Πp =

[
Π11

p Π12
p

∗ Π22
p

]
⪯ 0, (11)

5



Ωpq = (A1

pq)
TPpA

1

pq − Pp − ρuPp ⪯ 0, (12)

Ψp =

[
Ψ11

p Ψ12
p

∗ Ψ22
p

]
⪯ 0, (13)

Pp ⪯ µPq, ∀p, q ∈ M, p ̸= q, (14)

where α̃ = α (1− α) , β̃ = β
(
1− β

)
,

Π11
p = (A1

p)
TPpA1

p + β̃(A2
p)

TPpA2
p − Pp + ρsPp

+
(
α̃
(
1− β

)2
+ β̃ (1− α)

2
+ α̃β̃

)
(A3

p)
TPpA3

p

+ 2β̃ (1− α) (A2
p)

TPpA3
p,

Π12
p = α

(
1− β

)
(A1

p)
TPpA4

p − αβ̃(A2
p)

TPpA4
p

− α̃
(
1− β

)2
(A3

p)
TPpA4

p,

Π22
p = α

(
1− β

)
(A4

p)
TPpA4

p − ϵI,

Ψ11
p = (Ã1

p)
TPpÃ1

p + α̃(Ã2
p)

TPpÃ2
p − Pp + ρsPp,

Ψ12
p = α(Ã1

p)
TPpÃ3

p − α̃(Ã2
p)

TPpÃ3
p,

Ψ22
p = α̃(Ã3

p)
TPpÃ3

p + α2(Ã3
p)

TPpÃ3
p − ϵI.

Then switched system (1) is practically stable in the mean
square sense with ℓ-security level, and the switching sig-
nal satisfies

τd ≥ τ∗d = − lnµ

ln ρs
(15)

with µ = µ 2−β−c
1−c , and

ℓ = µmax
{

x̃T (0)Pσ(0)x̃(0)

minp∈M{λmin(Pp)} ,
ϵγ2

minp∈M{λmin(Pp)}ρs

}
.

Moreover, the asymptotic bound of the switched system

is ψ = µϵγ2

ρs minp∈M{λmin(Pp)} .

PROOF. Please see Appendix A. 2

Remark 6 Theorem 1 gives a criterion that the switched
system is practically stable in the mean square sense un-
der deception attack and DoS attack. The explicit value of
the security level is formulated. More specifically, LMIs
(11) and (12) guarantee that the energy decrease or in-
crease has an upper bound in the mean square sense if
the system mode is the same as the controller mode when
DoS attack occurs. On the other hand, LMI (13) makes
sure that the Lyapunov function decreases for the decep-
tion attack. And LMI (14) limits a bounded energy jump
at the switching instant.

Remark 7 The results in this paper can be extended
to the dynamic feedback controller. Boyd et al. (1994)
pointed out that the dynamic feedback controller allows
us to meet more specifications than the static one. As
illustrated in Liu et al. (2013), an augmented state can
be constructed, which provides more design freedom to
achieve better performance.

Remark 8 It is known that the increase of energy dur-
ing asynchronous behavior is related to the attack proba-
bility of DoS attack (Wang et al. (2022)). With increas-
ing number of successive attacks, the attack probability
decreases. Therefore, there is an upper bound for the en-
ergy growth during asynchronous behavior. In this work,
the upper bound calculated based on the DoS attack prob-
ability is used to characterize the maximum energy in-
crease during asynchronous interval. Then a switching
signal is designed to ensure system stability in the worst
case scenario. More specifically, the probability of consec-
utive DoS attacks decreases over time. Thus there exists a
maximum incremental energy of asynchronous behavior
caused by DoS attack, which can be calculated by Theorem
1. The maximum energy increase in mean square sense

is µ 2−β−c
1−c V (ts) with c = β 1+ρu

1−ρs
and V (ts) being the en-

ergy at switching instant ts, which is associated with the
system energy at the switching instant, the probability of
DoS attacks, the synchronous convergence rate, and the
asynchronous divergency rate. In Theorem 1, the energy
increase is defined as µ. It is reasonable that a fiercer at-
tack will cause undesirable energy divergence and be more
difficult to control.

Remark 9 The LMI method is used to obtain sufficient
conditions for switched systems under DoS attack and
deception attack. The LMI method is conservative but
also brings robustness. When the attack induced asyn-
chronous behaviors are considered, the robustness of the
proposed method will be further improved. Moreover, the
estimation of the deception attack bound is also conser-
vative which increases robustness. The existing robust
control techniques can be incorporated into the proposed
method to further enhance the robustness (Conte et al.
(2021); Ifqir et al. (2018)).

Remark 10 According to Theorem 1, the asymptotic
bound is µϵγ2⧸(ρsλmin(Pp)), which is equal to the secu-
rity level subject to a sufficiently small value of ∥x̃(0)∥.
It is obvious that the asymptotic bound is related to the
deception attack bound γ, the DoS attack probability and
deception attack probability. A larger probability of DoS
attack and deception attack or the fierce deception level
will yield a larger asymptotic bound.

In contrast with the results in Han and Lian (2022), one
challenge is to handle the negative effect on the switch-
ing signal caused by DoS attack. Furthermore, the in-
equality constraints are related to the attack probabil-
ity. Another difficulty compared with Ding et al. (2016)
is the complex dynamics of switched system due to mul-
tiple subsystems.

Next, some corollaries are given for the cases where de-
ception attack and DoS attack occur on non-switched
system or single attack tampers switched system.

For non-switched system, i.e., M = {1}, the dynamics
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of the closed-loop system boils down to

x̃(k + 1) = A1x̃(k) + (β(k)− β)A2x̃(k) + χ1A3x̃(k)

+ χ2A4xa(k) + α(1− β)A4xa(k)

where A1 =

[
A+ χ3BK βBK

χI βI

]
, A2 =

[
0 BK

0 I

]
,

A3 =

[
BK 0

I 0

]
, A4 =

[
BK

I

]
. Then the security issue

under deception attack and DoS attack for non-switched
system can be easily elaborated.

Corollary 1 Given scalars 0 < ρs < 1, α, β ∈ [0, 1]
and the controller gain K, if there exist a matrix P > 0
and a positive constant ϵ such that

Π =

[
Π11 Π12

∗ Π22

]
⪯ 0

where α̃ = α (1− α) , β̃ = β
(
1− β

)
,

Π11 = (A1)TPA1 + β̃(A2)TPA2 − P + ρsP

− 2β̃ (1− α) (A2)TPA3

+
(
α̃
(
1− β

)2
+ β̃ (1− α)

2
)
(A3)TPA3,

Π12 = − αβ̃(A2)TPA4 + α
(
1− β

)
(A1)TPA4

− α̃
(
1− β

)2
(A3)TPA4,

Π22 = α
(
1− β

)
(A4)TPA4 − ϵI.

Then the considered non-switched system is practically
stable in the mean square sense with ℓ-security level, and

ℓ = max
{

x̃T (0)Px̃(0)
λmin(P ) , ϵγ2

λmin(P )ρs

}
.

Remark 11 The criterion in Corollary 1 is similar to
that revealed in Ding et al. (2016). The main difficulty to
extend the results from Ding et al. (2016) is the switching
signal design, since the attack not only alters the system
state, but also has influence on the consistency of the
subsystem and the controller. Moreover, the jump at the
switching instant is another challenge in the analysis.

When there is only DoS attack, the stability criterion
degenerates to the scenario with α = 0, γ = 0.

Corollary 2 Given scalars µ > 1, 0 < ρs < 1, ρu > 0,
β ∈ [0, 1], controller gainKp and c = β 1+ρu

1−ρs
< 1, if there

exist matrices Pp ≻ 0, p ∈ M such that

Πp ⪯ 0, (16)

Ωpq ⪯ 0, (17)

Ψp ⪯ 0, (18)

Pp ⪯ µPq, ∀p, q ∈ M, p ̸= q, (19)

where β̃ = β
(
1− β

)
,

Πp = (A1
p)

TPpA1
p + β̃(A2

p)
TPpA2

p − Pp + ρsPp

− 2β̃(A2
p)

TPpA3
p + β̃(A3

p)
TPpA3

p,

Ωpq = (A1

pq)
TPqA

1

pq − Pq − ρuPq,

Ψp = (Ã1
p)

TPpÃ1
p − Pp + ρsPp,

and the switching signal obeys the rule τd ≥ τ∗d = − lnµ
ln ρs

with µ = µ 2−β−c
1−c . Then the investigated switched system

subject to DoS attack is asymptotically stable in the mean
square sense.

It is noted that the system can be asymptotically stabi-
lized in the absence of deception attack. By the similar
derivation, we can get the results for a switched system
under single deception attack, that is, β = 0.

Corollary 3 Given scalars µ > 1, 0 < ρs < 1, α ∈
[0, 1], and controller gainKp, if there exist matrices Pp ≻
0, p ∈ M and a constant ϵ > 0 such that

Πp =

[
Π11

p Π12
p

∗ Π22
p

]
⪯ 0,

Pp ⪯ µPq, ∀p, q ∈ M, p ̸= q,

where α̃ = α (1− α),

Π11
p = (A1

p)
TPpA1

p − Pp + ρsPp + α̃(A3
p)

TPpA3
p,

Π12
p = α(A1

p)
TPpA4

p − α̃(A3
p)

TPpA4
p,

Π22
p = α(A4

p)
TPpA4

p − ϵI,

and the switching signal satisfies τd ≥ τ∗d = − lnµ
ln(1−ρs)

.

Then the switched system subject to single deception at-
tack is practically stable in the mean square sense with
ℓ-security index and

ℓ = µmax
{

x̃T (0)Pσ(0)x̃(0)

minp∈M{λmin(Pp)} ,
ϵγ2

minp∈M{λmin(Pp)}ρs

}
.

Remark 12 Comparing Corollary 2 with Corollary 3,
it is obvious that the system under deception attack will
converge to a neighborhood of the origin. In such a case,
there is no direct influence on the switching signal, and
the switching signal is similar to that in Zhu and Zheng
(2020a). Furthermore, the switched system with DoS
attack will lead to asynchronous behavior between the
system mode and the controller mode, which imposes
stronger constraint on the switching signal.

In what follows, we formulate an explicit expression of
the controller gain based on Theorem 1.
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Theorem 2 Given scalars µ > 1, 0 < ρs < 1, ρu >

0, α, β ∈ [0, 1] and c = β ρu

ρs
< 1 with ρs = 1 − ρs,

ρu = 1 + ρu, if there exist matrices P 1
p ≻ 0, P 2

p ≻ 0,

Rp =

[
R1

p

0

]
, Ξp =

[
Ξ11
p Ξ12

p

0 Ξ22
p

]
and a constant ϵ such

that

Π̃p =

[
Π̃11

p Π̃12
p

∗ Π̃22
p

]
⪯ 0, (20)

−Ω̃pq 0 ΞqEpAq Rq

∗ −P 2
p 0 P 2

p

∗ ∗ −ρuP 1
p 0

∗ ∗ ∗ −ρuP 2
p

 ⪯ 0, (21)

Φ̃p =

[
Φ̃11

p Φ̃12
p

∗ Φ̃22
p

]
⪯ 0, (22)

diag{P 1
p , P

2
p } ⪯ µ diag{P 1

q , P
2
q },∀p, q ∈M, p ̸= q,

(23)

where Υ1
p = ΞpEpAp + χ3Rp, ϑ1 = α(1 − β), ϑ2 =√

β̃(2− 2α), ϑ3 =
√
α̃(1− β), ϑ4 =

√
β̃(1− α)(2− α),

Ω̃pq = ΞqEp+(ΞqEp)
T−P 1

p ,Ep =
[
Bp((B

T
p Bp)

−1)T B⊥
]T

with B⊥ being an orthogonal basis of the null space for
BT , Λp = diag{ΞpEp + (ΞpEp)

T − P 1
p , P

2
p },

Π̃11
p = diag {−Λp,−Λp,−Λp,−Λp,−Λp} ,

Π̃12
p =



Υ1
p βRp ϑ1Rp

χ3P
2
p βP 2

p ϑ1P
2
p

0

√
αβ̃Rp −

√
αβ̃Rp

0

√
αβ̃P 2

p −
√
αβ̃P 2

p

0 ϑ2Rp 0

0 ϑ2P
2
P 0

ϑ3Rp 0 −ϑ3Rp

ϑ3P
2
p 0 −ϑ3P 2

p

ϑ4Rp 0 0

ϑ4P
2
p 0 0



,

Π̃22
p = diag{−(1− ρs)Pp,−ϵI},

Φ̃11
p = diag {−Λp,−Λp} ,

Φ̃12
p =


ΞpEpAp + (1− α)Rp 0 αRp

(1− α)P 2
p 0 αP 2

p√
α̃Rp 0

√
α̃Rp√

α̃P 2
p 0

√
α̃P 2

p

 ,

Φ̃22
p = diag{−(1− ρs)Pp,−ϵI}.

The switched system under deception attack and DoS
attack is practically stable in the mean square sense with
ℓ-security level. Then the controller gain can be calculated
byKp = (Ξ11

p )−1Rp with switching signal satisfying (15).

PROOF. Please see Appendix B. 2

3.2 Mixed-switching control strategy

In Subsection 3.1, it is shown that the system is prac-
tically stable in the mean square sense with ℓ-security
level and ℓ is related to the maximum value of decep-
tion attack γ. The system converges into a neighbor-
hood of equilibrium since the value of deception attack
xa(k) may have a noticeable impact on the state by gen-
erating an error control signal when the actual state
is sufficiently small. Fortunately, a remarkable advan-
tage of switched system is that the closed-loop system
can achieve stability even if all subsystems are unsta-
ble. However, this method does not perform well when
the state is far from the equilibrium. In this part, we
give a novel control strategy to enhance the resilience
of switched system by incorporating the state-switching
design method.

Due to the randomness of attacks, the switching condi-
tion for state switching and time switching will be trig-
gered frequently if it only relates to the state informa-
tion, leading to undesired performance such as oscilla-
tions. How to reduce the number of switchings between
state switching and time switching and achieve asymp-
totic stability is challenging.

First, we introduce two strategies consisting of controller
and switching signal.

Strategy 1: The controller is

u(k) = Kσ(k)x̂(k) (24)

where x̂(k) = (1 − α(k))(1 − β(k))x(k) + α(k)(1 −
β(k))xa(k) and the next switching instant satisfies

ks+1 ≥ ks + τd1 (25)

with τd1 being given in Theorem 3.

Strategy 2: The controller is

u(k) = 0 (26)

and the next switching instant is

ks+1 ≜ inf{k ≥ ks + τd2 : φ(k) > 0} (27)
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where φ(k) = xT (k)Qpx(k) − min
q∈M,q ̸=p

µxT (k)Qqx(k)

(p, q ∈ M, p ̸= q) and Qp for all p ∈ M is a positive
define matrix to be designed.

Our control strategy switches to Strategy 1 once
∥x(k)∥ > γ2 and the switching conditions from Strat-
egy 1 to Strategy 2 are ∥x(k)∥ ≤ γ2 and k ≥ ks + τd1.
Notably, without the second condition, the control
method will switch back and forth between the two
ones, which may deteriorate control performance and is
not expected to happen in practice.

Remark 13 The connection between the switching con-
dition for two switching laws and the deception attack is
inherent in the nature of the system. The state switching
law demonstrates optimal performance when the state re-
mains within the bounds of the deception attack. Addi-
tionally, to minimize frequent switches, we advocate the
imposition of an additional time constraint on the switch-
ing signal when the two laws coexist. The adoption of a
time switching constraint proves practical for limiting the
switching frequency, ensuring ease of implementation in
real-world scenarios.

Accordingly, the closed-loop system under control strat-
egy 1 has the form

x(k + 1) (28)

= Aσ(k)x(k) + (1− α(k))(1− β(k))Bσ(k)Kσ(k)x(k)

+ α(k)(1− β(k))Bσ(k)Kσ(k)xa(k)

and the closed-loop system with control strategy 2 is

x(k + 1) = Aσ(k)x(k). (29)

Remark 14 Different from the control signal in section
3.1, the control signal turns to be zero rather than the
value at the latest successfully transmitted instant when
the DoS attack occurs. Consequently, the mismatching
behavior will not happen.

In the sequel, we focus on the design of switching signal
in terms of the information of time and state for con-
troller (24). The dwell time constraint leads to a slow
frequency, which reduces the number of asynchronous
behavior and the high frequency switching. It is noted
that the switching law has a mixed form, which com-
bines the dwell time approach as that in Section 3.1 and
the state-dependent switching rule in Zhai et al. (2016).
The aim of τd1 is to make sure that the decrease rate of
stable subsystem can compensate the energy increase at
the switching instants. τd2 guarantees that the switch-
ing frequency has an upper bound and φ(k) ≤ 0 implies
that the energy decreases at the switching instants.

Theorem 3 Given scalars 0 < ρs < 1, ρu > 0, µ ≥
1, µ1 ≥ 1 and µ2 ≥ 1 and matrices Kp. If there exist

matrices Pp ≻ 0 and Qp, p ∈ M and a positive constant
ϵ such that

Λp =

[
Λ11
p Λ12

p

∗ Λ22
p

]
⪯ 0, (30)

µ1Pq − Pp ⪰ 0, p, q ∈ M, p ̸= q, (31)

AT
pQpAp −Qp + λ(µQq −Qp) ⪯ 0, (32)

µQp − Pq ⪯ 0, p, q ∈ M, (33)

µ2Qp − Pq ⪰ 0, p, q ∈ M, (34)

where

Λ11
p = AT

p PpAp − Pp + 2(1− α)(1− β)AT
p PpBpKp

+ (1− α)(1− β)(BpKp)
TPpBpKp + ρsPp,

Λ12
p = α(1− β)AT

p PpBpKp,

Λ22
p = α

(
1− β

)
(BpKp)

TPpBpKp − ϵI,

and the switching signal satisfies

τd1 ≥ τ∗d1 = max
{
− lnµ1

ln(1−ρs)
,− lnµ2

ln(1−ρs)

}
and

τd2 ≤ τ∗d2 =
lnµ

ln(1 + λ)
. (35)

Then switched system under deception attack and DoS
attack with mixed-switching strategy is globally asymp-
totically stable in mean square sense.

PROOF. Please see Appendix C.

Remark 15 In this part, we devise a novel control strat-
egy which combines the feedback control and the switching
control by designing appropriate switching signal. Sim-
ilar to the meaning of Theorem 1, LMIs (30) and (31)
are the constraints for Strategy 1. The first one makes
sure that the Lyapunov function for the system under at-
tacks decreases, and the second one guarantees that the
energy at switching instant has a bounded growth when
time-dependent switching signal is adopted. The state-
dependent switching signal is constrained by LMI (32).
Finally, LMIs (33) and (34) ensure the jump at strategy
switch instants being bounded.

Remark 16 The switched system under time-dependent
switching law and feedback controller is practically stable
due to the deception attack. More specifically, the influ-
ence of deception attack will be dominated near the equi-
librium. In other words, the controller signal cannot sta-
bilize the system when controller signal has similar am-
plitude to deception attack signal. Therefore, to reduce
the influence of deception attack, we resort to the switch-
ing signal to stabilize the system once the deception at-
tack clearly affects the system.
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Remark 17 The theoretical merits of the mixed switch-
ing control strategy are outlined as follows: 1) Global
Asymptotic Stability: In contrast to Theorem 2, which
utilizes a time-dependent switching law, the system ex-
hibits global asymptotic stability to the equilibrium even
in the presence of a deception attack—an occurrence
that is unattainable in a non-switched system under a
peak-bounded deception attack. 2) Convergence Speed:
Compared with the state-dependent switching law, the
state converges rapidly with fewer instances of switching.
3) Optimal Utilization of Switching Laws: The mixed
switching strategy capitalizes on the advantages of both
time-dependent and state-dependent switching laws.
Time-dependent switching employs feedback control to
stabilize the system, while state-dependent switching
excels in stabilizing the closed-loop system through a
well-designed switching signal, even when individual
subsystems are unstable. However, the latter performs
less effectively when the state is far from the equilibrium.

Remark 18 Two switching laws to stabilize switched
system have been presented. The first one is time-
dependent switching law, which is easy to utilize since
only the controller needs to be designed. Note that it is
nontrivial to extend the results from non-switched system
to switching system by considering both deception attack
and DoS attack. That is because the switching signal
constraint should be investigated in connection with the
attack parameters and the asynchronous behavior which
is related to the probability of DoS attack. However, the
controller has no resilience to deception attack. Another
one is mixed-switching law, which can guarantee the
asymptotic stability of the switched system under decep-
tion attack. To the best of the authors’ knowledge, it is
the first attempt to enhance resilience against deception
attack with the help of switching law.

4 Simulations

This section shall carry out three numerical examples to
verify the theoretical finding of the proposed setup.

4.1 Example 1

Consider a switched system consisting of two subsystems

A1 =

[
0.88 0.23

0.84 −0.47

]
, B1 =

[
−0.77 −0.33

−0.31 0.50

]
,

A2 =

[
0.99 −0.08

−0.39 −0.33

]
, B2 =

[
0.47 0.31

0.60 −0.55

]
,

with parameters ρs = 0.15, ρu = 0.3, γ = 0.13, α =
0.13, β = 0.13, µ = 1.1. By Theorem 2, the controller
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Fig. 3. The switching signal
for Example 1
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Fig. 4. The norm of state and
the bound ψ for Example 1

Table 1
ψ and ℓ with different deception attack probabilities

α 0 0.02 0.04 0.06 0.08 0.10

ψ 0.2262 0.2319 0.2388 0.2471 0.2564 0.2669

ℓ 0.8506 0.8469 0.8428 0.8383 0.8335 0.8284

α 0.12 0.14 0.16 0.18 0.20 0.22

ψ 0.2783 0.2908 0. 3042 0.3188 0.3348 0.3526

ℓ 0.8230 0.8173 0.8114 0. 8052 0. 7987 0.7918

gains can be calculated as

K1 =

[
0.7848 0.0864

0.2825 0.3376

]
, K2 =

[
−1.6734 1.9332

0.0410 0.1545

]
,

with ϵ = 1.7389, τ∗d = 8.1838. We conduct the Monte
Carlo experiments with 100 times. Here the state norm

∥χ(s)∥ ≜
∥
∑100

i=1
xi(s)∥

100 , where xi(s) is the state at time
s in the ith run.

The switching signal is depicted in Fig. 3. To show the
asynchronous behavior cased by DoS attack, the DoS
attack and the controller mode are also plotted in Fig.
3. Fig. 4 shows the norm of state and the bound ψ. It is
clear that the state is bounded within ψ which is indi-
cated by the red line. Figs. 5–7 portray how parameters
affect the state and the asymptotic bound. It is clear
from Fig. 5, the state jitter is more severe as α increases
and the bound becomes larger with the increase of at-
tack frequency. The effect of DoS attack probability on
the state and the asymptotic bound is illustrated in Fig.
6. Specially, the controller gain is chosen to make the
subsystem stabilizable and no switching occurs during
this simulation in the fourth subgraph of Fig. 6. We can
see that the state still diverges even the LMIs are not
feasible. There is a certain conservativeness for the ob-
tained conditions due to inequality scaling in the deriva-
tion process. More specific, it is found that the system
can be stabilizable yet the LMIs become infeasible when
β = 0.4 and other parameters are chosen unchanged.
Analogously, a larger attack bound γ leads to an increase
of asymptotic bound, which has strong impact than that
deduced by attack probability in Fig. 7.
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Fig. 5. The norm of state and the bound ψ under differ-
ent deception attack probabilities with the same DoS attack
probability and deception attack level for Example 1.
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Fig. 6. The norm of state and the bound ψ under differ-
ent DoS attack probabilities with the same deception attack
probability and level for Example 1.

Tables 1–3 reveal the relationship between the attack pa-
rameters α, β, γ and the security level ℓ, ψ. It is obvious
that ψ increases with a larger attack intensity (α, β, γ).
However, the security level ℓ is closely related to the ini-
tial value of Lyapunov function, which is determined by
matrices Pp. It varies within a small range that is clearly
demonstrated in Table 3. The above simulations verify
the influence of parameters on the security performance,
which is consistent with the statement in Remark 10.
Moreover, when the initial value of Lyapunov function is
less than the bound ψ, the security level ℓ is equal to ψ.
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Fig. 7. The norm of state and the bound ψ under different
deception attack levels with the same probability of DoS
attack and deception attack for Example 1.

Table 2
ψ and ℓ with different DoS attack probabilities

β 0 0.02 0.04 0.06 0.08 0.10

ψ 0.2540 0.2560 0.2582 0.2607 0.2636 0.2669

ℓ 0.8309 0.8306 0.8303 0.8297 0.8292 0.8284

β 0.12 0.14 0.16 0.18 0.20 0.22

ψ 0.2708 0.2754 0.2813 0.2892 0.3008 0.3214

ℓ 0.8270 0.8249 0.8216 0.8264 0.8084 0.7953

Table 3
ψ and ℓ with different deception attack levels

γ 0.02 0.04 0.06 0.08 0.10 0.12

ψ 0.0107 0.0427 0.0961 0.1708 0.2669 0.3843

ℓ 0.8284 0.8284 0.8284 0.8284 0.8284 0.8284

γ 0.14 0.16 0.18 0.20 0.22 0.24

ψ 0.5231 0.6832 0. 8647 1.0676 1.2917 1.5373

ℓ 0.8284 0.8284 0. 8647 1.0676 1.2917 1.5373

4.2 Example 2

Consider the switched system with two subsystems

A1 =

[
−0.35 0.70

0.92 0.56

]
, B1 =

[
0.48 0.51

−0.79 0.06

]
,

A2 =

[
0.96 0.33

0.36 −0.34

]
, B2 =

[
−0.50 −0.96

0.72 0.51

]
,
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Fig. 8. The mixed-switching
and state switching signals
for Example 2
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Fig. 9. The norm of system
state under different switch-
ing laws for Example 2
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Fig. 10. The state trajectories under different switching
strategies for Example 2

with parameters ρs = 0.1, λ = 1, µ = 1.05, µ1 = 1.1
and µ2 = 1.7. The controller gain are

K1 =

[
0.9854 0.2560

0.5152 −2.4460

]
, K2 =

[
−1.6440 1.9572

1.6131 −0.8412

]
.

In this simulation, we compare the mixed-switching law
incorporating both state and time information with the
state-dependent switching law

ks+1 ≜ inf{k ≥ ks : φ(k) ≤ 0} (36)

Fig. 8 illustrates the switching signals for two cases,
demonstrating that the system using a state-switching
law has a higher frequency compared to the mixed-
switching scheme. Fig. 9 and Fig. 10 depict the state
norm and trajectories, indicating superior performance
of the mixed-switching control strategy under DoS and
deception attacks. Concurrently analyzing Figs. 9-10,
the state-switching strategy exhibits a faster switch,
particularly when the state is far from zero.

Figs. 4-7 and Fig. 9 highlight that the system under the
mixed-switching control strategy is asymptotically sta-
ble, whereas it achieves practical stability under time-
dependent switching in the presence of DoS and decep-
tion attacks. This suggests that the mixed-switching
control strategy outperforms single time-dependent
switching or state-dependent switching.
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Fig. 11. The norm of state
and the bound ψ for Exam-
ple 3
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Fig. 12. The state trajec-
tories under mixed-switching
for Example 3

4.3 Example 3

When an aircraft executes multi-tasks on one flight,
the mode of the aero-engine will switch in order to
achieve different control objectives. To obtain an accu-
rate model, the switched modeling technique is used.
Here, we follow the continuous-time switched system
parameters in Shi and Sun (2021), and then perform
the discretization with sampling time being 0.1s. The
discrete-time switched system version has the subsys-
tem parameters

A1 =

[
0.7152 0.5893

0.0051 0.7392

]
, B1 =

[
0.0155

0.0044

]
,

A2 =

[
0.8909 0.2549

−0.0003 0.9233

]
, B2 =

[
0.0186

0.0113

]
,

For time-dependent switching case, let ρs = 0.1, ρu =
0.4, γ = 0.13, α = 0.13, β = 0.13, µ = 1.1. By The-
orem 2, the controller gains can be calculated as K1 =[
−2.4502 −1.3115

]
, K2 =

[
−4.3778 −2.5042

]
, with

ϵ = 0.0037, τ∗d = 7.9036. The norm of state and the
bound ψ are plotted in Fig. 11.

For the mixed-switching case, choose parameters ρs =
0.1, λ = 1, µ = 2, µ1 = 1.1 and µ2 = 1.7. The con-

troller gains are K1 =
[
−41.4486 −51.4499

]
and K2 =[

−34.6328 −32.7794
]
. Fig. 12 displays state trajecto-

ries under time switching (Theorem 2), mixed-switching
(Theorem 3), and state-switching (36). It is observed
that the system under time switching fails to converge
to zero. The performance of the system under mixed-
switching and time switching surpasses that of state-
switching.

5 Conclusion

The stabilization for switched systems in the presence
of both DoS attack and deception attack has been in-
vestigated. Sufficient conditions ensuring the practical
stability of the considered system in the mean square
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sense have been derived where the asynchronous behav-
ior caused by theDoS attack is tackled. The security level
has also been explicitly given, which relies on the attack
parameters and the initial state. A mixed-switching con-
trol strategy has been developed to make sure the system
globally asymptotically stable in the presence of DoS at-
tack and deception attack. In the future, the stealthy
deception attack and other types of attacks for switched
systems will be discussed.

A Proof of Theorem 1

PROOF. Define a candidate Lyapunov function

V (k) = x̃T (k)Pσ(k)x̃(k). (A.1)

The proof can be divided into two cases with respect
to the dynamics of closed-loop system (4)–(6): the syn-
chronous stage and the asynchronous stage. Let ξ(k) =[
x̃T (k) xTa (k)

]T
.

Case 1: The synchronous stage

In this case, the controller mode and the subsystemmode
match, i.e., σ(k) = σ(k). And the dynamics of the closed-
loop system admits (4).

Calculating the difference of V (k) over [ks, ks+1), and let
the p-th subsystem be activated in this interval, one has

E {∆V (k) |ξ(k)}
= E

{
x̃T (k + 1)Ppx̃(k + 1)− x̃T (k)Ppx̃(k)|ξ(k)

}
= x̃T (k)

(
(A1

p)
TPpA1

p + β̃(A2
p)

TPpA2
p − Pp

+
(
α̃
(
1− β

)2
+ β̃ (1− α)

2
+ α̃β̃

)
(A3

p)
TPpA3

p

+2β̃ (1− α) (A2
p)

TPpA3
p

)
x̃(k)

+ 2x̃T (k)
(
α
(
1− β

)
(A1

p)
TPpA4

p

−αβ̃(A2
p)

TPpA4
p − α̃

(
1− β

)2
(A3

p)
TPpA4

p

)
xa(k)

+ xTa (k)α
(
1− β

)
(A4

p)
TPpA4

pxa(k)

= ξT (k)Πpξ(k)

where Πp =

[
Π11

p − ρsPp Π12
p

∗ Π22
p + ϵI

]
.

From (2) and (11), it follows that

E {∆V (k) |ξ(k)}
≤ E

{
ξT (k)Πpξ(k) + ϵ

(
γ2 − xTa (k)xa(k)

)}
≤ E

{
−ρsξT (k)diag {Pp,0} ξ(k)

}
+ ϵγ2

≤ E {−ρsV (k)}+ ϵγ2

(A.2)

where the last inequality is derived via (A.1)

Case 2: The asynchronous stage

In such a case, the controller mode and the subsystem
mode are mismatching, i.e., σ(k) ̸= σ(k). Here, DoS
attack successfully occurs i.e., β(k) = 1 and the system
behaves as (5). Then the stage will stop once the DoS
attack fails, i.e., β(k) = 0, and the closed-loop system
turns to be (6).

In this stage, the p-th system is activated in [ks, ks+1)
and the q-th one is activated in [ks−1, ks). It is noted
that the latest mode will not be transmitted, that is, the
DoS attack continuously works. Define the Lyapunov
functions with dynamics (5) and (6) be V1(k) and V2(k).
V1(k) and V2(k) have the same form as V (k), but they
represent different system dynamics, which correspond
to β(k) = 1 and β(k) = 0, respectively. Thus the overall
Lyapunov function can be rewritten as

V (k) = β(k)V1 (k) + (1− β(k))V2 (k) . (A.3)

Then we have

E{∆V (k) |ξ(k)} (A.4)

= E{β(k)∆V1(k) + (1− β(k))∆V2(k)|ξ(k)}
= βE{∆V1 (k) |ξ(k)}+

(
1− β

)
E{∆V2 (k) |ξ(k)}

where ∆V1(k) = V1(k+1)−V (k) and ∆V2(k) = V2(k+
1) − V (k) due to the fact that V (k) is determinate for
ξ(k). The first item in the above formula can be derived
for k ∈ [ks, ks+1)

E{∆V1(k)|ξ(k)} = E
{
x̃T (k)

(
(A1

pq)
TPpA

1

pq − Pp

)
x̃(k)

}
= ξT (k)Ωpqξ(k)

where Ωpq = Ωpq+ρuPp. Similar to the analysis of (A.2),
formula (12) yields

E {∆V1(k)|ξ(k)} ≤ E
{
ρuξ

T (k)diag {Pp,0} ξ(k)
}

≤ ρuE {V (k)} . (A.5)

For the second item of (A.4), one gets

E{∆V2(k)|ξ(k)}

= E
{
x̃T (k)

(
(Ã1

p)
TPpÃ1

p − Pp − 2α̂(Ã1
p)

TPpÃ2
p

+α̂2(Ã2
p)

TPpÃ2
p

)
x̃(k) + α2(k)xTa (k)(Ã3

p)
TPpÃ3

pxa(k)

+x̃T (k)2α(k)
(
(Ã1

p)
TPpÃ3

p −α̂(Ã2
p)

TPpÃ3
p

)
xa(k)|ξ(k)

}
= ξT (k)Ψpξ(k)
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where α̂ = α(k)−α and Ψp =

[
Ψ11

p − ρsPp Ψ12
p

∗ Ψ22
p + ϵI

]
.

Hence, (13) implies that

E {∆V2 (k) |ξ(k)}
≤ E

{
−ρsξT (k) diag{Pp,0}ξ (k)

}
+ ϵγ2

≤ −ρsE {V (k)}+ ϵγ2 (A.6)

Substituting (A.5) and (A.6) into (A.4) provides

E{V (ks + 1)}
=

(
βρu + (1− β)ρs

)
E{V (k+s )}+ (1− β)ϵγ2

≤
(
βρu + (1− β)ρs

)
E{V (k+s )}+ ϵγ2

with ks being the switching instant and ρs = 1 − ρs,
ρu = 1 + ρu.

With the above preparations, for k ∈ (ks, ks+1), it de-
duces

E{V (k)}

= (1− β)

k−ks−1∑
j=0

ρjsϵγ
2 +

(
β
k−ks

ρk−ks
u

+ (1− β)

k−ks−1∑
i=0

(
β
i
ρiuρ

k−ks−i
s

))
E{V (k+s )}

+

k−ks−1∑
i=1

(
β
i
(1− β)

k−ks−i−1∑
j=0

ρjs

)
ϵγ2

≤ g1(k, ks)E{V (k+s )}+ g2(k, ks)ϵγ
2 (A.7)

where

g1(k, ks) = β
k−ks

ρk−ks
u +(1−β)

∑k−ks−1
i=0

(
β
i
ρiuρ

k−ks−i
s

)
,

g2(k, ks) =
∑k−ks−1

j=0 ρjs. It is easy to find that

g1(k,ks)
(ρs)

k−ks
= β

k−ks
(ρu⧸ρs)

k−ks+(1−β) 1−β
k−ks (ρu⧸ρs)

k−ks

1−βρu⧸ρs

=

ck−ks +
(
1− β

)
1−ck−ks

1−c with c = β ρu

ρs
. Besides, we get

g2(k, ks) =
1−ρk−ks

s

1−ρs
≤ 1

ρs
since 1 − ρk−ks

s ≤ 1 and

1− ρs = ρs.

For k ∈ (ks, ks+1), (A.7) can be rewritten as

E{V (k)}

≤
(
ck−ks +

(
1− β

) 1− ck−ks

1− c

)
ρk−ks
s E{V (k+s )}

+ g2(k, ks)ϵγ
2

≤
(
ck−ks +

(
1− β

) 1− ck−ks

1− c

)
ρk−ks
s µE{V (k−s )}

+ g2(k, ks)ϵγ
2

≤ 2− β − c

1− c
ρk−ks
s µE{V (k−s )}+ g2(k, ks)ϵγ

2

≤ µ ρk−ks
s E{V (k−s )}+ g2(k, ks)ϵγ

2.

The second inequality is derived based on (14), that is,
V (k+s ) ≤ µV (k−s ). From (15), it gets µ(1 − ρs)

τd ≤ 1.
Hence, we attain

E{V (ks + τd)} ≤ E{V (k−s )}+ g2(ks + τd, ks)ϵγ
2.
(A.8)

Thus, the Lyapunov function admits

E{V (k−s )}
≤ ρks−ks−1−τd

s E{V (k−s−1)}+ g2(ks, ks−1)ϵγ
2

≤ ρks−sτd
s V (0) + g2(ks, 0)ϵγ

2 (A.9)

where V (0) = x̃T (0)Pσ(0)x̃(0).

To sum up, for any k ∈ [ks + τd, ks+1), we always have

E{V (k)} ≤ ρk−ks−τd
s E{V (k−s )}+ g2(k, ks)ϵγ

2

≤ ρk−(s+1)τd
s V (0) + g2(k, 0)ϵγ

2

≤ ρk−(s+1)τd
s V (0) +

1

ρs
ϵγ2. (A.10)

Through similar derivation for k ∈ [ks, ks+ τd), it yields

E{V (k)}
≤ µ ρk−ks

s E{V (k−s )}+ g2(k, ks)ϵγ
2

≤ µ ρk−sτd
s V (0) + µ ρk−ks

s g2(ks, 0)ϵγ
2 + g2(k, ks)ϵγ

2

≤ µ ρk−sτd
s V (0) + µg2(k, 0)ϵγ

2

≤ ρk−(s+1)τd
s V (0) + µ

1

ρs
ϵγ2. (A.11)

Combining (A.10) with (A.11), one has

E{V (k)} ≤ ρk−(s+1)τd
s V (0) + µ

1

ρs
ϵγ2. (A.12)

Since V (k) = x̃T (k)Pσ(k)x̃(k), it is easy to see

min
p∈M

{λmin(Pp)}∥x̃(k)∥2 ≤ V (k) ≤ max
p∈M

{λmax(Pp)}∥x̃(k)∥2.

(A.13)
Then (A.12) can be further expressed by E{∥x̃(k)∥2} ≤
ρ
k−(s+1)τd
s x̃T (0)Pσ(0)x̃(0)+µ 1

ρs
ϵγ2

min
p∈M

{λmin(Pp)} . It is clear that con-

dition (11) in Definition 2 is fulfilled with ψ =
µϵγ2⧸(ρs minp∈M{λmin(Pp)}). Hence, the switched
system is practically stable in the mean square sense.

Next, we calculate the security level of the switched sys-
tem under DoS attack and deception attack. For any
φ > 1 and k ∈ [ks + τd, ks+1), it follows that

E{φk+1V (k + 1)} − E{φkV (k)}
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≤ φk+1E{∆V (k)|ξ(k)}+ φk(φ− 1)E{V (k)}
≤ φk ((φ− 1)− φρs)E{V (k)}+ φk+1ϵγ2.

The second inequality is derived based on (A.2). Select-
ing φ = 1

1−ρs
, one thereby gets

E{V (k)}
≤ φ−k+ks+τdE{V (ks + τd)}+ (1 + · · ·+ φ−k+ks+τd)ϵγ2

≤ φ−k+ks+τdE{V (ks + τd)}+
1− φks+τd−k

1− φ−1
ϵγ2.

In terms of (A.8), it attains

E{V (k)}

≤ φ−k+ks+τdE{V (k−s )}+
1− φks+τd−k

1− φ−1
ϵγ2

≤ · · ·

≤ φ−k+(s+1)τdV (0) +
1− φ(s+1)τd−k

1− φ−1
ϵγ2

≤ φ−k+(s+1)τd

(
V (0)− 1

1− φ−1
ϵγ2

)
+

1

1− φ−1
ϵγ2

≤ max

{
V (0),

1

1− φ−1
ϵγ2

}
.

Similarly, for k ∈ [ks, ks + τd), we have E{V (k)} ≤ µ ·
E{V (k−s )} ≤ µ · max

{
V (0), 1

1−φ−1 ϵγ
2
}
. From (A.13),

one has E{∥x̃(k)∥2} ≤
µ·max

{
x̃T (0)Pσ(0)x̃(0),

ϵγ2

ρs

}
min
p∈M

{λmin(Pp)} = ℓ.

This is the expression of the security level ℓ. The proof
is completed.

B Proof of Theorem 2

PROOF. Using Schur complement lemma andXTY +
Y TX ≤ XTX + Y TY , (11) can be rewritten as Πp =[
Π

11

p Π
12

p

Π
21

p Π
22

p

]
⪯ 0 where Pp = diag{P 1

p , P
2
p },

Π
11

p = diag
{
−P−1

p ,−P−1
p ,−P−1

p ,−P−1
p ,−P−1

p

}
,

Π
12

p =
[
ΘT

1 ΘT
2 ΘT

3 ΘT
4 ΘT

5

]T
,

Π
22

p = diag
{
−(1− ρs)Pp,−ϵInx×nx

}
,

Θ1 =
[
A1

p α(1− β)A4
p

]
,

Θ2 =
[√

αβ̃A2
p −

√
αβ̃A4

p

]
,

Θ3 =
[√

β̃(2− 2α)A2
p 0

]
,

Θ4 =
[√

α̃(1− β)A3
p −

√
α̃(1− β)A4

p

]
,

Θ5 =
[√

β̃(1− α)(2− α)A3
p 0

]
.

Pre- and post-multiplying the above inequality by
diag{Qp, Qp, Qp, Qp, Qp, I

3nx×3nx} and its transpose

withQp = diag{ΞpEp, P
2
p }, Ξp =

[
Ξ11
p Ξ11

p

0(nx−p)×p Ξ11
p

]
, Ξ11

p ∈

Rp×p, Ξ12
p ∈ Rp×(nx−p), Ξ22

p ∈ R(nx−p)×(nx−p),

and using the fact X + XT − XY −1XT − Y ≤
−(Y −X)Y −1(Y −X)T ≤ 0, (20) follows directly with
Rp = ΞpEpBpKp = Ξ11

p Kp.

Repeating the above steps, we can get (22) from (13).

Moreover, (12) is equivalent to

[
−P−1

p A1

pq

∗ −(1 + ρu)Pp

]
⪯

0. Then pre- and post-multiplying the inequality by
diag{Qpq, I} and its transpose withQpq = diag{ΞqEp, P

2
p },

(21) is obtained. This completes the proof.

C Proof of Theorem 3

PROOF. When controller (24) is activated, define the
Lyapunov-like function as

V (k) = xT (k)Pσ(k)x(k), (C.1)

then we have

E {∆V (k) |ξ(k)}
= E

{
xT (k + 1)Ppx(k + 1)− xT (k)Ppx(k)|ξ(k)

}
= ξT (k)Γpξ(k)

where ξ(k) =

[
x(k)

xa(k)

]
, Γp =

[
Γ 11
p Γ 12

p

∗ Γ 22
p

]
,

Γ 11
p = AT

p PpAp − Pp + 2(1− α)(1− β)AT
p PpBpKp

+ (1− α)(1− β)(BpKp)
TPpBpKp,

Γ 12
p = α(1− β)AT

p PpBpKp,

Γ 22
p = α

(
1− β

)
(BpKp)

TPpBpKp.

Due to Λp ⪯ 0, one has

[
Γ 11
p + ρsPp Γ 12

p

∗ Γ 22
p − ϵI

]
⪯ 0

which yields E {∆V (k) |ξ(k)} ≤ E {−ρsV (k)}+ ϵγ2.

From (31), it follows that V (k+s ) ≤ µ1V (k−s ) with the
fact that σ(k−s ) = q and σ(k+s ) = p. Using a similar
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analysis as that in Theorem 1, we have

E{V (ks + τd1)} ≤ E{V (k−s )}+ g2(ks + τd1, ks)ϵγ
2

(C.2)

where g2(k1, k2) =
∑k1−k2−1

j=0 (1− ρs)
j .

Similarly, define the Lyapunov-like function for Strat-
egy 2 as V (k) = xT (k)Qσ(k)x(k). From (29) and (32),
it is derived that

E {∆V (k) |ξ(k)} = xT (k)(AT
pQpAp −Qp)x(k)

≤ − xT (k)λ(µQq −Qp)x(k).

In the Strategy 2 , the closed-loop system is determined
and the expectation is omitted for brief. For any k ∈
[ks, ks + τd2), we have V (k) ≤ (1 + λ)k−ksV (ks) since
V (k+1) ≤ V (k) + xT (k)λQpx(k)− xT (k)µλQqx(k) ≤
V (k) + xT (k)λQpx(k) = (1 + λ)V (k). Thus one has
V (ks + τd2) ≤ (1 + λ)τd2V (k+s ). Moreover, it is found
that µV (k+s ) < V (k−s ) from switching condition (27)
where k+s and k−s denote the time when the system
switches from the previous subsystem to the next sub-
system. Applying the switching strategy τd2 ≤ τ∗d2 =

lnµ
ln(1+λ) , it yields V (ks + τd2) ≤ (1 + λ)τd2V (k+s ) ≤
(1 + λ)τd2V (k−s )/µ ≤ V (k−s ).

For any k ∈ [ks + τd2, ks+1), according to the switch-
ing strategy, one always gets ∆V (k) ≤ 0 since
xT (k)(µQq −Qp)x(k) ≥ 0 from the switching condition
(36). Therefore, V (k) ≤ V (ks+τd2). Thus, it is deduced
that V (k−s+1) ≤ V (k−s ).

Next, we consider the Lyapunov jump when there is a
switching between two strategies. Let ka and kb be the
instants where control method switches from (24) to (26)
and that switches from (26) to (24). Hence, (33) and (34)
imply that

µV (k+a ) ≤ V (k−a ), (C.3)

µ2V (k−b ) ≥ V (k+b ). (C.4)

Suppose that the next switching instant is ks after ka and
the latest switching instant is ks−1, i.e., ks−1 ≤ ka ≤ ks.
Thus we have E{V (k−s )} ≤ E{V (k−a )} ≤ E{V (k−s−1)}
following Strategy 2 and (C.3). Similarly, let ks−1 ≤
kb ≤ ks, then E{V (k−s−1)} ≥ E{V (k−b )} ≥ E{V (k−s )}
by considering (C.4) and τd1 ≥ − lnµ2

ln(1−ρs)
. Using (C.4),

switching law (25) and controller switching condition,
one obtains E{V (ka)} ≥ E{V (kb)} where ka < kb.

To sum up, it is found that limt→∞ E{V (t)} → 0, since
the Lyapunov-like functions are non-increasing in each
interval by comparing the starting instant and the end-
ing instant of each switching interval. Therefore, the

state will converge to the equilibrium and the closed-
loop switched system is globally asymptotically stable
in the sense mean square sense. 2
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Birkhäuser Boston, Boston, MA.

Lin, H. and Antsaklis, P. J. (2009). Stability and stabi-
lizability of switched linear systems: A survey of re-
cent results. IEEE Transactions on Automatic Con-
trol, 54(2):308–322.

Liu, H., Shen, Y., and Zhao, X. (2013). Asynchronous
finite-timeH∞ control for switched linear systems via
mode-dependent dynamic state-feedback. Nonlinear
Analysis: Hybrid Systems, 8:109–120.

Menhour, L., Charara, A., and Lechner, D. (2014).
Switched LQR/H∞ steering vehicle control to detect
critical driving situations. Control Engineering Prac-
tice, 24:1–14.

Peng, C. and Sun, H. (2020). Switching-like event-
triggered control for networked control systems under
malicious denial of service attacks. IEEE Transac-
tions on Automatic Control, 65(9):3943–3949.

Porter, M., Hespanhol, P., Aswani, A., Johnson-
Roberson, M., and Vasudevan, R. (2021). Detecting
generalized replay attacks via time-varying dynamic
watermarking. IEEETransactions onAutomatic Con-
trol, 66(8):3502–3517.

Qi, W., Hou, Y., Park, J. H., Zong, G., Cao, J., and
Cheng, J. (2023). Smc for discrete-time networked
semi-markovian switching systems with random dos
attacks and applications. IEEE Transactions on Sys-
tems, Man, and Cybernetics: Systems, 53(3):1982–
1993.

Qi, Y., Tang, Y., Ke, Z., Liu, Y., Xu, X., and Yuan, S.
(2021). Dual-terminal decentralized event-triggered
control for switched systems with cyber attacks and

quantization. ISA Transactions, 110:15–27.
Qu, H. and Zhao, J. (2020). Stabilisation of switched

linear systems under denial of service. IET Control
Theory & Applications, 14(11):1438–1444.

Ren, M., Zhang, J., Jiang, M., Yu, M., and Xu, J.
(2015). Minimum (h, ϕ)-entropy control for non-
gaussian stochastic networked control systems and its
application to a networked DC motor control system.
IEEE Transactions on Control Systems Technology,
23(1):406–411.

Shi, Y. and Sun, X.-M. (2021). Bumpless transfer control
for switched linear systems and its appliaction to aero-
engines. IEEE Transactions on Circuits and Systems-
I: Regular Papers, 68(5):2171–2182.

Sun, Z. and Ge, S. (2005). Switched Linear Systems:
Control and Design. Springer.

Tian, E. and Peng, C. (2020). Memory-based event-
triggering H∞ load frequency control for power sys-
tems under deception attacks. IEEE Transactions on
Cybernetics, 50(11):4610–4618.

Varaiya, P. (1993). Smart cars on smart roads: Problems
of control. IEEE Transactions on Automatic Control,
38(2):195–207.

Wang, J., Ding, B., and Hu, J. (2021). Security control
for LPV system with deception attacks via model pre-
dictive control: A dynamic output feedback approach.
IEEE Transactions on Automatic Control, 66(2):760–
767.

Wang, Y.-W., Zeng, Z.-H., Liu, X.-K., and Liu, Z.-W.
(2022). Input-to-state stability of switched linear sys-
tems with unstabilizable modes under dos attacks.
Automatica, 146:110607.

Wu, Z., Xiong, J., and Xie, M. (2021). Dynamic event-
triggered L∞ control for networked control systems
under deception attacks: A switching method. Infor-
mation Sciences, 561:168–180.

Yang, F., Gu, Z., Cheng, J., and Liu, J. (2020). Event-
driven finite-time control for continuous-time net-
worked switched systems under cyber attacks. Jour-
nal of the Franklin Institute, 357(16):11690–11709.

Yu, Y., Liu, G., and Hu, W. (2022). Security tracking
control for discrete-time stochastic systems subject to
cyber attacks. ISA Transactions, 127:133–145.

Zeng, P., Deng, F., Gao, X., and Liu, X. (2021). Sampled-
data resilientH∞ control for networked stochastic sys-
tems subject to multiple attacks. Applied Mathemat-
ics and Computation, 405:126265.

Zhai, D., Lu, A., Li, J., and Zhang, Q. (2016). State and
dynamic output feedback control of switched linear
systems via a mixed time and state-dependent switch-
ing law. Nonlinear Analysis: Hybrid Systems, 22:228–
248.

Zhang, D. and Liu, G. (2023). Predictive sliding-mode
control of networked high-order fully actuated systems
under random deception attacks. Science China In-
formation Sciences, 66(190204):1–14.

Zhang, D., Wang, Q., Feng, G., Shi, Y., and Vasilakos,
A. (2021). A survey on attack detection, estimation
and control of industrial cyber-physical systems. ISA

17



Transactions, 116:1–16.
Zhang, L. and Gao, H. (2010). Asynchronously switched
control of switched linear systems with average dwell
time. Automatica, 46(5):953–958.

Zhao, D.,Wang, Z., Han, Q.-L., andWei, G. (2022). Pro-
portional–integral observer design for uncertain time-
delay systems subject to deception attacks: An outlier-
resistant approach. IEEE Transactions on Systems,
Man, and Cybernetics: Systems, 52(8):5152–5164.

Zhao, D., Wang, Z., Wei, G., and Han, Q. (2020). A
dynamic event-triggered approach to observer-based
PID security control subject to deception attacks. Au-
tomatica, 120:109128.

Zhao, H., Niu, Y., and Zhao, J. (2019). Event-triggered
slidingmode control of uncertain switched systems un-
der denial-of-service attacks. Journal of the Franklin
Institute, 356(18):11414–11433.

Zhu, Y. and Zheng, W. (2020a). Multiple Lya-
punov functions analysis approach for discrete-time-
switched piecewise-affine systems under dwell-time
constraints. IEEE Transactions on Automatic Con-
trol, 65(5):2177–2184.

Zhu, Y. and Zheng, W. (2020b). Observer-based control
for cyber-physical systems with periodic DoS attacks
via a cyclic switching strategy. IEEE Transactions on
Automatic Control, 65(8):3714–3721.

Zou, L., Wang, Z., Han, Q.-L., and Zhou, D. (2017).
Ultimate boundedness control for networked systems
with try-once-discard protocol and uniform quantiza-
tion effects. IEEE Transactions on Automatic Con-
trol, 62(12):6582–6588.

18


	Introduction
	Problem formulation
	Main Results
	Time-dependent switching signal
	Mixed-switching control strategy

	Simulations
	Example 1
	Example 2
	Example 3

	Conclusion
	Proof of Theorem 1
	Proof of Theorem 2
	Proof of Theorem 3

