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Abstract—Linear hashes are known to possess error-correcting
capabilities. However, in most applications, non-linear hashes
with pseudorandom outputs are utilized instead. It has also
been established that classical non-systematic random codes, both
linear and non-linear, are capacity achieving in the asymptotic
regime. Thus, it is reasonable to expect that non-linear hashes
might also exhibit good error-correcting capabilities.

In this paper, we show this to be the case. Our proof is based
on techniques from multiple access channels. As a consequence,
we show that Systematic Random Non-Linear Codes (S-RNLC)
are capacity achieving in the asymptotic regime. We validate our
results by comparing the performance of the Secure Hash Algo-
rithm (SHA) with that of Systematic Random Linear Codes (S-
RLC) and S-RNLC, demonstrating that SHA performs equally.

I. INTRODUCTION

Non-linear Cryptographic Hash Functions (NL-CHF), such
as the Secure Hash Algorithms (SHA) [1]-[3], have become a
prevalent tool in a wide range of applications such as digital
signatures, password protection, SSL handshakes, and data
integrity checks [4]—[7]. One of the critical properties of these
hash functions is collision resistance, which requires it to be
computationally infeasible to find two distinct messages that
produce the same hash value. This property plays a crucial
role in ensuring the authenticity of data. For example, to
validate a downloaded document, the user can calculate its
message digest using the hash function and compare it with
the originally stored message digest. If the two match, the
document can be considered authentic.

However, as illustrated in Figure 1, many practical systems
often involve the transmission of raw input messages and the
stored message digest over noisy channels, which requires
error correction. Similarly, in some cases, malicious actors can
also partially manipulate downloaded messages [8]-[10].

The relationship between linear hashes and error-correction
codes has been well established in the literature, as exemplified
in works such as [11]-[14]. To the best of our knowledge,
this connection has only been studied for linear schemes.
Thus, since the popular CHF, like SHA, are not linear, the
current prevalent systems in practice consist of two stages at
the transmission side: first applying a non-linear hash function
followed by a linear error correction coding scheme.

In this paper, we show that commonly-used NL-CHF, such
as SHA, possess forward error correction capabilities. Thus,
when a NL-CHF is applied over a noisy communication chan-
nel, the authentication by the hash algorithm can be utilized
not only for error detection, but also for error correction. This
is not unexpected, since nonlinear random codes are capacity
achieving in the asymptotic regime. In Theorem 1, we utilize
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Fig. 1: Reliable digital signature verification over a noisy
channel, one source, Alice, one legitimate destination, Bob.
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techniques from multiple access channels [15], [16] to show
that NL-CHF achieves capacity in the asymptotic regime. As
a consequence, Systematic Random Non-Linear Codes (S-
RNLC) also achieve capacity in the asymptotic regime.

Our scheme serves to expand the available options for
system designers that utilize hash algorithms in their selection
for error correction techniques. Instead of two stages, as previ-
ously discussed, for example, the transmitter can proceed with
one single stage using only NL-CHF? schemes while achieving
reliable authenticity validation at the user at high data rates.
The only change in the scheme proposed is on the decoding
part (e.g., at the user in Figure 1). All the rest, including the
transmitter and NL-CHF operations, are done identically as in
the common existing solutions and schemes in the literature.
Based on the techniques presented in [17], we provide a new
practical joint error correction and hash check scheme for the
user that combines error correction using an efficient Guessing
Random Additive Noise Decoding (GRAND) [18&], with a hash
function algorithm for authentication in an intermediate stage
of the GRAND decoding algorithm, as illustrated in Figure 2.

Finally, we validate our results by comparing the perfor-
mance of SHA1 [22], [23], utilizing the effective joint error
correction and hash check scheme we propose for messages
transmitted over the Additive white Gaussian noise (AWGN)
channel, with that of Systematic Random Linear Codes (S-
RLC), which are known to be capacity achieving and System-
atic Random Non-Linear Codes (S-RNLC). Our results show
that, in practical scenarios, the performance of SHA achieves
the same error correction performance as S-RLC and S-RNLC.

The organization of this work is as follows. In Section II,
we describe the system model and the cryptographic hash

'In [19], an analogous decoder was utilized to show that cryptosystems
with pseudorandom outputs like the Advanced Encryption Standard [20], [21],
which offer secure data transmission, also possess error correcting capabilities.
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Fig. 2: Proposed non-linear cryptographic hash functions with error correction capabilities, e.g., SHA (upper figure) and a

Systematic RLC decoded with GRAND (bottom figure).

functions and provide definitions used in this work. The
proposed cryptographic hash function as an error-correcting
coding scheme and the joint error correction and hash check
decoder are presented in Section III. Section IV demonstrates
the error-correction performance of the proposed scheme using
SHAL. In Section V, we provide the probability of error
analysis for the proposed NL-CHF as an error-correcting
coding scheme. Finally, we conclude this work in Section VI.

II. PRELIMINARIES
A. Setting

Cryptographic hash functions, particularly secure hash al-
gorithms, are widely used today for efficient digital signa-
ture verification, password hashing, SSL handshake, integrity
checks, etc. To focus on the main contribution of the work, we
consider the setting of the verification of digital signatures, as
illustrated in Figures 1 and 2. However, the approach proposed
herein can be used for all the above problems in which NL-
CHF is used.”

In the verification of digital signatures, we have a legiti-
mate user, Bob, who wishes to verify the authenticity of a
downloaded document/file M € IE"2C from a legitimate server,
Alice. In this setting, Alice, in a preliminary stage, with an
irreversible hash function F'(-), produces and stores a fixed
length message digest D € Fg_k for each possible M € F5.
Then, when Bob requests a file from Alice, she sends both

2We do note that digital signature schemes, using hashing functions,
typically depend on keys available to legitimate parties in the hashing stage,
to avoid sign messages at third party. To simplify the presentation and focus
on the main contributions, in this paper, we assume that if keys are used in the
cryptographic hash function, F'(-), they are available at the legitimate parties.

the original file requested and the appropriate message digest.
We assume that Alice transmits the original file and the
message digest to Bob over a noisy channel®. For the noisy
communication at Bob, we consider an additive white Gaus-
sian noise (AWGN) channel with noise N™ = (N*, N"—k),
The noise N™ ~ N (0,02) is independent and identically
distributed and is drawn from a normal distribution of zero
mean with variance o2 [15]. We denote by Y* and Z"~* the
demodulated noisy observation at Bob of the original file and
the message digest, respectively, such that Y* = M* + N*
andznk an+Nnk

The goal in this work is to design a decoding algorithm
M (Y*, Z"=F), such that observing the demodulated outcome
of the noisy channel Y* and Z"~*, Bob’s decoder can identify
the authentic legitimate document/file transmitted by Alice
with high probability over M. That is, such that

lim P(M(Y*,Z"7*) £ M) — 0.
n—oo

B. Cryptographic Hash Functions

A hash function is an algorithm that transforms an input
value into a fixed-length output value, often referred to as
a “hash” or a “digest”. This output value serves as a repre-
sentation of the input. CHFs often require additional prop-
erties like preimage-resistance, second-preimage resistance,
and collision-resistance. These properties can be defined in
various ways (see [0] for a complete discussion), but are

3To simplify the proof analysis, we focus on the case where the message
digest D is also transmitted over a noisy channel. However, the proposed
solution also works where D is transmitted over a noiseless channel.



not particularly relevant to our analysis. We are interested in
CHFs that have pseudorandom outputs. Thus, we assume that
the CHFs are a random oracle, a common assumption in the
cryptographic literature [24], [25].

Definition 1 (Random oracle). A random oracle is an algo-
rithm which “compresses” inputs value to a fixed-length output
value as follows. For any input value, it checks if it has already
generated a random fixed-length output. If so, it gives those
random bits as output. If not, it creates random bits of the
same fixed length, associates them with this input, and gives
the random bits created as output.

Definition 2 (Cryptographic hash function). A cryptographic
hash function is made up of two algorithms:

o A hashing algorithm HashCrypt(M), which acts as a
random oracle®, taking a plaintext message M € ]FZ as in-
put and generating a random digest signature D € FZ”“.

o A hash verification algorithm HashVerify (M, D) that
takes both the message M and the digest D as inputs,
and outputs a Boolean value indicating whether the given
digest D is a valid signature for the plaintext message M.

That is, a cryptographic hash function requirement is that,
HashVerify (M, HashCrypt(M)) = True.

In the considered communication model, we deal exclu-
sively with binary data and thus impose the restriction that
the inputs and outputs of our hashing algorithm are binary
vectors. Thus, the hash functions that we consider take the
form HashCrypt : F§ — ]Fgfk.

C. Random Functions and Random Codes

The connection between random functions and random
codes, together with the noisy-channel coding theorem [26]
considered in this subsection, is the key to our main result
given in Section III.

Definition 3 (Systematic Random Function). A systematic
random function is a function f : F5 — F& x Fg’_k chosen
uniformly at random from the set of all functions from F% to
F% x F5~" that maintain the first & bits unchanged.

It is important to note that a pseudorandom function,
as usually utilized in classical NL-CHF, is computationally
indistinguishable from a systematic random function.

Definition 4 (Random Code). Let k,n € Z, be positive
integers. A random code with rate k/n is a subset C C F}
chosen uniformly at random from the set of all subsets of F5
with cardinality less than or equal to 2%.

In the asymptotic regime, i.e., when n goes to infinity,
random codes are capacity-achieving for the AWGN channels.
In particular, this implies that as n goes to infinity, the error
probability of a code chosen uniformly at random with fixed

“In practice, it is tested if one cannot distinguish the hash function from a
real random oracle.

rate R = % < C goes to zero, where C' denotes the capacity
of the underlying AWGN channel.

Proposition 1 (Random Codes are Good). Let C' be the
capacity of the underlying AWGN channel, and C be a random
code with rate R = % < C. Then, as n — 0o, the error

probability P.(C) — 0, with high probability.

Proof. The proposition follows as a straightforward argument
from the results in [15, Chapter 7]. The formal definitions for
the error probabilities of a code we utilize are given in [15,
Chapter 7.5]. O

The key point we utilize for the proposed cryptographic
hash functions as error correcting codes presented in the next
section is that if f : F§ — F& x ]Fg’_k is a systematic random
function, then C = f(F5) C F% is a systematic random
code with rate R = k/n. Thus, as shown in Proposition 1
for random codes, we show in Section V that the systematic
random code C = f(F%) has a high probability of being a
good code as defined in Proposition 1.

III. CRYPTOGRAPHIC HASH FUNCTIONS AS ERROR
CORRECTING CODES

In this section, we show our joint hash check and error cor-
rection scheme utilizing traditional non-linear cryptographic
hash functions with a uniform outcome. Recall that Alice
needs to transmit over a noisy channel the requested file
M € F% to Bob and a message digest D € ngk for the
signature verification. In Figure 2, we illustrate the encoding
and decoding operations for the proposed non-linear hash
function? with error correction capabilities and for the tradi-
tional error correction scheme using a systematic RLC code.

We start by presenting the encoding process at Alice. In this
setting, we assume that the messages are uniformly distributed
with probability p(m). For each possible message m € F5,
we assume Alice creates a uniformly distributed digest d €
F3~% with probability p(d) generated by the cryptographic
hash function F(-), given by

HashCrypt: F (M € F§) - D € Fp=*.

Then, the message sequence m; and the digest sequence d;
are transmitted over the noisy channel. That is, the proposed
scheme is a non-linear systematic random code scheme where
the multiplication gives the outcome of the first sequence of
k symbols with an identity matrix and the second sequence of
n — k symbols by the hash function.

At Bob, the joint error-correction and hash check scheme
is given by

Joint-Dec-HashVerify : Y € F§ x Z € F3 =% — M < F%,

which maps the outcome noisy channel Y* and Z"* to
estimated authentic message transmitted MF.

To decode the messages, Bob utilizes a practical modified
version of the GRAND decoder [18] as illustrated in Algo-
rithm 1. Given the demodulated noisy channel outcome Y*
and Z" %, Bob orders the putative noise effect sequences,



W™ = (Wk, Wn=F) € F2, from most likely to least likely
(resp. to line 3 in Algo. 1). He then goes through the list,
subtracting the putative noise effect W" from (Y*, Z"=F). Let
G(-,W) denote the de-noising function, which subtracts the
noise. Then, using the verification cryptographic hash function,

Hash Verify (G(Y*, WF), G(Z"*, Wn=k)),

Bob recalculates the hash digests from the de-noised sequence
Y'* obtained and compares it to the de-noised sequence Z"~*
to establish data integrity (resp. to lines 4-10 in Algo. 1).
Hence, the file obtained is declared as the original data file
requested if and only if

for D"7F & P(Q(YF, W) = F(G(M* + Nk, WF)),

and D"7F £ G(Z"F, WF) = G(F(MF)+N™F W h),
D™ * is equal to D"F.

The first time this occurs, Bob declares M = G(Y'*, W*)

as the transmitted message. As shown in [18], this sequential

de-noising proceed for the decoding procedure is a Maximum
Likelihood (ML) decoder.

Algorithm 1 Joint Error-Correction Decoding and Hash Check

Input: hash function® F'(-), noisy outcome channel (Y%, Z"~F)
Output: M, maximum likelihood decoding

1: b« 0
2: while b =0 do
3: W™ <— next most likely noise effect

HashVerify (G(Y'*, Wk), G(Zn—*, Wn—k))Q

4 D"F o F(GYF, W)
5. DrF e gz W)
6:  if D"F == D" then
7: M« GY* W¥)

8: b1

9: return M

10: end if

11: end while

The main achievability result is given by the following
theorem using the NL-CHF scheme and assuming that the
hash function scheme satisfies Definition 3 and 4.

Theorem 1. Let C' be the capacity of the underlying AWGN
channel, and suppose that HashCrypt is a random function.
Then, if % < C, with high probability, the NL-CHF scheme
can asymptotically transmit with an arbitrarily low probability
of error at a rate of %

Proof. In Section V, the probability of error analysis for
Theorem 1 is provided. O

Remark 1. It is important to note that the result presented
in Theorem 1 and the accompanying analysis in Section V,
for the probability of error, hold implications for the field of
forward error correction using non-linear systematic random
codes. That is, those results show that S-RNLC schemes are
capacity-achieving in the asymptotic regime.
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Fig. 3: BLER vs. Eb/NO for codes of £ = 128 and n = 288
encoded with SHA1 as error correcting code and with Sys-
tematic RLC and Systematic RNLC. Here, both M € F} and
DeF ka are transmitted over the noisy channel. The joint
error correction and hash check is performed with GRAND.

IV. SHA AS AN NON-LINEAR ERROR CORRECTING CODE

In this section, we demonstrate the error correction capabil-
ities of non-linear cryptographic hash functions with uniform
outcomes utilizing secure hash algorithms. The joint scheme is
given in Section III and is illustrated in Figure 2. In particular,
we show that in practical communication scenarios, traditional
non-linear hash schemes, such as SHA1 and SHA-256, have
error correction capabilities that are similar to random codes.
The simulation presented employs the AWGN channel model
with Binary Phase Shift Keying (BPSK) modulation. As a
function of energy per information bit to noise power spectral
density ratio, Eb/NO [27], we use decoded Block Error Rate
(BLER) as a performance metric.

For the SHA1 cryptosystem, we use a standard FIPS scheme
as given in [22]. This is a common cryptographic hash function
that belongs to the family of non-linear hash functions that
can serve as error-correcting as defined in Section III. For
encoding codes, we use: (1) Classical non-linear SHAL. (2)
Systematic Random linear codes (S-RLC), which have known
to be capacity achieving [28]. (3) Systematic Random Non-
Liniar Codes (S-RNLC). For the joint error correction and hash
check decoding scheme, we use a practical modified version
of the GRAND decoder [18], as proposed in Section III. The
software implementations used for GRAND, SHA1, and SHA-
256 are available at [29] and [30], respectively.

In Figures 3, we empirically contrast the error correction
capabilities of the proposed approach using SHA1 with that
of S-RLC and S-RNLC. We show the BLER vs. Eb/NO for
SHAI and S-RLC codes with k = 128 and length n = 288.
The blue lines show the performance of S-RLC codes, the
purple lines of SHA1 hash algorithms as an error-correcting
code, and the green lines show the performance of S-RNLC
codes. The decoding is performed with GRAND. Compared to
S-RLC and S-RNLC codes, the schemes tested obtain almost
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Fig. 4: BLER vs. Eb/NO for codes of £ = 200 and n = 350
encoded with SHA1 as error correcting code and with Sys-
tematic RLC and Systematic RNLC. Here, both M € IF’Qc and
D e ]’F’;*’€ are transmitted over the noisy channel. The joint
error correction and hash check is performed with GRAND.

the same performance in practical scenarios. In Figures 4, with
rates k = 200 and n = 360, the same performance comparison
is presented as in Figure 3. We can notice that similar
performances are obtained using all the tested coding schemes
at different rates and lengths. Moreover, it is important to note
that forward error correction performance using SHA-256 was
also tested, and the results obtained are, again, as with SHAT,
similar to those using S-RNLC and S-RLC.

V. PROBABILITY OF ERROR ANALYSIS (THEOREM 1)

We now provide the probability of error analysis for The-
orem 1 using typical decoder. Although typical decoding
considered in the literature [15] and in this section is subopti-
mal, compared to the practical modified GRAND proposed in
Section III (that is ML decoder), it is simple to analyze and
still archives all the rates below capacity with error probability
P* — 0 as n — oco. We assume that the NL-CHF scheme
satisfies Definitions 3 and 4. The error analysis follows the
results and the techniques given in [15, Chapter 15.3] for
multiple access channels. We provide the adapted proof herein,
adopting the scope, terminology, and notations to the NL-CHF
as an error-correcting coding scheme proposed in this work.

Let 74™ denote the set of typical (MF, D=k Yk zn=k)
sequences.

Without loss of generality, we assume that (m;—1,d;—1)
were requested by Bob and transmitted then by Alice. We
have an error if either the correct m; and d; sequences are
not typical with Y* and Z"~* sequences or for i # 1 and
j # 1 incorrect sequences m; and d; there are typical with
Y* and Z"~*. Thus we define the error events by

& = {(mi,diy,2) ¢ T,
Ei1= {(mi,dl,y,z) S 7;(”) for some m; 7é ml},

&1y = {(ml,dj,y,z) € 7™ for some d; # dl},

Eij = {(mi,dj,y,z) e 7™ for some m; # my,dj # dl},

Let Q(-) denote the conditional probability given that Alice
transmitted the set of sequences (mq,dy). Thus, by the union
bound of the error events, we have

P < Q&) + Q(&n) + Q(&y) + Q(&y). (1)

We will now analyze the error events. From the asymptotic
equipartition property [15, Chapter 3], we have Q(&f;) — 0
for n — oo. For the sequences (m;,d;) when ¢ # 1 the joint
pmf is given by p(m)p(d)p(y, z|d), thus we have

Q&n)=Q ((mi,d1,y,z) c ’7;(”))

(m,d)eT™
< |7;(n) |2—n(H(M)—6)2—n(H(D,Y,Z)—e)
< 9—n(H(M)+H(D.Y,Z)—H(M,D.Y,Z)3¢)

p(m)p(d,y, 2)

_ 9—n(I(M;D,Y,Z)~3¢)

_ 2—n(I(M;Y,Z|D)—3e)

where the last two equalities follow as we assume that the
uniform random output D"~* of the hash function F(-) is sta-
tistically independent from message M*. Such that we have,
I(M;D,Y,Z)=1(M;D)+I(M;Y,Z|D) =I1(M;Y, Z|D).

For the sequences (mq,d;) when j # 1 the joint pmf is
given by p(m)p(d)p(y, z|m), thus similarly, we have,

Q(glj) < 2—7L(I(D;Y,Z\M)—3e)’

and for the sequences (m;,d;) when j # 1 the joint pmf is
given by p(m)p(d)p(y, z) we have,

Q(glj) < 2—71([(]M,D;Y,Z)—4e) )

Finally, for any arbitrary € > 0, the conditional probability
terms for the errors events above in (1) are Q(-) — 0 as
n — 0o. Hence, for

k <nl(M,D:;Y,Z),

since P' — 0 as n — oo, we can conclude that, on average,
the error probability to identify the non-correct message by
joint hash check and error correction scheme proposed is
negligible. Hence, we achieve the bound on the rate provided
in Theorem 1. Namely, for M € IF‘§ and D € ]Fgfk, the NL-
CHF scheme can asymptotically transmit with an arbitrarily
low probability of error at a rate of % < C.

VI. CONCLUSIONS

In this work, we identify a family of non-linear crypto-
graphic hash functions with a uniform output that have error
correction capabilities. In particular, we show that classical
SHA algorithms, which are widely used, have error correction
capabilities that allow for reliable transmission of requested
plaintext over a noisy channel. The proposed approach opens
up a new area of exploration for many applications in which
hash functions are used.
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