2405.00995v1 [cs.CY] 2 May 2024

arxXiv

Not a Swiss Army Knife: Academics’ Perceptions of
Trade-Offs Around Generative Artificial Intelligence Use

AFSANEH RAZI", Drexel University, U.S.A

LAYLA BOUZOUBAA, Drexel University, US.A
ARIA PESSIANZADEH, Drexel University, US.A
JOHN S. SEBERGER, Drexel University, U.S.A
REZVANEH REZAPOUR, Drexel University, US.A

In the rapidly evolving landscape of computing disciplines, substantial efforts are being dedicated to un-
raveling the sociotechnical implications of generative Al (Gen AI). While existing research has manifested
in various forms, there remains a notable gap concerning the direct engagement of knowledge workers in
academia with Gen AI We interviewed 18 knowledge workers, including faculty and students, to investi-
gate the social and technical dimensions of Gen Al from their perspective. Our participants raised concerns
about the opacity of the data used to train Gen Al This lack of transparency makes it difficult to identify
and address inaccurate, biased, and potentially harmful, information generated by these models. Knowledge
workers also expressed worries about Gen Al undermining trust in the relationship between instructor and
student and discussed potential solutions, such as pedagogy readiness, to mitigate them. Additionally, par-
ticipants recognized Gen AI’s potential to democratize knowledge by accelerating the learning process and
act as an accessible research assistant. However, there were also concerns about potential social and power
imbalances stemming from unequal access to such technologies. Our study offers insights into the concerns
and hopes of knowledge workers about the ethical use of Gen Al in educational settings and beyond, with
implications for navigating this new landscape.
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1 INTRODUCTION

Remarkable effort spanning the computing domains (e.g., natural language processing [NLP], human-
computer interaction [HCI], Al, etc.) is currently being devoted to understanding the sociotechni-
cal implications of generative Al (hereafter Gen Al) technologies (e.g., [5, 65]). The deployment of
ChatGPT, in particular, has led to extensive research into the positive and negative implications
in domains like education (e.g., [12, 76]).

There is relatively little research directly addressing Gen Al in the context of “knowledge work”
(cf [43]) - or labor involving the creation, dissemination, and management of information [66].
Recent studies have identified the need for specific framework around academic integrity [67, 75,
76] to mitigate harmful content and negative social impact. Yet, a gap remains in understanding the
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nuanced implications of these models within academic knowledge work itself. The ever-growing
integration of Gen Al tools into knowledge-intensive professions, spanning writers, researchers,
and students, warrants further exploration into the ethical trade-offs faced by people in academia.

This work addresses this gap by answering the following question RQ: How do knowledge work-
ers in academia perceive of trade-offs involved in the use of Generative AI? To answer our RQ, we con-
ducted semi-structured interviews with 18 knowledge workers professionally situated in academia
(i.e., faculty, students, teachers, and librarians). Thematic analysis (TA) [11]was used to produce
systematic and situated knowledge about our participants’ perceptions of Gen Al in relation to
their knowledge work roles. We found six prominent themes around general and knowledge work-
specific challenges, including 1) challenges in training data reliability, accuracy, and data privacy
and governance, 2) human-AlI collaboration and writing, 3) trust and ethics in education, 4) adopt-
ing Al in education challenges and opportunities, 5) bridging knowledge and social class gaps, and
6) practical solutions including Al literacy and regulations.

We discuss these themes and highlight the ethical considerations arising from the opportunities
and challenges presented by Gen Al in academia. Concerns about model training, the use of Gen
Al as a writing assistant, growing distrust among students and educators, and the need for appro-
priate pedagogy are reported, illustrating participants’ concerns and hopes regarding how Gen
Al is reshaping workflows, demanding new skills, and redefining the nature of knowledge work.
Findings revealed promise and uncertainty: while Gen Al may augment human capabilities and
democratize information, it raises concerns about potential biases in Al outputs and the erosion
of critical thinking skills.

Our work underscores the importance of fairness, accountability, ethics, and trust in developing
and applying Gen Al tools in knowledge work. By addressing these key areas, we aim to foster
AJ systems that are not only technologically advanced but also ethically sound and socially re-
sponsible. Our research advocates for a balanced approach that equally prioritizes technological
innovation and ethical considerations to ensure the equitable and transparent development and
use of Gen Al tools. Our findings can help devise guidelines and frameworks that contribute to
building and maintaining public trust in Al technologies, ensuring their use benefits society as a
whole, respects human rights, and promotes social welfare.

2 RELATED WORK
2.1 Al Accessibility, Governance, and Regulations

The emergence and widespread availability of advanced Al tools like Open AI's ChatGPT and
Google’s BARD have significantly highlighted the importance of equitable access to Al technolo-
gies. This development has started a renewed focus on challenges and opportunities related to Al
accessibility. The issue of fairness in accessing Al tools, and democratization of Al models [52],
along with the facilitation of access for people with less technical skills and knowledge [50] have
become more prominent these days with no barrier to access [72]. The digital divide, initially de-
scribed as the disparity in access to computers and the internet [41, 74], has evolved to include
a second-level division concerning differences in internet skills and usage across various groups
and cultures [60]. Gen Al technologies, while advancing, potentially exacerbate this divide. Fac-
tors like lack of device access, internet restrictions, and cultural barriers in Al understanding and
utilization, particularly for marginalized groups and the elderly, highlight the need for more ac-
cessible Al and Al literacy training [10, 13, 20]. In addition, Gen Al poses risks of exacerbating
income inequality and market monopolization [14, 78]. The over-reliance on the Gen Al tool sug-
gests that low-skilled workers may be replaced in the near future, widening the income gap, and
favoring large companies with the necessary resources and infrastructure, potentially leading to
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industry monopolies [16, 23]. Kasneci et al. [39] highlights the significance of multilingualism and
financial fairness as two important aspects of LLM accessibility, underlying the predominance of
English in LLM research, which poses challenges for the speakers of other languages, and advocat-
ing for regulatory measures to bridge financial disparities and promote equitable access in diverse
educational contexts.

Expanding on the theme of fairness in Al accessibility, other aspects are imperative to con-
sider, including algorithmic bias and ethical considerations in Al development [21, 40], which can
impact marginalized communities and reinforce existing inequalities [41]. Additionally, the need
for regulations and clear guidelines and standards for Al governance is crucial to ensure respon-
sible Al deployment and minimize potential harm [25, 72]. In response to the rapid growth of
advanced Al technologies, there has been a growing body of research dedicated to examining eth-
ical implications, regulatory requirements, transparency, and governance aspects of these tools
[4, 5, 32, 40, 51, 53, 61, 79]. Hacker et al. [32] argue that regulation should prioritize transparency
and risk management, and broaden content moderation guidelines to include governance in Gen
Al'models. Pistilli et al. [53] discuss the interconnectedness of ethics, law, and computer science in
influencing the development and implementation of Al systems, highlighting the potential for im-
proved and responsible development and governance through the integration of complementary
theories and frameworks from these disciplines. Furthermore, the incorporation of a principled and
human rights-based approach to Al in the use of chatbots, centered around promoting values of
human dignity, autonomy, transparency, accountability, and non-discrimination, has been recog-
nized as a crucial element in Al regulatory frameworks [4, 55]. Previous research underscores the
critical importance of prioritizing transparency, explainability, and interpretability in the future
development of Gen Al tools to mitigate potential harms, including the spread of misinformation,
risk assessment, liability, fact-checking, regulatory requirements, and the enhancement of AI lit-
eracy [72, 79].

2.2 Data Accuracy and Privacy

LLMs, characterized by their billions of parameters [52], require substantial training data. This
data, frequently collected from online platforms, often without explicit consent from the users or
creators of the content, includes sensitive and private user information and is subject to inherent
biases [8]. When LLMs are trained on public online data, there is a risk of perpetuating these bi-
ases, which can result in a range of harms and challenges for users interacting with these models
[79]. On one hand, the collection of more extensive data can lead to improvements in the model’s
performance, enhancing its accuracy and effectiveness [77] and on the other hand, there is a need
to prioritize user privacy and ethical considerations [77]. This dilemma poses a significant chal-
lenge and necessitates careful research to better understand the trade-offs and balances required
in ethical training and developing these models [5, 77]. As shown in previous research, privacy
concerns were identified as one of the major societal implications of Gen Al tools [5]. In a qual-
itative study, Rad and Rad [55] conducted a focus group study with 10 psychology students who
had interacted with chatbots and identified privacy risk as a user concern when interacting with
ChatGPT. In addition, manifestations of false authorship and plagiarism, hallucinations, and acci-
dental spread of misinformation are highlighted as other harmful aspects of ChatGPT [5, 35, 44].
Hallucination, defined as the generation of a piece of text by LLMs based on their internal synthe-
sizing algorithms, rather than the true context or real evidence [35], can be especially problematic
in sensitive areas such as healthcare or the legal field [44]. Zhou et al. [81] analyzed the nature
and dangers of misinformation created by Al during the COVID-19 pandemic and identified lin-
guistic variances between human and Al-generated content, such as formulating conclusions, and
mimicking personal tones, demonstrating distinct patterns in how Al conveys misinformation.
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Similarly, Gadiraju et al. [25] surveyed 56 participants with disabilities to explore the existence of
harmful false information in Al-generated content and found misleading and hurtful misinforma-
tion in generated content, i.e., stating people who use a wheelchair can not play basketball [25],
highlighting the existence of intrinsic bias and the need for governing Gen Al models.

2.3 Trust, Ethics, and Adapting to Al in Education and Beyond

While Gen Al has the potential to transform communication, including written communication, it
has led to much speculation and concern about what these developments may mean for different
professions, in education and beyond, in the near and long-term future [34, 48, 49, 71]. One major
concern linked with the emergence of Gen Al is the “death of the author” or “death of writing”
concepts, which implies a major shift in how written works are created and viewed, casting doubt
on issues of originality and authorship, and questioning the trustworthiness of an Al-influenced
world. While some research highlighted ChatGPT’s effectiveness in creative writing and its ca-
pability to revise outputs, proving beneficial for learners in generating new ideas, overcoming
writer’s block, or receiving feedback on their writing [49], other studies have raised concerns. For
instance, Inie et al. [34] points out that professionals are worried about the widespread use of ad-
vanced technologies like ChatGPT, fearing they could lead to a decline in quality, harm the creative
process, and pose copyright issues. Concerning the adoption of Gen Al in higher education, Yang
[76] collected public opinion on Weibo, a Chinese social platform, to investigate the impacts of
ChatGPT on education and found data security and potentials for student cheating as two major
concerns raised by the community, highlighting the need for implementing policies that would
prevent students from academic misconduct.

Furthermore, the potential use of ChatGPT in teaching and learning has been explored in com-
puter programming [9, 15], data science education [80], economic and finance [27, 28], and medical
education [3, 42]. In a thematic analysis, Shoufan [64] identified 8 positive (helpfulness, ease of use,
and human-like conversation) and 7 negative (inaccurate answers and potential malicious misuse)
themes based on the perception of students about ChatGPT. Yang [76] found ChatGPT and similar
technologies helpful for students in learning at their own pace, creating a more personalized and
customized education process; and reducing the workload of educators by minimizing their repet-
itive tasks. Similar studies found LLMs useful for creating educational content, improving student
engagement, personalizing learning experiences, and functioning as a tutoring chatbot [38, 58]. On
the other hand, Mosaiyebzadeh et al. [49] argue that while ChatGPT can make research and edu-
cation processes more efficient, it poses different challenges, such as the potential for cheating on
exams and homework, risking academic integrity. Also, it creates human-looking text that is chal-
lenging to detect. Previous work [2, 49] identified some of the threats and ethical challenges posed
by this technology that need to be addressed, including data privacy and security, transparency,
and disclosure, lack of fact-checking, accidental plagiarism, and absence of emotions in teaching.
Other work raised concern about ChatGPT’s potential to hinder critical thinking and other essen-
tial skills in students [67, 75]. These studies emphasized the critical need for specific guidelines,
increased classroom assessments, and mandatory reporting of Al-based technology usage. Addi-
tionally, they argue for the implementation of appropriate regulations and ethical frameworks to
maximize the educational benefits of ChatGPT while minimizing plagiarism and other academic
concerns [5, 57].
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3 METHOD
3.1 Study Design, Rationale, and Data Collection

We designed a semi-structured interview protocol to understand how knowledge workers perceive
the ethical trade-offs related to the use of Gen Al, focusing on their interactions with ChatGPT and
similar tools. We chose to engage with knowledge workers situated in university settings (e.g.,
students and faculty). Our decision to focus on this group was twofold. First, they represent a key
demographic directly using and impacted by Gen Al (e.g., for activities like writing or translating).
Second, we believed individuals active in academia would have the technical background to offer
nuanced perspectives on the ethical considerations and potential for human-Al collaboration with
Gen Al in their fields.

The semi-structured interviews were divided into three sections. The first section focused on
understanding participant familiarity with ChatGPT (e.g., “How did you become familiar with
ChatGPT?”). Contextual information included in responses to questions from the first section situ-
ated responses to the second interview section: eight questions intended to elicit information about
how participants perceive Gen Alin general (e.g., “How do you think ChatGPT can impact people’s
lives?”). The third section of the interview included seven specific questions about participants’ use
of ChatGPT in knowledge work specifically (e.g., “What are some scenarios in which ChatGPT can
be used in academic research and teaching?”). Conducted via Zoom, interviews ranged from 40
to 70 minutes, with a mean of roughly 50 minutes. Participants received a $15 Amazon gift card
as compensation for their time and effort. Interviews were conducted between April and May of
2023, roughly five or six months following the public deployment of ChatGPT.

3.2 Participant Recruitment & Demographics

We interviewed 18 participants recruited through purposive snowball sampling via social media.
All participants were knowledge workers in academia, including six identified as faculty (P3, P5, P8,
P13, P15, P17), nine as students (P1, P2, P4, P9, P10, P11, P12, P14, P18), and three as postdoctoral,
librarian, and teacher (P6, P7, P16). Eleven participants (61%) self-identified as male (P1-5, P8, P9,
P10, P12, P14, P16), six (33%) as female (P6-7, P11, P13, P15, P18), and one (5%) as non-binary (P17).
While efforts were made to ensure a diverse sample, we acknowledge potential limitations in the
gender distribution of our participants.

3.3 Data Analysis

We deployed thematic analysis (TA) [11] to analyze our data. Two research assistants (RAs) con-
ducted the initial open-coding of data to develop a broad range of potential codes. During the
open coding phase, RAs regularly met with senior members of the research team to discuss and
refine the evolving codebook. The two RAs independently coded 10% of the interviews using the
finalized codebook. We used Cohen’s Kappa to calculate agreement between the two coders [47]
and reached a sufficient agreement (k > 0.6). The RAs then coded the remaining interview data.
After the coding was complete, the research team met to group the code conceptually into themes.
The final codebook, final themes, and the prevalence of such themes are displayed in Table 1. In
the following section, we narrate our findings, dedicating one subsection to each of the six final
themes presented in Table 1.

3.4 Ethical Considerations

We obtained an IRB’s approval from our Institution which deemed this study as exempt. We had
a Study Information sheet presented for participants to review before agreeing to participate in
our study through an online survey. All our team members completed CITI training for working



ACM, , Afsaneh Razi, Layla Bouzoubaa, Aria Pessianzadeh, John S. Seberger, and Rezvaneh Rezapour
Table 1. Codebook and Themes
Theme Code N | % Definition
Challenges in Data | Training Data Is- | 18 | 100 | The data ChatGPT was trained on may not be reliable and there are possible
Reliability, sues biases and copyright infringements.
Accuracy, Inaccurate Info 15 | 83 | Generative Al has the potential to generate inaccurate information, posing
and Governance a challenge for users to discern its accuracy.
Personal Data 12 | 67 | Concerns about data governance, data privacy and use.
Writing Tool 11 | 61 | Generative Al assisting with formatting citations, proofreading, and cita-
tion creation.
Human-AI Research Assistant | 8 44 | Facilitating efficient research tasks like literature reviews and data analysis.
Collaboration Lack of Voice 9 50 | Generative Alleading to aloss of individual writing voice and homogeniza-
in Writing tion of essays.
Writer’s Block 5 28 | Overcoming writer’s block and guiding paper structure by offering prompts
and suggestions.
Overreliance 6 33 | Generative Al encouragin excessive reliance on generative Al to the point
where it negatively impacts the user’s critical thinking.
Ideation 3 17 | Generative Al assisting in research brainstorming and question formula-
tion.
Lack of Creativity | 3 17 | Excessive use of Al to generate original concepts may lead to concerns
about AI’s role in the decline of creative process.
Al Detection Ser-| 13 | 72 | Exposing the lack of reliable AI detection software and transparency in
Trust and Ethics vices detection methods.
in Education Cheating 11 | 61 | Generative Al creates potential for academic dishonesty through plagia-
rized assignments.
Creating Distrust 7 39 | Teachers using Al as plagiarism detection leading to suspicion and distrust.
Proper Use 7 39 | Generative Al sparks debate on what tasks it is ethical and unethical to
delegate to it.
Adapting to Al in Pedagogy Readi- | 17 | 94 Qnderscores the need for educators to adapt to an Al-infused learning en-
ducation: ness vironment.
E Tutor 8 44 | Generative Al serving as a personal tutor to answer student questions 24/7.
Challenges and - - - - - -
Opportunities Faster Education 7 39 Ge.neratlve Al pro‘motes fas'telr education 'by increasing learning pace, cov-
ering more material, and raising expectations.
Old-School Educa- | 4 22 | Shift toward traditional learning methods in response to Al concerns, ques-
tion tioning the long-term impact on pedagogical approaches.
Si;i:;:idcr?;srsses 2 11 | Exposing the reliance on Al in lower-level courses leading to difficulties in
higher-level studies due to lack of fundamental understanding.
Bridging Socioeconomic 11 | 61 | Generative AI's impact on social classes.
Knowledge & Class
Social Class Gaps Democratization 5 28 | Generative Al can provide more access to knowledge and the desire to learn
for everyone.
Inclusion 2 11 | Al can assist people with disabilities or health conditions.
. . Educate People 12 | 67 | Need for education for faculty and students to learn about generative Al
Practical Solutions e e
from AI Literacy ' and its limitations. ' _
to Regulations Call for Regulation | 11 | 61 | Need for Al regulations and new policies.
Built-in Ethics 8 44 | Need to built in ethics to reduce harms.
Development 2 11 | Pausing the development of Al to address the safety measures.
Pause

with human subjects. In addition, we took the utmost care to protect the privacy of participants by
anonymizing their interview transcripts before the data analysis. We ensured the anonymization
of quotes presented in our manuscript as well.

3.5 Researchers Positionality

The authors of this paper used Generative Al models and conducted research in this area. They
also have backgrounds in information and computer sciences. These background and experiences
may have influenced or informed our work.
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4 FINDINGS
4.1 Challenges in Data Reliability, Accuracy, and Governance

All eighteen participants (100%) expressed concerns about the training data used for ChatGPT (i.e.,
an instance of Gen Al). Such concerns included: bias baked into Gen Al by way of training data,
breach of copyright law in the training of models through unauthorized use of copyright material,
outdated information, and lack of fact-checking. When discussing such awareness, participants
recommended thorough oversight of model training. Yet recommendations for oversight dissolve
into the complexity of factors associated with participant perceptions about Gen Al. Participants
questioned the credibility of ChatGPT’s data sources and emphasized the importance of establish-
ing mechanisms to improve reliability and accuracy of information generated by these models.

“Where is ChatGPT getting the information? But what exactly is the evaluation process

for this information? How I will show that this information is valid and they are quality

information. So if we are not sure about these things, and maybe by mistake or by some

silly algorithmic function, it pulls out some inferior information, if I may use the word,

and you just fly with that information, then we might be facing another pandemic of

misinformation”- P2

Participants expressed concerns about biases arising from training data. Participants mentioned

the following forms of bias: racial bias and gender bias. Participants also raised concerns about gen-
eral cultural insensitivity. In short, participants expressed opinions summarized by the following
quote from P14: “the machine learning model is only going to perform as well as the data is based on.”
Such concerns are further complicated by the opacity of models. For example, P7 worried that de-
velopers of Gen Al systems do not clearly understand how models generate outputs. Such opacity
makes it hard to verify the semantic content of language produced by ChatGPT:

“T'm very concerned about the potential for this kind of Al and the biases that could be
in it because it is so opaque like where it’s pulling information from how it’s generating
that information is completely opaque, that is, up to the developers to design. And my
understanding is that in many cases they don’t really understand how it’s coming up
with the results from the datasets they feed in. So that’s really problematic in terms of try
to cross check that information.”-P7

Such concerns were entangled with questions about privacy concerns and the copyright of the
generated content.

“Who owns the work that the Al produces? And then, whenever you feed it where it’s
like the questions of mine that I have, you know, fed it to see what it does. Will AI claim
some kind of ownership of that? Where or what will happen with that writing in the
future?”-P17

Participants further noted concern about models trained on data that is outdated:

‘Tt can’t get information from local communities and timely events. It doesn’t understand
references to things that have happened in someone’s community. There’s also work on-
line, that it can’t access that has to do with more with digging around in databases and
archives and stuff. ChatGPT is actually terrible with databases, so what you’ve done is
you combined the things it’s good at and the things that humans are good at and put
them together.”-P8

Fifteen participants (83%) expressed concerns about AI “hallucinations” and potential inaccura-
cies and false information generated by Al and their lack of understanding regarding how gener-
ative Al chatbots generate content.
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“It’s not a Swiss army knife where you can just use it in every situation. You need to be
very precise with what you are using it for, and not knowing what its limitations are. |[...]
you cannot use it to verify facts, because it doesn’t know what is, it doesn’t have it doesn’t
give you references of any sort. People should be made aware of the hallucinations that
it does, because it sounds very confident when it gives answers and if somebody doesn’t
know that, hey, it could be wrong, then they are going to suffer the consequences of that,
and that is going to be the biggest negative impact in my opinion.”- P12

Participants further expressed concerns about Gen Al sources of information and the lack of
fact-checking mechanisms. The fear is that users might blindly trust the information provided
without verifying it, leading to the spread of misinformation:

“T think a lot of people believe what it tells them, and if there are no safeguards, it could
cause a lot of misinformation. And I think misinformation tends to snowball, so I don’t
know what guardrails exist on ChatGPT on where it’s pulling its information from. [...]
Fact-checking is also a big mountain to climb, so I don’t know if the Internet can truly
ever be fully fact-checked. But if it’s not being fact-checked, I think a lot of people stand
to lose from it, and I think that’s when it becomes harmful. So I think it’s harmful for
people who believe anything that technology tells them without doing their own research.
-P9

Twelve participants (67%) expressed concerns about data governance, data privacy, and use. They
argued that the general public should have more insight and control over the data being used
by ChatGPT. Even the participants who were not as worried about data privacy and governance
compared with their social circles also conveyed concerns:

“Thave a lot of friends who are worried about the lack of transparency in terms of what the
company is doing with user data. [...] I don’t want to speculate about what the company
might do, but it’s worrying that they won’t tell us how long my queries are held. How
identifiable are they who have access to what I have searched for? And when would that
happen?”-P3

4.2 Human-Al Collaboration in Writing

Knowledge workers involved in research have recognized the value of Gen Al as a writing tool.
They mentioned its potential to assist with proofreading for grammatical errors, formatting ci-
tations, and more (N=11, 61%). One participant even compared ChatGPT to asking their spouse
for proofreading assistance, highlighting the convenience it offers. Additionally, participants ac-
knowledged the potential of Gen Al as a research assistant (N=8, 44%) during the initial phases of
research, particularly for ideation. They have mentioned its current use for ideation and the pos-
sibility of enhancing the research ideation process by providing real-time insights on the current
state of the art and identifying research gaps - a feature not currently available in general tools
like ChatGPT due to gaps in training data.

‘T would say, I do think just in terms of the process of developing a research project. I
mean, my experiences with it are that accepting the limitations that exist can be very
useful, almost as a research partner, right? Because it does have access to this massive
dataset that it can pull up instantly. And I think there are a lot of potentials to develop
and refine ideas and projects and things like that and engagement”™-P7

Users mentioned that generative Al can be a helpful tool for addressing “writer’s block” (N=5,
28%) as well as assisting with grammatical errors, formatting citations, and general ideation. They
claimed that ChatGPT makes it easier to write by providing guidance for their paper, preventing
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them from spending excessive time staring at a blank page, and allowing them to write more
efficiently.

Furthermore, participants (N=9, 50%) expressed dissatisfaction with ChatGPT’s inability to cap-
ture personal voice and style, particularly in tasks like writing cover letters or essays. They noted
that while ChatGPT produces acceptable content, it often lacks the unique personal touch that
makes such communications authentic.

“..But I still think it does the job as in like it gives you a cover letter that’s acceptable, but
something that I did not like about it was, and it’s pretty obvious, it doesn’t feel like me
and I think when we need something like a cover letter, or like you’re writing an essay
for a class, I think it’s personally important for me to feel like this is my voice and I think
it’s difficult for ChatGPT to replicate that I know some people have uploaded their own
writing samples, told it to analyze it. I haven’t tried that yet...” -P9

The issue of potential overreliance (N=6, 33%) to ChatGPT was also raised. Participants (N=3,
17%) worry that excessive use of ChatGPT for assignments could hinder critical thinking and di-
minish the benefits of collaborative learning.

“Maybe some people might get so dependent on it. Yeah, I know some people don’t do any

of the assignments and only depend on ChatGPT... I remember we had this course, it was

very tough, and we used to get together a few people in a group and then talk about it,

discussing, Googling it, reading books. But when you use ChatGPT you’re not doing any

of this. You're just getting some prepared answers. So I think ChatGPT won’t let them

[people] think.” -P18
Considering the potential consequences of overreliance on Gen Al participants acknowledged
the tradeoff of speed vs. authenticity. Using Gen Al to create content may speed up efficiency;
however, it could stifle human originality and expression, leading to homogenization of content.
Additionally, assuming that the quality of content developed by Gen Al is suitable, the need for
human innovation in those areas could decline, leading to a decline in human creative potential
and problem-solving abilities.

4.3 Trust & Ethics in Education

The most expressed concern in academic settings regarding Gen Al was the use of Al detection
services, which may produce inaccurate or misleading results (N=13, 72%).

“There was a professor in Texas who heard about these tools [ChatGPT] and wanted to
make sure students were not cheating on their final papers[...]I think those are wildly irre-
sponsible to use right now. But what he did was actually paste their essays into ChatGPT
and ask ChatGPT, “Was this written by you?” And of course it came back and said yes,
for like 90% of his class, and then he failed them all because he did not understand what
that system was actually doing.” - P5

Another concern was cheating (N=11, 61%), especially in writing assignments. Participants were
concerned that students, under stress from their coursework, may attempt to submit papers gen-
erated by Al to meet deadlines instead of asking for extensions or writing their own work:

“They run out of time [for assignments], and that’s when they [cheat]. So, we just have to
ask questions expecting them to use it [ChatGPT] so that they can’t cheat, because that’s
the expectation.” -P16
Although cheating was frequently expressed, there was also mention of the concern of creating

a distrustful culture between students and teachers (N=8, 38.1%). We observed opposing forces
around trust and Gen Al as a threat by faculty versus a tool by students. Students expressed that
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they felt accused of using ChatGPT to bypass learning and not understanding concepts, such as
the below quote by a student:

“Yesterday my friend told me that her English teacher wanted to fail her from the class
because she used ChatGPT to write an assignment. Of course, one wouldn’t want to com-
plete an assignment, so they can just kind of ask ChatGPT to do it. But then that begs the
question. What are you grading them on? Are you grading them on original thought and
understanding of the concept? Or are you grading them on how many words they wrote,
and whether it’s grammatically correct? Instead of Al writing for you, if it writes with
you and becomes this writing coach, you don’t consider that as plagiarism, right? Because
they’re helping you develop that skill in whatever you’re doing. So using Al to help you
develop something versus just kind of answering for you. It’s going to become like a writ-
ing course for you. So plagiarism would be there, but then we just have to rethink the way
we test students.” - P14

Whereas faculty felt that Gen Al needs to be used more responsibly by students:

“Since the pandemic started, there’s been more and more programs that use cameras and
technology to monitor your students sometimes. And I guess that’s a kind of AL Maybe as
far as how it watches the students and flags students for doing a behavior that it deems
suspicious. And so, I guess that’s another area where I would have concerns about the Al
and that technology. I guess my concern is kind of like a combination of the privacy of
students and my ongoing philosophy for a long time has been to trust students. Lately
that’s been challenged; I'm seeing cases where I can’t trust the work I'm getting. That I
know is not theirs. So that’s kind of a concern, you know privacy and trusting students,
and then just wanting students to learn. And I mean, to enjoy learning for the sake of
learning, that’s something that I always try to really emphasize to my students.” - P17

We had diverse perspectives on the matter of distrust, such as the fear that students will suffer
the consequences or faculty accepting Gen Al from faculty and students.

Among the interviews, 39% (N=7) of the participants emphasized the importance of considering
the appropriate scenarios for using generative Al The mental model of proper usage encourages
people to adapt to a changing learning environment where Al is increasingly present. Participants
mentioned that when debating which tasks are ethically acceptable to delegate to Al they explore
issues such as accountability, transparency, and fairness:

“For example, if I need to know how to use a saw properly, I can just say what’s the good
way to use a saw [...] if you know for a fact that information won’t affect your health or
your livelihood. I think you can use ChatGPT there, because if it’s going to affect your
health, I wouldn’t be asking ChatGPT here how to treat cancer...I might ask that: Hey? You
know what, I have a minor cut, what’s gonna be the best way to disinfect it so, depending
on the severity of something, I think ChatGPT can be used in scenarios like that.”-P12

4.4 Adapting to Al in Education: Challenges & Opportunities

Participants expressed that Gen Al could assist students in quickly identifying and presenting rele-
vant sources of information for their assignments, saving them time compared to traditional inter-
net or textbook searches. Instructors also recognized the potential of generative Al to modernize
the classroom but acknowledged the importance of “pedagogy readiness” - the reflection on how
to incorporate Al technology into teaching practices. 94 percent of participants (N=17) emphasized
the significance of pedagogy readiness, suggesting that students should be encouraged to critique
Gen Al responses instead of solely relying on them to solve problems. This approach would enable
students to develop critical thinking skills typically reserved for research-based courses:
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“..this sort of paradigm of assignments where you get ChatGPT or similar to do something,
and then critique it. Those are pretty useful. I don’t think that’s the only use case, where
there’s some educational value to be extracted from these systems other than like special
topic in a machine learning course.” - P5

Participants recommended modifying the education curriculum to address the potential negative
impacts of generative Al on education. The suggested changes encompass a wide range of im-
provements, including crafting more engaging and relevant assignments, refining question for-
mats to challenge critical thinking skills, selecting materials that enhance knowledge acquisition,
and adopting fair and effective evaluation methods to accurately measure progress.

Among knowledge workers, participants in (N=8, 44%) academia expressed the potential bene-
fits of using Gen Al as a tool to supplement student education. They believed that ChatGPT could
facilitate easier questioning, topic discussion, and addressing writing issues, acting as an at-home
tutor.

“.. When a student is learning something in class, you can use Al to supplement that
learning, and give everybody a really good tutor, right, like I mentioned before. If every-
body is given a really good tutor, everybody’s performance becomes really good. It’s not
Jjust a below average student becomes an above average student, and an average student
becomes an excellent student...” - P14

Participants discussed the potential for generative Al to accelerate the pace of education (N=7,
39%). They mentioned that Al could provide quick access to information, allowing students to
learn at their own pace and enabling educators to cover more material in a shorter amount of
time. However, concerns were also raised about the risk of sacrificing depth of understanding and
critical thinking skills in favor of speed.

Further, some participants (N=4, 22%) proposed returning to a more traditional style of education
for curriculum and assignments. They suggested having oral exams without tools like PowerPoint
to ensure students cannot rely on AL

“T'm going back to oral exams. I can’t do an Al with an oral exam. Well, I'm actually not
opposed to doing more oral exams but I think that’s a sign that the person isn’t even ready
to engage in the conversation. All they know how to do is to pull back from it. Given that
there are some people who know very well what to do, and am also pulling back from it.”-
P3

Moreover, some participants (N=2, 11%) expressed concerns about students relying too heavily on
Gen Al in the classroom. They believed this reliance could lead to a lack of foundational knowledge
in a topic, making students unprepared for advanced courses and ultimately resulting in failure.

4.5 Bridging Knowledge Gaps, Enabling Accessibility, and Social Dynamics Impacts

Our participants raised several benefits and concerns about the potential impacts of using genera-
tive AL highlighting a range of issues from societal impacts to personal experiences. A significant
concern, expressed by half of our participants (N=11, 61%), was the potential of ChatGPT to either
widen or bridge social class divides. The fear was that access to, and the use of advanced technolo-
gies like ChatGPT might create or exacerbate inequalities, either by providing advantages to those
who can access it or by leaving behind those who cannot.

On the contrary, ChatGPT was particularly appreciated by participants (N=5, 28%) for its role
in democratizing access to knowledge, enabling a broader range of individuals to engage with
information and learning resources.

11
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“Whether it be academic or non-academic, the gap between the Western society and devel-
oping could be like India, has virtually closed because of the Internet. So I think ChatGPT
can only take that further [...]I think there are a lot of opportunities in it being like an
equalizer tool where people from different parts of the world are coming up with the same
by-product because they had access to the same tools.” -P9

Furthermore, participants (N=2, 11%) highlighted ChatGPT’s role in aiding people with disabili-
ties. One individual with a visual impairment recounted how ChatGPT acted as a reading assistant,
interpreting and verbalizing written content that they otherwise found challenging to access.

“.. This could also be beneficial for people who are visually impaired, allowing them to
understand specific parts of an article or content. Additionally, I think it would be useful
to take pictures of artifacts and have ChatGPT describe what they are. Overall, I see a lot
of potential in these applications of ChatGPT...” -P6

4.6 Practical Solutions from Al Literacy to Regulations

Participants came up with several practical solutions when asked about overcoming the challenges
with generative AL Many participants (N=12, 67%) mentioned that there needs to be a better under-
standing of the technology in people’s lives to use generative Al effectively and ethically. A solu-
tion to these issues is to educate people on the capabilities of generative Al and provide awareness
of its limitations. For example, P2 stated that people always find a way to use new technologies
even if it is banned with punishments, so the solution is to teach them to use them responsibly:

‘I'm mentioning information literacy so much because this is what I know about, and it’s
something I've been reading. You need to let student know that there is no problem in
using it. But you have to use this responsibly. It is more about awareness and creating
awareness, Train people to know how to use it, and know where to use it and where not
to use it.”-P2

Faculty initiated talks and workshops to educate other colleagues and instructors on generative
Al

“So rather than you know, kind of jump to the idea of banning it, my colleagues and I
were more interested in well, are there ways we can harness this for good? Can we make
our classes better rather than worse by using this technology in the classroom? So we’ve
held a series of conferences and webinars on the topic.”- P8

Further, many participants (N=11, 61%) called for the need for regulations and policies to control
some aspects of the use of generative Al They provided examples of cases of how those regulations
would be helpful in different sectors. They called these policies and regulations to ensure the ethical
use of generative Al and to limit the power that it has.

“For the government, you should create laws, because if the roots or the source of this data
is checked, I think it’ll help a lot. I mean, they just need to create laws and policies, we’ll
make sure that the contents of this data are well-sourced, and it might reduce the chances
of giving very bad results at the end of the day.”- P1

Participants (N=8, 44%) expressed the lack of ethics built in for generative AL They expressed
concerns regarding the potential for harmful application of artificial intelligence when ethical
considerations are not embedded within its design. However, integrating ethical principles into Al
is also a subject of debate. Participants described different scenarios that malicious users could use
generative Al to commit crimes and harm others, from stealing from banks (P1, P4) to building
bombs (P12):

12
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“Just imagine, like terrorist organization getting their hands on this thing because you also
don’t even know what the training data set is. So it might have some darknet resources as
well on there so what if you did write a prompt that gives you access to building any sort
of an explosive over there which is not going to be. You can say that I don’t have access
to Ingredient X, can you suggest some common ingredients and it might be able to give
you. ”-P12

They mentioned many of the safeguards implemented to avoid receiving harmful information
could be bypassed by role-playing and jailbreaking techniques.

“Yesterday in class for the first time, students reported that ChatGPT was breaking rules,
being asked to roleplay and the reason is that you can get it to do things that are outside
of the safety protocols by asking it to take on a role that is somehow like imagining that
it’s some creature that isn’t bound by the rules that it’s normally bound by.”-P8

P8 elaborated further that companies such as OpenAl constantly try to safeguard their models
against these attacks, and it is hard to cover all the possible ways that these models could be
exploited.

Only a couple of participants (N=2, 11%) noted the call for the developmental pause of the gen-
erative Al In those cases, it was to say it is important to regulate and enforce those regulations.
However, it is hard since the powerful companies would still try to take advantage of the situation:

‘T think it’s very unclear how you could regulate this stuff. The solutions that have been
proposed include a pause but without a sort of you know government mandate, or some
way of enforcing that is hard to do [...] some of the tech companies have actually asked
for a pause. You know the head of Google is like, hey, let’s have a pause, because then
they could be more assured that they can roll out their tool safely, as opposed to another
company, galloping forward and just putting the tool out without thinking about how
what the bad effects it could have. So sometimes companies actually ask for regulation
as a way to make sure they don’t get caught blindsided by other companies that are less
ethical.”- P8

Overall, participants provided various solutions in order to adopt the responsible use of Gen Al
since they mostly believed that it is inevitable to pause the development and use of it.

5 DISCUSSION
5.1 Utility vs. Transparency Trade-offs

Our findings highlight the tension between the potential benefits of Gen Al and the ethical con-
cerns raised by knowledge workers. While recognizing its potential to improve the efficiency of
academic pursuits, participants also expressed concerns about the trade-offs associated with this
technology. These include the risk of introducing learned biases, the potential loss of individual-
ism in voice, and over-reliance on Gen Al, which could impact learners’ understanding of founda-
tional concepts in the long term. These issues have recently become the focus of various studies
conducted in different contexts. In this section, we will delve into these considerations and their
implications among knowledge workers.

One concern raised by the participants was the potential misuse of Gen Al as a writing assistant.
They expressed worries about academic integrity and trust breaches, whether by educators, stu-
dents, or research faculty. Already, there has been growing concern about student cheating even
prior to the widespread use of Gen Al [7, 46, 69]. Now, students face false accusations from Al
plagiarism detectors, leading to a loss of trust in student work by their educators. The limitations
of Al detection tools further compound these concerns, as highlighted by Gorichanaz [30]. Our
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finding that faculty see ChatGPT as a threat, whereas students see it as a tool, implies fundamen-
tal, but implicit, misunderstandings about how the educational context (i.e., the social purpose of
education) may degrade trust in academic settings.

Another concern raised by participants related to the biases present within the training data
used for Gen AL These models learn from diverse public datasets over the internet, which often
reflect societal biases, including racial, gender [12], and disability biases [25]. As a result, gen-
erated content may inadvertently perpetuate and amplify these biases, raising ethical questions
about the responsible use of such technologies. The human biases inherent in training data would
be magnified in Gen Al systems[8], as they will be adopted vastly in different fields across the
globe. It is worth noting that one of the major players in this field, OpenAl, has reported that a
large portion of their training data came from Reddit, a pseudo-anonymous social media platform
that is known for its diversity in topics, plethora of communities, and levels of engagement [17].
Such data are mostly in English and produced by WEIRD (Western, Educated, Industrialized, Rich,
Democratic) community [33]. Also, while this content may be considered more ‘high-quality’ due
to the selection criteria of data (at least 3 karma) [68], it often provokes intense reactions from
users and tends to be more controversial. This concept, known as digital emotion contagion [29],
suggests that the bias from emotionally intense training data could impact the Gen Al model’s
output. Therefore, this warrants more research, especially with communities impacted most by
those biases, to help co-design guidelines and ways to address and mitigate biases in training data,
which are essential to ensure fair and unbiased outcomes. Best practices on transparent dataset
documentation such as Data Card [26, 54] could be used to create more understanding for various
stakeholders of the dataset origins and evolutions for more responsible Al development and de-
ployment. More specific guidelines are needed for Gen Al dataset transparency as they require a
larger scale for training the datasets, which are mostly publicly available and need explanations of
copyright documentation. Meanwhile, companies care about having the first release of the newest
technology and maximizing their profits; therefore, policies and regulations should be put in place
to provide those explanations.

5.2 Pedagogical Impact

While the use of technology in education has a rich history [1], Gen Al presents unique oppor-
tunities to further enhance and personalize learning experiences. Unlike traditional educational
technologies that provide static resources (e.g., pre-recorded lectures) or one-size-fits-all solutions
(e.g., uniform grading delivery), Gen Al has the potential for dynamic feedback, tailored content,
and individualized support. Our study shed light on this unique potential, as participants primarily
identified “pedagogical readiness,” “educational supplement,” and “writing assistant” functions as
key opportunities for Gen Al in academic settings. These findings are in line with current literature
that explored the use of Al in the classroom [18, 62]. With the advent of Gen Al educators are intro-
duced to the opportunity to enhance their pedagogy through tackling specific tasks like automated
lesson planning, adaptive assessments, and personalized feedback generation. Gen Al assistance
in these cases are advertised to free up more time for teachers to dedicate to human-centered
tasks, like mentoring. Within the curriculum development processes, Gen Al has the potential
to assist educators in developing more personalized learning pathways that cater to student’s in-
dividualistic needs. For example, an Al tool can recommend personalized reading materials and
subsequently practice problems aligned with their learning gaps. Additionally, these tools can of-
fer real-time feedback to students to increase their learning efficiency and the grading of teachers.
With the advantage of having just-in-time, personalized support for large-scale settings, and im-
proving the feeling of connection [62], Gen Al ultimately could enhances collaboration between
humans and machines, with the goal of improving educational outcomes set forth by entities like
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educational oversight committees, teachers, and parents. For non-native speakers, traditional lan-
guage learning often proved challenging due to limited opportunities for real-time practice and
feedback. Gen Al can bridge this gap by providing personalized and interactive dialogue prompts,
adapting to individual errors and preferences, and offering context-sensitive suggestions for im-
provement [36]. This level of engagement can significantly enhance language acquisition, boost
confidence in classroom communication, and bridge communication gaps between learners and
educators, offering better collaboration and knowledge sharing. Each of these cases allows for Gen
Al to act as a virtual, learning scaffold. In times of targeted support, these technologies can provide
guided problem-solving and step-by-step explanations but should gradually fade away as students
gain confidence in the topic to prevent an overreliance on the tool and, ultimately, a lack of founda-
tional understanding. All these potentials being said, it doesn’t mean that incorporating Al would
be without difficulties. There has been a body of research [37, 70] on technology adoption in the
workplace, which also suggests that automation creates more labor, as workers must learn how to
use, incorporate, troubleshoot, and maintain the new technology.

Based on Rogers et al’s Innovation Diffusion Theory [59], there are factors that affect people’s
decisions about technological innovations adoption. The two processes of adaption and diffusion
are separated in this theory. in which the innovation adoption decision process includes five stages:
1) awareness of an innovation (influence by socioeconomic factors), 2) persuasion (gaining knowl-
edge about the innovation), 3) decision, 4) implementations (acting on the decision), 5) conforma-
tion (reflecting and re-evaluation of the decision and implementation). This theory connects with
our finding in a sense with stage two of how socioeconomic factors and access to change agents
such as mass media influence awareness of an innovation [6]. While participants mentioned that
Gen Al has the potential to bridge the educational gap and provide equal access to knowledge, there
they were worried about the risk of widening the gap due to unequal access to technology. This
widening of the “digital divide” depends on various factors such as access to computers and high-
speed internet, as well as a lack of comprehensive understanding of Gen Al, particularly among
students of color and the schools that serve them. To ensure that Gen Al is fair and equitable as
an educational aid, we need to consider providing necessary technology support to low-resource
school districts. Additionally, it is important to develop culturally inclusive Gen Al models to avoid
exacerbating existing inequities. This requires frameworks for more ethical data collection. Lastly,
to ensure the effective implementation of Gen Al tools, we must provide adequate training and
support for educators on how to appropriately utilize Gen Al and manage student interactions
with it.

5.3 Data and Algorithmic Governance Requires Careful Power Dynamic
Considerations

The rapidly evolving capabilities of Gen Al raise urgent questions about responsible development
and use. Such concerns primarily involve privacy, ethical considerations, and governance. That
Gen Al creates realistic content often blurs the lines between original content and replication. This
raised copyright and privacy concerns among our participants. The use of copyrighted material
without proper attribution or permission posed possible copyright infringement risks. Moreover,
the possibility of generating identifiable information through creative outputs posed a threat to
individual privacy. Therefore, rigorous safeguards, like differential privacy and data anonymiza-
tion [82], are critical alongside stricter regulations and guidelines for handling sensitive data.
While participants suggested Al regulations, questions regarding who should regulate Al pre-
sented a dilemma, including the potential for repression [22]. Several countries have already begun
to develop executive orders and guidelines to regulate AI [45, 73]. While regulations are necessary
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to curb potential misuse, centralized control, especially in the hands of powerful entities like cor-
porations and governments, raises concerns about censorship and manipulation. For example, the
governments of more authoritative regimes may exploit their power to censor the technology and
the internet for surveillance purposes, infringing upon the rights and freedom of speech of their
citizens [24]. Even in democratic countries, lobbying may skew policies towards private interests,
driven by profits and social control [56], at the expense of individual rights. A potential solution
could lie in establishing an independent, global entity to oversee responsible Al practices, account-
ing for the size and needs of different models and companies.

Although the participants suggested having regulations and policies to mitigate the negative
impacts of Generative Al, despite our best intentions, any action to implement applications, poli-
cies, or interventions may have unintended consequences that may lead to harm. For instance, a
well-intentioned policy designed to reduce bias in Al may have the unintended effect of unfairly
targeting a particular group of people. Therefore, we must exercise caution and thoughtfulness in
our approach to ensure that we do not inadvertently cause harm while striving to make progress.
It is essential to analyze every action’s potential risks and benefits and consider alternative ap-
proaches to mitigate any unintended consequences [31].

The successful integration of Gen Al into academic settings and beyond necessitates more than
just technological adaptation. Substantial adjustments on social, cultural, organizational, and in-
stitutional levels are necessary for knowledge workers to ethically and productively utilize this
powerful tool. Recognizing the “productivity paradox” associated with computer adoption [19],
which took nearly two decades for people to eventually understand and utilize, emphasized the
importance of proactive preparation.

6 LIMITATIONS AND FUTURE RESEARCH

Our study was focused on knowledge workers in academia. Findings are limited to our partici-
pants; findings are not generalizable to everyone in knowledge work. Additionally, our research
was US-centric and in English. Future research should investigate the perceptions and experiences
of knowledge workers across diverse industries, cultures, languages, and backgrounds to gain a
more comprehensive understanding of the ethical challenges of using Gen Al as also recommended
by scholars [63]. We acknowledge that the interview methodology is susceptible to self-report bi-
ases such as recall and social desirability. Future work should consider gathering observational
data, especially in the wild, to understand the trust relationship practices between students and
teachers. Finally, our study provides opportunities for future research employing participatory de-
sign methods and real-time assessment to directly address the challenges identified, while actively
involving stakeholders in designing solutions. This would significantly contribute to the develop-
ment of human-centric Gen Al tools that meet the needs of knowledge workers across various
sectors.

7 CONCLUSION

We conducted interviews with 18 knowledge workers from various fields to understand Gen AI’s
opportunities, ethical challenges, and solutions from their perspective. Our findings highlighted
tensions of knowledge workers using Gen Al as a writing and research assistant while wondering
about challenges around transparency, reliability, and inaccuracy of generated content. They also
expressed concerns about the impact of addiction to using Gen Al causing lacking of personal
voice and creativity. Moreover, knowledge workers are apprehensive about the impact of Gen Al
on instructors and students. They mentioned pedagogy readiness and giving back to traditional
teaching methods as ways to address academic integrity issues. Additionally, they believe that
Gen Al could democratize knowledge by making research assistants accessible to more people,
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while worried about the social and power dynamics in low socioeconomic people who do not have
access to such technologies. Our research contributes to the ethical and fair use of Gen Al in the
knowledge work context. It also highlights the need for greater transparency and accountability in
Gen Al models, as well as the importance of considering sociotechnical factors in the development
and deployment of these systems.
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