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Abstract The advent of location-based services has
led to the widespread adoption of indoor localization
systems, which enable location tracking of individuals
within enclosed spaces such as buildings. While these
systems provide numerous benefits such as improved
security and personalized services, they also raise con-
cerns regarding privacy violations. As such, there is a
growing need for privacy-preserving solutions that can
protect users’ sensitive location information while still
enabling the functionality of indoor localization systems.
In recent years, Differentially Private Generative Adver-
sarial Networks (DPGANSs) have emerged as a powerful
methodology that aims to protect the privacy of indi-
vidual data points while generating realistic synthetic
data similar to original data. DPGANs combine the
power of generative adversarial networks (GANs) with
the privacy-preserving technique of differential privacy
(DP). In this paper, we introduce an indoor localization
framework employing DPGANs in order to generate
privacy-preserving indoor location data. We evaluate
the performance of our framework on a real-world indoor
localization dataset and demonstrate its effectiveness
in preserving privacy while maintaining the accuracy of
the localization system.

Keywords Generative adversarial network - Indoor
location fingerprinting - Differential Privacy - Private
GAN

1 Introduction

In recent years, IoT devices have become increasingly
popular and have been developing quickly for smart
cities, homes, health, agriculture, and factories [1], [2].
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It has become extremely common for people to use
indoor location-based services (LBSs) employing their
smart devices [3]. Today, most people spend 80% of
their time in indoor areas while they actively use their
smart devices. Three in four users of smart devices
(74%) utilize location-based applications [4]. To provide
location-based services to users, such as guiding them
through unfamiliar environments like hospitals, shop-
ping malls, airports, and railway stations, indoor LBSs
must rely on precise indoor localization. As a result,
suitable indoor localization is essential for indoor LBSs
to function effectively [3].

The most popular technique of indoor localization
is location fingerprinting, which consists of two phases,
training and localization [5]. In the training phase, the
indoor localization system is trained with the finger-
prints of various locations in the desired indoor area.
The fingerprints here is referred to features of locations,
such as received signal strength (RSS) from existing sig-
nal emitters. In the localization phase, the fingerprints
of users are given to the formerly trained model as input
so that it could monitor and localize them in that area.

Indoor localization systems can be location-based or
zone-based. Location-based localization provides (z,y)
coordinates, while zone-based localization gives a zone.
A zone in an indoor area is referred to a room, corridor,
or any smaller part of the whole indoor environment. In-
door localization systems often require accurate location
data to provide useful services in various applications,
such as navigation, asset tracking, security monitoring,
and other location-based recommendations. However,
the collection and use of this data raise various privacy
and security concerns as it can reveal information about
the user’s activities, habits, and movements, which can
be used to infer personal information about the user [6].
This information can be then used for targeted adver-



tising or other purposes without the user’s knowledge
or consent. In indoor localization systems, user privacy
can be violated in several ways: (1) Location Tracking:
Indoor localization systems track the location of a user
inside a building. This location data can be sensitive
and can reveal a user’s activities, habits, and interests.
If this data falls into the wrong hands, it can be used
to track and monitor users without their knowledge or
consent [3]. (2) Identification: Indoor localization sys-
tems can also be used to identify individual users based
on their unique location patterns [7]. For example, if a
user’s location data is collected over a period of time,
their daily routine and habits can be identified. This
can lead to targeted marketing, personal profiling, and
even discrimination. (3) Re-identification: Even if the
user’s identity is not initially known, it may be possible
to re-identify the user by combining the location data
with other information [7]. For example, if an attacker
has access to social media data or other publicly avail-
able information, they may be able to link the location
data with other data sources to re-identify the user. (4)
Inference: In some cases, the location data can reveal sen-
sitive information about the user even without revealing
their exact location [8]. For example, if a user frequently
visits a specific medical facility, this may reveal sensitive
information about their health condition.

There are ongoing efforts to develop techniques for
protecting the privacy of individuals while still enabling
the use of location-based services in indoor environ-
ments, such as anonymization, encryption, differential
privacy (DP), and federated learning [7], [9], [10], [6],
[11]. However, one of the most attractive solutions for
protecting data privacy and mitigating possible attacks
that have not been considered for indoor location pri-
vacy is to employ generated synthetic data instead of
real data for training Artificial Intelligence (AI) models
and analyzing data [12]. This can be done by Genera-
tive adversarial networks (GANSs) [13]. These networks
can learn the training data distribution and generate
synthetic data with a distribution very similar to the
training data [14]. They are a way of creating a gener-
ative model through competition between two neural
networks. The generator network takes in random noise
as input and transforms it into synthetic data that re-
sembles real data. The discriminator network then tries
to determine whether the data it receives is real or gener-
ated by the generator. The generator network is trained
through its competition with the discriminator to pro-
duce more and more convincing synthetic data [13]. The
GAN framework is a highly effective learning model
that has been utilized for various applications, including
but not limited to imitating expert policies and domain
transfer [15].

Similar to other types of machine learning, GAN
frameworks are also vulnerable to information leakage.
In particular, the generator model tries to predict the
underlying distribution of a dataset and produces realis-
tic examples at random. This implies that the generator
has the ability to recall training samples by means of
deep neural networks. As a result, if the GAN model is
employed on a private or confidential dataset, it may po-
tentially expose the privacy of the dataset. To confront
this issue, a potent solution, the GAN-obfuscator, is in-
troduced in [16]. This framework employs a differentially
private GAN (DPGAN) approach that introduces well-
crafted Gaussian noise to the learning model gradients
during the training phase. With the GAN-obfuscator in
use, limitless synthetic data can be produced for any
task, all while safeguarding the privacy of the training
data [15].

Despite the fact that private GANs are getting in-
creasingly popular, their effectiveness on indoor location
data remains unclear, which is the main focus of this
work. The main contributions of this paper are listed as
follows:

— To the best of our knowledge, this is the first work
that introduces DPGANSs for generating private in-
door location data for both location-based and zone-
based indoor localization.

— Our proposed DPGAN framework for indoor localiza-
tion not only preserves the privacy of indoor location
data but also enhances the accuracy of localization
at the same time.

— We investigate the influence of two popular DPGANs
for indoor location synthetic data, Differentially Pri-
vate Wasserstein GAN (DPWGAN) and Differen-
tially Private Conditional GAN (DPCGAN), and
analyze the similarity of the generated datasets to
the original dataset, the localization accuracy, and
the privacy issues.

— The efficiency and the performance of the suggested
DPGAN framework for indoor localization are veri-
fied via a real-world experimental testbed.

The rest of the paper is organized as follows. Sec-
tion 2 discusses related studies on users’ privacy preser-
vation methods in indoor areas. In Section 3, the pre-
liminary concepts about indoor fingerprinting systems,
DP, GANs and two DP-based GANSs are explained. The
suggested framework for implementing DPareGANSs for
indoor location data is presented in Section 4. The exper-
imental setup, evaluation metrics, and model parameters
is discussed in 5. Section 6 is devoted to the performance
evaluation of the proposed framework employing DP-
GANSs for generating privacy-preserving indoor location
data and Section 7 concludes the paper.



2 Related Work

It has been less than a decade that indoor location data
privacy has been getting more attention. Authors in [17],
summarize some of the studies on the privacy of users in
indoor areas. A number of techniques have been devel-
oped to counter threats to indoor location privacy such
as anonymization techniques, cryptography, differential
privacy (DP) and local differential privacy (LDP), and
federated learning (FL). Here, we briefly summarize
existing studies using each of these techniques.

Among anonymization techniques, k-anonymity is
mostly employed for indoor location privacy protec-
tion. It hides the user’s identity from the attackers in
k — 1 other users. Employing other anonymization ap-
proaches, e.g., ¢-diversity, t-closeness, («, k)-anonymity
and J-presence, has been recently suggested in [7] to
mitigate the attacks for k-anonymity.

Cryptography is also utilized in indoor localization [9],
[18], in which where users apply homomorphic encryp-
tion on their RSS vectors and then send them to the
server. Authors in [19], on the other hand, deploy se-
cure multi-party mechanisms and combine two secure
two-party computing protocols to develop PPIL circuits
construction components. The problems with these two
techniques are heavy computation and communication
overhead as users are mostly moving and their positions
are continuously updated [20].

In addition to the aforementioned techniques, DP is
being increasingly used to guarantee privacy regardless
of adversary background knowledge [21]. Since DP is
basically added to the RSS vectors of users, it leads to
a considerable localization error. Recently, Adp-FSELM
scheme is proposed in [10] employing differentially pri-
vate Wi-Fi and Bluetooth fingerprints fusion with semi-
supervised extreme learning machine for indoor localiza-
tion via a trusted aggregation in edge nodes, which also
needs the participation of the high number of people. In
order to mitigate the problems of DP, such as requiring
a trusted server and a large number of data points, LDP
is introduced for indoor positioning systems in [22], [23],
where no trusted server is necessary. Specifically, the
combination of k-anonymity and LDP has suggested a
paradigm-driven LDP framework for indoor localization
in [24]. LDP in indoor positioning, nevertheless, requires
a large number of participants, while there might not
be that number of users in indoor areas.

Furthermore, authors in [6] propose indoor Geo-
indistinguishability, which brings Geo-indistinguishability
(that was originally introduced for outdoor position-
ing [25]) into indoor localization. It is a DP-based privacy-
preserving framework in a Geo-indistinguishability set-
ting that protects the indoor location privacy of users by

obfuscating the location data before leaving the users’
devices.

Finally, FL is also applied as a recently proposed
privacy-preserving mechanism in indoor localization [11],
[26]. Using FL provides privacy advantages because it is
distributed and requires clients to train local models in-
stead of transferring data to the central server [27]. The
authors in [28] present FLOC utilizing a homomorphic
encryption-based federated learning framework. Another
work proposes personalized federated learning due to the
fact that the fingerprint data is actually non-IID data as
users usually move around in the indoor areas [29]. How-
ever, there is a high risk of getting users’ information if
attackers can access the weights of the FL-based system.
Authors in [30] try to decrease this risk by applying
DP on the model weights. In addition, employing FL is
usually feasible when the indoor positioning system is
trained based on the crowdsourcing technique, in which
users are constantly involved in training to improve the
localization model, which is not always the case.

None of the aforementioned papers considers the
applicability of DPGANSs in indoor environments, in
which there is no need for another trusted party and
the presence of any other participants. Moreover, unlike
other privacy-preserving mechanisms, DPGANs enable
indoor positioning systems to be simultaneously private
and accurate.

3 Preliminaries

In this section, preliminary concepts used in this study
including (i) location fingerprinting in indoor environ-
ments, (ii) DP, (i) GAN descriptions including WGAN
and CGAN, and (iv) two of commonly-used DPGANs
(DPWGAN and DPCGAN) are explained.

3.1 Fingerprinting Localization

The location fingerprinting technique is inspired by the
unique fingerprinting of people. Just as every individual
has their own specific fingerprint, every location has
also its own particular signal features. Depending on
what kind of signal(s) we are receiving at each location,
the signal features can be the RSS values. The most
popular type of signal used in indoor localization is
Wi-Fi signals.

Indoor fingerprinting is the process of creating a map
of signal strengths or other features detected by sensors
located at different points within an indoor environment.
The purpose of this map is to estimate the location of
a user’s device based on the signals it receives from
these sensors. Fingerprinting localization, in general,
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Fig. 1: The general overview of indoor location fingerprinting learning and localization processes.

involves two stages: training and localization. Both of
these phases make use of existing Wi-Fi Access Points
(APs) as signal sources. Any device that is capable of
detecting Wi-Fi signals can be utilized as a receiver [31].
The indoor positioning system is mainly trained by
conducting surveys of the targeted area or getting huge
amounts of data from people around that area to identify
significant characteristics. The RSS values collected from
existing APs at the known Reference Points (RPs) along
with the (z,y) coordinates of the RPs are stored in the
radiomap on the server.

The recorded radiomap used for the Al training has
a M x N dimension, where M and N are the numbers of
RPs and APs, respectively. The fingerprint at a location
(w4, y;) is denoted by rssif = [rss;1, 7882, ..., 785iN],
where rss;; is the RSS of AP; at the ith RP. The
AT model is exploited after the training. Then in the
online phase, the location fingerprint of the user is in-
jected as an input to the AI model so that the local-
ization of the user can be carried out and LSP can
estimate the position of the user, (z,y). The user’s
fingerprint is obtained as the vector of RSS values,
Su = [RSSyu1,RSS 2, ..., RSSyn], where RSS,; is the
RSS of AP; received by the user. Machine learning algo-
rithms for fingerprinting localization include traditional
machine learning (ML), deep learning (DL), and deep
reinforcement learning algorithms [32]. Figure 1 illus-
trates the indoor fingerprinting localization system with
training/localization phases.

3.2 Differential Privacy

Differential privacy (DP) [33] is commonly recog-
nized as the go-to privacy analysis method. Depending
on the degree of trust in the server, DP can be enforced
either in a local or global context. By adding a suitable

amount of noise to real-time or statistical data, DP
ensures that it stays confidential while preserving an
acceptable equilibrium between precision and privacy.
In DP, if two datasets differ in at most one data point
(one row), they are called adjacent. Let privacy budget,
€ € R>g, and f be an algorithm operating on datasets.
We say f satisfies e-Differential Privacy if for adjacent
datasets D, D’ and all sets of possible outputs M, we
have:

P(f(D) € M) < e°P(f(D') € M). (1)

By ensuring that the probability distributions on the
output space originating from two input datasets cannot
differ too much, e-DP provides plausible deniability
about any row’s true value, even if all other rows are
compromised. The lower ¢, the stronger privacy e-DP
guarantees. To ensure privacy in the regressor/classifier
learning setting, we demand that a regressor/classifier
training algorithm satisfies e-DP.

(¢, 0)-differential privacy [34] A randomized mech-
anism M is (g, 0)-differential private if for any set S and
any two neighbor databases D and D’

P(M(D)€ S)<eP(M(D')€ S)+§ (2)
The Gaussian mechanism has been widely used to achieve
(e,9)-DP. In this model, for a function f: D — R, its
L, sensitivity is defined as Asf = mazxp, p|f(D) —
f(D")|l2- This function satisfies (e, d)-DP, if Gaussian
noise is added to f’s output, i.e., M(D) = f(D) +

N(0,(cAsf)?) fore <1 and o > /2In1.25/5/=.

Rényi differential privacy [35] is a privacy frame-
work that quantifies the privacy guarantee provided by
a randomized algorithm in terms of the divergence be-
tween the distribution of the output of the algorithm on
neighboring inputs. Formally, a randomized mechanism
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M satisfies e-Rényi differential privacy (s-RDP) if for
all pairs of neighboring datasets D, D’ and all « > 0,
the following inequality holds:

In (E[e"‘M(D)D ~In (E[eaM<D’>]) < 6%2 (3)

where E[e®M(P)] and E[e®™(P)] denote the expected
value of the exponential mechanism applied to datasets
D and D', respectively. This definition means that for
any pair of neighboring datasets, the probability of any
output from the mechanism M on the first dataset
being generated is at most =" /2 times greater than the
probability of the same output being generated on the
second dataset.

3.3 GANs

Generative Adversarial Networks (GANSs), introduced
by Goodfellow et al. in 2014 [13], are employed to gener-
ate synthetic data with maximum similarity to a given
dataset by learning its features’ distribution over time
using a Minmax game. As it is shown in Figure 2, there
are two neural network models in GANs: a Generator,
G, which contains a generative model for generating
synthetic data and a Discriminator, D, which is an
adversarial model for detecting fake data. First, a Gen-
erator creates synthetic data using noise inputs drawn
from a ”latent space”. A Discriminator, on the other
hand, gets both original data and this Generator data as
inputs and classifies the Generator data as fake or real
by comparing them with the original data. This process
results in a loss, which is used to optimize both Gener-
ator and Discriminator. Hence, there is quite a battle
between Generator and Discriminator. The Generator
tries to fool the Discriminator by learning to produce
synthetic data that cannot be distinguishable from real

ones, while the Discriminator tries to discriminate the
authenticity of data by calculating the probability that
input comes from real data instead of the Generator.
The mathematical model on the Minmax game in GAN
can be formulated as below to minimize the performance
of G while maximizing the performance of D:

mci;n max Exmpaaia () 108 D(X) ]+ E,p, (2)[1—-log D(G(2))]
(4)

where x and z are sets of random samples from the data
probability distribution pgata(x) and the noise probabil-
ity distribution p,(z) (the prior), respectively. The first
term indicates how well D works on the real data and
the second term determines how bad D works on the
generated data.

The Generator and Discriminator are trained using
a loss function that measures the difference between the
Generator’s output and the true labels (real or fake) of
the input data. Typically, the Generator and Discrimi-
nator use different loss functions. During the training
process, the Generator and Discriminator are trained
iteratively in a loop. In each iteration, the Generator
generates synthetic data and the Discriminator classifies
the input data as real or fake. The loss function is used
to update the weights of the Generator and Discrimi-
nator, and the process is repeated for a fixed number
of epochs. There are also different variations of GANs,
such as Wasserstein GAN (WGAN) [36] and Conditional
GAN (CGAN) [37].

Wasserstein GAN (WGAN) has proposed to
improve the training stability by minimizing the distance
between p, and pgqie through the following objective
function:

mén max Errpiare ()] = Eonp, [fu(G(2))] (5)



where { fu }wew represent a family of K-Lipschitz func-
tions for some constant K, that is || f||1:p < K.

Conditional GAN (CGAN) allows both Genera-
tor and Discriminator to be conditional on the side of
class labels, denoted by ¥, such that CGAN generates
synthetic data for a given class. The objective of CGAN
is computed as:

m(%n mgx]E(x,y)pry [log D(z,y)]+
]EZNPmYNPy [log(l - D(G(Zv y))v y)]

where p,, is the joint distribution from real samples x
and class labels y, and p,, is the label distribution.

(6)

3.4 DPGANs System Model

DPGANSs can provide a way to balance privacy and
accuracy by generating synthetic data that is statisti-
cally similar to the real data but does not reveal specific
information about any specific data points. This can
enable LBS to provide accurate services without compro-
mising user privacy. Therefore, here we provide details
on two re-known DPGANs, DPWGAN and DPCGAN,
which are evaluated in this paper as the benchmark
synthesizers for generating private indoor location data.

Following work in [38], a number of studies utilized
DP-SGD and GANSs to generate differential private syn-
thetic data [39], [14]. In DPGANS, the DP mechanism
is used to add noise to the gradients of the Generator
during the training process to protect the privacy of
the training data. The privacy budget in DP refers to
the amount of noise that is added to the data, which is
controlled by e. In general, as the value of € decreases,
the amount of noise added to the data increases, which
can affect the quality of the generated data.

3.4.1 DPWGAN

The DPWGAN [39] model enforces DP by incorporating
noise into the Discriminator during training. Since dif-
ferential privacy guarantees post-processing privacy, pri-
vatizing the Discriminator results in DP being enforced
on the parameters of the Generator. This is because the
mapping function between the Generator and Discrim-
inator does not involve any private data. DPWGAN
is based on WGAN and adds noise to the gradients
while only clipping the model weights to maintain the
network’s Lipschitz property. These models have been
tested on image data and electronic health records in
previous studies.

Formally, a batch of prior samples {z()}7, ~ p(2)
and a batch of real data points {2V}, ~ pgaa(z) are

sampled. For each i, the gradients of the Discriminator
are updated as follows:

gw(l'(i), Z(Z)) «— vw[fw(x(l)) - fw(ge(z(l)))] (7)

the Gaussian noise is then added to the average of
gradients as follows:

— 1 < 7 7
G = —Q_gu(@®,2) + N(0,07¢51) (8)
=1

and the weights on the next iteration are updated as
below:

wtD — w® oy RMSProp(w(t),Q?u)a 9)

wtY — clip(w®Y), —Cp, Cp) (10)

The Generator then updates its gradients using the
data received from a differentially private Discriminator.
The network is as a whole differentially private due to
the post-processing property of DP.

3.4.2 DPCGAN

DPCGAN [14] has been proposed to generate synthetic
data as well as corresponding labels. In this setting, sim-
ilar to DPWGAN, the differential private noise is added
to the Discriminator’s gradients based on the objective
function of CGAN (Equation 6). DPCGAN has two inno-
vations: 1) the training process splits the Discriminator
loss between real data (log D(z,y)) and generated data
(log(1—D(G(z,y),v))); 2) RDP accountant is proposed
to be applied instead of Moment accountant. Formally,
the gradients of the Discriminator are updated when
the Gaussian noise is added to them:

1 & N G -
E(; (@@, 20) 4 g (2D, 20) + N (0, 073 1))

(1)

where g,, and g, are respectively the gradients of real
and fake data, respectively.

4 Indoor Location DPGAN framework

This section introduces the proposed indoor location
framework based on DPGANs. The motivation, the
methodology, and the utility/privacy analysis of the
proposed framework are discussed here.
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Fig. 3: The proposed indoor location DPGAN framework.

4.1 Motivation

The generated synthetic indoor location data can be
used for a variety of tasks, such as testing and evaluating
indoor positioning algorithms or simulating indoor envi-
ronments for virtual reality applications. The generated
data is differentially private, ensuring the privacy of in-
dividuals whose data was used to train the model, while
still capturing the statistical patterns and relationships
of the real-world data.

One possible motivation scenario for using DPGANs
for indoor localization could be in a commercial shop-
ping mall setting. Consider a shopping mall that intends
to provide personalized recommendations to shoppers
based on their current location and browsing history,
but also needs to protect the shoppers’ privacy. The
mall has a network of beacons installed throughout the
mall to track the location of shoppers, and collects this
location data to build models for personalized recom-
mendations. However, collecting the location data can
be sensitive and can reveal information about the shop-
pers’ activities and interests. To protect the shoppers’
privacy while still providing accurate recommendations,
the mall could use a variation of DPGANSs to generate
synthetic location data. The DPGAN could be trained
on the real location data collected by the beacons and
could generate synthetic data that is statistically similar

to the real data but does not reveal information about
specific individuals. This synthetic data could be then
used to build the recommendation models without com-
promising the shoppers’ privacy. DPGANSs enable the
shopping mall to provide personalized recommendations
to shoppers while protecting their privacy, which could
lead to increased customer satisfaction and loyalty.

4.2 Methodology

The architecture of our indoor location DPGAN frame-
work has been depicted in Figure 3 and it can be de-
scribed in the following steps:

Step (D): The real location fingerprinting data is
measured and gathered from people within a target
indoor area with a crowdsourcing technique in order to
create a dataset for that environment. For the location-
based approach, the dataset contains RSS values and
(z,y) coordinates, while for the zone-based approach,
the dataset consists of RSS values and zones.

Step (@): The dataset collected in the previous step
is used to train the DPGAN. This dataset is consid-
ered input data to the Discriminator network to build
a DL model for DPGAN. The training process of DP-
GAN is dependent on whether the indoor localization
system is location-based or zone-based. For location-
based localization, DPWGAN is used and trained on



RSS values and (x,y) location coordinates, while for
zone-based localization both DPWGAN and DPCGAN
can be employed and trained on RSS values and zones.

Step (3@): The trained location-based or zone-based
DPGAN is employed for generating synthetic data sim-
ilar to the original data. It can also generate more
synthetic fingerprinting data in order to improve lo-
calization accuracy and preserve privacy at the same
time.

Step @): The synthetic dataset is used to train an
ML/DL model for localization so that we could further
localize new users in that environment. Based on the
location-based or zone-based approaches of the indoor
localization system, this model can be either a regressor
or a classifier and the position of a new user, hence, is
provided based on its (z,y) coordinates or its zone.

Step (B): A new user arrives, who requires to receive
services based on her/his position. The fingerprints of
her/his place are then collected by her/his own devices.

Step (6): The RSS fingerprints of a new user are
given to the trained localization model.

Step (0): Resting on whether the indoor localiza-
tion system is location-based or zone-based, the location
coordinates (2, ¥, ) or zone (z,) of a new user is com-
puted.

4.3 Utility /Privacy Analysis

Basically, DPGANs achieve their privacy by adding
noise to the gradient updates of the Generator and Dis-
criminator during the training process. This noise then
helps to ensure that the output of the Generator is not
dependent on any single input data point, which makes
it more difficult for an attacker to infer any information
about an individual’s data from the generated dataset.
Moreover, DPGANSs provide formal privacy guarantees
in the form of DP, i.e., they are designed to ensure that
the probability distribution of the generated data does
not change significantly when a single individual’s data
is removed from the original dataset. This means that
an attacker would not be able to determine whether
or not a particular individual’s data was included in
the original dataset based on the generated data alone.
On the other hand, the Generator network of DPGAN
is designed to learn the underlying distribution of the
original data and to produce synthetic data that is
similar to it. This means that the network generates
data with a distribution very similar to that of original
data, which results in obtaining accurate outcomes for
location-based services purposes.
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Fig. 4: The floor plan of the CRI testbed.

5 Experimental setup

This section explains the real-world dataset employed
to test our framework, the evaluation metrics, and the
hyper-parameters of the ML models utilized in the pro-
posed framework.

5.1 Dataset

Here, we employed CRI dataset which is measured in a
51m x 18m testbed situated on the second floor of the
Cyberspace Research Institute (CRI) at Shahid Beheshti
University. The layout can be seen in Figure 4. There are
nine Wi-Fi APs installed on the ceiling. The radio signal
strength values of 384 reference points were recorded
from all nine access points in four directions, with 100
samples taken in each direction, and saved in the ra-
diomap database. Additionally, within a short period
of time, 100 inquiry samples were gathered at different
times for the purpose of evaluating the experiment All
400 samples at each point are averaged to get a more
accurate fingerprint of them. The whole environment
also consists of 15 zones including rooms and corridors.
Therefore, the dataset has 12 columns including, 9 RSS
values from all APs, the (z,y) coordinates of the points,
and the zone number where the point is located. The
details on this dataset can be found in [5].

5.2 Evaluation Metrics

Here the performance of location-based and zone-based
DPWGAN and zone-based DPCGAN in indoor loca-
tions are evaluated and compared with the performance
of non-private WGAN and CGAN from two perspectives:
data utility and privacy evaluation.

In the utility assessment, generally, if synthetic data
exhibit similar statistical characteristics and model ac-
curacy as the original data, it is considered to have high
utility. Therefore, the correlation between features in the
original dataset is compared with feature correlations in



the synthetics datasets. Furthermore, we employed vari-
ous machine learning models to explore the usefulness
of generated datasets in Al training activities in both
location-based and zone-based modes measuring Root
Mean Square Error (RMSE) in meters and accuracy
(%), respectively.

In the privacy assessment, we assessed the effective-
ness of our framework in preventing the disclosure attack.
DPWGAN/DPCGAN is used to generate synthetic data
based on the original data used to train them. Although
it is expected that the records of real data will not ap-
pear in synthetic data, still we should be cautious about
the possibility of accidental privacy leaks. This leakage
might arise due to the unintentional memorization of
some original records during training. To examine this
matter, we can check for identical records in the gen-
erated datasets using a straightforward but practical
approach based on Euclidean distance. To assess the po-
tential memorization issue (disclosure risk), we measure
the average Euclidean distance between the generated
records and the closest records in the original dataset.
This metric helps us determine how far a generated
point is away from the original data points and whether
this could result in privacy leakage.

5.3 Model Structure and Parameters

We have implemented all the experiments to evaluate our
framework in Python. The experiments were performed
on a machine with an Intel Corei7 1.8GHz CPU and
12GB of RAM. In order to assess the datasets’ quality,
we use scikit-learn tools and employed a group of four
models (MLP, Random forest, SVM, and Decision tree).
These models are trained on the datasets and their
predictive performance and reliability are evaluated by
testing their ability to accurately predict the labels. The
learning rate here is 10~%. Other parameters are the
default parameters of the models in scikit-learn.

The training process also is based on the five-fold
cross-validation. In other words, training the models
involves dividing the generated dataset into five subsets,
and then using each subset in turn for validation while
training the model on the remaining four subsets. After
training, the performance of the model is evaluated by
testing it on the portion of the generated dataset, when
having been also trained on a portion of the generated
dataset.

6 Empirical Evaluation

In this section, we assess our indoor localization DPGAN
framework from data utility and privacy points of view.

6.1 Utility Evaluation

The objective of the utility evaluation is to examine if
the synthetic data produced by our framework maintains
the correlations of the original data. To measure how the
correlation between features in the original dataset is
preserved compared to generated datasets, we compute
the correlation matrix in terms of Pearson correlation
coefficient. This metric quantifies the strength and direc-
tion of the linear association between two variables. Its
value ranges from —1 to +1, with 0 indicating no corre-
lation. A correlation coefficient of 1 indicates a perfect
positive linear relationship between the two variables,
while a correlation coefficient of —1 indicates a perfect
negative linear relationship. The closer the correlation
coefficient is to 0, the weaker the linear relationship
between the variables. Formally, the Pearson correlation
coefficient between two random variables X and Y with
means px and py and standard deviations ox and oy,
respectively, is defined as:

p _ :E[(X_/J/X)(Y_MY)]]
X,Y p—

(12)

where cov(X,Y) is the covariance of X and Y, E is the
expected value operator, and px, py, ox, and oy are
the means and standard deviations of X and Y, respec-
tively. In this study, we just consider the absolute values
of correlation coefficients as the direction of correlation
has no impact on our analysis. Thus, the coefficient
values are reported in the range [0, 1].

Here, the Pearson correlation coefficient is used to
measure the mutual correlation between each pair of fea-
tures in (7) the original dataset, (ii) datasets generated
using WGAN and CGAN, and (iii) datasets generated
using DPWGAN and DPCGAN (¢ = 1). For DPW-
GAN, we have tried both location-based and zone-based
localization, but DPCGAN is used only for zone-based
positioning. Figures 5, 6, and 7 depict the feature corre-
lation results for location-based DPWGAN, zone-based
DPWGAN, and zone-based DPCGAN, respectively. The
darker color shows that there is a stronger correlation be-
tween the associated features (higher coefficient value).

It can be observed that, in general, the trend of
correlation remains consistent across each set of experi-
ments. This means that if a pair of features have a strong
correlation in the original dataset (indicated by darker
colors), that pair of features have still strong correlation
in datasets generated by non-private WGAN/CGAN
and DPWGAN/DPCGAN (g = 1). This trend, how-
ever, has been better preserved when location-based
WGAN/DPWGAN has been used for generating syn-
thetic data. This result suggests applying DPWGAN
for generating location-based indoor location data when
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(b) Non-private WGAN

(c) DPWGAN (e =1)

Fig. 5: Correlation results for location-based DPWGAN
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Fig. 6: Correlation results for zone-based DPWGAN
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Fig. 7: Correlation results for zone-based DPCGAN

protecting the correlation between features is of crucial
importance.

6.2 Al Training Performance

Similar to what is done in [8], in order to assess the use-
fulness of synthetic data in various Al training endeavors,
a variety of ML algorithms are employed. Therefore, we
use the original dataset in comparison with the gen-
erated dataset by non-private GANs and DPGANSs to

train the ML model for step 4 of our framework. For
a high utility private data generation, it is expected
to achieve similar accuracy to the accuracy obtained
with the real dataset while it is private at the same
time. Using indoor location datasets, we can train both
regressors and classifiers to evaluate the performance of
the private synthetic dataset on them.
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6.2.1 Regression results

In the case of regression training, we remove the zone
number column from the datasets and report the lo-
cations in (x,y) coordinates. To evaluate the utility
of our framework, we trained four regressors, namely
MLP, Random Forest, SVM, and Decision Tree, on the
original CRI dataset, and on datasets generated using
non-private WGAN, and DPWGAN (e = 1,5,10,15) in
a location-based mode. The utility has been measured
based on the average distance in terms of RMSE (me-
ters) between the real locations and those estimated by
regressors trained on different synthetic data. Table 1
reports the RMSE results for the location-based local-
ization. As it is expected, it can be seen that the utility
of generated data reduces (RMSE increases), when more
privacy constraint is required (lower e value). This trend
is independent of the selection of regressor. It also indi-
cates that the RMSE obtained by applying MLP and
SVM regressors on the generated dataset by DPWGAN
with € greater than 10 are very similar to the RMSE by
the original dataset and the non-private WGAN.

Figure 8 depicts the RMSE of MLP regressor when
it is trained on the original dataset (dashed black line)
vs generated datasets by non-private WGAN and DP-
WGAN for e = 1,5,10,15 and § = 1075 based on the
number of fingerprints in the dataset. The number of
records in the original dataset is 384, while for the syn-
thetic datasets, we tried to generate more fingerprint
records so that we could improve the localization ac-
curacy as well. The results show that the accuracy of
the regressor has been improved when it has learned
the pattern from a larger dataset. This is specifically
considerable up to the point that the number of records
reaches 1000. For a higher number of records, the accu-
racy of the indoor location fingerprinting system goes to
the saturated phase which is compatible with [5]. There-
fore, using DPWGAN not only provides a more private
dataset but also decreases the localization error as more
data could be generated for training. Even with more
private synthetic datasets (¢ = 1, 5), we can achieve the
same or less localization error as the original dataset in
a higher number of fingerprint samples.

6.2.2 Classification results

Here, classification models are applied for zone-based
indoor localization. In this case, zone numbers are con-
sidered as labels for the ML models and the locations
are reported in zone numbers, not in (x,y) coordinates.
For classification purposes, thus, we remove (z,y) coor-
dinates from the dataset and generate the RSS columns
and labels. In DPWGAN, this is done by considering

—— Original data
—e— WGAN

RMSE (m)

500 1000 1500 2000 2500 3000

Number of samples

Fig. 8: The location-based RMSE of MLP regressor
using original dataset vs generated datasets by non-
private WGAN and DPWGAN with € = 1,5, 10,15 and
d = 1072, based on the number of fingerprint samples.

the label as another feature and generating all features
(RSS and label) simultaneously. In DPCGAN, which is
conditioned by labels, the model is trained on the data
associated with each label separately.

We again consider four classifiers including MLP,
Random Forest, SVM, and Decision Tree and apply
the original CRI dataset, and datasets generated using
non-private WGAN, DPWGAN (e = 1, 5,10, 15), non-
private CGAN, and DPCGAN (e = 1, 5,10, 15) on them,
all in zone-based localization mode. Table 2 and 3
list the zone-based accuracy of these four classifiers for
DPWGAN and DPCGAN, respectively. As expected, in
lower € values when privacy constraints are higher, the
utility of the generated data reduces and we obtain lower
accuracy. This trend is consistent with all classifiers.
Table 2 also specifies that the accuracies of MLP and
SVM classifiers for the generated dataset by DPWGAN
with ¢ greater than 10 are very similar to the accuracy
by the original dataset and the non-private WGAN.
Table 3, on the other hand, indicates the lower accuracies
of generated datasets when the conditional form of GAN
is employed even in non-private mode. The zone-based
accuracy degrades more when the DPCGAN is taken
into the account. It can be also inferred from these
two Tables that in the zone-based localization mode,
both non-private WGAN and DPWGAN show higher
accuracy compared with the non-private CGAN and
DPCGAN.

In order to evaluate the accuracy of a zone-based
classifier for both DPWGAN and DPCGAN when the
number of data points is increased, we consider the
MLP classifier as it shows better accuracy in the last
two Tables. Figure 9 illustrates the accuracy of zone-
based MLP classifiers when it is trained on the original
dataset (dashed black line) vs generated datasets by
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Table 1: The location-based RMSE of four regressors when using original dataset vs generated dataset by non-private
WGAN and DPWGAN on ¢ = 1,5,10,15 and § = 10~° (for 384 records).

RMSE (m)

MLP Random Forest SVM Decision Tree
Original 3.28 £ 0.2 2.36 £ 04 3.17 0.2 3.29 + 0.8
WGAN (non-private) 3.51 + 0.2 2.46 £ 0.2 2.29 + 0.3 4.30 £ 0.2
DPWGAN (e = 15) 3.38 £ 0.2 3.75 £ 0.3 2.66 0.4 5.36 + 0.2
DPWGAN (e =10) 3.46 £ 0.2 3.98 £ 0.1 3.79 +£0.2 5.59 + 0.1
DPWGAN (¢ =5) 4.22 £ 0.1 433 +£0.1 3.81+£0.2 4.63 £ 0.1
DPWGAN (e =1) 497 +£ 0.2 463 +£0.1 5.02+0.4 5.58 + 0.3

Table 2: The zone-based accuracy of four classifiers when using original dataset vs generated dataset by non-private
WGAN and DPWGAN on ¢ = 1,5,10,15 and § = 1075 (for 384 records).

Accuracy (%)

MLP Random Forest SVM Decision Tree
Original 74.0 £ 3.1 90.2 £ 3.7 747+ 1.1 86.7 + 2.0
WGAN (non-private) 78.1 + 34 81.5 £44 834 +36 76.5 £ 3.2
DPWGAN (e = 15) 773+ 1.1 85.7+ 1.5 88.940.9 75.7 £ 1.5
DPWGAN (e =10) 71.3 £ 2.4 71.8 £21 74.0+ 2.1 56.6 = 3.4
DPWGAN (e =5) 63.2 + 3.1 64.7 £ 1.9 65.2 £ 2.7 56.4 + 2.7
DPWGAN (e =1) 61.7 + 3.8 60.9 &£ 3.2 62.5+1.9 62.9 + 4.6

Table 3: The zone-based accuracy of four classifiers when using original dataset vs generated dataset by non-private
CGAN and DPCGAN on ¢ = 1,5,10,15 and § = 107> (for 384 records).

Accuracy (%)

MLP Random Forest SVM Decision Tree
Original 74.0 £+ 3.1 90.2 +£ 3.7 747+ 1.1 86.7 + 2.0
CGAN (non-private) 66.2 + 3.2 65.3 + 2.8 64.3 0.7 71.1 4+ 0.4
DPCGAN (e =15) 57.6 + 2.4 639+ 19 612440 61.9 + 2.2
DPCGAN (e =10) 53.4 + 3.1 579+ 45 588+ 1.5 57.8 + 3.2
DPCGAN (e =5) 492 + 1.5 57.6 +34 515+14 55.9 + 3.5
DPCGAN (e =1) 46.9 £+ 2.7 53.8 £ 2.1 4994+ 2.1 55.3 £ 1.2

non-private WGAN and DPWGAN for ¢ = 1, 5,10, 15
and § = 107° based on the number of fingerprints in the
dataset. As it is mentioned before, the number of records
in the original dataset is 384, while for the synthetic
datasets, we tried to generate more fingerprint records
so that we could improve the localization accuracy as
well. The results show that higher accuracy occurs in
the original, non-private WGAN and DPWGAN with
€ = 15 datasets when the data points incremented up to
500; however, for more private datasets, higher number
of records has no specific influence on the accuracy.

Besides, the accuracy of zone-based MLP classifiers
for CGAN and DPCGAN is plotted in Figure 10. Here

also the classifier is trained on the original dataset
(dashed black line) vs generated datasets by non-private
WGAN and DPWGAN for € = 1,5,10,15 and § = 107>
based on the number of data points in the dataset. It
can be seen that the zone-based accuracies of the trained
classifier by non-private CGAN and DPCGAN are much
lower than the accuracy of the trained classifier by the
original dataset. However, it has been improved when
it has learned from more synthetic records. The reason
for this is that there are 15 labels for all 384 records in
a zone-based mode, so we have a low number of records
for each label which is not that helpful for training the
classifiers. With a higher number of records, on the
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Fig. 9: The zone-based accuracy of MLP classifiers
when using original dataset vs generated dataset by
non-private WGAN and DPWGAN on ¢ = 1,5,10, 15
and § = 10~° based on the number of fingerprint sam-
ples in the dataset.
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Fig. 10: The zone-based accuracy of MLP classifiers
when using original dataset vs generated dataset by
non-private CGAN and DPCGAN on ¢ = 1,5,10,15
and § = 10~° based on the number of fingerprint samples
in the dataset.

other hand, more data is involved to train the synthetic
dataset for every label.

In addition, note that since DPCGAN is condition-
ally trained based on the labels, the higher number
of records affects this conditionally private GAN more
in comparison with DPWGAN, which labels are also
generated similarly to RSS features. It is also observed
that for a higher number of records, even more private
datasets achieve the same or higher level of accuracy
than the original dataset.

6.3 Privacy Evaluation

To measure the disclosure risk of our model, we compute
the average Euclidean distances between the generated

data points and the closest point in the original dataset.
Formally, let D and D’ denote the original and generated
dataset, respectively. The disclosure risk is then defined
as follows:

1
Disclosurepin(D,D') = q

Z argmin||z — 2’|
|D z' €D’ zeD
(13)

where |D’| denotes the number of records in D’, and
|I]| is the Euclidean distance between the points € D
and 2’ € D’; argmin selects the minimum of these
distances, and % returns the average of the associated
distances. It should be noted that the higher value of
Disclosure s, means that the disclosure risk (privacy
violation) is lowered.

Table 4 reports the disclosure risk (in meters) for
the generated dataset linked to the original dataset. It
can be observed that, as expected, when more privacy
is obtained (e reduces), the disclosure risk is reduced
(Disclosurepy;y, increases). In general, among the three
techniques, the non-private CGAN and DPCGAN show
higher privacy gain (higher Disclosurepsy,) in the zone-
based mode, and non-private WGAn and DPWGAN
show lower privacy gain (lower Disclosureps;,) in the
location-based mode.

6.4 Discussion

The amount of noise that is added to the gradients can be
controlled by the privacy budget (¢) and the choice of the
DP mechanism used, which can be optimized to balance
utility and privacy. Therefore, while the privacy budget
(controlled by ¢) does affect the privacy guarantees of
DPGAN:S, it has a relatively small impact on the quality
of the generated data compared to other factors. This
is because the DP mechanism is only applied to the
gradients of the Generator, which are used to update
the parameters of the Generator during the training
process. The generated data is not directly affected
by the DP mechanism, as it is only indirectly affected
by the gradients. The choice of € should be then made
carefully to balance utility and privacy, but other factors
such as the architecture of the GAN, the quality of the
training data, and the choice of hyper-parameters are
also important for the quality of the generated data.
Furthermore, our experimental results for the DP-
GAN framework on indoor location data suggest using
DPWGAN in location-based localization, whenever ac-
curacy is a matter of importance. However, this accuracy
comes with the price of privacy loss. On the other hand,
DPCGAN in zone-based mode shows higher privacy
gain with lower accuracy, and DPWGAN in zone-based
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Table 4: Average minimum Euclidean distances.

Location-based (DP)WGAN
WGAN (non-private) ‘ DPWGAN (¢ =15) ‘ DPWGAN (¢ =10) ‘ DPWGAN (¢ =5) ‘ DPWGAN (g =1)

| Disclosureasin(m) | 5.88 | 6.20

6.56 | 6.98 | 7.01 |

(a) Disclosure risk of the dataset generated by non-private WGAN and DPWGAN in the location-based localization.

Zone-based (DP)WGAN
WGAN (non-private) | DPWGAN (¢ =15) | DPWGAN (c =10) | DPWGAN (¢ =5) | DPWGAN (¢ =1)

‘ Disclosure pin(m) ‘ 6.78 7.54

8.03 8.81 9.89

(b) Disclosure risk of the dataset generated by non-private WGAN and DPWGAN in the zone-based localization.

Zone-based (DP)CGAN
non-private e =15 e =10 =5 e=1
CGAN i DPCGAN DPCGAN DPCGAN DPCGAN

‘ Disclosurepgin(m) ‘ 7.50 ‘ 7.92

11.38 \ 14.68 \ 18.38 |

(c) Disclosure risk of the dataset generated by non-private CGAN and DPCGAN in the zone-based localization.

mode shows the best trade-off between privacy gain and
utility loss. These results provide insight into the selec-
tion of the appropriate DPGAN model for the indoor
location framework based on the need of users, which
is higher utility, higher privacy, or a better trade-off
between utility and privacy.

7 Conclusion and Future Work

In this paper, we suggest an indoor location framework
based on differentially private GANs (DPGANSs) aim-
ing to generate a privacy-preserving synthetic dataset
for both location-based and zone-based indoor local-
ization systems. We specifically investigate the use of
two popular DPGANs, namely DPWGAN and DPC-
GAN. DPGANSs can provide a promising approach for
balancing the competing demands of privacy and ac-
curacy by generating synthetic location data that is
statistically similar to the real data but does not reveal
specific information about any individual user. This can
enable accurate location-based services to be provided
without compromising user privacy. We have also exhib-
ited that synthetic data can enhance the performance
of fingerprinting localization, especially in situations
where the procedure of collecting data is expensive and
time-consuming. While the DPGANs framework can
ensure the confidentiality of training data, the synthetic
data is vulnerable in very private modes especially when
the privacy budget is less than 1. Therefore, improving
the indoor location DPGAN framework for higher pri-
vacy is one of the future works. In addition, the current
framework is limited by having only a single Generator
and Discriminator. Hence, a promising avenue for fur-
ther investigation could be to expand this framework
to encompass multiple Generators and Discriminators,
enabling them to tackle more intricate problems.
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