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Abstract—Although CIoT has improved the convenience of
daily activities, it also introduces new security and privacy
concerns. Network traffic analysis, a common technique em-
ployed by the security community, has been extensively utilized
to investigate security and privacy concerns, and it has also
been applied to CloT. However, compared to network traffic
analysis in other fields such as mobile apps and websites, CIoT
presents special new characteristics, which may introduce new
challenges and research opportunities. In this study, we reviewed
310 publications on traffic analysis within the CIoT security
and privacy domain, covering the period from January 2018
to December 2023. Initially, we summarized the CloT traffic
analysis process, highlighting the newly identified characteristics
of CIoT. Subsequently, we classified existing research according
to its application objectives: device fingerprinting, user activity
inference, malicious traffic detection, and measurement. Lastly,
we explore emerging challenges and potential future research
avenues.

Index Terms—Consumer IoT, Traffic Analysis, Security, Pri-
vacy, Survey.

I. INTRODUCTION

In recent years, numerous sectors related to the Internet
of Things (IoT) have become part of everyday life, such as
smart cities, industrial automation, smart homes, and smart
healthcare [1, 2, 3, 4]. A report by IoT Analytics [5] predicts
that the global IoT market will grow by 21% in 2024, reaching
$287 billion.

The Consumer Internet of Things (CIoT), a notable segment
within the IoT field, involves the integration of IoT technol-
ogy into consumer electronics and gadgets. Unlike Industrial
IoT (IIoT) and Medical IoT (MIoT), CIoT connects with
a wider audience through the extensive adoption of smart
home gadgets and often collects a large amount of personal
information, such as location, health status, and daily routines.
However, the short production cycles and limited capabilities
of CIoT devices hinder effective defense against security
risks [6]. Researchers have explored CIoT security risks and
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identified many vulnerabilities [7, 8, 9]. Concurrently, previous
studies have examined user privacy preferences [10] and
concerns [11, 12].

Network traffic analysis is an essential tool for security and
privacy research. By analyzing network traffic, researchers can
gain insights into user behaviors, identify network malfunc-
tions, and uncover potential vulnerabilities. This approach is
widely used for network security purposes, including real-
time monitoring of malicious traffic [13] and malware de-
tection [14, 15]. Furthermore, advanced data analysis and
machine learning techniques in traffic analysis can construct
website fingerprints [16, 17, 18], which help identify phishing
websites. Although numerous researchers have concentrated
on investigating ClIoT traffic to enhance its security and pri-
vacy, CloT, being a relatively new application compared to the
traditional ones mentioned above, has special characteristics
and may present new challenges.

This paper systematically surveys five years of literature on
CIoT traffic analysis from security and privacy perspectives.
We summarize their application goals and specifically target
the following research questions:

o RQ1: Are there any unique characteristics of CIoT traffic

analysis different from general network traffic?

o RQ2: Looking at the traffic, what can we learn about
CloT systems from security and privacy perspectives at
present?

« RQ3: What new issues or challenges remain unresolved
for security researchers in the field of CIoT traffic anal-
ysis?

We reviewed 310 papers from top-tier conferences and
journals, using the literature retrieval method described in
Section IV. According to these papers, we first summarize
the general framework of CloT traffic analysis and identify
its unique characteristics (RQ1). Next, We categorize existing
research based on their application goals: device fingerprint-
ing, user activity inference, malicious traffic analysis, and
measurement, and examine the latest advancements in each
domain (RQ2). Finally, we outline the challenges and suggest
directions for future research (RQ3). The contributions of this
paper are summarized as follows:

o This is the first survey that focuses on CloT traffic
from security and privacy perspectives. We systematically
reviewed 310 papers published between January 2018 and
December 2023, classifying them by application goals
and detailing their pros and cons. The complete list of
papers is available online.'

Uhttps://github.com/Rasin-Song/CloT-traffic-survey


https://github.com/Rasin-Song/CIoT-traffic-survey

— I. INTRODUCTION

II. BACKGROUND —
III. RELATED SURVEYS
=
2
I
N IV. LITERATURE
= COLLECTION
(=) —
° —
) V. PROCESS OF CIOT
= TRAFFIC ANALYSIS
o

VI. APPLICATIONS IN
SECURITY AND PRIVACY

VIII. CHALLENGES AND
FUTURE RESEARCH

—

— IX. CONCLUTION

IEEE INTERNET OF THINGS JOURNAL, VOL. X, NO. X, JUNE 2024

RQ1: Are there any unique characteristics of CIoT traffic
analysis different from general network traffic?

B. CIoT Traffic
Processing

A. ClIoT Traffic
Collection

D. New
Characteristics in
Applications of CloT
Traffic Analysis

C. CIoT Traffic
Analysis Algorithm

RQ2: Looking at the traffic, what can we learn about CloT
systems from security and privacy perspectives at present?

A. Device
Fingerprinting

B. User Activity
Inference

C. Malicious

Traffic Analysis D. Measurement

RQ3: What new issues or challenges remain unresolved for
security researchers in the field of CIoT traffic analysis?

A. Traffic Collection B. Traffic Processing

C. Algorithm D. New Applications

Fig. 1: The organization of paper.

o We summarized the CloT traffic analysis process and
highlighted its unique characteristics compared to general
traffic analysis.

« We provide new insights into the challenges of CloT
traffic analysis relative to general network traffic and
suggest promising directions for future research.

Paper Organization. The paper is organized as follows:
Section II covers the basics of CloT and traffic analysis.
Section III reviews relevant surveys. In Section IV, we intro-
duce the methodology for collecting the literature. Section V
presents the CloT traffic analysis process and its unique
characteristics. Section VI discusses current works categorized
by application goals. The challenges and future research
directions are discussed in Section VII. The organization of
our survey is shown in Figure 1.

II. BACKGROUND
A. Consumer Internet of Things

Consumer IoT (CIoT) refers to network-connected devices
used personally by consumers. CIoT devices are typically con-
trolled and monitored via mobile apps or software interfaces,
enabling users to manage connected devices remotely or lo-
cally. Smart homes and smart wearables are typical examples.
Users can remotely control smart devices such as lights and
thermostats in a home through companion apps. Wearable
devices like smartwatches and fitness trackers can monitor
users’ health data in real-time and provide corresponding
feedback and suggestions. Given the highly sensitive nature
of the data collected by these devices, ensuring security and
privacy for CIoT systems is essential to protect users’ personal
information.

Representative CIoT scenarios are shown in Figure 2. There
are three main components: device, cloud, and user. Users
control devices locally or remotely via mobile Apps. Wi-Fi-
enabled devices can communicate with remote users through
cloud services. Devices using low-power protocols typically
connect to a smart gateway, which acts as an intermediary to
the Internet. Furthermore, third-party platforms can be autho-
rized to use device control APIs. In this paper, we summa-
rize the following five control methods: 1) Physical Control.
Users can physically interact with devices. 2) Multimodal
Interaction. CloT devices, equipped with various sensors,
support multimodal interactions. For example, motion sensors
detect activity to control smart lights, and smart speakers like
Amazon Alexa and Xiaomi XiaoAi support voice commands.
3) Local Area Network (LAN) Control. When the device and
smartphone are on the same network, they communicate via
Bluetooth or Wi-Fi for basic functions, firmware updates, and
settings. 4) Wide Area Network (WAN) Control. When the
smartphone and device are not on the same LAN, commands
and status updates are relayed through the cloud. 5) Cloud
API Control. Besides companion apps, some platforms offer
cloud APIs for third-party access via authorization, enabling
automation control like IFTTT 2.

According to previous works [19], workflow of CloT de-
vices typically follows four lifecycle phases: setup, interaction,
idle and deletion. Initially, the user setups the device, including
configuring the network and account binding before using
it. After setup, the user interacts with the device during the
interaction phase. When there is no interaction, the device

2If This Then That, a service that lets users create simple conditional
statements, called “applets,” to automate tasks across different web services
and devices.
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enters an idle state. Finally, a user can remove the device from
the account, marking the deletion phase.
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Fig. 2: The architecture of CloT.

In summary, the CloT ecosystem supports diverse control
methods and features a lifecycle distinct from PC and mobile
apps. These characteristics potentially affect the analysis of
CIoT traffic.

B. Traffic Analysis

Traffic analysis is an important tool for network security
and privacy, which extracts valuable insights from network
data [20]. Its process includes four steps: traffic collection,
traffic representation, analysis, and evaluation.

Traffic Collection. The traffic collected by tools such as
Wireshark can be divided into different analysis units to
extract features. A typical analysis unit is flow, defined as all
packets sharing the same five tuples: source IP, destination IP,
source port, destination port, and application protocol [21]. In
addition, there are sessions, hosts, etc.

Traffic Representation. Secondly, features are extracted from
the analysis unit and represented in a format suitable for
the subsequently analysis. In the beginning, the focus was
primarily on packet-level features. By examining the values in
packet headers, researchers could gather extensive information.
Deep Packet Inspection (DPI) enhances this by also analyzing
the payloads of packets. However, the rapid increase in traffic
volume and the rise in packet encryption necessitate the
development of flow-level features. Flow analysis redirects
attention from individual packets to the interactions between
the source and destination. NetFlow [22] and sFlow [23]
are popular tools for flow-level analysis. Statistical analysis
methods were integrated into traffic analysis to combine
features from multiple streams [24]. The mean and median
are combined with packet or flow-level features to generate
statistical features. Advancements in deep learning have made
it possible to convert raw packets into images or sequences that
can then be processed by deep learning models, eliminating
manual feature extraction.

Analysis. Next, we explore the diverse algorithms used in
traffic analysis, categorized into machine learning (ML) and
non-machine learning (non-ML) approaches. ML algorithms
are further divided into traditional machine learning (TML),
deep learning (DL), and reinforcement learning (RL). TML

includes algorithms that learn patterns and make predictions
or decisions based on data [25, 26]. Feature selection in
TML algorithms is crucial yet challenging. In contrast, DL
models excel at automatically learning hierarchical features
from data through various abstraction layers [27]. RL is
a unique subset of ML that equips agents to observe the
environment, select actions, and adjust behavior based on
rewards or punishments [28], leading to optimal decision-
making strategies. Despite their advantages, Al algorithms
sometimes cannot explain false positives or negatives and
are limited by data size [29]. To address these challenges,
researchers have explored non-ML algorithms as alternatives,
including model-based methods [29, 30], locality-sensitive
hashing (LSH) [31, 32], and other techniques.

Evaluation. Finally, studies evaluate the performance of algo-
rithms using various metrics. In Section V, we will summarize
the CIoT traffic analysis process and explain the framework in
detail, considering the unique characteristics of CIoT devices.

III. RELATED SURVEYS

Earlier studies have investigated IoT security and privacy,
overall traffic analysis, and even IoT device fingerprinting,
which overlaps with Section VI-A. In contrast, our paper offers
the first exhaustive review of traffic analysis focusing on CloT
security and privacy aspects. Considering the sensitive role of
CloT in daily life, this survey seeks to identify the information
contained in CIoT traffic and the challenges encountered in its
analysis. Table I highlights the distinctions between our work
and the existing literature.

A. IoT Privacy and Security

As IoT devices become increasingly prevalent, safeguarding
user privacy has emerged as a key issue. Several researchers
have explored various aspects of IoT privacy protection.
Seliem et al. [33] reviewed existing research and solutions
to privacy issues. Gupta and Ghanavati [34] conducted a
systematic literature review on IoT privacy practices and
technologies, providing a comprehensive summary of several
issues related to privacy protection. Zavalyshyn et al. [35]
focused on privacy-enhancing technologies for the smart gate-
way. Several surveys focus on IoT security. Alrawi et al. [36]
summarized the literature on IoT device security and organized
a systematic evaluation method for assessing device security
attributes. Abosata et al. [37] discusses the security risks
caused by the implementation of industrial IoT in smart cities
and intelligent manufacturing and then categorizes attacks
and potential security solutions. Due to Home Automation
(HA) systems being vulnerable, Wang et al. [38] studied the
security of HA from the perspectives of attacks and defense
and summarized relevant literature. By contrast, our research
investigates user privacy and security through the perspective
of network traffic, highlighting distinctions in applying traffic
analysis in the field of CloT.

B. Traffic Analysis

Several studies review the advancements in traffic analysis
research, with a particular emphasis on encrypted network
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TABLE I: Related survey

Application Technologies
Literature Device User Activity Malicious Measurement non-ML ML Amount  Years covered*
Fingerprinting Inference Traffic Analysis

[33] X v/ X X Vv Vv 105 -2018
[34] X v X X v Va 153 2010-2021
[35] X v/ X X Vv v 137 2010-2021
[36] X X X X Va Va 108 -2018
[37] X X v v/ v X 114 -2021
[38] X X V4 X 4 V4 222 -2022
[39] X X Vv X v v 176 -2021
[40] Vv X v X X v 108 2007-2021
[41] X X v X X v 118 -2022
[42] Vv X X X X Va 10 -2021
[43] X X v X X v 97 -2022
[44] Vv X X X Va v 212 -2021
[45] Vv X X X X v 58 2018-2022
[46] Vv X X X X Vv 159 -2020

Ours v v/ Vv v/ Vv v 310 2018-2023

* Some surveys do not specify the quantity or time of the literature they encompass, so we summarize this information according to references.

traffic and the use of machine learning. Papadogiannaki and
Ioannidis [39] investigated the techniques, applications, and
countermeasures related to encrypted network traffic analysis.
They summarized relevant literature from four aspects: net-
work analysis, network security, user privacy, and middleware
network functionality. Shen et al. [40] focused on the applica-
tion of ML techniques in encrypted traffic analysis. This work
organizes the existing literature in four directions: network
asset identification, network characterization, privacy leak de-
tection, and attack detection. Bhatiaa et al. [43] specifically
discussed the encrypted traffic of smartphones. Furthermore,
Shahraki et al. [41] highlighted the benefits of employing on-
line machine learning for traffic analysis. Mathews et al. [42]
examined methods to defend against website fingerprinting.
Overall, these studies tend to analyze network traffic from
personal computers and smartphones, rather than concentrating
on the traffic generated by CloT devices.

C. IoT Fingerprinting

Some surveys focus on traffic analysis on CIoT devices, but
only cover device fingerprinting. Sdnchez et al. [44] reviewed
device behavior fingerprints, covering not only smart home
devices but also non-IoT devices such as PCs and personal
smartphones. Jmila et al. [45] summarized the application of
ML in the field of device classification and highlighted key
issues to consider in device classification, such as feature costs
and learning quality. Tahaei et al. [46] investigated the applica-
tion of network traffic classification in different fields of IoT,
including common IoT devices, smart cities, and healthcare
systems. Unlike other surveys, this survey consists of more
application goals from the security and privacy perspectives.

IV. LITERATURE COLLECTION

To improve the quality of literature retrieval, we refer to
well-known public lists of academic conferences and journals

about network security, including the recommendations of Pro-
fessor Guofei Gu from Texas A&M University [47], Professor
Jianying Zhou from Singapore University of Technology and
Design [48], and Tsinghua University’s Computer Science
Discipline Group (TH-CPL) and the China Computer Feder-
ation (CCF) [49, 50]. We particularly emphasize conferences
and journals in the A and B categories related to network and
information security, computer networks, high-performance
computing, and systems software and software engineering.
Based on these sources, we categorize the journals and con-
ferences into classes A and B by comprehensively evaluating
their rankings across the above lists.
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Fig. 3: The number of papers published from 2018 to 2023.
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We adopted the snowball generations approach to expand
the search keywords dynamically, ensuring both accuracy and
breadth in our literature search. Initially, we manually retrieved
CloT traffic security-related papers from top-tier security con-
ferences such as USENIX, S&P, NDSS, and CCS to identify
search keywords. We conducted searches using the keywords
“IoT traffic”, “security”, and “privacy” in all 17 A-class
conferences and journals, resulting in 2,966 papers over the
past decade (2018-2023). “IoT Traffic” is a core keyword that
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TABLE II: The keywords used in literature search.

Rounds Keywords

Initial 10T traffic, security, privacy

First IoT traffic, security, privacy, detection, fingerprint, vulnerable,
Round attack, malicious, botnet, measurement

IoT traffic, security, privacy, detection, fingerprint, identification,

Second . . L

Round classification, vulnerable, attack, hack, malicious, anomalous,

botnet, DDoS, measurement, smart home, intrusion

must appear in the retrieved articles. “security” and “privacy”
are auxiliary keywords, meaning at least one or more of them
are included in the search results. By manually reviewing the
abstracts and introductions of each paper, we carefully selected
a subset of 75 closely relevant papers from A-class conferences
and journals as the core literature for our survey. Based on the
keywords and abstracts of these core papers, we expanded the
auxiliary keywords: “security, privacy, detection, fingerprint,
vulnerable, secure, attack, malicious, botnet, measurement’.
One or more of these keywords must be present in the abstract
or keywords. Subsequently, we searched B-class literature
from 2018 to 2023 using the expanded keywords and identified
relevant literature and expanded the keywords with the same
method. The search keywords we used are listed in Table II.
In total, we identified 310 relevant papers. The change in the
number of papers over time is shown in Figure 3.

V. PROCESS OF CIOT TRAFFIC ANALYSIS

In this section, we summarized the process of ClIoT traffic
analysis and its unique characteristics to answer RQ1. By
reviewing the existing literature, we outline the basic process
of CIoT traffic analysis, which includes traffic collection,
traffic processing, analysis, and application. This process is
depicted in Figure 4.

A. CloT Traffic Collection

1) Collection Process: The traffic collection process is the
first step in CIoT traffic analysis and differs significantly from
general network traffic analysis. Firstly, CloT devices exhibit a
wider variety, with traffic patterns varying substantially among
different types of devices. Secondly, CloT devices demon-
strate diverse interaction patterns, necessitating tailored traffic
collection setups for various interaction scenarios. Thirdly,
different communication techniques devices use, such as Wi-
Fi and Bluetooth, require different traffic collection methods,
posing challenges in constructing comprehensive CloT traffic
datasets.

Figure 5 illustrates five methods for acquiring traffic: 1)
Collection from the Router (Methods (D and (2)): Traffic
can be collected at the inside or outside interface of the
Network Address Translation (NAT) router. The inside in-
terface of the NAT router connects to the private network,
allowing local IP addresses to distinguish the traffic of each
device. Conversely, capturing traffic at the interface after NAT
mixes the traffic of all devices within the LAN, which is also
the traffic aggregation point for regular ISPs. 2) Collection
through Receivers (Method (®): CIoT devices use diverse

communication protocols such as Zigbee and Bluetooth, in
addition to Wi-Fi. Specialized receivers can capture the link-
layer packets of these protocols. 3) Generation through
Simulators (Method @®): Due to the challenges of collecting
malicious CloT traffic in the wild, researchers sometimes use
simulators to generate special traffic patterns. For instance,
Koroniotis et al. [51] utilized a tool called Node-RED to
simulate devices in a virtual network. 4) Crowdsourced Col-
lection (Method (®): “Crowdsourcing” refers to the practice
of gathering information or data about network traffic through
a large number of individuals, typically users or volunteers.
Since acquiring devices from various brands and categories
can be costly, and simulating realistic user interaction traffic
is challenging, some researchers leverage crowdsourcing to
gather data [52, 53].

2) Available Datasets: Considering that De Keersmaeker
et al. [54] have conducted a comprehensive review of public
datasets in the IoT field, we only summarize the most classic
and frequently cited datasets applicable to the CIoT field
in Table III. Among all self-collected CIoT datasets, the
Mon dataset is the most frequently cited and contains the
highest number of devices, followed by UNSW, YT, Ours,
and PingPong.

By analyzing the related dataset papers and Table III, we
identify several shortcomings in the current CloT datasets.
According to the survey by De Keersmaeker et al. [54],
researchers have created nearly 70 datasets. However, we
observe that the number and types of CIoT devices included
in these datasets are very limited, and most of the data
collection occurred before 2021, failing to reflect the current
trends in CloT devices. Furthermore, echoing the insights
from De Keersmaeker et al. [54], future datasets should
encompass a broader range of protocols (such as LoRa, Sigfox,
etc.) and place greater emphasis on link-layer traffic analysis.

Although De Keersmaeker et al. have comprehensively
classified datasets, we observed that the article lacks insights
into the geographical location of traffic collection. Devices
in different regions adhere to distinct laws and regulations,
leading to variations in transmitted data content. Most datasets
appear to be self-collected in laboratory settings, likely due to
the convenience of traffic labeling. Additionally, the majority
of devices in these datasets are from America and Europe, with
a notable absence of CloT traffic data from Asia. Furthermore,
current datasets do not provide fine-grained labels regarding
the lifecycle of devices. In conclusion, there is a need for a
more state-of-the-art and comprehensive dataset that considers
the unique characteristics and rapid development of CloT.

B. ClIoT Traffic Processing

Following the general traffic analysis methodology, the
second step involves extracting features or information and
processing the data for specific application purposes.

1) Features Extraction: In this part, we introduce common
features extracted from CloT traffic.

Packet-level Feature. Packet-level features primarily involve
fields from packet headers, such as IP address, port number,
TTL value, payload length, and TCP initial window size.
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Flow-level Feature. Flow features capture the overall charac-
teristics of a flow, including the total input and output bytes,
transmission byte rate, and flow duration. In 2005, Moore et al.
[55] summarized 249 flow-level features.

Statistical Feature. Based on packet-level and flow-level
features, statistical features of the traffic can be computed,
including measures such as maximum, minimum, mean, vari-
ance, and standard deviation.

Deep Learning Feature. DL algorithms can automatically
encode raw packets into sequences or images for advanced
analysis.

It is worth noting that several tools facilitate the extrac-
tion of network features from raw pcap files, including
CICFlowmeter, Zeek, and Joy. CICFlowmeter [56], an open-
source Java tool, can extract over 80 dimensions of features.
Zeek [57], a network traffic analysis tool, enables custom
feature extraction through its own Domain Specific Language
(DSL). Joy [58], which focuses on the application layer,
outputs data in JSON format, thereby complementing the
feature sets provided by the other tools.

2) Traffic Representation: For the TML algorithm, traffic is
represented as a vector containing various features. Different
neural networks (NNs) require distinct traffic representations
for DL frameworks. For example, traffic can be viewed as
time-series data and input into recurrent neural networks
(RNNs). For graph neural networks (GNNs), the input can be
a subgraph of network traffic, such as a communication graph.
For non-ML algorithms, the traffic is typically represented as

hash value [31] or a state transition graph [29].

C. CIoT Traffic Analysis Algorithm

This section summarizes the algorithms used for analyzing
CloT traffic. We found that the algorithms employed in CloT
traffic analysis are quite similar to those used in general traffic
analysis. We summarize them as follows.

1) Machine Learning Algorithms: ML algorithms analyze
input data to identify relationships and dependencies within
datasets [69]. ML algorithms can be classified into TML,
DL, and RL (briefly introduced in Section II-B). Additionally,
the Federated Learning (FL) algorithm is used in scenarios
involving multiple computational nodes. FL algorithm ensures
user privacy by training models locally at each node and
sharing only model updates instead of raw data.

Traditional Machine Learning (TML). TML algorithms are
advantageous due to their robustness and interpretability [70],
making them valuable tools. Commonly used TML algo-
rithms for CIoT traffic classification include decision trees
(DT) [71], support vector machines (SVM) [72], random
forests (RF) [73], and k-nearest neighbor (k-NN) [74].

Deep Learning (DL). DL algorithms can directly learn
complex feature representations from raw data, making them
particularly effective for processing large datasets and extract-
ing valuable features from traffic. Key DL algorithms include
convolutional neural networks (CNNs), which are crafted for
the analysis of visual data [75]; GNNs, designed to handle
graph-structured data [76]; RNNs, which model sequential
data [77]; Notably, long short-term memory (LSTM) Networks
are variants of RNNs that address the vanishing gradient
problem and allow for the modeling of long-term dependencies
in sequential data [78].

Reinforcement Learning (RL). RL [28] is a type of ML that
enables an agent to learn and perform tasks by interacting with
its environment, receiving feedback through rewards or penal-
ties based on its actions. However, traditional RL is not widely
used for CIoT traffic analysis due to the time-consuming pro-
cess of finding optimal solutions while exploring large state-
action space and the challenges of the exploration-exploitation
tradeoff [79]. To address these issues, deep reinforcement
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TABLE III: The summary of existing datasets

Name Areal Source?  Categories® Number Communication” Period Size Time Lifecycle®

IoT N-IoT Wi-Fi Low-energy SU ID IR DE

Ours [59] Us SC 10 8 3 v X 2020.3 11.5GB 11 days X v oV X
YourThings [36] us SC 15 45 0 v v 2018.3  233GB 13 days X X v X
IoTDNS [60] Us SC 28 53 12 v v 2019.8  366MB 2 months X X v X
UNSW [61] AUS SC 17 28 3 v v 2016.10 9.72GB 6 months x vV X
BoT-10T [51] AUS SL 5 5 0 - - 20184 693GB 2 months x v @V X
Mon(IoT)r [19] US&UK SC 15 81 0 v v 20189  12.9GB - X v Vv X
PingPong [62] us SC 12 19 3 v v 2019 40.3GB 51 days X X v X
HomeShnitch [63] UsS SC 13 57 0 v v 2021.3  595MB 8 days X X v X
IoT_Sentinel [64] FI SC 6 31 0 v v 2016 61.4MB - v X X X
10T23 [65] CZ SC 3 3 0 v X 2018 21GB 1 year X X v X
N-BaloT [66] L SC 3 9 0 - - 2018.3  240GB - X X v X
IoT Inspector [67] - CR - 65000+ - - - 2019.4 - - - - - -
NSL-KDD [68] UsS SL - - - - - 1998.5 4.06MB 7 weeks X v v X

1 “US” is the United States, “UK” is the United Kingdom, “AUS” is Australia, “FI” is Finland, “CZ” is Czech Republic, “IL” is Israel.
2 “SC” stands for self-collection, “CR” is crowdsourcing, “SL” is devices simulation.
3 These datasets consist of a total of 58 types of devices, including IoT devices (smart speakers, TVs, doorbells, various sensors, etc.) and non-IoT devices

(mobile phones, laptops, and game consoles, etc.).

4 “Wi-Fi” means the devices using WiFi protocol, “Low-energy” refers to the devices using the low-energy protocol like Bluetooth, ZigBee, and Z-Wave.
5 “SU” is setup, “ID” means idle, “IR” means interaction, “DE” is deletion.

learning (DRL) [80] algorithms utilize advanced techniques,
such as artificial neural networks, to handle high-dimensional
and continuous state and action spaces. For example, Deep Q-
Networks (DQNs) [81] use deep neural networks as function
approximators to estimate value or policy functions.

2) Non-Machine Learning Algorithms: Although ML al-
gorithms have the advantage of being adaptive, they may
overfit the training data when the data size is too small. Ad-
ditionally, when the environment changes, the model requires
retraining [32]. Consequently, some researchers opt for non-
ML algorithms. Initially, basic rule-based methods [82] and
signature-based methods [83] played important roles.

Subsequently, more advanced non-ML analysis methods
were developed. Locality-sensitive hashing (LSH) is a tech-
nique for quickly finding similar items in a large dataset.
It maps each item to a hash value and uses a family of
hash functions to group items with similar hash values. This
approach is particularly relevant in identifying CloT devices,
as demonstrated by Charyyev and Gunes [31] and Charyyev
and Gunes [32]. Additionally, traffic can be modeled as a state
machine for analysis, which has proven efficient in network
intrusion detection systems (NIDS). For example, Duan et al.
[29] constructed CIoT packet-level automaton to profile traffic
patterns.

Finally, the algorithm should be evaluated for its perfor-
mance and effectiveness in solving a particular problem or
task. Several commonly used metrics are employed to measure
performance, as introduced in Table IV.

D. New Characteristics in CloT Traffic Analysis

The traffic analysis process of CIoT and other fields (e.g.,
PC website traffic) share moderate similarities. However, the
unique features of CIoT have led to numerous attempts to

TABLE IV: Evaluation metrics

Metrics Detail

Accuracy (Pt + Nt) /(P + Ne + Py + Ny)

Precision=P; /(P; + Py)

Precision & Recall Recall=P; /(P; + Nf)

F1 score 2% Precision * Recall / (Precision + Recall)
ROC curve visually plots the true positive rate
against the false positive rate at various
ROC & AUC classification thresholds. AUC represents the

overall performance of the model by calculating
the area under the ROC curve

* Pg: True positive example; Py: False positive example;
N¢: True negative example; Ny: False negative example.

customize and improve the analysis process at every step
to achieve specific application goals. In this subsection, we
summarize the challenges faced by CloT traffic analysis and its
unique characteristics compared to network traffic, as shown
in Table V).

1) Traffic Collection: The collection of CloT traffic data
is more complex than that of PC or mobile apps, as sum-
marized in the following aspects. First, there are many types
of CIoT devices, each differing in hardware and software
design, making collecting substantial training data a significant
challenge [84]. Second, CIoT devices typically have diverse
interaction modes, complicating the automation of traffic col-
lection. Third, traffic analysis must consider the features of
various communication technologies (such as Wi-Fi, BLE,
Zigbee, Z-Wave, LoRa, and NB-IoT) and use the appropriate
receivers to capture the packets in different layers. Finally,
different lifecycle phases of devices exhibit distinct traffic
patterns. For example, during the setup phase, a device may
engage in numerous TLS key negotiations and domain name
requests, whereas, in the idle state, it typically sends only



TABLE V: Comparison of CloT traffic and general network

traffic
Items CIoT Traffic Non-IoT Taffic
Device Type diverse simple
Protocol diverse and customized relatively  diverse

and standard

Interaction Mode complex easy
Communication various mostly IP-based
Technology

Traffic Volume small large

Update Frequency low high

Available Datasets relatively small numerous

heartbeat packets to maintain connections. Each phase requires
specific user configurations that are challenging to automate.

In summary, the complexity of collecting ClIoT traffic leads
some researchers to prefer using public datasets rather than
creating their own.

2) Traffic Processing: For traffic processing, the low power
requirements and the diverse range of communication pro-
tocols, device types, and lifecycle phases of CloT bring
new traffic characteristics for feature extraction. Firstly, CloT
devices generally have simpler hardware configurations than
traditional network computing devices, often resulting in
smaller TCP buffer sizes [85]. This limitation directly affects
packet transmission and network congestion control mecha-
nisms. Additionally, traditional metrics used in network traffic
classification, such as the user-agent field in HTTP, may not
always be effective for CIoT devices due to their limited use of
online web services. Furthermore, our survey indicates that the
set of DNS domains or remote IPs contacted by CIoT devices
is a popular feature used by researchers [60, 61, 86]. This
is because CIoT devices communicate with a limited number
of endpoints. Significantly, many CIloT device manufacturers
develop proprietary application layer protocols and implement
encryption based on these protocols. Considering common
traffic features that may not behave well, it is essential to
precisely capture these unique characteristics.

Secondly, traffic from CIoT devices varies significantly
depending on the type and lifecycle phase. For example,
devices like plugs or lamps exchange a few packets, whereas
cameras generate large volumes of video and audio data. This
variability poses a challenge for statistical feature extraction.
In contrast, traffic analysis in other fields, like website finger-
printing, generates many packets during short-term visits. That
is, the volume of CloT traffic is caused by a specific event or
device type. As a result, it is necessary to pay more attention to
packet-level features rather than relying solely on flow-level or
statistical features commonly used in general network traffic.

3) Algorithm: The deployment characteristics of CloT
bring some differences in general traffic analysis algorithms.
First, network traffic characteristics change rapidly, neces-
sitating frequent retraining of models to adapt to updates.
However, this dynamic is less pronounced in CIoT devices due
to their longer firmware update cycles [87]. As a result, CloT
traffic classification models often retain their effectiveness
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over extended periods. Second, the dispersed location, large
number, and limited bandwidth of compromised CIoT devices
present additional challenges. Specifically, the low bandwidth
DDoS attack from CIoT botnet may pose additional difficulty
for detection algorithms. Third, the low power requirements
of CloT necessitate the use of distributed algorithm. While
traditional network traffic classification models are typically
executed on personal computers or servers with substantial
computational resources, CIoT scenarios often require deploy-
ment on gateways or servers. This increases the demand for
distributed designs such as FL.

Takeaways: This section outlines the fundamental process
of CIoT traffic analysis and addresses RQ1. We examine
the distinctions between CloT traffic analysis and general
traffic analysis in three main aspects. Firstly, CIoT devices
have a wider variety of models and communication protocols,
involve multiple interactions, and have intricate life cy-
cles, which complicates traffic collection. Secondly, different
CIoT devices show unique behavioral patterns, necessitating
customized feature extraction methods. Finally, algorithms
are further challenged by the decentralized and low-power
characteristics of CIoT devices.

VI. THE APPLICATIONS IN SECURITY AND PRIVACY

Within this section, we group the current research into
four primary categories according to application scenarios
or objectives, addressing RQ2. These four categories include
device fingerprinting, user activity inference, malicious traffic
analysis, and measurement. Figure 6 displays the publication
trends for these application purposes.

30
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Fig. 6: Publication trends of different application purposes.

A. Device Fingerprinting

Different types, vendors, and behaviors of CIoT devices
generate traffic with unique characteristics, which can be
used to uniquely identify devices and their behaviors, just
like a fingerprint. The general process for constructing device
fingerprints is shown in Figure 7. As depicted, attackers can
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extract fingerprints from raw packets to predict device models
and behaviors, thereby identifying hidden devices. Device
fingerprinting can be further classified into three categories:
device identification, device behavior identification, and hid-
den device detection.

SEIEE

Raw Data CSV/Image Fingerprinting Unknown
s Device
D§ / J \\
Device A Device B Device N

Fig. 7: The basic process of device fingerprinting

1) Device Identification: Device identification involves us-
ing unique traffic patterns to identify devices, such as their
vendors and types or categories. This information facilitates
fingerprinting attacks: attackers use the information to dis-
cover vulnerable targets. On the other hand, it also can help
regulators recognize these vulnerable devices. Based on the
traffic analysis process outlined in Section V, we summarize
the contributions made by researchers to device identification.

Traffic Collection. For the traffic collection step, some work
in the device identification field enriches the dataset. Specifi-
cally, they consider the devices that use low-energy protocols,
certain kinds of devices (smart TVs or smartwatches), and the
number of devices in the dataset.

Certain research [101, 110, 111] endeavors to tackle these
issues and integrate devices that use low-energy protocols
into their studies. Babun et al. [101] asserted themselves as
the pioneering work that investigates the Zigbee and Z-Wave
device fingerprinting framework. They constructed a density
distribution based on inter-arrival time (IAT) by capturing
packets at the link layer, which is divided into 300 equal
intervals to build the signature. They conducted tests on 39
popular Zigbee and Z-Wave devices, resulting in accuracy
rates of 91.2% for Zigbee and 93.6% for Z-Wave, respectively.
Considering the asymmetry of learning and testing by ISPs
during device identification, Ma et al. [110] monitored inbound
and outbound packets and extracted Spatial-Temporal features
to identify these devices that share a common IP (behind a
NAT) from the ISP’s perspective. The protocols used by the
devices include Bluetooth, Zigbee, or LoRa. Kostas et al. [111]
used the entropy of the payload as the feature, which also
allows them to identify devices with non-IP and low-power
protocols.

Some researchers [107, 108] focused on edge IoT devices
such as smart wearables and smart TVs. Aksu et al. [107]
focused on fingerprints of wearable devices using the Blue-
tooth protocol based on Bluetooth packet characteristics. The
algorithm utilizes the inter-arrival time of packets as a feature
and can automatically select the optimal solution from over
20 classifiers. In light of the advertising tracking and data

leakage issues associated with smart TVs, Varmarken et al.
[108] extracted application fingerprints based on domains, data
packets, and TLS information. The process relies only on a
few packets, making their method lightweight and applicable
to encrypted traffic.

Ahmed et al. [59] unprecedentedly considered a remark-
able number of 188 devices. The experiment integrated six
public datasets along with a self-collected dataset (the “Ours”
dataset). They innovatively considered five different finger-
printing granularities: device instances; devices have unique
make and model; devices have the same manufacturer and
type; devices have the same manufacturer; devices have the
same device category. Employing RF as the classifier, its
accuracy surpasses 97% in all five cases.

Moreover, Bremler-Barr et al. [85] expanded the dataset
to non-IoT devices. They designed a multi-stage classifier to
distinguish IoT and non-IoT devices. This offers insights for
extracting background traffic (i.e., traffic from non-IoT devices
like smartphones and PCs) in CloT traffic analysis.

Traffic Processing. Part of the works [90, 99] adopted
personalized feature processing methods. Sivanathan et al. [90]
made the first systematic study on smart device identification.
They collected three-week traffic from 20 CIoT devices and
extracted 11 distinct features by observing device activity
patterns. They divided the values of each feature into 5
ranges called cluster bins to distinguish different devices. This
method achieved a 95% accuracy. However, as the number of
devices increases, only 11 features with 5 gradations become
insufficient. Marchal et al. [99] divided network traffic into
multiple time-series “flows”, which are defined as a collection
of packets using a given MAC address and protocol. They
then computed 33 periodic features obtained from the Discrete
Fourier Transform (DFT) of traffic and employed the k-NN
algorithm for device classification.

Some researchers [60, 91, 105] believe that the backend
infrastructure for device connections has unique information.
Guo and Heidemann [91] utilized unique communication
server domain names to label CloT devices; it can detect
devices behind Network Address Translation (NAT) from
aggregated traffic. However, distinguishing devices of the
same type from the same manufacturer remains challenging.
Similarly, Saidi et al. [105] identified devices by analyzing
the domains and the backend infrastructure IPs and ports they
communicate with. Likewise, Perdisci et al. [60] found that
DNS domain names and their corresponding frequencies show
significant discrepancies across various devices, providing a
basis for using the DNS feature. However, DNS depends on
device services; for instance, a TV of one brand equipped with
voice services from another can lead to confusion and reduce
accuracy.

In addition, researchers [64, 102, 110] emphasize the im-
portance of considering device lifecycle, protocol, and time
information should also be considered. Miettinen et al. [64]
innovatively considered the setup traffic. They selected 23
features from the first 12 packets during the setup stage to
identify the types of new devices and further restricted their
communication capabilities based on security levels. Analysis
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TABLE VI: Summary of device identification literature

Contributions Algorithm Datasets Source Communication Collection
Name | Year Algorithm | Feature | Dataset Feature Type! Name DI::::ects col?eeggon Wi-Fi | Low-energy | Location?
GBM, RF,
[88] 2017 v Flow TML XGBoost v v [©)
[89] 2017 v Packet TML Dél"‘,nl\{/[F, v v ©)
[64] 2017 V4 V4 Packet TML RF V4 v/ V4 [©)
[90] 2017 V4 Statistics | TML RF V4 vV [©)
[91] 2018 N Packet NML - N N N @
[92] | 2018 Y/ DL DL LSTM Vi V/ )
[93] | 2018 N Statistics | TML RF N N [©)
[84] 2018 N - NML Apriori N N [©)
[94] 2019 N DL DL LSTM N N [©)
Packet RF,
[95] 2019 v Statistics TML Extra-Trees, v vV [©)
AdaBoost
k-NN, RF,
[96] 2019 v Statistics | TML DT, SVM, v v v v D
Majority Voting
Packet,
[97] 2019 v Flow, TML k-means v v v @)
Statistics
Packet, RF,
611 2019 v v Flow T™ML Naive Bayes v v v )
(98] | 2019 v Packet | TML 148 DT, v J v )
OneR, PART
Flow,
[99] 2019 v Statistics TML k-NN v v v [©)
[32] 2020 N - NML LSH N N4 [©)
[100] | 2020 N N DL DL LSTM N N [©)
[101] | 2020 N Packet TML Bayes Net N N [©)
[102] | 2020 V4 V4 DL DL Self-designed N v N [016)
.. DT, Logistic
[85] 2020 v Statistics | TML Regression v v Vv v ©)
[103] | 2020 N Packet NML - N N N N OB
[104] | 2020 v Packet, v RF v v Vi 0
[105] | 2020 N Packet NML - N N4 @6
[60] 2020 N N Packet NML TF-IDF N N [O16)
Packet,
[106] | 2021 v Flow, TML DT v vV v @
Statistics
[31] 2021 V4 Flow NML LSH V4 V4 vV VA D
[107] | 2021 N Packet TML RF N N [©)
] Agglomerative
[108] | 2022 v Packet ML clustering v v [©)
Packet, RF,
[109] 2022 v Statistics T™ML Extra-Trees % v % @
[59] 2022 V4 Statistics | TML RF V4 V4 V4 V4 [©)
[110] | 2022 V4 V4 Packet DL CNN V4 V4 V4 VA O®
[111] | 2022 V4 V4 Packet TML DT V4 V4 V4 [©)
Packet,
[112] | 2022 v Statistics TML RF v vV v @

1 “TML” means traditional machine learning, “DL” means deep learning, “NML” means traditional analysis.
2 “M — ©” corresponds to the five methods to acquire traffic in section V-A.

in fewer packets makes their method more lightweight. Yu
et al. [102] employed BC/MC (Broadcast/Multicast) packet
features to identify devices. The features primarily fall into
three categories: identifiers that uniquely identify the de-
vice model, main protocol fields from BC/MC packets, and
auxiliary features acquired by active detection. To enhance
the distinctiveness of features, Ma et al. [110] devised an
efficient and scalable system using spatial-temporal traffic
fingerprinting. They integrated both the temporal sequence
of packets and their spatial correlations across the network,
which provides a more comprehensive and accurate depiction
of traffic.

In addition to the feature of the network layer and above,

some works [89, 100] considered link or physical layer
features. Dong et al. [100] incorporated frame length and
epoch time in the physical layer as features. Maiti et al. [89]
categorized the devices used into 10 classes, with features
including but not limited to frame type, size, arrival time, and
rate. The findings revealed instances of confusion between
cameras and non-IoT devices like PCs. This indicates that
there still are great challenges in utilizing link layer frames
as the optimal distinguishing features.

To save classification costs, some researchers have added
feature reduction technologies. We found that Genetic Algo-
rithms (GA) are the most common [98, 111]. In the work
by Aksoy and Gunes [98], 30 chromosomes correspond to
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the number of feature subsets. Each chromosome comprises a
string of 0/1 representing feature selection. The chromosomes
are initially filled with O/1 and then run a fitness function
to ascertain the robustness of these features, resulting in an
optimal feature subset. Kostas et al. [111] first employed the
feature-importance-based voting method to eliminate unnec-
essary features from the initial set. Then, GA is applied to
select the most suitable feature subset from the remaining 52
features. In addition to GA, Santos et al. [93] incorporated
the CfsSubsetEval algorithm, which selects subsets from the
original feature set with a high correlation with the target
variable but a low correlation between features to reduce
computational complexity. Wanode et al. [112] compared three
distinct feature reduction techniques: SVD, PCA, and MI.
In the case of classifying 16 CIoT devices, MI performs
significantly better than SCD and PCA. Another part of works
designed their own feature reduction algorithm [106, 109].
Chakraborty et al. [106] emphasize the varying costs associ-
ated with different features during the extraction process. As a
result, they devised a cross-entropy-based algorithm to tackle
this concern. Similarly, Du et al. [109] built upon NSGA-III,
introduced concepts like symmetric uncertainty and correlation
coefficient. They propose multiple objective functions that
reduce feature dimensions and filter effective features.

Algorithm. Early studies tended to favor TML algorithms.
Gradually, researchers began considering constructing more
complex identification frameworks based on basic classifi-
cation models (e.g., SVM, k-NN, RF) or even neural net-
works. Meanwhile, with the development of edge computing,
researchers began to consider distributed models. Apart from
these approaches, a few studies employ non-ML methods that
effectively shorten the calculation time and are very suitable
for scenarios with high real-time requirements.

Early studies tended to favor TML algorithms [61, 64, 88,
90, 93, 96, 104]. In 2017, Meidan et al. [88] trained a multi-
stage meta classifier. The first stage differentiates IoT from
non-IoT devices, and the second stage identifies specific device
categories. However, the granularity of this approach only
reaches device types (such as TVs, printers, motion sensors,
etc.). Similarly, Pinheiro et al. [96] demonstrated that using
only packet statistics features, the RF algorithm outperforms
k-NN, DT, SVM, and Majority Voting, achieving an accuracy
of 96% in device identification. To handle the frequent addition
of new devices, Ammar et al. [104] constructed a binary RF
classifier for each device. This approach eliminates the need
to retrain the entire model whenever new devices are added.

Gradually, some studies have considered constructing more
complex algorithms based on basic models [61, 95]. Msadek
et al. [95] emphasized the reduction of training data and the
elimination of manual tuning. This is achieved by introducing
a novel sliding window technique that dynamically segments
traffic. As the activity of relevant traffic varies, the window
automatically expands; otherwise, it contracts to discard irrel-
evant packets. To achieve higher accuracy, Sivanathan et al.
[61] collected traffic from 28 ClIoT devices and constructed a
multi-stage classifier. The first stage employed a Naive Bayes
Multinomial classifier, taking the bag of remote port numbers,

domain names, and cipher suites as input. The bag comprises
values and their corresponding frequencies in a matrix format.
Then, class and confidence for the bag, flow volume, and flow
rate were used as inputs for the second stage. The third stage
further leveraged an RF classifier to determine categories and
confidence scores. This architecture achieved an impressive
device recognition accuracy of 99%.

Subsequently, there were studies using DL algorithms[92,
94, 102]. Bai et al. [92] constructed an LSTM-CNN cascade
model to classify 4 device categories (hubs, Electronics,
Cameras, Switches & Triggers). However, while the algo-
rithm performed well in binary classification, its accuracy
dropped to 74.8% in the four-class problem. Ortiz et al. [94]
employed autoencoders to automatically learn features from
traffic and probabilistically model devices as distributions of
traffic classes. Yu et al. [102] innovatively developed a novel
multi-view wide and deep learning (MvWDL) framework. The
six views constructed in the experiments are derived from the
devices’ BC/MC protocols. Meanwhile, they devised a hybrid-
fusion multi-view artificial NN to achieve view fusion.

Although the above approaches achieve high accuracy in
their designated scenarios, deploying the aforementioned al-
gorithms at one network node presents challenges in scala-
bility. Thangavelu et al. [97] developed a Distributed Device
Fingerprinting Technique (DEFT) to tackle this challenge. By
using SDN technology, the DEFT controller maintains infor-
mation while gateways perform classification. While robust
and manageable, DEFT is not lightweight, necessitating the
collaboration of multiple distinct gateways to maximize system
efficacy.

The above ML methods consume massive computing
resources in practical implementation. Therefore, a novel
approach based on LSH was proposed by Charyyev and
Gune [31, 32]. This approach eliminates the need for feature
extraction and doesn’t require frequent model updates. The
algorithm employs LSH functions to compute hash values
of traffic for device identification, which are stored in a
database. Perdisci et al. [60] analogized the Term Frequency-
Inverse Document Frequency (TF-IDF) algorithm from doc-
ument retrieval to device identification. When employing a
set composed of DNS request frequencies as recognition
features, devices, and the requested domain names are treated
as documents and their entries to create TF-IDF vectors.
Finally, target device recognition relies on cosine similarity
between vectors.

In addition to passive traffic capture and analysis methods,
researchers have also adopted active probing techniques. Feng
et al. [84] have proposed an innovative method for automatic
discovery and annotation of IoT devices, known as ARE.
The ARE focuses on the response information of the appli-
cation layer and establishes a mapping between IoT devices
and their official description websites by extracting banner
information (usually containing details like device type and
model). Compared to traditional network scanning tools like
Nmap, ARE has shown superior capabilities in searching for
IoT devices. Especially when new devices are connected to the
network, ARE can dynamically and quickly learn and update
the fingerprint information of new devices.



Summary: We have summarized relevant papers in Table VI.
Most researchers have focused on improving their algorithms
and feature extraction techniques, reaching a relatively high
accuracy within their datasets. However, practical application
scenarios still face a significant issue: traffic characteristics
may be confused between devices of the same type but differ-
ent models [59]. Meanwhile, only a small part of the literature
focuses on devices using low-energy protocols. Identifying
devices that support various protocols (including Zigbee and
Bluetooth) will be challenging. We also observed that most
studies assume that attackers can infiltrate the home router. If
traffic is obtained after NAT (traffic collection method (2)), the
effective classification of devices needs more attention from
the perspective of ISPs.

2) Device Behavior Identification: Different device behav-
iors could generate different traffic patterns. The triggering
of device behaviors involves physical control, LAN/WAN
control, multimodal interaction, and cloud API control (for
more details, refer to Section II-A).

Early works used statistical features to identify device
behavior [96, 113, 115, 121, 122]. Apthorpe et al. [121, 122]
were among the early explorers who investigated the impact
of diverse user behaviors on traffic patterns. They observed
that user interactions can trigger abrupt changes in traffic
behavior. Subsequently, Pinheiro et al. [96] found that devices
show different packet length patterns in response to exter-
nal commands. However, their scope of tested event types
remained limited and couldn’t distinguish similar behaviors
among devices of the same model, such as opening/closing a
speaker. Therefore, OConnor et al. [113] embraced a broader
spectrum of device behaviors. They employed 13 features at
the transport layer to characterize triplets. Similarly, Charyyev
and Gunes [115] also used statistical features. Their contri-
bution lies in evaluating and comparing the performance of
10 ML algorithms in classifying 128 device events stemming
from 39 distinct devices.

Compared to previous work, Trimananda et al. [62] innova-
tively used packet-level features for the first time. They employ
packet-pair sets between devices and servers to distinguish
device behaviors. However, it only works with TCP protocol.
Nonetheless, this method inspired subsequent investigations.
Some researchers draw inspiration from PingPong and address
its limitations [117, 118]. Duan et al. [117] resolved the
constraint of being limited to TCP. Devices employing the
UDP protocol can successfully extract signatures. Another
advantage is that their signatures encompass more encoded
information, making the impact of lost packet pairs minimal.
Wan et al. [118] introduced a novel time-sensitive subsequence
matching technique that generates more comprehensive signa-
tures.

In addition to research on the behaviors of Wi-Fi devices,
there is a growing body of work on studying the behaviors
of devices using low-energy protocols [114, 116, 119]. Acar
et al. [114] proposed a “multi-stage privacy attack” that en-
compasses the recognition of Wi-Fi, BLE, and Zigbee devices.
The traffic is represented as a triplet, including timestamp,
direction, and packet length, from which statistical features
are extracted. Gu et al. [116] built a vulnerability detection
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framework called IoTGaze. It constructed wireless context by
extracting the packet-level features of the device and identify-
ing dependencies between events. This context is then used to
detect anomalies by comparing it with the expected context.
IoTGaze has an 98% accuracy in anomaly detection for 5 types
of Zigbee devices. Shafqat et al. [119] leveraged the low-power
characteristics of the Zigbee protocol that message lengths are
matched during encryption. It allows inference of application
layer (APL) commands from encrypted traffic. Moreover, they
found Zigbee devices periodically report attributes like battery
levels and temperature. This enables attackers to infer device
events from payload lengths and reporting patterns.

Summary: We summarized the papers about device behavior
identification in Table VII. The table shows that packet-level
features are evidently more suitable than flow-level features
in device behavior identification. Many researchers draw in-
spiration from the work by Trimananda et al. [62], employing
patterns concealed within request-reply packet pairs to achieve
this goal. Notably, DL techniques are rarely used in the context
of device behavior identification, which may be related to the
dimensions of the sample.

3) Hidden Device Detection: While CloT devices bring
convenience for users, unexpected deployment of the device
poses a threat to personal privacy. There have even been
instances in which guests have found hidden cameras in
Airbnb rental [123]. Therefore, some researchers have begun
investigating ways to detect hidden IoT devices in unfamiliar
environments. Existing approaches relying on radio frequency
receivers are not entirely dependable, as they are susceptible to
interference from other legitimate RF devices such as smart-
phones and PCs [124]. This situation offers an opportunity
for hidden device detection based on network traffic. Taking
cameras as an example, visual scenes trigger differences
between adjacent frames [125], which can be used to confirm
the potential cameras that are operational effectively. This part
presents relevant research that utilizes passive traffic to detect
hidden devices in unfamiliar environments.

Due to concerns regarding unauthorized video recording,
some works [126, 127] focus on hiding cameras. Cheng et al.
[126] proposed DeWiCam. It automatically analyzes physical
and MAC layer data within interested rooms. By exploiting
camera compression and fragmentation techniques, DeWiCam
can employ differences in data transmission during both
transient and stable states as features. However, this method
heavily relies on common transmission modes, which may
not be generic across different manufacturers and may change
with camera firmware updates. Wu and Lagesse [127] have
designed a solution for dynamically detecting the presence
of uploading cameras. However, it relies on comparing the
similarity between user videos and videos uploaded by hidden
cameras. The difficulty of detection increases if a camera does
not engage in uploading behavior.

Some studies [128, 129] have extended the scope of de-
tectable devices. Singh et al. [128] leveraged the concept
of "human motion” from Wu and Lagesse [127], which
involves activating trustworthy sensor values and observing
whether there exist similar traffic patterns from other devices.
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TABLE VII: Summary of device behavior fingerprinting literature

Contribution

Algorithm

Data Source Communication

. Collection
Paper | Year Algorithm | Feature | Dataset Feature Type! Name Dl:::zl\);lects col?eeg;on Wi-Fi | Low-energy | Location®
k-NN,RF,
[85] 2019 Vv Packet TML DT,SVM, V4 4 Vv v ©)
Majority Voting
Flow,
[113] | 2019 v Statistics | TML RF v v v Vv OB
Packet,
[114] | 2020 v v Statistics | TML RF v v Vv OB
62] | 2020 v v Packet | TML DBSCAN v Y v v 20
[115] | 2020 V v Statistics | ML - V V V [0)
[116] | 2020 YV Packet | TML RF N YV ®
[117] | 2021 N N Packet | NML - Y N N 20
[118] | 2022 N N Packet NML N Vv N N [©)
[119] | 2022 V/ Packet | NML - Vi Vi V/ [016)
[120] | 2023 Vi v Flow TML RF V v [©)
1 “TML” means traditional machine learning, “NML” means traditional analysis.
2 “M — @ corresponds to the five methods to acquire traffic in section V-A.

Furthermore, they introduced an innovative sensor coverage
technique to locate the detected sensors. Sharma et al. [129]
addressed device diversity by extracting device-specific at-
tributes using multiple time scales. They also improved upon
previous spectrum sensing methods [130], utilizing learned
approximate transmission patterns over time to acquire device
data transmission timing and channels. Their device fingerprint
module computed features through an XGBoost classifier. The
channel-aware module identified subsets of active channels
through cyclic channel hopping. Lastly, a rough device po-
sitioning was achieved through RSSI-VIO.

Summary: Compared to regular device traffic analysis, the
existing literature primarily focuses on the link layer 802.11
protocol, resulting in a limited set of features from traffic.
Meanwhile, these methods often have limited usability, re-
quiring additional user assistance or being tailored to specific
operating systems and usage scenarios. More importantly, the
generalizability of the algorithm needs to be improved.

B. User Activity Inference

The leakage of user privacy has remained a prominent
topic in network traffic analysis, such as user web browsing
history [131] or user interactions in mobile Apps [132, 133].
Attackers who understand user behavior can learn about the
living habits and further commit crimes [8].

Some researchers infer user activity from CIoT traffic, who
use fingerprints of devices and their behaviors to establish a
mapping relationship between traffic patterns and user activ-
ities, including devices using Wi-Fi protocol [114, 125, 134]
and low-energy protocol [135].

Li et al. [125] discovered that differential coding in surveil-
lance cameras could inadvertently leak side-channel informa-
tion. Distinct body movements by users can lead to significant
inter-frame differences between packets. Consequently, they
used frames and applied £-NN and DBSCAN for activity
recognition. In addition to cameras, Acar et al. [114] have
considered scenarios with more device types. They modeled
user activities through multiple stages. The first three stages
identified the device type, whether it is active, and its spe-
cific state. Then, they modeled user activities using Hidden

Markov Model (HMM) in the final stage. However, this model
only achieved a coarse-grained user behavior representation,
identifying aspects such as whether a user remotely controlled
a device or moved between locations. Gu et al. [135] in-
novatively focused on 5 Zigbee devices on the SmartThings
platform. combined with the idea of dynamic programming,
they revealed the user activity dependency, which can be used
to infer the user’s living habits and routines. However, they
did not evaluate their methods on Wi-Fi devices where their
communications are more complex. Based on the previous
works, Wan et al. [134] considered the presence of missing
or unordered device events and develops an approximate
user activity signature matching algorithm. Additionally, they
design a heuristic trimming step to address multiple matches
involving overlapping CloT device events.

Different from the above work, Subahi and Theodorakopou-
los [136] studied the traffic behavior and privacy leakage prob-
lems on the App side, including the interactions between users
and CloT devices and the exposure of sensitive Personally
Identifiable Information (PII) and its type. They employ three
random forest classifiers to achieve this goal. However, this
study doesn’t provide a solution for companion Apps using
fixed certificates.

Summary: The core challenge of inferring user privacy from
CloT traffic lies in identifying dependencies between device
events and user activities. In the future, there is an opportu-
nity for a refined exploration of diverse events, particularly
in multi-user scenarios, where different household members
trigger devices at distinct time intervals, just like Wan et al.
[134] did.

C. Malicious Traffic Analysis

Like device fingerprinting, malicious traffic analysis is
another popular direction in CloT traffic research. In this
subsection, we introduce the malicious traffic analysis papers
from two perspectives: detecting attacks on IoT and CloT
botnet detection.

1) Detecting Attacks on CloT: Due to low hardware con-
figuration and long update cycles, CIoT devices are vulnerable
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TABLE VIII: Summary of attacks on CIoT detection literature

Contribution Algorithm Data Source Communication Collection
Literature | Year Algorithm | Feature | Dataset Feature Type! Name Public Self- Wi-Fi | Low-energy | Location®
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1 “TML” means traditional machine learning, “NML” means traditional analysis, “RL” means reinforcement learning.
2 “M — ©” corresponds to the five methods to acquire traffic in section V-A.

to various attacks, including Scanning attacks, Brute Force at-
tacks, DoS attacks, and Cryptojacking [145]. Therefore, many
researchers devoted themselves to detecting attack traffic tar-
geting CIoT devices [137, 138, 139, 140, 141, 142, 143, 144].
Most of these work provided the ability to detect several
general attacks [138, 139, 141, 143], as is represented by
DDoS and Scanning attacks. In 2019, Anthi et al. [138] pre-
sented a NIDS with 3 layers to detect 12 attacks (e.g., DDoS,
MITM, Scanning) in a CIoT network environment. In 2020,
Charyyev and Gunes [143] proposed LSAD, based on LSH,
to detect various attacks such as ARP Spoofing and DDoS
attacks. Unlike ML-based algorithms, their method does not
need to extract features from data. Similarly, aiming at specific
attacks, in 2022, Tekiner et al. [141] presented a lightweight
traffic-feature-based method to detect CloT Cryptojacking.
They trained with an SVM classifier and proved that their
algorithm can obtain 99% accuracy with one hour’s training
data. Meanwhile, special attacks targeting IoT devices are also
detected. To solve the IoT security sensor tampering issue,
Pathak et al. [140] developed two algorithms to detect sensor
tampering attacks: an unsupervised learning algorithm using
iForest and a supervised learning algorithm CART based on
C4.5 DT.

Additionally, aiming at the attacks on low-energy CloT
devices, researchers also came up with solutions [142, 144].
SmartApp, proposed by SmartThings, is a type of program
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Fig. 8: Architecture of SmartThings platform [142].

running on the cloud (as shown in Figure 8). Targeting the
issues of over-privileged permissions and spoofing attacks
within the application layer of SmartApp, in 2018, Zhang et al.
[142] conducted a notable study centered around identifying
malicious SmartApps via traffic analysis. They first derived
Deterministic Finite Automata (DFA) from textual descriptions
and user interfaces, to model each App. By monitoring en-
crypted traffic captured from wireless channels, they compare
the observed state transitions associated with a behavior to the
predefined DFA. If a match fails, it suggests the possibility of
a malicious App. Notably, this research targeted Zigbee and
Z-Wave devices on the SmartThings platform. However, the
scalability of this approach when dealing with more complex
functionalities and a greater number of states in Wi-Fi devices
remains the problem for further consideration.

When facing unknown attacks, researchers put forward
algorithms based on unsupervised learning [137, 139] and
RL [137] algorithms. In 2020, Wan et al. [139]introduced a
security monitoring system IoTArgos, which detects attacks
such as Scanning and Brute-force at the system, network, and
application layers of Smart Home IoT system by a supervised
learning algorithm RF, and integrated an unsupervised learning
algorithm principal component analysis (PCA) to detect zero-
day or unknown attacks. Through the evaluation, IoTArgos
can detect anomalous activities that target Smart Home IoT
devices with high precision & recall. In 2021, Heartfield et al.
[137] presented MAGPIE, which is able to autonomously
adjust the function of its underlying anomaly classification
models to a smart home’s changing conditions (such as newly-
added devices, new automation rules, and human interaction)
to detect both known and unknown threat in Smart Home
IoT network. Researchers applied a probabilistic cluster-based
reward mechanism to RL and combined them with supervised
learning classifier RF and unsupervised learning model iForest
to classify traffic. Evaluation experiments in a real-home
smart home environment containing Wi-Fi and Zigbee devices
showed that MAGPIE provides high accuracy.

Summary: Researchers have designed specific algorithms to
detect various attacks aiming at CloT devices, as is shown in



JIA et al.: A SURVEY ON CONSUMER IOT TRAFFIC: SECURITY AND PRIVACY

Table VIII. The intrusion detection research is mostly based
on non-ML and TML algorithms. Meanwhile, researchers
combine unsupervised learning algorithms into their research
to detect unknown threats. Nevertheless, due to potential
limitations in storage or data, DL-based detection methods
have not yet been investigated in the CIoT domain.

2) CloT Botnet Detection: DDoS attacks, primarily
launched by botnets consisting of compromised CIoT devices
like Mirai, Satori, and BASHLITE, have posed a significant
threat and resulted in substantial damage to the network
infrastructure. Among them, the infamous Mirai botnet caused
widespread network disruptions [146]. According to the re-
search methodologies, we have categorized them into four
types as outlined below.

Traditional ML-based Detection Methods. Among our sur-
vey, many researchers use DT and RF algorithms to detect
CIoT botnet traffic in the research of CIoT botnet attack
detection based on TML [147, 148, 149]. In 2020, OKUR
and DENER [147] compared two different ML algorithms in
detecting normal traffic and the attack traffic from botnet.
In their evaluation, the supervised learning algorithm (J48
DT) behaved better than the unsupervised learning algorithm
(Expectation Maximization).

Furthermore, some researchers [148, 149] concentrate on
the feature selection of the CIoT botnet traffic. In 2019, Dwyer
et al. [148] developed an analysis method based on DNS to
detect CIoT botnet. They put forward a DNS feature set and
evaluated a variety of TML classifiers, including RF, k-NN,
and Naive Bayes. RF classifier behaved the best among them
(shows 99% accuracy) and indicated that the feature-set based
on DNS can significantly reduce the time of botnet detection.

In addition to the centralized approach, researchers have
also proposed distributed DDoS detection. In 2021, Doshi
et al. [150] proposed a novel NIDS based on a modified
version of the Online Discrepancy Test (ODIT) to timely
detect and mitigate Mongolian DDoS attacks characterized
by widely distributed attack sources and small attack scales.
The researchers used a k-NN-based algorithm to calculate the
abnormal traffic conditions at each node. They then used a
cooperative detector to aggregate the local statistical data of
each node and obtain the global statistical data to determine
whether an attack had occurred. This approach was validated
using the N-BaloT dataset, IoT testbeds, and simulations,
proving its effectiveness against various DDoS scenarios.

Based on the detection of CIoT botnet, researchers have
made deeper discussion in some campaigns of CloT bot-
net [151]. In 2022, Torabi et al. [151] proposed a system
to detect and analyze scanning campaigns of CIloT botnet.
The author extracted the traffic from CloT devices using the
Shodan search engine and over 6TB network from the Dark
web and detected compromised devices by examining whether
they emitted unsolicited scanning. In their discussion, they
pointed out that their work may be affected by the dataset,
which was collected too early in August 2017. Some of
these compromised devices may have already been removed
from the Internet. Meanwhile, the researchers also detected
and classified the scanning campaigns in compromised CloT

devices based on DBSCAN. Then, they grouped CIoT devices
with similar scanning behavior and showed the campaign
feature of CIoT botnet.

DL-based Detection Methods. Till now, as one of the most
popular types of ML algorithms, DL has plenty of appli-
cations in botnet detection [152, 153, 154, 155, 156, 157,
158, 159, 160, 161, 162, 163, 164, 165]. Among them, most
use NNs to detect the CloT botnet. In 2019, Hwang et al.
[152] proposed a DL-based IoT malicious traffic detection
mechanism. Researchers extracted flow features with the help
of CNN and classified traffic with AE. The authors evaluated
the mechanism with the traffic dataset collected from their
Mirai network and USTC-TFC 2016 dataset and pointed out
that the mechanism can achieve nearly 100% accuracy. To
solve the problem that only known botnets can be detected
offline by existing technology, in 2020, Kim et al. [154]
proposed a new botnet detection method based on the Recur-
rent Variational Autoencoder (RVAE). By testing in scenarios
(including botnets not used for training), they demonstrated
the robustness of the method in detecting unknown botnets.

Till now, most of researchers that use DL to detect CloT
botnets focused on the effect of their methods without con-
ducting comparative tests or only comparing their methods
with TML methods to show their advantages. Only a few
researchers compared their methods with other DL methods
in their evaluation; however, some of these methods did not
train with datasets collected from CIoT devices.

In addition, the weak computing power and low storage
of devices in the CloT network challenge the deployment
of DL models. To solve this problem, researchers tried to
combine FL with DL [155, 156, 157]. In 2022, Nishio et al.
[156] trained an anomaly detection FL. model based on AE to
detect botnet traffic to detect easily infected software. When
assessed using their datasets collected from CIoT devices
and simulating malware traffic, their method demonstrated
enhanced efficiency in detecting malware under reasonable
conditions. They got a more efficient detection model than
AE and iForest models.

Based on the above algorithms, researchers conducted fur-
ther research to solve the problems of privacy leakage and
deployment difficulty. In 2022, Zhao et al. [157] pointed out
that FL-based NIDS may cause privacy breaches because the
transmitted model data may be used to recover private data.
Meanwhile, not independent and identically distributed (non-
IID) private data can affect FL in training effect, especially
the distil-based FL. The typically large models are difficult
to deploy. To solve these problems, they proposed a Semi-
supervised FL. (SSFL) NIDS scheme, based on knowledge
distillation of unlabeled data and used CNN as a classifier
and discriminator network to build the model. They evalu-
ated SSFL with the N-BaloT dataset and showed SSFL has
the advantage in classifying performance and communication
overhead compared with common algorithms such as FL-based
algorithms and LSTM-based algorithms.

RL-based Detection Method. Some researchers have proved
that RL-based algorithms are effective in general traffic anal-
ysis [167]. Baby et al. [167] designed an RL-based NIDS.
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TABLE IX: Summary of the CIoT botnet detection literature
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1 “TML” means traditional machine learning, “DL” means deep learning,

means federated learning and “NML” means non-machine learning.

“RL” means reinforcement learning, “ML” means machine learning, “FL”

2 “M-O)” corresponds to the five methods to acquire traffic, see section V-A.

They adapt DRL algorithms to detect malicious DoS and
DDoS traffic raised by CIoT botnets. In their evaluation,
researchers tested DRL models in different attacking and
defending situations with three datasets, NSL-KDD, [0T23,
and N-BaloT, which are constructed mainly by botnets formed
by compromised CIloT devices and pointed out that DRL
algorithms are much more successful than TML and DL
algorithms.

Non-ML-based Detection Methods. In recent years, ML-
based botnet detection methods have become popular among
researchers; however, nonML-based methods are an important
complement of ML-based methods. In 2021, Reed et al. [166]
proposed a lightweight framework that detects “Slow DoS”
attacks (attacks that can only provide low bandwidth and lim-
ited device resources) in resource-constrained IoT networks.
Their method is shown in Figure 9. They analyze real-time IoT
packets by two steps based on a set of only four attributes
and classify them into three types: legitimate nodes (LN),
genuine nodes with slow-to-intermittent connections (SN) and
malicious nodes (MN). This lightweight NIDS framework
can classify genuine nodes experiencing slow or intermittent
network connections and malicious nodes effectively.

Summary: As shown in Table IX, to date, researchers have
proposed various ML algorithms to detect CIoT botnet. In the
TML domain, DT and RF are predominantly employed, while
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Fig. 9: Real-Time Slow DoS Detection Framework [166].

NNs are utilized in the DL domain. In addition, researchers
are adopting distribution strategies to address the issue of
ML model deployment. However, much of the research lacks
comparative experiments as their models are not evaluated on
the same datasets.

D. Measurement

Researchers did measurement studies on CloT traffic in
order to gain insights into CIoT security and privacy status.
IoT backends, vendors, communication protocols (especially
TLS), IoT botnet, traffic destination, and private data exposure
are considered in the studies, summarized in Table X. We
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review current research in measurement from two perspectives:
security and privacy.

1) Security Perspective: Kumar et al. [173], Paracha et al.
[175] and Saidi et al. [177] discussed the security of CloT
from different perspectives, including secure deployment, TLS
security, and backend. First, the general deployment and
security status of CIoT devices is studied. Kumar et al. [173]
collaborated with Avast Software, an antivirus company, and
conducted empirical analysis on traffic of 83 million devices
across 16 million homes. This study reveals the significant
regional variations in device types and manufacturers of CIoT
devices. Open services, weak default credentials, and sus-
ceptibility to known attacks are also explored. As TLS is a
prominent security protocol used in CIoT, Paracha et al. [175]
analyzed two years of TLS traffic and assessed the security
of TLS connections established by IoT devices and how these
connections changed over time. They revealed that TLS 1.2
was the most widely used version, while TLS 1.3 was less
frequently adopted. Additionally, approximately 1/3 of devices
were found to be vulnerable to interception attacks during TLS
practices, potentially exposing sensitive data. Similarly, Huang
et al. [67] expanded the dataset through crowdsourcing. They
developed a tool called “IoT Inspector” to collect the traffic
of 44,956 smart devices worldwide. By analyzing the data,
researchers found that many device vendors used outdated TLS
versions and that third-party advertising and tracking services
on TV were prevalent. Saidi et al. [177] emphasized that the
security and functionality of IoT devices often rely on the IoT
backend, the server on which the device downloads resources
or the cloud-hosted for computing. By analyzing ISP’s passive
traffic data, they constructed a detailed map of IoT backend
servers and revealed the relationships among these backend
providers.

Some researchers [174, 176, 178] focused on the compro-
mised ones, especially the IoT botnet. Noroozian et al. [176]
evaluated the impact of two ISP security policies on Mirai. By
analyzing four years of dark web data, the research revealed
that the strategy of closing ports to reduce the attack surface
had no significant effect. In contrast, improving overall net-
work health and remediation efforts significantly reduced the
infection rate of Mirai. Almazarqi et al. [178] investigated the
impact of AS structural properties on the spread of Mirai-like
IoT botnets. They pointed out that commonly and widely used
IP blacklist databases are incapable of tracking concentrated
botnets. At the same time, they found that if the degree of an
AS, that is, the number of direct connections between this AS
and other ASes, is low, then the AS is more likely to become a
host for malware downloaders. Herwig et al. [174] investigated
the Hajime botnet. Through active scanning and passive DNS
backscatter traffic collection, the study reveals that there is a
higher number of compromised IoT devices than previously
reported. These devices use a variety of CPU architectures,
and their popularity varies widely between countries.

Summary: CloT traffic security measurement provides valu-
able insights and guidance for building a more secure CloT
ecosystem. Firstly, the user data used for measurements should
be legally authorized and thoroughly desensitized to ensure

user data privacy. Secondly, current research (such as [174,
176, 178]) primarily focuses on a few malicious software
families, such as the Mirai botnet. Future research should pay
attention to various types of malicious software families.

2) Privacy Perspective: In addition to security measure-
ments, researchers are also working to measure the leakage of
private information by devices from the traffic perspective.

“Mon(IoT)r Research Group” from Northeastern University
has done a series of work related to CloT privacy measure-
ment [19, 179, 181, 182, 183, 184, 185]. Ren et al. [19] are
the first to study cross-regional data privacy on a large scale.
By capturing traffic from 81 CloT devices distributed across
laboratories in the UK and the US, they delved into aspects
like the destination of traffic, encryption status, distribution of
plaintext and ciphertext content, and the possible exposure of
device information. Next year, Dubois et al. [179] focused on
the privacy risk of speaker misactivations. By playing different
TV shows on Netflix around seven speakers for 134 hours,
they found that smart speakers have a 95% possibility of
misactivations with unintentional and listed the wake words
that caused misactivations for the specific speaker. Similarly,
Igbal et al. [182] focused on how the smart speaker ecosystem,
especially Amazon Echo. They exposed that Alexa Echo smart
speakers collect user data and are used to target ads and
track users’ interests, which may raise concerns about privacy.
Mandalari et al. [181] extracted the non-essential destinations
of the device. The study found that 52% of devices communi-
cated with non-essential destinations. Among them, smart TVs
and cameras contacted numerous non-essential destinations.
Different from the above studies, Girish et al. [183] measured
possible privacy leakage of local network interactions of CloT
devices. The authors identified uncontrolled dissemination of
sensitive information and revealed that the companion apps
and third-party SDKs could potentially abuse user-space dis-
covery protocols to access local network information, resulting
in privacy infringements.

Another group of researchers [180] conducted a large-scale
empirical measurement focusing on Home Security Cameras
(HSCs) in China. They identified three main behaviors that
can leak user privacy: A sudden increase in traffic indicates
that video uploading is in progress; the regularity change in
traffic can be used to infer whether users are active and specific
activities; and the traffic rate change can reflect changes in user
activities.

Summary: The results of privacy measurements indicate that
users’ private information may be exposed through CloT
devices. Various measurement studies have confirmed that de-
vices frequently connect to third-party servers, which can lead
to violations of local regulations such as GDPR. Therefore,
regulators must ensure that the statements about third-party
organizations in privacy policies are accurate and that devices
properly enforce these statements. Furthermore, firmware up-
dates on CIoT devices can alter existing behaviors, necessitat-
ing evaluations of the impact of time on measurement results.
Additionally, many studies focus on devices in the EU and the
US but neglect other regions, such as Asia.
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TABLE X: Summary of CloT traffic measurement literature in security and privacy

Topic Paper  Year Measurement Description
[173] 2019 Evaluating the deployment of CIoT devices in different regions and security issues that include open services and weak
default credentials.
[174] 2019 Investigating the Hajime botnet.
. [67] 2020 Measuring insecure TLS implementations and the phenomena of third-party advertising and tracking services.
Security [175] 2021 Assessing the security of TLS connections established by IoT devices and how these connections changed over time.
[176] 2021 Evaluating the impact of two ISP security policies on Mirai: closing propagation ports of malicious software and
strengthening regulatory efforts.
[177] 2022 Constructing a detailed map of IoT backend servers and revealing the relationships among these backend providers.
[178] 2022 Investigating the impact of AS structural properties on the spread of Mirai-like IoT botnets.
[19] 2019 The first group to study cross-regional data privacy on a large scale, which includes the destination of traffic, encryption
status, distribution of plaintext and ciphertext content, as well as the possible exposure of device information.
[179] 2020 The privacy risk about speaker misactivations.
. [180] 2020 A large-scale empirical measurement focusing on Home Security Cameras (HSCs) in China and identifying three major
Privacy behaviors that may leak user privacy: traffic surge, traffic regularity, and traffic rate change.
[181] 2021 Extracting the non-essential destinations of the device.
[182] 2023 Focusing on how the smart speaker ecosystem, especially Amazon Echo, collects, uses, and shares data.
[183] 2023 Measuring the privacy leakage of local network interactions of IoT devices.
Takeaways: This section categorizes the papers based traffic of thousands of devices by crowdsourcing, an up-to

on their application goals, i.e. device fingerprinting, user
activity inference, malicious traffic analysis, and measure-
ment, to answer RQ2. Based on CIoT traffic, researchers
are able to fingerprint devices, detect malicious behaviors,
infer specific user privacy, and monitor security situations.
Device fingerprinting and malicious traffic detection have
been extensively researched, achieving high accuracy in lab
environment. User activity inference has various solutions
in single-user scenarios, but there is remains a need for
research on distinguishing the activities of different users. In
measurement, existing works have evaluated CIoT security
and privacy practices from multiple perspectives. However,
some aspects need improvement, such as expanding the
variety of malware families and assessing behaviors of CloT
devices across different regions.

VII. CHALLENGES AND FUTURE RESEARCH

In this section, we answer RQ3 by summarizing the chal-
lenges and future research directions of CIoT traffic analysis
in security and privacy based on the analysis process and
application goals.

A. Traffic Collection

Compared to PC and mobile apps, CIoT devices exhibit
many special characteristics (many types, lifecycle, low-energy
communication techniques, etc.), which influence the traffic
collection process, as discussed in Section V-DI1. In the fol-
lowing part, we summarize potential future research directions
regarding CIoT traffic collection.

1) More Comprehensive Datasets: Firstly, compared with
general network analysis like website or application finger-
printing, establishing a physical CloT environment or testbed
is more time-consuming and costly, especially considering
numerous CIoT vendors, types, and models. Secondly, as out-
lined in Section V-A2, despite researchers proposing several
datasets independently and even Huang et al. [67] collected

date, unified, and large-scale CloT traffic dataset available
for researchers is still important. Considering the distinctive
traits of CloT devices, the dataset ought to span the entire
CloT lifecycle and be labeled with fine granularity, thereby
fulfilling diverse future application objectives.Lastly, as shown
in Table III, almost all commonly used CIoT datasets are self-
collected in laboratory settings. Therefore, how to construct
an open real-world dataset that does not expose any users’
privacy to support evaluations of various methods in practice
is a valuable topic.

2) Cost-minimal CloT Traffic Collection Methods: As dis-
cussed above, building a comprehensive CloT traffic dataset
is essential but remains time-consuming and costly. This
complexity is due to the diverse interaction modes among
device types, such as physical control and automation rules,
as discussed in Section II-A. Ren et al. [19] to some extent
automated the collection process by Monkey Application Exer-
ciser included in Android Studio. However, not all interaction
modes can be fully simulated in an automated way, e.g.,
the device binding process. Therefore, automating the traffic
collection process to minimize human labor is a promising
future direction. Meanwhile, traffic simulation generation can
effectively reduce economic costs, particularly for network
evaluation and the construction of datasets that contain ma-
licious traffic [186, 187]. However, constructing data sets
through virtual environments remains uncommon in the CloT
domain, possibly due to various modes of user interaction
and device types. Consequently, simulating realistic CloT
scenarios and generating realistic traffic remains an unresolved
challenge.

3) Non-IP Traffic: Most works focus on analyzing the
TCP/IP network layer traffic and above. However, as for
non-IP (Zigbee, Z-Wave, and Bluetooth) devices, existing
works [90, 96, 98, 99] often use a smart hub and collect traffic
at the router, which only captures IP packets. In scenarios
where the attacker is near the victim’s home, significant
information about the user and devices can be inferred from
link-layer packets. For instance, Gu et al. [135] successfully
inferred user behaviors through Zigbee packets. Thus, there
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is a pressing need for a comprehensive CloT traffic dataset
containing various communication protocols and techniques,
including Zigbee, Z-wave, Bluetooth, and 4G/5G. This will
enable future works to analyze and infer information across
different scenarios.

4) Malicious CloT Traffic: Catillo et al. [188] show that the
malicious traffic datasets have certain limitations. The origins
of the CloT botnet attack are widespread, and the device
count is substantial, making the creation of an up-to-date
dataset difficult. Meanwhile, most researchers rely on popular
third-party datasets, such as BotloT, N-BaloT, and 10T23, to
evaluate their methods. Therefore, it remains uncertain if their
methods can reliably identify attack traffic from previously
unidentified botnets.

B. Traffic Processing

1) Local Traffic: In Section V-D, we analyze the differences
in traffic between CloT devices and traditional computing
devices. Researchers should consider these distinct charac-
teristics when designing and implementing traffic analysis
methods. We observed that most research focuses on analyzing
the communication traffic between CloT devices and the
cloud. Compared to other studies, there is a scarcity of research
on local communication traffic analysis between CloT devices
and companion apps, but local communication could also show
a lot of information (as Girish et al. [183] did). Therefore,
effectively analyzing local communications is an intriguing
and valuable research topic.

2) Vendor Proprietary Protocols: Most works learn infor-
mation about devices by standard protocols [60, 102, 105].
However, due to security and real-time communication re-
quirements, many manufacturers opt for proprietary or private
encryption protocols based on UDP. These protocols often ren-
der standardized monitoring tools ineffective. Consequently,
developing new techniques with protocol reverse engineering
ability becomes essential for analyzing these protocols.

3) Feature Optimization: Cutting-edge research on network
traffic has proposed many methods of traffic representation.
For instance, Xie et al. [189] employed more robust TLS
features. Bronzino et al. [190] presented a framework and
system that evaluates the system-level costs of various traffic
representation methods. The work by Zola et al. [191] em-
ployed a graph-based approach that addresses class imbalance
issues and enhances the supervised node behavior classifica-
tion. Holland et al. [192] automated various aspects of traffic
analysis and introduced the tool nPrint for generating uni-
fied packet representations. In addition to these cutting-edge
approaches in network traffic, a variety of feature selection
optimization methods in ML could be employed, including
tree-based feature importance evaluation algorithms, recursive
feature elimination (RFE), LASSO, GA, etc.

C. Algorithm

1) Open-world Problem: Most studies we reviewed eval-
uate their algorithms based on lab carfted traffic datasets.
However, the types and models of CIoT devices are numerous.
The dataset for training the model possibly cannot cover all

CIoT devices worldwide. Thus, the model’s ability to identify
devices in an open world needs to be effectively verified in
the future.

2) New Types of Device: Edge CloT devices and multi-
functional devices have not received the attention it deserves.
Smart TVs, as typical edge CloT devices, mostly feature
Android-based operating systems, which could cause their
traffic characteristics to be confused with the background
traffic of devices such as smartphones. This overlap may
obscure the intrinsic features of smart TVs. Moreover, as smart
TVs add functions like voice assistants, their traffic becomes
more like that of smart speakers, deepening the confusion.
Therefore, analyzing the traffic of multifunctional devices, like
smart TVs with voice assistance and sweeping robots that
combine cameras, brings new challenges to existing algorithms
focusing on single-function devices.

3) Unified Standard Evaluation: Our survey noted that
the majority of studies lack comparative evaluations within a
unified standard test environment (both dataset and algorithm),
as outlined in VII-A. Unfortunately, the fragmented CloT
ecosystem results in haphazard evaluations. We recommend
establishing a unified standard evaluation framework for algo-
rithms addressing the same objective, which will significantly
enhance future research.

4) Applying New Al Techniques: Since 2023, the success
of large language models (LLM) [193], particularly ChatGPT,
has attracted researchers to apply them in solving issues across
various computer science domains. As Al technology rapidly
advances, future researchers may seek to deploy more Al tools
for diverse CIoT traffic analysis applications in the open world.

D. New Applications

CloT is a system that involves multiple components working
collaboratively. In addition to the application goals introduced
in Section VI, traffic analysis could possibly provide more in-
sight into the CIoT ecosystem. Currently, utilizing companion
applications to understand CIoT devices is becoming increas-
ingly common. Security testing and research on the device
encounter limitations due to firmware not being public [194].
Therefore, certain studies have resorted to static analysis of
companion applications to identify potential risks related to
user data exposure [195, 196], while others employ these
applications as proxies for fuzz testing [197]. We believe that
the traffic of CloT companion apps is a valuable research area
for understanding the CIoT ecosystem, e.g., the supply chain
ecosystem. Furthermore, existing research indicates that CIoT
traffic exposes much private information. Besides the existing
goals (fingerprinting device and user behaviors), the traffic
could possibly be used to fingerprint more CIoT applications
that expose user privacy, such as interactions with smart
voice assistants and automation rules [198] (e.g., IFTTT).
Studies have shown that IFTTT is vulnerable to malware
streams [198, 199]. Therefore, the security of third parties who
have the authority to control the device also needs to be studied
urgently. Finally, traffic analysis can also help identify vulner-
abilities in CIoT, as some researchers demonstrated [30, 200].
Given that recent studies have highlighted numerous security
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concerns, traffic analysis of the CIoT could possibly provide
more significant information to discover vulnerabilities.

Takeaways: There are several unresolved challenges and
promising future directions within the four steps of the
CloT traffic analysis. The unique characteristics of the CloT
ecosystem make the traffic analysis process more complicated
than that for PCs or mobile apps, while also introducing
new application scenarios. Specifically, the diversity of CloT
devices and communication methods creates challenges in
constructing quality datasets and processing traffic, which
may cause difficulties for traffic analysis algorithms to be
applied in the real world. Complex CIoT components (such
as devices, apps, back-end clouds, and third-party automation
services) expand the potential applications for traffic analysis,
which may inspire more interesting future works in CloT
security and privacy.

VIII. CONCLUSION

We surveyed 310 papers on traffic analysis in the field of
CIoT security and privacy from 52 conferences and journals
of high reputation. We reviewed the literature following three
research questions and answered them in the takeaways. First,
we summarize the process of CIoT traffic analysis in four steps
and identify new characteristics of CloT traffic, especially
the complexity of traffic collection and processing. Next, we
looked at the four application goals of current studies and
concluded their contributions and deficiencies based on the
CloT traffic analysis process. Finally, we summarized the chal-
lenges and pointed out future directions. Compared to general
traffic analysis, heterogeneous CIoT network architectures,
application scenarios, and device types present new challenges
in traffic analysis. We hope to inspire more researchers to
analyze the security and privacy issues of CloT from a traffic
perspective.
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