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Abstract—In this paper, we focus on one centralized and one
decentralized problem of active hypothesis testing in the presence
of an eavesdropper. For the centralized problem including a
single legitimate agent, we present a new framework based on
NeuroEvolution (NE), whereas, for the decentralized problem, we
develop a novel NE-based method for solving collaborative multi-
agent tasks, which interestingly maintains all computational
benefits of single-agent NE. The superiority of the proposed
EAHT approaches over conventional active hypothesis testing
policies, as well as learning-based methods, is validated through
numerical investigations in an example use case of anomaly
detection over wireless sensor networks.

Index Terms—Active hypothesis testing, active sensing, eaves-
dropping, privacy, deep learning, multi-agent systems.

I. INTRODUCTION

Active Hypothesis Testing (AHT) refers to the family of
problems where one legitimate agent or decision maker, or a
group of collaborating agents or decision makers, adaptively
select(s) sensing actions and collect(s) observations in order
to infer the underlying true hypothesis in a fast and reliable
manner [1], [2]. AHT and related problems, such as active
parameter estimation [3] and active change point detection [4],
[5], find numerous applications in wireless communications,
including anomaly detection over sensor networks [6], strong
or weak radar models for target detection [7], cyber-intrusion
detection, target search, and adaptive beamforming [8], as well
as, very recently, RIS-enabled localization [9] and channel
estimation [10]. In addition, AHT is closely related to the
feedback channel coding problem [11].

In [12], [13], [14], [15], AHT was modeled as a Partially-
Observable Markov Decision Process (POMDP). In particular,
[13], [14], [15] showcased the superiority of Deep Rein-
forcement Learning (DRL) strategies over conventional AHT
heuristics. The recurrent DRL algorithm in [13] was shown to
compete with classical model-based strategies without having
knowledge of the environment dynamics. More complex AHT-
based anomaly detection problems with sampling costs were
discussed in [16], and appropriate DRL strategies that balance
detection objectives with cost management were proposed.
Collaborative multi-agent DRL for AHT was studied in [17],
[18], [19]. Specifically, the authors in [19] discussed how
sampling cost constraints can be managed in a multi-agent

environment using Lagrange multipliers. Very recently, AHT
in the presence of adversaries that target to corrupt the
observations of legitimate agents was studied in [20], [21]. The
former work assumed non-adaptive decision making where the
agent terminates when an adversary is detected, while the latter
work focused on the case of adaptive and intelligent legitimate
as well as adversarial agents.

Due to the growing concerns for data privacy, many works
studied privacy in passive hypothesis testing problems, where
there is no control over the sensing actions. For example, [22]
elaborated on how to perform remote estimation of the system
state through sensor data while impairing the filtering ability of
eavesdroppers, and [23] studied secure distributed hypothesis
testing. The problem of single-agent Evasive AHT (EAHT),
where a passive Eavesdropper (Eve) collects noisy estimates
of the legit observations and tries to infer the underlying
hypothesis, was studied in [24], focusing however explicitly
on the asymptotical case. In that work, the authors formulated
single-agent EAHT as a constrained optimization problem
including the legitimate agent’s and the Eavesdropper’s (Eve)
error exponent. However, near-optimal or optimal action se-
lection policies were not presented. In this paper, motivated
by the lack of explicit policies for EAHT, we present novel
single- and multi-agent EAHT approaches for wireless sensor
networks that are based on a deep NeuroEvolution (NE)
framework. Our contributions are summarized as follows:

1) We formulate the single-agent EAHT problem studied
in [24] as a constrained POMDP and present a NE-
based method for solving it. Our numerical investiga-
tions showcase that our method satisfies the privacy
constraint, while achieving similar accuracy to popular
AHT methods that ignore the existence of any adversary.

2) We present a novel formulation of the decentralized
multi-agent EAHT problem, where a group of agents
tries to infer the underlying hypothesis, while keeping it
hidden from a passive eavesdropper.

3) We present a novel method for solving decentralized
POMDPs via deep NE, and apply it to the decentral-
ized EAHT problem at hand. We numerically compare
this scheme with state-of-the-art multi-agent DRL al-
gorithms. It is demonstrated that our NE-based method
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outperforms existing algorithms, while maintaining all
computational benefits of single-agent NE.

II. EAHT PROBLEM FORMULATIONS

In this section, we introduce two EAHT problems, a cen-
tralized one with a single agent and a decentralized one with a
group of agents having access to different sensing action sets.
In the latter problem, the agents exchange information with
each other and each one separately infers the hypothesis [17].

A. Centralized Problem

Let X ≜ {0, 1, 2, . . . , |X |−1} be a finite set of hypotheses,
while the true hypothesis x is unknown. A legitimate agent
has access to a finite set of sensing actions A, and at each
time instance t, it selects an action at ∈ A. In response to this
action, the agent collects the noisy observation yt. In parallel,
an eavesdropper (Eve) being present in the system receives
another noisy observation zt. The conditional probability of yt
given x and at is denoted as P [yt|at, x], whereas the respective
conditional probability of zt is Q[zt|at, x]. We assume that the
distributions P [·] and Q[·] are either known a priori [12], [24]
or can be reliably estimated from a large dataset. The known
prior probability over the hypotheses is denoted as π0(x).

The legitimate agent maintains an |X |-dimensional belief
vector πL

t (X ) over all possible hypotheses x ∈ X at time
instant t, and Eve does the same via the belief vector πE

t (X ).
For the former, given an action observation pair (at, yt), the
legit belief on each hypothesis x is updated as follows [15]:

πL
t+1(x) =

πL
t (x)P [yt|at, x]∑

x′∈X πL
t (x

′)P [yt|at, x′]
. (1)

Similarly, Eve’s belief given a pair (at, zt) can be updated
as:

πE
t+1(x) =

πE
t (x)Q[zt|at, x]∑

x′∈X πE
t (x

′)Q[zt|at, x]
. (2)

The posterior error probability of the agent at each time
instant t is obtained as γL

t = 1 − maxx∈X πL
t (x), while for

Eve as γE
t = 1 − maxx∈X πE

t (x). We also assume that the
legitimate agent controls the stopping time τ . To this end,
once the episode terminates, both the agent and Eve guess the
underlying hypothesis according to the maximum a posteriori
decoding rule.

The goal of the legitimate agent is to reliably estimate the
true hypothesis as quickly as possible, while keeping Eve’s
error probability above a certain application/agent-defined
threshold. Let gt ≜ g(at|πL

t (X )) represent the policy of the
agent at each time instance t. The policy is a probabilistic
mapping from belief vectors to the action set combined with
an additional action for episode termination. The total policy
of the legitimate agent for a sensing horizon of τ time slots
is defined as follows:

g ≜ (g1, g2 · · · , gτ , τ). (3)

By using user defined scalars E and L, this problem can be
formulated as a constrained POMDP problem as follows:

OP1 : min
g

E[τ ]

s.t. γL
τ ≤ L, γE

t ≥ E ∀t = 1, 2, . . . , τ.

The expectation in the latter objective is taken with respect
to g, P [·], Q[·], and π0(x). It is noted that, without the
second constraint, OP1 is essentially an AHT problem. Even
without the instantaneous constrains, POMDPs are NP-hard
[25], therefore, we do not expect to find exact solutions. In
the next section, we will present near-optimal policies using
deep policy optimization techniques.

B. Decentralized Problem

In the decentralized problem, a group of K legitimate agents
collaborates to infer the underlying hypothesis. We assume that
each k-th agent, with k = 1, 2, . . . ,K, has access to a sensing
action set Ak. By probing the environment with an action akt
at time slot t, the k-th agent receives a noisy observation ykt
with conditional distribution P [ykt |akt , x], while Eve observes
the noisy quantity zkt with conditional distribution Q[zkt |akt , x].
It is assumed that both ykt and zkt do not depend on the actions
of other than the k-th agent. This agent is assumed to also
broadcast the action and observation tuple (akt , y

k
t ) to a set Ok

of neighboring legitimate agents, while receiving observations
from another set Ik of agents.

Given a pair (at, yt) of actions and observations, with
at ≜ (a1t , a

2
t , . . . , a

K
t ) and yt ≜ (y1t , y

2
t , . . . , y

K
t ), each k-th

legitimate agent updates its belief according to the expression:

ρkt (x) =
ρkt−1(x)

∏
(ak

t ,y
k
t )∈(at,yt)

P [ykt |akt , x]∑
x′∈X ρkt−1(x

′)
∏

(ak
t ,y

k
t )∈(at,yt)

P [ykt |akt , x′]
. (4)

Similarly does Eve via the following belief update rule:

ρEt (x) =
ρEt−1(x)

∏
(ak

t ,z
k
t )∈(at,zt)

Q[zkt |akt , x]∑
x′∈X ρEt−1(x

′)
∏

(ak
t ,z

k
t )∈(at,zt)

Q[zkt |akt , x]
, (5)

where zt ≜ (z1t , z
2
t , . . . , z

K
t ).

In this multi-agent case, we will further assume that each
of the action sets Ak also contains a “no sensing action”
element, according to which the observations ykt and zkt are
not generated. It is noted, however, that when a k-th legitimate
agent selects this option, it can still update it’s belief using
information from the other K − 1 agents. We also consider
that each agent can exit independently the sensing process,
therefore, their communication graph may vary with time.
To treat this general case, we consider as stopping time the
time instance the last agent exits the sensing process, i.e.,
τ = maxk τk with τk denoting the stopping time of each k-th
agent. We also use notation γL

t,k for the posterior error prob-
ability of each agent k at time instant t. Similar to OP1, our
goal is to find a collective agent policy gC ≜ (g1, g2, . . . , gk),



where each gk is obtained from (3), that approximately solves
the following optimization problem.

OP2 : min
gC

E[τ ]

s.t. γL
τk,k

≤ L ∀k, γE
t ≥ E ∀t = 1, 2, . . . , τ.

III. DEEP NEUROEVOLUTION SCHEMES FOR EAHT

The consideration of NE schemes for solving MDPs and
POMDPs is an old idea, dating back, for example, to [26],
[27], which has been left largely undeployed, mainly due to
the recent impressive success of DRL approaches. However, in
the past few years, it has been experimentally shown that, even
simple NE schemes, can rival back-propagation algorithms,
such as Q-learning and policy gradients, outperforming DRL
approaches in various single-agent POMDPs [28], [29]. The
main benefits of NE over DRL are summarized as follows:

• NE is easier to implement (replay buffers, advantage
estimation etc. are not needed) and to parallelize over
multiple Central Processing Units (CPUs).

• Reward reshaping and exploration techniques are not
required in NE schemes.

• DRL schemes face instability problems, which are asso-
ciated with back-propagation through time. This issue is
absent in NE.

NE’s basic idea is to directly search the space of the
policy networks via nature-inspired algorithms; note that, in
NE, critic networks are not considered. In particular, each
chromosome of an individual represents some parameters of
a policy neural network [28], [30]. It is noted that, due to
the large number of parameters in a network, it is typically
infeasible to construct individuals representing all of the net-
work parameters. To this end, techniques that take advantage
of the neural network structure in order to construct smaller
individuals are usually devised. Particularly, a generation of
individuals is initialized randomly. Each individual is then
evaluated, and its fitness function is stored. The individuals
with the highest fitness function are selected for mating.
During mating, the parameters of two or more individuals
are merged by various methods (e.g., crossover operation).
The new individuals then replace the ”weaker” individuals
of the population. This procedure is repeated for multiple
generations. It is noted that further genetic operations [31],
such as mutation, can be utilized to increase exploration.

In the following, we will describe how NE can be applied
to the considered centralized EAHT problem. In addition, a
novel NE method to deal with multi-agent POMDPs will be
presented, which will be deployed to solve the considered
decentralized EAHT problem.

A. Centralized EAHT

The policy network of an individual, which is needed in the
NE formulation, is a mapping from beliefs to actions. We will
use the Cooperative Synapse NE (CoSyNE) method [30] to

Fig. 1: The proposed neural network architecture for NE-based
multi-agent cooperation. Each agent passes its belief to the
global feature extractor, and then, to its individual branch. The
entire architecture can be evolved with typical NE algorithms,
such as the CoSyNE one [30] deployed in this paper.

evolve a feed-forward policy network. The fitness function of
a policy network θ is defined as follows:

f(θ) =

{
−AE , AE ≥ 1− E

Ê−1
τ , otherwise

, (6)

where AE ≜ Êmaxt maxx π
E
t (x) represents the average of

the maximum Eve’s belief value during an episode with Ê
being the sample average, and Êτ is the average horizon, both
calculated from a large number EP of Monte Carlo episodes.
It is noted that episodes in which Eve has large beliefs on
some hypothesis are penalized. According to this definition,
if a policy network cannot satisfy the privacy constraint, it is
“encouraged” to do so; this is imposed from the first part of the
fitness function f(θ). Otherwise, the network is “encouraged”
to minimize the expected stopping time. Finally, individuals
that satisfy the privacy constraint with the shortest stopping
time are selected for mating.

Similar to recent works on deep learning for active hy-
pothesis testing and related problems, e.g., [14], [19], the
policy network is only responsible for action selection. In this
paper, we utilize a simple stopping rule, according to which
termination takes place the first time t for which holds γL

t < L.

B. Decentralized EAHT

In this section, we design a dual-component deep NE
approach for multi-agent cooperative tasks, which builds upon
existing single-agent NE algorithms; to this end, we will
use the previously mentioned CoSyNE algorithm [30], but
other algorithms can be used as well. The proposed approach



TABLE I: Flipping probabilities for each sensor’s three distinct
access actions.

Sensor Access Action Number fL fE

1 0.125 0.125
2 0.2 0.4
3 0.25 0.45

maintains all the previously highlighted NE benefits, and can
be applied to tasks with multiple heterogeneous agents. Its
first component is a feature extractor network that is utilized
by all agents, and its second component is comprised of K
individual branches, one for each agent. The idea is to deploy
the feature extractor weights to learn functions that will be
used by all agents. The individual branches are then used to
learn specific policies for each agent. Since the agents are
heterogeneous, they might have vastly different beliefs and
action sets of different sizes. Moreover, some agents may
have to remain inactive more often because their actions cause
very significant information leakage. For the latter reasons,
the proposed approach uses individual branches. The entire
architecture is evolved as one network using CoSyNE [30].
During the deployment/testing phase, each agent is provided
with the common feature extractor and its individual branch.
The proposed neural network architecture for NE-based multi-
agent cooperative tasks is illustrated in Fig. 1.

In the proposed decentralized EAHT scheme, the fitness
function of an individual is evaluated as follows. For each
evaluation episode, the hypothesis is randomly sampled from
π0(X ) and the beliefs of all agents are initialized. At each
time instance, each agent selects its action by passing the local
belief through the feature extractor, and then, by forwarding
the resulting output to its local branch. After EP Monte
Carlo episodes take place, the fitness is computed according
to expression (6), considering an appropriate adjustment to
account for the decentralized stopping time, as defined in
Section II-B. Each agent utilizes the stopping rule γL

t < L, as
defined in the previous Section III-A.

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, we present performance evaluation results
for our NE-based single- and multi-agent EAHT schemes con-
sidering an anomaly detection scenario over wireless sensor
networks. Different values for the thresholds L and E as well
as for the number of sensors have been considered.

A. NE Implementation

The proposed single-agent NE scheme uses a feed-forward
neural network with 2 hidden layers each comprising 200
units, whereas the proposed multi-agent algorithm utilizes a
feature extractor with 2 hidden layers of 300 hidden units and
K branches (each corresponding to one of the K agents) with
2 layers of 200 units.

B. Single-Agent EAHT

We consider S independent and identical sensors with
the task to detect anomalies in their proximity [14]. It is

assumed that any number of sensors can be near an anomaly,
therefore there are in total 2S possible hypotheses. At each
time instance, the single agent probes one sensor and receives
the following binary observation:

yt =

{
s, with probability 1− fL

1− s, with probabilityfL
, (7)

where s is a binary number corresponding to the sensor’s
state (whether it is near an anomaly or not) and fL is the
flipping probability. A similar equation holds for the Eve’s
observation zt, whose a flipping probability is denoted by
fE . We assume that the single agent can access each sensor
with three different actions, each corresponding to one of
the three different flipping probability values. Therefore, the
total actions available to the agent are 3S. The three different
flipping probability values and the respective three distinct
sensor access actions are demonstrated in Table I.

In the performance results illustrated in Figs. 2–4, we
have set L = 0.1 and considered two values for E, namely
E = 0.4 and 0.3. In addition, the number of available
sensors S was varied between 2 to 4. Finally, the fitness
evaluation episodes number was set to EP = 1000. As
benchmark schemes, we have implemented two conventional
AHT strategies that ignore the the existence of Eve: the
Chernoff test [1] and a myopic Extrinsic Jensen-Shannon
(EJS) maximization strategy [15]. We have also simulated
the performance of a Proximal Policy Optimization (PPO)
DRL algorithm rewarded for error minimization, like the one
in [19], [13]. For this case, if the privacy constraint failed,
a large penalty was reached, and consequently, the episode
was terminated. In this DRL approach, larger networks than
the proposed NE-based schemes were used, in particular, an
actor and a critic with 2 hidden layers each consisting of 300
units. It is noted that a plethora of alternative reward functions
were also studied, without, however, yielding any performance
improvement. Details on this investigation will be available in
a future extended version of this work.

The average stopping time, the legitimate empirical error
probability (at the final time instance), and the empirical error
probability of Eve after training demonstrated in Figs. 2–4
were obtained via EP = 1000 Monte Carlo simulations. It
can be first observed that the legitimate error probability is
smaller than the value of the threshold L for all approaches.
Interestingly, the proposed NE-based EAHT approach and the
PPO benchmark lead to substantially higher error probability
on Eve’s side. However, the conventional approaches cannot
satisfy the privacy constraints, resulting in a large margin
from the latter best schemes. It can be also seen that Eve’s
error probability is always less than 0.3. In addition, for some
experiments, Eve’s error probability is more than 50% smaller
than the desired threshold. As expected, there is some trade-
off in the episode stopping time, since the proposed NE and
PPO methods need to perform a few more sensing actions.
It is finally shown that the CoSyNE algorithm achieves a
shorter average stopping time than the PPO benchmark, in all
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Fig. 2: Legitimate error probability of single-agent EAHT for
different values of the threshold E.

simulated investigations. In fact, in most of the simulations’
settings, the stopping time of the CoSyNE algorithm was at
least 20 % shorter than the stopping time with PPO. Moreover,
CoSyNE terminates faster than the Chernoff test which by
design ignores the existence of any adversary.

C. Multi-Agent EAHT

Due to the decentralized nature of this EAHT problem,
we have only considered one DRL-based benchmark, and
specifically, a multi-agent PPO algorithm with separate actors
for each agent and a global critic, similar to [17], [19]. For this
benchmark’s implementation, when the privacy constraint was
satisfied, it was rewarded for error minimization, otherwise, a
large penalty was received. Besides the penalty, training was
nearly identical to state-of-the-art DRL approaches for multi-
agent active sensing [17], [19]. In terms of implementation
complexity, this PPO-based benchmark tailored to individual
actors deploys a neural network with 2 hidden layers, each
comprising 300 units, and a global critic with 3 hidden layers,
each of 300 units.

In Fig. 5, we considered the same observation model with
the single-agent case as well as K = 4 fully connected agents,
fixed the thresholds as L = 0.1 and E = 0.3, and varied
the number of sensors S from 6 to 12, yielding 212 possible
hypotheses in total. We have assumed that the first two agents
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Fig. 3: Eavesdropping error probability of single-agent EAHT
for different values of the threshold E.

have access to the first half of the sensors, and the other two
have access to the rest. Since both our NE-based and the
DRL benchmark for multi-agent EAHT approaches satisfy the
accuracy and privacy constraints, we only include a plot of the
average stopping time. Interestingly, the NE approach achieves
a shorter stopping time for larger values of K.

V. CONCLUSION AND FUTURE WORK

In this paper, we studied both single- and multi-agent EAHT
problems and presented NE-based solutions. Specifically for
the decentralized multi-agent problem, we devised a novel
NE method for dealing with collaborative multi-agent tasks,
which maintains all computational benefits of single-agent
NE. The superiority of the presented approaches over EAHT
benchmarks was demonstrated through numerical simulations.

There are a lot of exiting directions for future work, as
extensions of the presented NE-based framework in this paper.
One direction is to extend our experimental investigations and
the theoretical analysis of [24] to other challenging active
sensing tasks, e.g., similar to [3], [5], [8]. It is also worthwhile
to examine scenarios with multiple heterogeneous and active
eavesdroppers. Finally, we believe that our proposed decentral-
ized NE-based approach can be applied to more collaborative
decision making tasks beyond hypothesis testing, e.g., robotic
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Fig. 4: Average episode stopping time of single-agent EAHT
for different values of the threshold E.

Fig. 5: Average episode stopping times of multi-agent EAHT
for the threshold values L = 0.1 and E = 0.3.

agents [32], resource allocation for the internet-of-things [33],
and role allocation in crisis management [34].
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