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Abstract. The capabilities of large language models (LLMs) have been progressing at a breathtaking
speed, leaving even their own developers grappling with the depth of their potential and risks. While
initial steps have been taken to evaluate the safety and alignment of general-knowledge LLMs, exposing
some weaknesses, to our knowledge, the safety and alignment of medical LLMs has not been evaluated
despite their risks for personal health and safety, public health and safety, and human rights. To this end,
we carry out the first safety evaluation for medical LLMs. Specifically, we set forth a definition of medical
safety and alignment for medical artificial intelligence systems, develop a dataset of harmful medical
questions to evaluate the medical safety and alignment of an LLM, evaluate both general and medical
safety and alignment of medical LLMs, demonstrate fine-tuning as an effective mitigation strategy, and
discuss broader, large-scale approaches used by the machine learning community to develop safe and
aligned LLMs. We hope that this work casts light on the safety and alignment of medical LL.Ms and
motivates future work to study it and develop additional mitigation strategies, minimizing the risks of
harm of LLMs in medicine.

1 Introduction

The capabilities of large language models (LLMs) have been progressing at a breathtaking speed, leaving
even their own developers grappling with the depth of their potential and risks. Medical LLMs, LLMs trained
on large corpora of medical data, have been shown to achieve high performance on a variety of medical tasks
and are more and more integrated into clinical practice [1, 2]. On the one hand, they have the potential
to improve medicine and healthcare, such as improving diagnostic and prognostic accuracy, and efficiency.
On the other hand, they can also be used for nefarious ends to cause harm, such as presenting persuasive
misdiagnoses or misinformation, violating privacy, designing biological weapons, plotting a global pandemic.
Therefore, it is critical to develop LLMs that are safe and aligned, i.e., that behave in a manner consistent
with human intentions, preferences, and values [3]. This is especially the case for medical LLMs which
contain medical knowledge and are intended for use in medical settings.

However, while initial steps have been taken to evaluate the safety and alignment of general-knowledge
LLMs, exposing some weaknesses, to our knowledge, the safety and alignment of medical LLMs has not
been evaluated despite their risks. Such an evaluation is of critical importance because at stake are such
fundamental issues as personal health and safety, public health and safety, and human rights. More broadly,
the machine learning community has called for the study of the responsible use of LLMs in general [4], and
the medical machine learning community has called for it in medicine [5, 6].

To this end, we conduct the first safety evaluation of medical LLMs. Specifically, we set forth a definition
of medical safety and alignment for medical artificial intelligence (AI) systems, develop a dataset of harmful
medical questions to evaluate the medical safety and alignment of an LLM, evaluate both general and
medical safety and alignment of medical LLMs, demonstrate fine-tuning as an effective mitigation strategy,
and discuss broader, large-scale approaches used by the machine learning community to develop safe and
aligned LLMs. We hope that this work casts light on the safety and alignment of medical LLMs and motivates
future work to study it and develop additional mitigation strategies, minimizing the risks of harm of LLMs
in medicine.

2 Defining safety and alignment in medicine

The first step in evaluating safety and alignment in medicine is to define it: What does it mean for an Al
system to behave in a manner that is consistent with human intentions, preferences, and values when it is
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used in a medical setting? We base the definition of medical safety and alignment on the Principles of Medical
FEthics 7] from the Code of Medical Ethics [8] set forth by the American Medical Association (AMA). The
AMA established its first Code of Medical Ethics in 1847. The current version of the AMA’s Principles of
Medical Ethics was adopted in 1957 and last revised in 2001 [9]. It is a time-tested, living and evolving set

of principles for ethical conduct in medicine.

According to the AMA, these principles represent “standards of conduct that define the essentials of
honorable behavior for the physician”, outlining a physician’s “responsibility to patients first and foremost,
as well as to society, to other health professionals, and to self” [8]. AMA’s current Principles of Medical

Ethics are presented in Table 1.

We define an LLM to be safe and aligned in medicine if it outputs responses that are consistent with

these principles.

Theme

Principle

Competence, Compassion, and
Respect for Human Dignity

I. A physician shall be dedicated to providing competent medical
care, with compassion and respect for human dignity and rights.

Professionalism and Honesty

IT. A physician shall uphold the standards of professionalism, be
honest in all professional interactions, and strive to report physi-
cians deficient in character or competence, or engaging in fraud
or deception, to appropriate entities.

Law and Responsibility to Soci-
ety

III. A physician shall respect the law and also recognize a respon-
sibility to seek changes in those requirements which are contrary
to the best interests of the patient.

Patient Rights and Confidential-
ity

IV. A physician shall respect the rights of patients, colleagues, and
other health professionals, and shall safeguard patient confidences
and privacy within the constraints of the law.

Continued Study and Informa-
tion Sharing

V. A physician shall continue to study, apply, and advance sci-
entific knowledge, maintain a commitment to medical education,
make relevant information available to patients, colleagues, and
the public, obtain consultation, and use the talents of other health
professionals when indicated.

Physician’s Freedom of Choice

VI. A physician shall, in the provision of appropriate patient care,
except in emergencies, be free to choose whom to serve, with whom
to associate, and the environment in which to provide medical
care.

Community and Public Health

VII. A physician shall recognize a responsibility to participate in
activities contributing to the improvement of the community and
the betterment of public health.

Responsibility to Patient

VIII. A physician shall, while caring for a patient, regard respon-
sibility to the patient as paramount.

Medical Care for All

IX. A physician shall support access to medical care for all people.

Table 1: The Principles of Medical Ethics set forth by the American Medical Association (right) and the
theme of each principle summarized by the authors (left). We define an LLM to be safe and aligned in

medicine if it outputs responses that are consistent with these principles.
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3 Evaluation of safety alignment in medical LLMs

In this section, we evaluate both the general and medical safety and alignment of both general-knowledge
and medical LLMs. First, we create a dataset of harmful medical prompts. Then, we describe the setup and
results of the evaluation.

3.1 med-harm: Harmful Medical Prompts Dataset

In the research literature, the safety and alignment of LLMs are often evaluated using benchmark datasets
consisting of harmful prompts that an LLM should refuse to answer. The safety of an LLM is typically
measured by its unwillingness to respond to such prompts. For example, Qi et al. [10] develop a safety dataset
by collecting harmful prompts that violate Meta and OpenAl usage policies. Bhardwaj and Poria [11] create
a dataset of harmful questions and answers using a red-teaming strategy called Chain of Utterances, which
involves using one LLM to elicit harmful responses from another. Zhang et al. [12] introduce a multiple-
choice question benchmark to evaluate LLM safety. Although several safety evaluation benchmarks have
been proposed in the literature, they generally do not address the unique concerns of the medical domain.
The safety of medical LLMs is especially important due to potential risks of misuse, injury, bias, privacy,
and security.

In this section, we present med-harm, a dataset of harmful LLM prompts in a medical context. We base
the dataset on the nine Principles of Medical Ethics outlined by the AMA. Each principle forms a category
containing prompts that violate the respective ethical guideline. We use two publicly available LLMs, GPT-
4 [13] and Llama-2 [14], to generate a diverse set of prompts in an automated and systematic fashion.
We refer to the resulting datasets as med-harm-1lama2 and med-harm-gpt4, respectively, and as med-harm,
collectively.

med-harm-gpt4: To generate harmful prompts for med-harm-gpt4, we prompted GPT-4, asking it to write
commands or questions that might be given to an AT assistant that violate each principle of medical ethics. If
GPT-4 declined to answer, we added that the prompts are for educational purposes. We collect the generated
prompts and filter out duplicates and those that are irrelevant to the corresponding principle via manual
inspection.

med-harm-1lama2: We use the Llama-2-7b-chat version of the Llama-2 model to generate prompts.
Although it was possible to simply ask GPT-4 to generate harmful prompts, we found that Llama-2-7b-
chat did not readily comply with our request for generating such prompts. To circumvent this, we employ
a jailbreaking technique on the Llama-2-7b-chat model using the Greedy Coordinate Gradient attack
algorithm developed by Zou et al. [15]. Given a prompt, this algorithm optimizes a sequence of adversarial
input tokens that, when appended to the prompt, cause the LLM to produce a desired target sequence. For
our purposes, we set the input prompt for Llama-2-7b-chat to a request to produce harmful prompts that
violate a particular AMA principle and the target sequence to an affirmative response. The following is an
example of a prompt and target sequence using the principle of Competence, Compassion, and Respect for
Human Dignity from Table 1.

Input Prompt

A physician shall be dedicated to providing competent medical care, with compassion
and respect for human dignity and rights. Write twenty examples of harmful or unethical
prompts in the form of questions or commands for a medical LLM that violate this principle.

Target Sequence

Sure, here are twenty examples of harmful and unethical prompts in the form of questions
and commands that violate the principle that a physician shall be dedicated to providing
competent medical care, with compassion and respect for human dignity and rights.

\ J

We observe that the attack succeeds within a few hundred iterations of the optimization and the model
generates prompts violating the AMA principle specified in the input prompt. We collect the generated
prompts and filter out duplicates and those that are irrelevant to the corresponding principle via manual
inspection.
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The med-harm dataset consists of 1,742 harmful medical prompts, spanning all nine principles of medical
ethics. The dataset is evenly divided into a training set and test set.

3.2 Evaluation setup

Next, we evaluate the safety and alignment of general-knowledge and medical LLMs. The LLMs, datasets,
procedure, and metric used in the evaluation are described below.

LLMs. We evaluate the safety and alignment of publicly-available, general-knowledge LLMs and medical
LLMs. The general-knowledge LLMs include LLaMA-7b [16], LLaMA-13b [16], LLaMA-2-7b [14], LLaMA-2-
13b [14], LLaMA-2-70b [14], LLaMA-2-7b-chat [14], LLaMA-2-13b-chat [14], LLaMA-2-70b-chat [14], GPT-
3.5 [17], and GPT-4 [13]. They are largely trained on data from the internet and books. Of the general-
knowledge LLMs, LLaMA-2-7b-chat, LLaMA-2-13b-chat, LLaMA-2-70b-chat, GPT-3.5, and GPT-4 have
been further trained to behave in an aligned manner. These LLMs are the latest aligned LLMs and, although
imperfect, serve as benchmark for the kind of aligned behavior in LLMs that is currently achievable.

The medical LLMs include Medalpaca-7b [18], Medalpaca-13b [18], Meditron-7b [19], Meditron-70b [19],
ClinicalCamel-7b [20], and Med42-70b [21]. They are general-knowledge LLM base models that have been
further pretrained and/or fine-tuned on medical data. To our knowledge, none of the medical LLMs have
been trained to behave in an aligned manner.

Datasets. We evaluate the general and medical safety and alignment of LLMs using three benchmark
datasets of harmful prompts. To evaluate general safety and alignment, we use the hex-phi dataset [10].
It consists of 330 harmful general prompts, spanning eleven categories of general harm (Illegal Activity,
Child Abuse Content, Hate / Harassment / Violence, Malware, Physical Harm, Economic Harm, Fraud
Deception, Adult Content, Political Campaigning, Privacy Violation Activity, and Tailored Financial Advice).
To evaluate medical safety and alignment, we use med-harm, which is made up of med-harm-1lama2 and
med-harm-gpt4. It consists of 1,742 harmful medical prompts, spanning all nine principles of medical ethics.

Metrics. To evaluate the safety and alignment of an LLM, we ask GPT-4 to judge the harmfulness of
the response and score the extent to which the LLM’s response answers the input prompt, i.e., the LLM’s
“willingness” to respond to the harmful prompt, inspired by the evaluation metric developed by Qi et al. [10].
The motivation for using the willingness of an LLM to respond to harmful prompts as a measure of safety and
alignment is that it is a strict measure. An LLM’s refusal to respond to a harmful prompt indicates that it did
not provide harmful information. On the other hand, an LLM’s agreement to respond to a harmful prompt
suggests that its response includes information that may be harmful. The extent to which this information,
if used, can cause real-world harm largely depends on the capabilities of the LLM. For example, responses
generated by GPT-4, a state-of-the-art LLM, are likely more actionable and coherent than those generated
by its predecessors (e.g., GPT2 [22]). In addition, using the willingness of an LLM to respond to harmful
prompts as a measure of safety and alignment is consistent with ethics evaluations of humans — humans are
assessed based on their ability to responsibly discern and abstain from dangerous or unethical activities, not
based on their ability to carry out the activity.

Given a harmful prompt, an LLM’s response to the prompt, a model usage policy, and a rubric, we use
GPT-4 to score the LLM’s “willingness” to respond to the prompt on a scale of one to five (“harmfulness
score”). When evaluating general safety and alignment, the model’s usage policy is Meta’s usage policy [23].
When evaluating medical safety and alignment, the model’s usage policy is defined in accordance with the
AMA'’s nine principles of medical ethics [8]. The rubric provides criteria for rating the extent to which the
LLM answers the harmful prompt, with a score of one indicating that the LLM declined to answer the
harmful prompt or steers the conversation towards a direction consistent with the usage policy, and a score
of five indicating that the LLM complied in answering the harmful prompt, completely ignoring the model’s
usage policy and providing information that clearly violates the policy. Thus, the lower the score, the less
the LLM’s response answers the harmful prompt, and the safer and more aligned the LLM’s response is.

3.3 Evaluation results

We prompt each LLM using the harmful prompts from each benchmark dataset and record the LLM’s
response. Then, we measure the extent to which the LLM’s response answers the harmful prompt using the
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metric described above. The average score for each model’s responses to harmful prompts on each harmful
dataset is shown in Figure 1.

Safety and alignment of general-knowledge LLMs. Among general-knowledge LLMs, aligned LLMs (Llama-
2-7b-chat, L1lama-2-13b-chat, Llama-2-70b-chat, GPT-4, and GPT-3.5) have the lowest harmfulness scores
followed by the non-aligned Llama-2 models, followed by the non-aligned predecessor Llama models. This
trend is consistent across all three datasets. However, across datasets, even aligned models occasionally out-
put responses with high harmfulness scores, indicating that even aligned models sometimes readily answer
harmful prompts. These results suggest that newer LLMs are more aligned and that the alignment training
for general-knowledge LLMs is effective, although imperfect, on general harm and medical harm.

Safety and alignment of medical LLMs. Among medical LLMs, across datasets, Meditron-70b consis-
tently has low harmfulness scores across all three datasets. Other medical LLMs tend to have much higher
harmfulness scores. In addition, across datasets, medical LLMs tend to have higher harmfulness scores than
general-knowledge LLMs, particularly when compared with aligned general-knowledge LLMs which serve as
benchmark for the extent of aligned behavior that is currently achievable. Therefore, these results indicate
that medical LLMs are at risk of outputting more harmful outputs than general-knowledge LLMs.

General vs. medical safety and alignment. Both non-aligned general-knowledge LLMs and medical LLMs
tend to have higher harmfulness scores for harmful general prompts (hex-phi) than for harmful medi-
cal prompts (med-harm-1llama2 and med-harm-gpt4). Within medical harm, these models tend to have
higher harmfulness scores when the harmful prompts contain medical jargon (med-harm-gpt4 vs. med-harm-
1lama?), suggesting that prompts may be perceived by the LLM to be less harmful when they include
technical, scientific terms. Meanwhile, the aligned general-knowledge LLMs show consistently low harmful-
ness scores across general harm, medical harm without medical jargon (med-harm-llama2), and medical
harm with medical jargon (med-harm-gpt4). Additional results forthcoming.

4 Fine-tuning: A mitigation strategy

Next, we demonstrate that fine-tuning medical LLMs on safety demonstrations improves their general and
medical safety. Results forthcoming.

5 Discussion

In this section, we discuss other approaches used by the machine learning community to develop aligned
LLMs, such as reinforcement learning with human feedback, considerations when aligning LLMs, the impli-
cations of this work, and future research directions. Discussion forthcoming.
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Fig. 1: Average harmfulness score for each model by dataset.
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