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Conjectural Online Learning with First-order Beliefs
in Asymmetric Information Stochastic Games

Tao Li, Kim Hammar, Rolf Stadler, and Quanyan Zhu

Abstract— Asymmetric information stochastic games (AISGS)
arise in many complex socio-technical systems, such as cyber-
physical systems and IT infrastructures. Existing computational
methods for AISGs are primarily offline and can not adapt to
equilibrium deviations. Further, current methods are limited
to particular information structures to avoid belief hierarchies.
Considering these limitations, we propose conjectural online
learning (COL), an online learning method under generic
information structures in AISGs. COL uses a forecaster-actor-
critic (FAC) architecture, where subjective forecasts are used
to conjecture the opponents’ strategies within a lookahead
horizon, and Bayesian learning is used to calibrate the con-
jectures. To adapt strategies to nonstationary environments
based on information feedback, COL uses online rollout with
cost function approximation (actor-critic). We prove that the
conjectures produced by COL are asymptotically consistent with
the information feedback in the sense of a relaxed Bayesian
consistency. We also prove that the empirical strategy profile
induced by COL converges to the Berk-Nash equilibrium, a
solution concept characterizing rationality under subjectivity.
Experimental results from an intrusion response use case
demonstrate COL’s faster convergence over state-of-the-art
reinforcement learning methods against nonstationary attacks.

I. INTRODUCTION

Stochastic game theory provides an analytical framework
for automated and resilient management of complex socio-
technical systems (STSs) [1], such as cyber-physical systems
and IT infrastructures [2], where decision-making entities
(players) jointly control the system’s evolution. Due to the
complex nature of STSs and players’ distinct capabilities,
players have asymmetric information structures (feedback),
i.e., players acquire different information over time.

Information asymmetry poses a significant computational
challenge since each player has to reason recursively about
the other players’ (opponents’) private information. In par-
ticular, information asymmetry causes players’ beliefs to
bifurcate, which means that each player has to form a
belief about the opponents’ belief (a second-order belief),
a belief about the opponents’ second-order belief (a third-
order belief), etc., leading to infinite belief hierarchies [3].

To avoid belief hierarchies, prior work focuses on special
classes of asymmetric information stochastic games (AISGS)
where all players share the same belief, e.g., one-sided
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Fig. 1: One-step cycle in COL: conjectural online learning
(see also Alg. 1); the player k updates its conjecture ¢_j ;
about the opponent’s policy parameterization by sampling
from the posterior ¥, from which it forecasts opponent’s
future moves 7_i ; conditional on its own first-order beliefs
bk; a rollout-based actor-critic creates policy improvement
against the conjectured opponent.

partially observable games [4], [5], stochastic games with
public observations [6], [7], hidden stochastic games [8],
and common-information-based equilibria [9], [10]. While
the assumption that players share the same belief simplifies
computations, it is not realistic for most practical scenarios.
Moreover, prior work focuses on offline methods for equilib-
rium computation, which means that the obtained strategies
become irrelevant if opponents deviate from the equilibrium
path during online execution.

This paper presents an attempt at a unified online learning
framework under generic information structures. We study
the following question: how should a player reason about
the opponent’s private information and update its strategy
online in generic A1SGs? To answer this question, we present
conjectural online learning (COL), an online method where
each player a) uses first-order beliefs that admit simple
Bayesian updates; and b) conjectures that the opponent’s
strategy is selected from a candidate set. The belief and the
conjecture constitute the player’s subjective perception of the
game and the learning process, which is calibrated based on
information feedback, see Figure 1.

COL is based on a forecaster-actor-critic (FAC) architecture
where the forecaster conjectures the opponent’s future strate-
gies by selecting one from the candidate set at each time step.
The conjecture is then used to estimate the expected cost
(critic) and to update the strategy through rollout (actor).
The conjecture is subsequently updated through Bayesian
learning based on information feedback.

To quantify the accuracy of a conjecture, we define a no-
tion of conjecture consistency based on the KL divergence be-
tween the subjective conjecture and the objective information
feedback. This consistency notion allows us to characterize
the asymptotic convergence of Bayesian learning (see Thm.
1) and to prove that the empirical strategy profile induced by
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COL converges to the Berk-Nash equilibrium [11] (see Cor.
1). Our contributions are summarized below.

1) We introduce conjectural online learning (COL), an
online method for AISGs where each player iteratively
adapts its conjecture using Bayesian learning and up-
dates its strategy through rollout. COL allows a player
to adapt its strategy to a nonstationary opponent.

2) We prove that COL asymptotically converges to a Berk-
Nash equilibrium in AISGs, where the limiting conjec-
ture is consistent with the information feedback.

3) We evaluate COL on an intrusion response use case
based on measurements from a testbed running 64
virtualized servers and 10 different types of intrusions,
showing that COL adapts faster to nonstationary attacks
than current reinforcement learning methods.

II. ASYMMETRIC INFORMATION STOCHASTIC GAME

Consider an infinite-horizon, discrete-time (indexed by ¢ &€
N), finite, stochastic game I' with asymmetric information
where players do not perfectly observe the states or actions:

[ 2 (NS, {A" O, 25, e, f. b1, 7). (1)

N is the set of players, indexed by k € N. S is the
set of states, unobservable to all players. A, O% are the
sets of actions and observations, respectively. All the sets
mentioned above are assumed to be finite and endowed with
the discrete topology. 2* : S — A(OY) is the observation
kernel, where A(:) is the set of Borel probability measures
over the underlying set. & : S x [xen A — R is the
cost function, f : 8 X [T cpnr A — A(S) is the transition
function, and by € A(S) is the initial state distribution.
v € 10,1) is a discounting factor.

In addition to the above, some helpful notations are as
follows. Elements of the aforementioned sets are denoted
by the corresponding lowercase letters. Boldface lowercase
letters (e.g., x) denote vectors. A random variable is written
in upper case (e.g., X), a random vector in boldface (e.g.,
X). |S| denotes the cardinality of the set S.

The game begins with a randomly sampled initial state
s1 ~ bi. At each time step, each player observes a private
partial observation of ~ z(-|s;). We assume perfect recall,
i.e., players perfectly recollect the play history. Denote by
ik £ {ak |, 0¥} the information feedback revealed to player
k before its decision-making at time ¢ [12]. The history can
then be recursively defined as hlt‘ £ (h%‘fl, i%()l:z’____’t € HE,
with h¥ £ {by, ok}. After observing the partial observation
and updating the history, the player selects an action ayf
according to its strategy m : H* — A(AX), which incurs
a stage cost cX(s;, a¥, a; ) determined by the joint actions.
Finally, the game transitions to a new state s;. 1, after which
the above procedure is repeated.

Each player aims to minimize its expected cumulative cost,
defined below

T (by) 2 |74 LE(S, AR AT [ i | ()
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A strategy y is a best response against w_y if it minimizes
Jém‘"ﬁ’k). Such a best response may not be unique in gen-
eral, and hence, we use BRy(7_1) £ argmin,__ (memx) o
represent the best response correspondence. If each player
follows the best response strategy against the opponents’
strategies, then no player has an incentive to deviate from
their strategy, and the resulting strategy profile is referred to

as a Nash equilibrium, defined as
7 = (m5, 77 ) € BRi (7% ) x BR_y (7). 3)

A. Asymmetric Information and Belief Hierarchy

Player k’s belief about the hidden state at time ¢ is the
conditional probability of the underlying state given the
realized history: bX £ P[s;|h¥]. The belief state b¥ is a
sufficient statistic for h¥¥ [13]. Consequently, the strategy can
be defined on the belief space B £ A(S), ie., m, : B —
A(AFK). For simplicity, we consider the two-player case and
refer to player —k as the opponent in the sequel.

Suppose that the opponent is aware of player k’s belief
state and uses the same belief to determine its actions as
7_1(-|b¥), then each player can compute b¥ recursively
through (4). While this assumption makes the computation
of bff tractable, it is unrealistic since, in practice, each player
has their own private information, leading to separate belief
states for each player. That is, even though players share the
initial belief state b¥ = by, their belief evolutions bifurcate
as the information feedbacks if and i, * differ. For this
reason, each player also has a belief over the opponents’
beliefs, leading to second-order beliefs from A(S x B). The
second-order beliefs also bifurcate, leading to third-order
beliefs and so on, creating infinite hierarchies of beliefs.

Even though prior works bear distinct motivations and
theoretical treatments, most of them focus on subclasses of
AISG where a common belief is shared among all players,
allowing for the avoidance of belief hierarchies. For example,
[4], [5] considers one-sided partial observability, where one
informed player, say k, can observe the state, the other
players’ observations, as well as the other player’s actions,
i.e., it has full observability. The information structures

in this type of game are i¥ = {a¥ , a;%,0; %, 5} and
i, = {a;%,0;*}. The informed player reconstructs the

belief of the lesser informed, and thus both players share the
same belief. Following a similar approach, [6], [8] assume
public observations that are shared across players, i.e., if =
{0k, ak |}, o = 07 = o,. In this type of game, the public
observations enable each player to reconstruct the opponent’s
belief. Consequently, players reach a consensus over the
joint belief state (b, b; ). In a separate line of work,
[9], [10] explore common-information-based beliefs. The
common information refers to the non-empty intersection
of information structures if £ My ik, which subsequently
leads to common beliefs among players given that only if
is used to form beliefs. The typical solution method for the
AISGs described above is dynamic programming aided by
heuristic search [14]. In generic AISGs, however, this solution
method can not be applied due to belief hierarchies.
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B. Subjective Rationality

To avoid handling belief hierarchies, COL takes inspiration
from subjective rationality [15], which mandates the player
to behave optimally given available information feedback and
(possibly incorrect) subjective perception of the environment.
In addition to Berk-Nash equilibrium (Definition 1) [11]
considered in this work, many other equilibrium notions
have been developed to characterize rationality under sub-
jectivity. Among them, conceptually related to COL are self-
confirming equilibrium [16], [17] and subjective equilibrium
[18], [19], which require players’ subjective conjecture to
coincide with objective probability over realizable history.
In contrast, COL uses a relaxed consistency notion that only
requires the equilibrium subjective conjecture to be the clos-
est to the objective one among all admissible conjectures.

III. CONJECTURAL ONLINE LEARNING

Conjectural online learning (COL) is based on a forecaster-
actor-critic (FAC) architecture where the forecaster first con-
jectures the opponent’s strategy 7T_x ; to be used within a
lookahead horizon fi at each time step, against which the
critic evaluates the player k’s previous strategy i ¢—1 by
estimating the value function fl((m), = (T t—1, T—k.t)-
Finally, the actor updates the strategy through a /¢)-step
rollout operation as

k ~ k T A .
7kt (bf) = BTk, b, Ji, b) = arg min 5)
all g0 00
A R N
t+4—1

Er, Z 'YJ fek S Ak A_ )""sz‘]k( t+ék) | bk )

where the random vector Bf, ¢, denotes the reachable belief
state at the future time step ¢ + ¢i under the strategy profile
. Its realization depends on the actions, the conjecture
T_x,t, and the Bayesian update (4).

When . ; is obtained from (5), the player executes the
strategy, and the game moves to the next state, sending out
new observations that update the players’ beliefs through (4).
The forecaster then adapts the conjecture online using the
information feedback i¥ through Bayesian learning, which
ensures that its conjecture is asymptotically consistent with
the observation. Subsequently, the actor and the critic repeat
the rollout (5) based on the updated conjecture 7_j .

The pseudocode of COL is listed in Alg. 1, and the main
components of COL are described below.

A. Bayesian Forecaster and Consistent Conjecture

The Bayesian forecaster in COL begins with a prior
probability measure u¥ over a set of candidate opponent
strategies 7_y € I1_y = {7|7 : B — A(A7X)}. We assume
that the opponent’s strategy is parameterized by ¢_j, which
means that it suffices to conjecture the parameter from k’s
candidate set: /_) € ©). We remark that the set of candidate
strategies can be obtained from opponent modeling [20] or
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Algorithm 1: Conjectural Online Learning.

1 Input: Initial belief by, game model I, base strategies

T 2 (7x,1, T—xk,1), priors (ull‘, ufk), lookahead horizons £y, £ _ .
2 Output: A sequence of action profiles ai, az, . . ..
3 Algorithm

/+ Initialization */
4 S}(Nbl’b]fk: bl,h]f(f(bll(), %\k,l 4771'}(,1
s ay ~ 7i,1(by)
k —k

6 S2Nf('|517a1;a1 )
7 fort =2,3,...do

/+ Information feedback x/

k k sk k _k k k <k
8 of ~z°(: |k5t)’1kt « (of,a{_1), hy « (hi_y, i)
9 bt e%(btflxitxﬂ'fk,tfl)

/+ Bayesian Forecaster =/
10 Update ,u]; via (6) and set £_y ¢ ~ ,u];

/* Conjectural Critic */

. ANy b1kt —1)
1 Estimate J_ 0t~ 17" ot
12 Compute the conjectured opponent’s strategy
k ’\("kt 1Rk, t—1) 7
T_ kf(bt)eﬂ(ﬂ'kp 1, b J 7k,t)

13 Estimate Jk Tiet—1 T k)

/* Actor x/

=~ e A R )
14 Tt (bt) € Z(T—x,¢, by, Jy 3 0x)
15 alt( ~ Fk’t(b]:)
; —k

16 ser1 ~ f( | se,af,a;")
17 end

prior knowledge of the opponent. For example, suppose that
both players employ rollout strategies, then the parameter
set Ok simply includes all possible lookahead horizons that
the opponent could use (this is the parameterization used
in Alg. 1). Note that the candidate set may not include
the actual opponent’s strategy, meaning that the player’s
subjective modeling of its opponent can be misspecified [11].

Upon receiving the information feedback i¥, the forecaster
calculates the Bayesian posterior through (6), from which a
new conjecture is sampled v Kt ~ E.

~
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where P[if | l?,blt‘fl] is the conditional probability of ob-
serving i¥ given the conjecture ? selected from the candidate
set and the current belief state. For if = {of,ak 1}, the
conditional probability is given by

P[if | £,bf_4] ZZ
X 7Tk,t—l(@t—l|bt—1)f(5|=§a at—la at_—kl)bi{—l(g)' )

(6) is well-defined under the following assumption. The first
two are standard in parametric statistics [11], while the last
one ensures that players’ conjecture sets are rich enough to
make objective events also subjectively realizable.

Assumption 1: (i) Oy is finite subset of an Euclidean
space (if) p¥ has full support; and (iii) for all feasible
(ik, b¥), there exists 7 € O such that P[i¥[¢, bk] > 0.

One natural question arises: does the Bayesian posterior
concentrate on the actual opponent’s strategy when /_y €
Oy, achieving Bayesian consistency [21]? The answer is

pk(0) &

(6)

of|$)7—ke—1(a; ) = albf_y)



negative due to the belief bifurcation: b¥ # b, K In coL,
each player k computes the conditional probability in (7)
using its conjecture T_y ;1 parameterized by ¢_y ;_1, which
acts on its own belief state bf_;. Hence, P[if | Z,k_,t,l, bk ]
is a subjective conditional probability. In stark contrast, the
objective conditional probability under the actual strategy
T_k,+—1 (parameterized by ¢_y ;1) is

[llt{|€ k,t— 17hkUh_k]: [1¥|€ k,t— 1vb1t(—lvbt_fk1]
—ZZ of|s)m_k—1(a; Xy = alb ) (8)

X Tk,t—1 (at71|bt71)f(8|§7 a}f,l, a;—kl)bill(g)-

Therefore, the Bayesian learning (6) assigns more probability
mass to conjectures under which i¥ is more likely to be
observed under the player’s subjective belief state, which
may deviate from its opponent’s. Consequently, even though
some conjecture ¢ may well approximate the actual ¢, it
won’t be chosen if the strategy under the subjective belief
state b¥_; is less likely to induce i¥ than other parameters.

One may wonder what asymptotic behaviors (6) displays
if the traditional Bayesian consistency does not hold. We
propose a new consistency metric based on the Kullback-
Leibler (KL) divergence between the subjective and objec-
tive conditional probability. Referring to the parameter that
minimizes the KL divergence as the consistent conjecture,
we prove that the posterior concentrates on these consistent
conjectures under Bayesian learning.

Denote by b, £ (b¥, b, *) € A(S)xA(S) £ B2 the joint
belief state. Define a product measure v = (V¥,v7%) over the
joint belief space, where %, v=% € A(S) are the occupancy
measures. The KL dlvergence between the subjective and

objective probability is defined as
P[I* | ¢_y,b
[ | — k; ] , (9)
P[I* | £_x, b]

K(Z,k, I/) £ ]EbNVEIk lln <
where the information feedback I follows the objective
distribution P[T¥|/_y, b]. Note that (9) uses the objective
distribution as the reference and evaluates the deviation of the
subjectlve P[Ix | 7_ i, b]. While we include the opponent’s
belief b=* in P[I* | /_y, b] for formality, it follows (7) and
is independent of bk,

Given an occupancy measure v, any conjecture E that
minimizes (9) is referred to as a consistent conjecture.
We denote the set of consistent conjectures by O3 (v) =
argming o (é k, V), and the minimal divergence is
denoted by K¢g (v). Our consistency notion (9) is different
from Bayesian consistency, which requires that the posterior
concentrates on the neighborhoods of the true parameter ¢_j
[21]. As a relaxation, (9) shifts focus from the parameter to
the observation generation process: conjectures that induce
subjective distributions closest to the objective distribution
are said to be consistent, regardless of their distance to
the true parameter. The following theorem states that the
conjectures produced by Alg. 1 are asymptotically consistent
with respect to the empirical occupancy measure vy, =
% Zj—:l 13 (b;), and 7ry, is the empirical strategy profile.

Theorem 1: For any sequence (7n,, Vn, )t>1 from Alg. 1,

lim (K((—,vn,) — K&, (vn,)) ki (-

t—o0
£_ €O

k) =0,

(10)
a.s.-P%% where P%?# denotes the probability measure over
the set of realizable histories h; induced by (7rn,):>1 under
the rollout (#) and Bayesian belief update (%) in Alg. 1.
To see the consistency expressed by (10), we first note
that the difference in (10), denoted by AK (¢_ k,uht) is
non-negative. Therefore, the limit indicates that ut assigns
arbitrarily small probability mass to supp{AK (E k> Vh,)}
and, equivalently, concentrates on Oj(vn,) asymptotically.
This observation leads to the following proof sketch.
Proof: For simplicity, we consider COL with a binary
candidate set Oy = {/1,¢2} and defer a rigorous proof to
the appendix. Expressing uf recursively using (6) yields

—1
Ht+1(€1 <1 + H T+1 | 82, ]>
= ‘r+1 | él? ]
<1 ol /PHS | ek,w)

2 Pl | £, by /K | Eoi by

where p = pf(f)/45(¢1). The second equality holds
as the numerator and the denominator are divided by the
same objective conditional probability. Using the martingale
convergence theorem, we obtain

~r+1 |£25

t

H i&]] = exp {—tZt+1(Z2)} )

=1 ~r+1 |€ ka
¢ .
T PE< [ £oba]] e -
Z éé—gln T K(la,vn,).
i) [t o Pk | £2,b] a8 (f2: )

~

Therefore, juf, ;(¢2) almost surely converges to

K@om)l})

which approaches the Dirac-delta function on EAl, if
K(l3,vp,) — K(€1,vn,) > 0, ie., concentrating on O. ®
After updating the conjecture /_y ;, player k reconstructs
the opponent’s strategy 7_x ; using the conjectured parame-
ter. For example, suppose the parameter represents the con-
jectured opponent’s lookahead horizon as shown in the case
study. In this case, the player first performs an actor-critic
update standing in the opponent’s shoes, i.e., it performs a
£_y ¢-rollout against its own strategy my ¢—i. The resulting
rollout policy 7_x; serves as the conjectured strategy of
the opponent (line 12 in Alg. 1), which further leads to the
rollout update (line 14, Alg. 1). Such a conjectural rollout
procedure is an instance of the proposed FAC architecture in
COL. One can freely incorporate deep learning methods into
COL, i.e., T_x(¢_x) represents a generic parameterization.

(1 + p1exp {—t[K(Zz, Vh,) —

B. Equilibrium Analysis in Repeated AISGs

Since CcOL relies on a first-order belief of the private
information, it is not sensible to discuss its connection to



equilibrium concepts in AISGs that involve the universal type
space based on infinite belief hierarchies [3, Chapter 11]. We
instead relate the asymptotics of Alg. 1 to the Berk-Nash
equilibrium, a recently popularized concept characterizing
players’ rational behaviors under their subjective perceptions
of the game [11]. To streamline the analysis, we focus on a
special case of AISG: repeated games with stochastic states
and observable actions. In this type of AISG, the state s; is
sampled from b; repeatedly at each stage, which ensures that
the occupancy measure /¥ exists and is uniquely determined
by by and the kernel z* [22].

Compared with the AISG setup in Section II, the repeated
game assumes public observations on actions rather than
merely partial observations, i.e., (ai‘fl,a;kl) is revealed
to the players prior to their decisions at time ¢ and i¥ =
{a¥ |, a5, ok}. This information structure secures the sub-
jective conditional probability’s dependence on the opponent,
leading to an effective Bayesian forecast.

Once player k observes ok, its posterior belief is b¥(s; =
s) = bi(s)2%(0¥)/ >, b1(3)2"(0f|3), which is solely deter-
mined by its private observation. Hence, the behavior strategy
for the repeated game is a mapping m, : O — A(A¥).
When the player adopts Alg. 1, the subjective conditional
probability in (7) (suppressing of,a¥ ;) turns into Pla, | |
é*kyt*h b%{—l] = ZSES,OEO*I‘ b%{—l (S)Zik(0|8)%*k7t*1(0)’
which leads to the Bayesian update in (6).

Following the COL setup, each player acquires a private
candidate set Oy that prescribes its subjective perceptions
of potential opponent strategies, also known as subjective
modeling [11]. We assume that players are myopic and
minimize the expected stage cost at each time step. Con-
sequently, the rollout operation (5) reduces to the best
response dynamics against the conjectured opponent: 7y ; €
argmin, Ex %, [*(S, AX ATR) | bY], where 4 = 1.
Such a conjectured best response can also be written as
Tt € argming By 7 -4 [5(S;, A¥, A75) | b¥]. Denote
by B[ | a5, b5 £ 3Pl | Lo, b,

The pair (I', {Ok}xen) leads to a game where players
have distinct subjective perceptions, which is beyond clas-
sical game-theoretic solution concepts (e.g., Nash equilib-
rium), which assume that all players know I". A more ap-
propriate solution concept for this type of game is the Berk-
Nash equilibrium (Definition 1), which characterizes a steady
state where each player follows the best response based on
its subjective conjecture (optimality) and where conjectures
are consistent with objective observations (consistency).

Definition 1 (Berk-Nash Equilibrium, adapted from [11]):

A strategy profile (mg, 7 i), mc : O — A(AY), is a
Berk-Nash equilibrium of (I', {Ox}kenr) if there exists
uk € A(Oy), for all k € NV, such that
(i) (OPTIMALITY) for any oX and its induced belief b¥,
mic(-|0¥) € argming Epp.|,x pi [cF(S, A, A7F)],
(ii) (CONSISTENCY) uf € A(©5).
If the sequence (7h,);>1 produced by coL (Alg. 1)

converges, then Theorem 1 asserts the consistency condition
while the best response ensures the optimality condition in

Definition 1, as stated in Cor.1. We leave the last-iterate
convergence analysis, e.g., [23], as the future extension.
Corollary 1: If (mn,)i>1 by Alg. 1 converges, then it
converges to a Berk-Nash equilibrium of (', {Oy }kenr)-
Proof: We present the key steps in this sketch. Due to
the i.1.d. states, the belief state b%f is also i.i.d., and hence, the
empirical occupancy measure converges almost surely by the
Glivenko-Cantelli theorem. Denote by v the limit point of the
joint belief occupancy. From Theorem 1, pX asymptotically
concentrates on O (v). Note that A(O7(v)), as a finite-
dimensional probability simplex, is compact. There exists
a convergent subsequence of (yX);>1 whose limit point is
denoted by 1X, € A(O5) and is the consistent conjecture
distribution in (ii) in Definition 1, and the rest is to show
that the limit point of the empirical strategy profile satisfies
(). Since 7f is induced by the best response correspondence,
we invoke the Painlevé-Kuratowski set convergence theorem
[24, Thm 7.11] to complete the proof. [ ]

IV. CASE STUDY: INTRUSION RESPONSE

We present COL through a use case on defending the IT
infrastructure of an organization against Advanced Persistent
Threats (APTs). We formulate this use case as a zero-sum
partially observable stochastic game between the defender
and the attacker (a type of AISG). The state s; represents the
number of compromised servers, and the initial distribution
is a point mass b1 (s = 0) = 1. Both players can invoke two
actions: (S)top and (C)ontinue. S triggers a change in the
game state while C is a passive action that does not change
the state. Specifically, a* = S is the attacker’s compromise
action and aP = S is the defender’s recovery action. The
state transitions follow f(Siy1 = 0 | s4,aP = S,af) =1,
f(St+1 = S¢ | st,C,C) = 1, f(St+1 = St | st,C,S) = O,
and f(Si+1 = min[s; + 1,N] | s,,C,S) = 1. The game
involves asymmetric information as the defender is uncertain
about the compromised servers. The information structures
are i = (aP ,,a? |, 01, 5;) and iP = (aP |, 0;), where o,
represents the number of system alerts. The distribution of
o; is estimated based on measurement data from a digital
twin (see online appendix and [25]). The performance of a
defender strategy is quantified through the cost function:

Intrusion cost response action cost

C(St7 agD)) é S?/4ﬂa§D)7§S + ﬂaED):S(l - 2ﬂ5t>0)7

which encourages rapid response when servers are compro-
mised (sf/ Yis strictly increasing) while penalizing unneces-
sary recoveries.

We implement the use case on an infrastructure with
64 servers where we run 10 different types of real-world
APTs. The infrastructure configuration and the APT instances
are adapted from [26] and presented in the appendix. The
attacker also employs online rollout (nonstationary attack),
and the lookahead horizon is /5 = 1. The candidate set is
© = {1,2} with p¥ being the uniform distribution. Initial
(belief-independent) strategies are given by 7p1(S|-) = 1
and 74 1(S|-) = 0.05. PPO baselines setup is in the appendix.
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Fig. 2: Evaluation results for the intrusion response case study; values indicate the mean; the shaded areas and the error
bars indicate the 95% confidence interval based on 20 random seeds; hyperparameters are listed in online appendix.

Figures 2.a-b show the evolution of the defender’s conjec-
ture distribution P (6) and the discrepancy (9). We observe
that u; converges and concentrates on the consistent conjec-
ture after 5 time steps, as predicted by Theorem 1. Figure 2.c
shows the expected cost (2) of Alg. 1 and the expected cost of
two reinforcement learning techniques: online self-play with
PPO [27, Alg. 1] and approximate best response dynamics
with PPO [27, Alg. 1]. We note that the expected cost of
best response dynamics oscillates while online PPO does not
converge. Similar behavior of best response dynamics has
been observed in related work [26]. By contrast, the expected
cost of Alg. 1 is significantly more stable, and its behavior
is consistent with convergence to a Berk-Nash equilibrium.

V. CONCLUSION

We propose conjectural online learning (COL), an online
method for stochastic games with information asymmetry. By
utilizing first-order beliefs, COL spares learning agents from
nested beliefs, ensures conjecture consistency with informa-
tion feedback, and adapts efficiently to the conjectured oppo-
nent. The empirical strategy profile of COL, shall it stabilize,
converges to the Berk-Nash equilibrium. The numerical
results indicate the fast convergence of COL against online-
rollout-based attacks. A promising future direction for this
online learning paradigm is to design and influence players’
subjective perceptions for incentive provision purposes.
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APPENDIX
A. Full Proof of Theorem 1

Following the proof sketch in the main text, our proof
begins with expressing p¥ in terms of log-likelihood ratios.
The sample average of the log-likelihood fractions almost
surely converges to the KL divergence by the martingale
convergence theorem [28, Thm. 6.4.3]. Towards this proof,
we state the following lemma.

Lemma 1: For any {_y € Oy and (7n,,Vn,) generated
by Alg. 1, the following limit holds a.s.-P%#*%,

LBl | bl

1 —~
lim | - In = K(l_x,vn,)| =0.
t—=0| ¢ 7;1 ]P)[ilf_Jrl | {_x,b] (E-scm,)
AZi1(T-y)
Proof: By the definition of Z;;; and vy,,
Pk, [ (_, b,
Zen@)= Y Zt "y (b Ly]
beB2 r—1 Plik,; | £k, bs]
InP (b < InPfi U,
Ea lz LI -y LIS 1]
=1 T=1

It suffices to prove that t~*3'_ InP[k ; | ¢y, b,]
converges t0 Epy,,, Epc[In P[I¥|¢_y, b] almost surely, as the
second sum inside the expectation share the same proof. As
a reminder, the expectation Eqx [In P[T¥[/_y, b] is taken with
respect to the objective distribution P[T¥[/_y, b].

We first show that (7rp, )¢>1 generated by Alg. 1 induces a
well-defined probability measure P%-# over the set of real-
izable histories h € HX x %, Since the space of realizable
histories h € H¥ x H~¥ is a product of finite measurable
spaces, it is countable. The strategies are Markovian with
respect to the belief, and hence, the Ionescu-Tulcea extension
theorem [28] asserts the existence of a probability measure
over HX x H X, which is denoted by P%#,

We now prove the almost sure convergence. Let X,
hlP[i}f__’_lM,k,bT] — ]EIk [hlP[Ikw,k,bTH, and (XT)7-21 is
a martingale difference sequence (MDS). To see this, we need
to prove that (a) E[X|h,_1] = 0; and (b) E[|X|] < oc. By
definition,

E[XT |hT—1]
= Ep [InP[I*|(_x, b]
= Ep [InP[I*](_x, b,]]

L

— Epc [InP[I*|¢_y, br]] [hy 4]
— Ep [InP[I¥¢_y, b,]] =0,
where the second equality follows the fact that I is condi-
tionally independent of h,_; given b,. This completes the
proof of (a).

To prove (b), we start by applying Jensen’s inequality:

E[IX.]] = (E[X,1*)'/? < (BIX7])'2, (A.D)

and hence, it suffices to bound E[X]. Toward this end,
we rewrite InP[i¥, |¢_\, b,] using the fact that P[i¥, , |
(1, br] = Epe[Ipe (i, )]:
]EIk []l{lk}(il;Jrl) lnIP’[Ik | f_k, bTH

InP[i¥. , |¢_x, b,] =
n [17'+1| k ] ]P)[ig{—_i_l |£—k7b7—]

This new expression rewrites X, as

Epx [’i (]l{Ik}(ilf-Jrﬂ - P[i};+1|é—ku bT])]
P[i}f—-rl | {1, br] 7

where x £ InP[T¥|(_y, b,].

For realizable histories, P[i¥, ;[¢/_x,b,] € (0,1], and thus,
it is safe to ignore the denominator in (A.2) and only consider
the upper-bound of the numerator. Applying the Cauchy-
Schwartz inequality to the numerator, we obtain

X7 < En {“2(1{11‘}@5 +1) - P[i‘iﬂlkk,bf] )2}
£x

Since £ > 0 and x € [0,1], X2 < Ep [62X?] < Epc [£2].
Since the mapping z + x(lnx)2 is bounded by 1 for

€ (0,1]', Ex[x?] < 1, which proves that E[X?] < 1
and asserts that (X;),>1 is a MDS.

Define a martingale (Y;)i>1, ¥ 2 Y.°_, X, /7. By the
martingale convergence theorem, (Y;);>; converges to a
finite and integrable random variable a.s.-P%# [28, Thm.
6.4.3]. This convergence enables us to invoke Kronecker’s
lemma, stating that lim;_, . ¢~} Zi:l X, =0 as.-PZ [29,
pp. 105]. Consequently, the following difference converges
to zero a.s.-P?%# as t — oo

i

X, = (A2)

DP ‘r+1|é k7 ]

wl}—l

— Ep, Epe [InPI¥|¢_y, b]] |.

|
With Lemma 1, we unfold the complete proof of Theo-
rem | as below.

Proof: Following the proof sketch in the main text, by
recursively applying the Bayes rule (6), we obtain that for
{_y € Oy ({_y denotes a generic candidate in ©y),

k (A

' i) exp (~tZ01 (00
I —x) = = =
T S o HE () exp (—tZuiga ()

where Z;,; is defined in Lemma 1. The expectation in (10)
can then be rewritten as

)

EAK(T_y,vn,)
> (Blown) = Ko, () i ()
£k €O
Y7 ARl vn,)pk(f-x) exp (—tZt+1(?—k))
T S e (e )

2.

AR (L vn ) Cr) exp (= (Zoa(T) - K5, (0n))))

27, p (0 t(Zes1(0-x) —

Loip1(l-x)

1) exp (— K§, (vn,)))

(A.3)

where the second equality is obtained by multiplying the
numerator and denominator by exp(tK§ (vn,)).

Iwe use the standard convention that 0(In 0)2 = 0



For an arbitrarily small ¢ > 0, Of £ {(IAK (0 ,vn,) >
€}. The following inequalities hold for the fraction in (A.3):

Z[fke@k AK(z*ka Vht)o'tJrl(Z*k)

27 eo, Ot+1(l-x)
(Z@; + Zek\e;) AK Uy, vn,)oi41 (0_y)
Zz,k Ut+1(sz)
ZZke@; AK (U, vn,)o11(0x)

<e+ =
>0 eo, Ot+1(l—k)

Hence, it suffices to prove that

- 27 eo AK([_y, Vhi)0t+1(2—k)
t=o0 27 eo, Ot+1(l—x)
Towards the proof of (A.4), we rewrite the exponent in
o1+1(f—x) as
— t(Zp1(l-x) — K, (vn,)) =
— t(Zep1 (k) = K&, (n,) + K (i, vn,) — K (-, vn,)
= —t(AK ((i,vn,) + Zii1((k) = K((-,vn,)). (A5)

=0 (A4

Recall from Lemma 1 that for any € > 0, there exists n > 0
and t,, > 1 such that | Z,11(0_) — K(—x,vn,)| < 7 for all
t > t, and 0_y € O. Such a t, is uniform since O is finite
(Assumption 1). Consequently, the fraction in (A.4) satisfies
the following inequality for all ¢ > #,:

Z?,keei AK(Z—ka Vht)0t+1(l?—k)
Y7 eo, Tt+1(0-x) ()
< 2e; AK (01, vn, ) (0-x) exp (—t(AK(@k, vh,) — 77))
- Yo, M (0-x) exp (—t(AK ({_,vn,) + 1))
—2tn Z@i S ) AR (0, vn,) exp (_tAK(z\—k, Vht))

Z@k Pk (0_x) exp (—tAK(Z_k, Vht))

(A.6)

Consider the numerator in (A.6). Note that ze '® is

decreasing for all z > ¢! and AK(l_y,vn,) > € for all
¢ € ©f. Hence, for any t > max|[t,, e '], the numerator in
(A.6) is upper-bounded by ee~*¢. As for the denominator, we
claim that it is uniformly lower bound by a positive constant.
To see this, we first recall that O (v, ) is always non-empty
since Oy is finite. Thus, we have

S e (HAK(T s
[SI%

> > W) exp (AR (T vm,))

0% (vn,)

=Y 0> min G min d)
(”)ﬁ(Vht) E*ke(—)k(uht) £_x €O

where the equality follows AK((_y,vn,) = 0, for

{_x € OF. Since p5 has full support by Assumption 1,
ming .o pk(0_y) is a strictly positive constant, denoted

by k. Then, (x) < e*7ee ™k™". Let n = <. Then
e2nee~tek=1 = ¢ 2" ek, which converges to 0 as t — oc.

This completes the proof of (A.4), and hence, (10) holds. B

B. Full Proof of Corollary 1

Proof: Due to the i.i.d. states, the belief state b¥ is also
i.i.d., and hence, the empirical occupancy measure converges
almost surely by the Glivenko-Cantelli theorem. Denote by
v the limit point of the joint belief occupancy. According
to Theorem 1, uf asymptotically concentrates on Of(v),
which, however, does not necessarily imply convergence of
(11¥)¢>1. Thanks to the sequential compactness of A(O5),
there exists a convergent subsequence of (1K);>; whose limit
point is denoted by pX, € A(Of). The rest is to show that
the limit point of the empirical strategy profile, which is
denoted by my, satisfies (i). Suppose by contradiction that
i (-|0%) ¢ argmin Ep(. |, b¥] [ck(S, Ak, A~¥)] for some o*.
Then, there exists a T' > 0 such that there is at least one
subsequence of (my ;);>7 by Alg. 1 (denoted also by 7k ¢),
satisfying m . (-|0*) ¢ argminEpp . pi[c®(S, A¥, A7F))].
Let g(mq, 1) = Ep(.|, b [c* (S, A%, A75)], a bilinear function
defined over a compact set A(AX) x A(Oy), and we write
g,.(mk) when fixing the second variable. Due to its bilinearity,
we obtain that 1) the level set of g,, is bounded (the
entire domain is bounded) and 2) g,, pointwise converges
to gu., ie., for any m — 7, g, (7)) = gu.. (7). Hence,
the epigraph of g,, converges to g, ’s in the Painlevé-
Kuratowski sense [24, Thm 7.11]. Invoking [24, Thm 7.33],
we have limsup,argming,, C argming,_. However,
Tk, cannot be simultaneously included in argming,, by
the conjectural best response while excluded by the left-
hand side, which is derived from the reductio hypothesis.
Therefore, my satisfies the optimality condition. [ ]

C. Experiment Setup

The IT infrastructure configuration includes 64 servers
and an Intrusion Detection System (IDS) that logs events
in real-time [26]. Some of the serves are vulnerable to APTS,
and we emulate the APT attacker using the actions listed
in Table C.1. The complete infrastructure configuration can
be found at [26, Appendix G]. Clients access the services
through a public gateway, which is also open to the attacker.
The defender monitors the infrastructure by observing IDS
alerts. The partial observation o; corresponds to the priority-
weighted sum of the number of IDS alerts at time ¢. The
partial observation kernel z is estimated through the empiri-
cal distribution using 10° measurements of o; from a digital
twin of the IT infrastructure. The measurements are available
at [25], where |O| = 26178. We remark that such a large
observation space leads to a prolonged offline computation
for state-of-the-art methods, such as heuristic search value
iteration [4] and proximal policy optimization (PPO) [27]. In
stark contrast, the proposed COL can proceed in real time.

The hyperparameters of PPO baselines follow [26, Table
5] and are listed in Table C.2, which are obtained from grid
search.



Type Actions

Reconnaissance ~ TCPP SYN scan, UDP port scan, TCPP XMAS scan
VULSCAN vulnerability scanner, ping-scan

Brute-force TELNET, SSH, FTP, CASSANDRA,
IRC, MONGO, MYSQL, SMTP, POSTGRES

Exploit CVE-2017-7494, cVE-2015-3306,
CVE-2010-0426, CVE-2015-5602,CVE-2015-1427
CVE-2014-6271, CVE-2016-10033
CWE-89 weakness on the web app DVWA

TABLE C.1: Attacker actions in simulation; when
the attacker takes the stop action (S), a randomly
selected action is applied to every reachable server;
actions are identified by the vulnerability identifiers
in the Common Vulnerabilities and Exposures (CVE)
database and the Common Weakness Enumeration
(CWE) list available at https://cve.mitre.orqg/,
the web app DVWA is available at
https://github.com/digininja/DVWA.

learning rate 10-5
Adam stepsize 4 x 1073
batch size 64

# layers 4

# neurons 64

clip 0.2

GAE 0.95
entropy coeff 10~4
activation ReLU

TABLE C.2: The hyperparameters of PPO baselines in Fig. 2.
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