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Abstract—This paper investigates the performance of physical
layer security (PLS) in fluid antenna-aided communication sys-
tems under arbitrary correlated fading channels. In particular, it
is considered that a single fixed-antenna transmitter aims to send
confidential information to a legitimate receiver equipped with a
planar fluid antenna system (FAS), while an eavesdropper, also
taking advantage of a planar FAS, attempts to decode the desired
message. For this scenario, we first present analytical expressions
of the equivalent channel distributions at the legitimate user and
eavesdropper by using copula, so that the obtained analytical re-
sults are valid for any arbitrarily correlated fading distributions.
Then, with the help of Gauss-Laguerre quadrature, we derive
compact analytical expressions for the average secrecy capacity
(ASC), the secrecy outage probability (SOP), and the secrecy
energy efficiency (SEE) for the FAS wiretap channel. Moreover,
for exemplary purposes, we also obtain the compact expression
of ASC, SOP, and SEE by utilizing the Gaussian copula under
correlated Rayleigh fading channels as a special case. Eventually,
numerical results indicate that applying the fluid antenna with
only one active port to PLS can guarantee more secure and
reliable transmission, when compared to traditional antenna
systems (TAS) exploiting maximal ratio combining (MRC).

Index Terms—Average secrecy capacity, channel correlation,
fluid antenna system, physical layer security, secrecy energy
efficiency, secrecy outage probability.

I. INTRODUCTION

UE TO the explosive increase in the use of intelligent
devices such as smart phones and consequently the
importance of massive connectivity in wireless networks, it
is expected that the sixth-generation (6G) mobile technology
will provide more efficient and reliable transmission compared
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with the present fifth-generation (5G) mobile communication
system [1]. The current 5G wireless technology is based on
exploiting the multiple-input multiple-output (MIMO) system,
which has advanced into multiuser and massive MIMO [2].
Despite the fact that deploying a large number of antennas at
base stations can potentially enhance the multiplexing gains
and the network capacity, scaling the number of antennas at
users leads to several fundamental challenges related to power
consumption, implementation complexity, signal processing,
channel estimation, spatial separation, and etc.

One promising approach to tackle the aforesaid issues and
also achieve the desired goals in the 6G wireless technology
is to adopt the fluid antenna system (FAS) as opposed to the
traditional antenna system (TAS). FAS refers to any software-
manageable fluidic, conductive, or dielectric structure capable
of altering its shape and position to reconfigure the radiation
characteristics [3]. This is possible due to the recent advances
in using flexible conductive substances like liquid metals or
ionized solutions [4] and reconfigurable pixel antennas [5]. In
particular, the distinctive attribute of fluid antenna compared
with traditional fixed-position antenna, is the ability to switch
positions (i.e., ports) over a pre-defined space, which proves
advantageous in mobile devices due to the physical constraints
associated with antenna deployment [6]. Nevertheless, the fine
resolution of the FAS ports means that the channels between
the ports can be strongly correlated. This makes the modeling
and statistical analysis of fluid antenna-aided communications
much more challenging, see e.g., [7]-[10].

In designing the 6G mobile communication networks, the
unlicensed and shared nature of the wireless spectrum in mo-
bile communication networks causes concerns about reliability
and unauthorized access. Hence, it is imperative to address
the challenges for secure and ultra-reliable transmission in 6G.
Physical layer security (PLS) is a possible approach to enhance
the confidentiality and integrity of the transmitted informa-
tion over wireless channels. In the traditional PLS structure,
beamforming is the main scheme for boosting communication
security, which is achieved by strengthening (weakening) the
desired (undesired) signal quality [I1]. Current beamforming
methods are evidently based on a fixed-position antenna array
[12]. We are thus motivated to consider the potential security
advantage of using FAS, which is the goal of this paper.

A. Related Works

In recent years, many contributions have been made to eval-
uate the achievable performance of FAS in various communi-
cation systems. For instance, to improve the channel model of
FAS, [7] proposed a simple common correlation parameter to



characterize the structure of dependency between the antenna
ports. Furthermore, [8] presented an eigenvalue-based model
to approximate the spatial correlation given by Jakes’ model.
Then, [9] proposed a more general copula-based approach to
describe the spatial correlation in FAS, which works under
any arbitrary correlated fading distribution. By considering the
Gaussian copula, [10] also presented a tight approximation of
Jakes’ model and revealed that the respective technique can
reduce the complexity of analysis and provide mathematical
tractability by exploiting rank correlation coefficients.

By employing a single fluid antenna to each mobile user,
the authors in [|3] proposed the fluid antenna multiple access
(FAMA) system, and they derived analytical expressions of the
outage probability upper bound and average outage rate lower
bound. In order to gain massive connectivity, the authors in
[14] studied the fast FAMA, where they proposed an approach
that can estimate the best port of fluid antenna at every symbol
instance without needing the precoding at the base station.
However, switching to the best port on a symbol-by-symbol
basis by each user is infeasible in a realistic environment.
Motivated by this, the authors in [15] proposed slow FAMA,
meaning that the fluid antenna of each user updates its best port
only if the fading channel changes. Under such an assumption,
they studied interference immunity by deriving the outage
probability upper bound. Moreover, by considering the fluid
antenna at a common receiver in the uplink multiuser dirty
multiple access channel (MAC), the authors in [16] derived the
exact closed-form expression of the outage probability under
correlated composite fading channels. Their results indicated
that the FAS can support a large number of users using only
one fluid antenna at the common receiver in a few wavelengths
of space. Furthermore, as a special case, the authors in [17]
analyzed the performance of outage probability for a two-user
MAC, in which each user is equipped with the FAS. Besides,
by extending the two-user MAC to the multiuser millimeter-
wave (mmWave) fluid antenna-aided scenario, the channel es-
timation challenges and capacity maximization problem were
investigated in [18], [19]. Moreover, the optimization problem
of the energy efficiency in FAMA was studied in [20], [21].
Most recently, a new approach called compact ultra massive
antenna array (CUMA) using FAS was proposed in [22] which
can support a large number of users per channel use.

Additionally, the outage probability analysis for the FAS-
aided point-to-point communication system under correlated
Nakagami-m fading channels was investigated in [23], [24].
New approximations of diversity gain and outage probability
were provided in [25]. Moreover, the performance of FAS-
assisted backscatter communication systems in terms of the
outage probability and delay outage rate was analyzed in
[26]. To overcome the challenge related to the optimal port
selection in the FAS, [27] proposed an algorithm utilizing
a machine learning approach, and their results demonstrated
that with only 10% of the ports observed, FAS could per-
form nearly optimally. Several contributions have also been
recently made for secure communications using FAS. For
example, by assuming that only the legitimate receiver has
FAS and other nodes use fixed-position antennas, the average
secrecy rate optimization problem was investigated in [28].

In addition, under a scenario where only the transmitter has
movable antennas' and the legitimate receiver as well as the
eavesdropper consist of a single fixed-position antenna, [30]
investigated the problems of power consumption minimization
and secrecy rate maximization. With the same assumption in
[30], the achievable secrecy rate maximization problem subject
to the transmit power budget and the position of all transmit
antennas was investigated in [31]. The aforesaid studies were
mostly based on one-dimensional (1D) FAS. The more general
case of two-dimensional (2D) FAS was recently studied in
[32] from the information-theoretic viewpoint. It was shown
that MIMO-FAS can outperform significantly compared to
traditional fixed-position MIMO systems.

B. Motivations and Contributions

Motivated by the above discussion, it is important to inves-
tigate (i) How does considering the FAS in the PLS structure
affect the reliability and security of wireless communication
systems? and (ii) how much information can be reliably
sent under FAS deployment, so that the eavesdropper cannot
decode the confidential message? In particular, it is useful to
understand the benefits of FAS over fixed-position traditional
antenna systems (TAS) in the PLS setup. In this paper, we
consider the classic wiretap channel, where now both the
legitimate receiver (Bob) and eavesdropper (Eve) are equipped
with a 2D FAS, and our aim is to analyze the secrecy
performance.

Following the copula-based approach provided in [10], we
first characterize the distributions of the equivalent channel
at the FAS under the inherent spatial correlation between
the fluid antenna ports. Then, we derive compact analytical
expressions for the average secrecy capacity (ASC), secrecy
outage probability (SOP), and secrecy energy efficiency (SEE)
by exploiting the Gauss-Laguerre quadrature technique, where
the derived analytical results are valid for any arbitrary choice
of correlated fading distribution. Furthermore, we evaluate the
system performance in terms of the obtained secrecy metrics
under the key benchmark scenario in the literature, i.e., corre-
lated Rayleigh fading. In particular, the main contributions of
our work are summarized as follows:

e We provide general analytical expressions for the joint
cumulative distribution function (CDF) and joint proba-
bility density function (PDF) of the equivalent channel at
Bob and Eve for the FAS-aided secure system.

o Using the Gauss-Laguerre quadrature approximation, we
derive general compact analytical expressions for the
ASC, SOP, and SEE for the considered system, which
are valid for any choice of arbitrary fading distribution.

o Additionally, for exemplary purposes, we obtain ana-
lytical expressions for the joint CDF and PDF, ASC,
SOP, and SEE under correlated Rayleigh fading channels,
exploiting the Gaussian copula.

o We evaluate the security, reliability, and efficiency of the
considered FAS-aided secure communications in terms
of the ASC, SOP, and SEE. In this regard, we consider

! All forms of movable and non-movable flexible-position antenna technolo-
gies are considered submodels of the FAS [29].



the fixed-position single-input multiple-output (SIMO)
antenna system that takes advantage of the maximal
ratio combining (MRC) technique as a benchmark. The
numerical results reveal that deploying FAS instead of
TAS can significantly enhance the performance of secure
transmission in terms of the derived secrecy metrics.

C. Paper Organization

The rest of this paper is organized as follows. The system
model is described in Section II where the secrecy per-
formance analysis of the considered FAS-aided PLS com-
munication system is presented. Specifically, the statistical
characterization is outlined in Section III-A, while the secrecy
metrics under correlated arbitrary and Rayleigh fading are
given in Section III-B and Section III-C, respectively. Section
IV illustrates the numerical results, and finally, the conclusions
are provided in Section V.

D. Notations

We use boldface upper and lower case letters for matri-
ces and column vectors, e.g. X and x, respectively. Cov|[-]
and Var[-] denote the covariance and variance operators,
respectively. Moreover, (-)%, (-)~!, |.|, and det(-) stand for
the transpose, inverse, magnitude, and determinant operators,
respectively.

II. SYSTEM MODEL

We consider a FAS-aided communication setup as shown in
Fig. 1, where a transmitter (Alice) aims to send a confidential
message = with transmit power P to a legitimate receiver
(Bob), whereas an eavesdropper (Eve) attempts to decode the
information from its received signal. To facilitate the notations,
we define subscript ¢ to represent the node associated with
Bob and Eve, i.e., i € {B,E}. Without loss of generality, we
assume that Alice is a single fixed-position antenna transmitter,
while Bob and Eve are equipped with a single planar FAS that
includes K; preset positions (i.e., ports), which are distributed
evenly over an area of Wy ;A x Wy ;A where A defines the
wavelength of the carrier frequency. More specifically, a grid
structure is considered for the FAS so that K;; ports are
uniformly distributed along a linear space of length W; ;A for
le {1, 2}, ie., K; = Kl,i XKQ,i and W; = A2 (Wl,i X WQ,i).
Moreover, we also suppose an applicable mapping function as
.7:(]{1) = (klyi,kg’i) and F~! (klyi,kg’i) = k; to convert the
2D indices to the 1D index, in which k; € {1,..., K} and
ki; € {1,...,K;;}. Besides, it is assumed that each node i
can only switch its FAS to one activated port.” Therefore, the
received signal at the node ¢ can be expressed as

yi = hx + z;, (D

where z; denotes the independent identically distributed (i.i.d.)
additive white Gaussian noise (AWGN) vector with zero mean
and variance 51»2 at each port of node 7. Besides, h; denotes

2Switching ports typically results in some delay. However, for reconfig-
urable pixel-based FAS, this delay can be reasonably ignored [5].

the complex channel from Alice to the ports at Bob and Eve,
which can be modeled as [33]

h; = e’“a (0., bo.:)

1 M

+ m;%,ia(@m,i,%,i), 2)

N +1

in which N is the Rice factor, w denotes the phase of the line-
of-sight (LoS) component, (,, ; defines the complex channel
coefficient of the m-th scattered component, and M is the
number of non-LoS paths. Moreover, a (6,,i, ¢m ;) is the
receive steering vector, which is defined as [33]

P2 W g 6; cos ¢ r
J g —7 Sinb; cos ¢; j i sin 0; cos ¢;
a(0;,¢;) = {1 o KT eosgn eﬂ”Wl"“"e‘Mi}
2nWo ;o . 0 ¢
———= sin 0; cos ¢, ; SN 6 cos bs
® |:1 eJ Ky,-1 eg27rW2,15m01 cos¢>1] ’ (3)

where 6; and ¢; denote the azimuth and elevation angle-of-
arrival, respectively.

Note that the fluid antenna ports can be arbitrarily close to
each other; thereby, the corresponding channels are spatially
correlated. Therefore, assuming a three-dimensional (3D)
isotropic scattering environment, the covariance between two
arbitrary ports k; = F 1 (K14, ko,;) and k; = F ! (/;1,1', ];22)
for the 2D fluid antenna at node ¢ is given by [32]

Ok s £ covlk;, 7~€z] =T (27TH/€1' — ifz”) ; 4

in which is Jp () = 2! defines the spherical Bessel function
of the zero-order first kind.

Further, we assume that only the best port that maximizes
the received signal-to-noise ratio (SNR) at node i is activated.’
As a result, the received instantaneous SNR at node 7 for the
considered FAS can be expressed as

2
2

P ‘[hi]k;‘
. &)

=75

[hi] kf

where 7; = 5% can be interpreted as the average SNR at node ¢
for a 1-element fluid antenna. For the sake of convenience [34],
we define a SNR degradation factor x = Jp /7g to account for
scenarios on which the legitimate user has an SNR advantage
over Eve (k > 1), disadvantage (x < 1) or balance (k = 1).
The term k;- denotes the index of the best port at node i, i.e.,

ki = argrr}cg}x{’[hi]ki |2} . (6)

Therefore, the channel gain at node ¢ for the considered FAS
can be given by

9K} )

in which gy, = |hg,|? is the channel gain of port k at node i.

gras,; = max{gi,,...

3We consider the scenario that the channel state information (CSI) is
available at Eve, and thus Eve has the ability to select the best port to
maximize SNR. In addition, regarding the inherent spatial correlation between
fluid antenna ports, reaching the full CSI requires only a small number of port
observations, regardless of the number of fluid antenna ports.
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Fig. 1. The system model of a secure FAS communication system.

III. SECRECY PERFORMANCE ANALYSIS

Here, we first characterize the distribution of the SNR at
Bob and Eve, exploiting the copula approach. Second, we
derive analytical expressions for the ASC, SOP, and SEE under
arbitrary correlated fading channels with the help of the Gauss-
Laguerre quadrature. Then, in order to evaluate the system
performance, we provide secrecy metrics under correlated
Rayleigh fading distributions for exemplary purposes.

A. Statistical Characterization

Given that only the best port at node ¢ with the maximum
signal envelope is considered for communication, it is neces-
sary to find the distribution of the channel gain gga, provided
in (7). For this purpose, we exploit Sklar’s theorem, which is
based on copula theory. In particular, a d-dimension copula
C :[0,1)* = [0,1] is a joint CDF of d random vectors on the
unit cube [0, 1]d with uniform marginal distributions, i.e., [35]

C (ui,. .. @®)

in which u, = Fis, (s4) and S is an arbitrary random variable
for ¢ € {1,...,d} and Y¢c denotes the copula parameter,
which measures the structure of dependency between arbi-
trary correlated random variables. In particular, the copula
parameter ¢ has a relation with the Pearson correlation
coefficient and popular rank correlation coefficients such as
the Spearman’s p and the Kendall’s 7. Hence, the covariance
between two arbitrary ports provided in (4) can be expressed
in terms of copulas; thereby, the spatial correlation between
fluid antenna ports can be flexibly considered in SNR’s dis-
tributions. Moreover, the importance of the copula technique

7ud;?90) :Pr(Ul Su17.-~7Ud§Ud),

K p-st port > (K7 g, 1) -th port
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A

~/

e N

’,\/\H']_]; length

2N
K, i ports \
Kp-st port ++ (K g, K2 ) -th port

New index <> 2D index

AW, g length -
1-th port <> (1,1) -th port __1,)\eng Active port
\: -
=~
] K 1 ports \
4 ; SRR > AW g length
&
S ~_
Eve

/ K5 g ports \

Kg-st port <> (K g, K5 ) -th port

is due to Sklar’s theorem, which states that for an arbitrary d-
dimension CDF Fg,  s,(s1,...,Sq) with univariate marginal
distributions qu (sq), there exists a copula function C' such
that for all s, in the extended real line domain R [35],

Fsy,.5q (81,.-,84) = C(Fs, (s1) ..., Fs, (sa)) . (9)

Theorem 1. The CDF and PDF of gra ; at node i for the FAS-
aided secure communication system under arbitrary correlated
fading channel channels are, respectively, given by

FgFAS,i(T) :C(Fgli (T)?"'7F9Ki (T)Qﬁ(]) ) (10)
and
Foens.i(r H Fog, (1) e (Fgy, (1) - Fyye, (r)10c) . (A1)
in which Fgl,- (r) and fg, (r) are the marginal CDF and PDF

of the channel gain gy, with an arbitrary distribution. Besides,
¢ (.) is the copula density function of an arbitrary copula C|.)
that is given by [35]

C(Fgli (T)7"'7F9Ki (r)”?C)

_ OO (Fyy, (1), Fyy, (1);0c) 12
OFy, (r)...0Fg,, (1)
Proof. By extending the CDF definition, we have

FgFAS,i (T) =Pr (ma‘X {glm B ngl} < T) (133)
=Pr(gi, <79k, <) (13b)
=Fyg,,...9x, (ry...,7) (13¢)
WO By () By, (1)500) . (130)



where (a) is derived by considering Sklar’s theorem in (9).
Moreover, by applying the chain rule to (10), the PDF
Joras. (r) can be derived as (11) and the proof is com-
pleted. O

B. Secrecy Metrics under Arbitrary Fading Channels

1) ASC Analysis: The secrecy capacity of the FAS system
is defined as the difference between the channel capacities
corresponding to legitimate and wiretap links, i.e.,

(14

Cs (vB,7E) = max {logy (1 +yB) —log, (1 + &) ,0} .

Then regarding that Cs (y5,vg) is a random function of ~;,
the corresponding ASC can be defined as

Cs [bps/Hz] = E[C (8, 7E)] (15)

X rYB
:/o ; Cs (v8,7E) frs (9B) for (V) dyedyB.  (16)

Proposition 1. The ASC for the FAS under arbitrary fading
channels is given by

xC (F,, (;;) e Py, (;;) ;190), (17)
in which
wy = ———— 7 (18)
2(N+1) 12, (en)
€5 1s the n-th root of Laguerre polynomial L (€j), N defines

the parameter to ensure a complexity-accuracy trade-off [30].
Proof. See Appendix A. O
2) SOP Analysis: SOP is defined as the probability that the

instantaneous secrecy capacity Cs is less than a target secrecy
rate Rs > 0, i.e.,
Pyop =Pr(Cs < Rs) . (19)

Proposition 2. The SOP for the FAS under arbitrary fading
channels is given by

> o ()

‘0 (Fng (w) oty (B )
(20)

B
= R, — 1, and wy, is defined in (18).
Proof. See Appendix B. O

where R, = 25, R,

3) SEE Analysis: SEE stands as a momentous secrecy
metric for evaluating the efficacy of wireless communication
systems within energy consumption, which is denoted as the
ratio of ASC to the total power consumption. In fact, SEE
is a performance metric that indicates how a communication
system with security considerations efficiently exploits energy
to guarantee a secure transmission [37]. In general, although
increasing the transmit power can provide a higher throughput
at the receiver nodes, it can also increase energy consumption
and interference. Hence, to capture such a trade-off, the SEE
for the considered FAS can be defined as

Cs Cs

& [bps/Hz/J] = Ptot m,

21

in which « is the drain efficiency of the high-power amplifier
(HPA) and P. denotes the constant circuit power at Bob.*

Proposition 3. The SEE for the FAS under arbitrary fading

channels is given by
€n €n
%), (2):00)]
(713 ) o (VB )

ey
@)

al wWre™

- 1-C|F

- 1+6ﬁ|: 918

=1
C (FglE (7) N

x Pla+ P, ’

where ws, is defined in (18).

Remark 1. The derived analytical secrecy metrics in (17),
(20), and (22) are valid for any arbitrary choice of fading
distributions, which can also describe unknown dependence
structures. Hence, by only considering the marginal distribu-
tion of respective fading channels, the ASC, SOP, and SEE for
the FAS are obtained.

Remark 2. The parameter O¢ is defined in terms of the
fluid antenna size W; and the number of fluid antenna ports
K, which can measure the spatial correlation between fluid
antenna ports based on (4). Note that 9¢ generally depends
on the choice of copula, and it can be expressed in terms of
rank correlation coefficients.

Remark 3. In general, any function that has the following
properties can be considered as a copula C for the obtained
distributions in (10) and (11), and the derived secrecy metrics
in (17), (20), (22): 1) For every q-dimensional vector u in
[0,1]¢, C(u) = 0 if at least one coordinate of u is 0, and
if all coordinates of u are 1 except uy, then C(u) = ugy;
2) For every a and b in [0,1]7 such that a < b, we
have Ve ([a,b]) > 0, where Vo(B) is the C-volume of B
[35]. However, since each C has its own mathematical and
statistical properties, choosing an appropriate C should be
based on the purpose of the study. As shown in []10], the
Gaussian copula can be considered as a tight approximation
for the spatial correlation in the FAS.

“In this paper, it is assumed that the circuit power consumption in the FAS
is less than the circuit power consumption in the MRC SIMO system. This
is because in the FAS, only one port with maximum SNR is activated and
only 10% of the port observation is enough for that regardless of the number
of fluid antenna ports; however, in the MRC SIMO system, all antennas are
activated, which consumes more power.



C. Secrecy Metrics under Rayleigh Fading Channels

We now specialize our general framework to a particular
case of relevance, which corresponds to the case of correlated
Rayleigh fading. In this case, the marginal PDF and CDF with
the scale parameter 7); are respectively given by

F‘Jk:i (r) =1- e—mr’

far, (r) = mie™™".
This implies that we set ' = 0 and M — oo in (2).
Consequently, the amplitude of each entry of h; follows
the Rayleigh distribution. Under such an assumption, the

corresponding covariance between two arbitrary ports k; and
k; in (4) can be written as [32]

(23)
(24)

Qkiiﬁ = (i x
ki —k koy — k ’
2 ML 7 ML M24 7 Mg 25
Jo |27 <K1,i_ 1 Koy —1 2. , (29

in which ; denotes the variance of the entry of h;. Next,
by considering a specific copula function C(.) and the corre-
sponding copula density function ¢(.), the CDF and PDF of
gra, can be derived under correlated Rayleigh fading channels.
For this purpose, it is necessary to select some copula that can
accurately describe the respective spatial correlation. Finding
an appropriate copula for high-dimensional random variables
is often performed based on empirical statistic data analysis
and desired properties of the copula model. When this alterna-
tive is not possible due to the lack of such empirical data, there
are many popular parametric copulas such as Archimedean
families (e.g., Clayton, Gumbel, Frank, and Farlie-Gumbel-
Morgenstern (FGM)) and the elliptical copula (including the
Gaussian and Student-t copulas) that can be exploited for
the performance analysis of various wireless communication
systems [38]-[46]. Since the number of ports in the 2D
FAS can be very large, we exploit the Gaussian copula for
performance analysis due to its unique properties in capturing
both linear and elliptical dependencies in high-dimensional
settings, providing mathematical tractability, and including a
correlation matrix. The d-dimension Gaussian copula with
correlation matrix R € [—1,1]**? is defined as [10]

Ca (Ul, . PR ( ('LLl) ey cpfl(ud); 19@)7(26)

in which ¢~'(u,) = v/2erf " (2u, — 1) denotes the inverse
CDF (i.e., quantile function) of the standard normal distri-
bution, where erf 1 -) is the inverse of the error function
erf (2) = %foz e~ dt. The term ®r(-) is the joint CDF
of the multivariate normal distribution with zero mean vector
and correlation matrix R and also ¥ defines the dependence
parameter of the Gaussian copula, which can control the
degree of dependence between correlated random variables.
Furthermore, by using the chain rule, the Gaussian copula
density function can be written as

exp (-3 () (R -De)
det (R)

Jug;va) =

CG(ula“'aud;ﬂG): )

27)

where ¢! is a vector that includes the quantile function

of the standard normal distribution ¢! (u,), det (R) is the
determinant of R, and I is the identity matrix.

Therefore, by using the Gaussian copula, the corresponding
correlation matrix Ry ;. of FAS can be expressed in terms of
the covariance matrix with the help of Cholesky decomposition
[10]. Hence, the correlation between two arbitrary ports k; and
k; (ie., each entry of R ;) is given by

- ki, ki ,_
. A Corr[kji?kji] _ COV[ } = — O i
o var [k;] var[k;] g

e (28)

Corollary 1. The CDF and PDF of gpa, at node i for the FAS
under correlated Rayleigh fading channels are given by (29)
and (30) (see top of next page), in which J¢, . is defined in
(28) and o

= [\/ﬁerF1 (1

T
—2e7 M) L AV 2erf ! (1- 2e_””')]

€Y

Proof. By plugging the marginal distributions from (23) and
(24) into (26) and (27), and then considering (28), the proof
is completed. O

Corollary 2. The ASC for the FAS under correlated Rayleigh
fading channels is given by (32) (see top of next page), in
which 9, . is defined in (28).

Proof. By inserting the marginal CDF Fy, (r) into (17) and
the Gaussian copula definition as well as (28), the proof is
accomplished. O

Besides, note that the asymptotic behaviour of the ASC in
the high SNR regime, i.e., ¥g, is given by (33).

Corollary 3. The SOP for the considered 2D fluid antenna-
aided secure communication system under correlated Rayleigh
fading channels is given by (34) (see next page), in which
ﬁGki-Ei is defined in (28).

Corollary 4. The SEE for the FAS under correlated Rayleigh
fading channels is given by (35) (see bottom of next page), in
which 19ka_ . is defined in (28).

IV. NUMERICAL RESULTS

Here, we present numerical results to evaluate the consid-
ered system performance in terms of the ASC and SOP. In
this regards, we exploit Algorithm 1 in [10] to simulate the
Gaussian copula by considering the Cholesky decomposition
of the defined correlation matrix R. In addition, the joint
CDF of the multivariate normal distribution can be estimated
numerically or implemented via the mathematical package of
various programming languages.

Fig. 2 illustrates the performance of derived secrecy metrics
in terms of the average SNR at Bob 4 and transmit power
P for given number of fluid antenna ports Kp and selected
value of fluid antenna size Wg. We consider first the balanced
case (k = 1, i.e. K(dB) = 0dB) on which the eavesdropper
channel is not degraded w.r.t. the legitimate one. In Figs.
2(a) and 2(b), as expected, we can see that as yp grows,
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the performance of ASC and SOP enhances for a fixed value
of k, which is reasonable since the quality of main channel
(Alice-to-Bob) improves. However, note that the ASC reaches
a saturation point after which it is not possible to increase
the ASC by increasing the transmit power. In this regime, the
capacities for the legitimate and eavesdropper’s links are well
approximated by C; = log, (7;) and the ASC is upperbounded
by Cs ~ log, (kgras,B/gras k) similar to the observation
made in [34]. This is confirmed by the asymptotic ASC value
that is reached a 4p grows. In Fig. 2(c), it can be observed that
the SEE performance initially improves to its maximum value
and then becomes worse, increasing the transmit power P. The
main reason behind such a trend is that the ASC is initially
able to overcome the power consumption before reaching the
extreme point; however, by continuously increasing P, the
effect of power consumption becomes more noticeable, and
thus, the SEE performance weakens after the extreme point.
Moreover, under the constant value of Kr and Wg in Figs.
2(a)-2(f), we can observe that considering a larger number of
fluid antenna ports (e.g., Kg = 4 x 4) or a larger value of

fluid antenna size (e.g., Wp = 3 x 3) at Bob can improve
the efficiency of SOP, ASC, and SEE, namely, provides more
secure and reliable transmission. Besides, in Figs. 2(a)-2(c),
we specifically assume a benchmark so that both Bob and Eve
can be considered the multiple antenna receivers (i.e, SIMO)
with N; antennas that exploit the MRC technique. Given the
point that only the best port with maximum received SNR is
activated in the FAS but all N; antennas are activated in the
SIMO system due to MRC technique, it can be clearly seen
that the FAS with a pre-defined number of fluid antenna ports
at Bob (e.g., Kp = 2 x 2) can significantly provide a higher
ASC and SEE and lower SOP in contrast to the SIMO system
with a given number of antennas at Bob (e.g., Ng = 4). For
instance, under a given SNR 45 = 10dB, the ASC is almost
equal to 1.5 bps/Hz and the SOP is around in the order of
10~* for the FAS, while these values are near 0.7 bps/Hz and
1072 in the SIMO system. Such an improvement is generally
achieved due to the capability of fluid antenna in switching
to the best port within a finite size W, the ability to adapt
and reconfigure their antenna patterns dynamically based on

wW; e

(1+€) (Pla+ F)
R, i (\@erf_l (

N
E = E
=1
NE€h
x O

1—-2¢ &

[1 - (I)RkB,ch (\/ierffl (1 —2e
>,...,\@erf_1 (172e_

NB€¢7n
B

_"B¢n
B

),...,\/ierffl (1—2e

)579GkE7,~QE)

)iv6.,z,)]

NE€n
TE

(35)



0
10 —%—FAS, Kg = 2 x 2 25 —+—FAS, Kg = 2 X 2
$0r-0-8: 8 B —%—FAS, Kp =4x4 —%—FAS, Kp =4x4
% By |-e-SIMO, Np = 4 -~ SIMO, Np = 2
4 S, 1-+---SIMO, N = 8 2 - - SIMO, Ny = 4
— \, —
N 1072 > Q
) N 1.5
= 2 o)
=} ] } b
2 & =
» y 2 1
LY 0.5 / )i i 104 - E
F A —+_FAS, K5 —2 x 2 N
¢x’ —%—FAS, Kp =4 x4 05
8- SIMO, N = 4 ’
B -4~ SIMO, Ng = 8
0 | - - - - Asymptotic 10-6 | N b 0 ‘ ‘ ‘ Sodas
-5 0 5 10 15 -5 0 10 15 -30 -25 -20 -15 -10 -5
75 (dB) 5 (dB) P (dBm)
(a) ASC (b) SOP (c) SEE
1.5 -1
e P 10 4 ——Wp=1x1 2.5 T——Wg=1x1
——Wp=3x3 —Wp=3x3
1072 2
~ 1l (=
N ) 1
s 1073 N 15
>~ =% : o
2 8 =
Nel A ™
& —4 =}
= 10 2 1
2 —
15 0.5 -
© W
107 0.5
—o—Wp=1x1
——Wp=3x%x3
0 | | - - - - Asymptotic 10-6 | 0 | | | N
-5 0 5 10 15 -5 0 5 10 -30 -25 -20 -15 -10 -5
¥e (dB) ¥8 (dB) P (dBm)
(d) ASC (e) SOP (f) SEE

Fig. 2. Secrecy metrics versus the average SNR at Bob /g and transmit power P for selected values of fluid antenna ports Kg and fluid antenna size Wg

when g = 0 dB, Rs = 1bits, n; =1, P. =30 dBm, o =1, and N = 2.

the channel conditions through an extreme resolution of fading
envelope. Moreover, the main reason of SEE enhancement in
the FAS compared with the SIMO system is that activating
only one port of fluid antenna needs less power consumption
compared with the case of activating all antennas in the SIMO
system.

To gain more insights into how exactly the number of
fluid antenna ports and fluid antenna size affect the secrecy
performance, we present Figs. 3 and 4, respectively. Besides,
it is worth mentioning that from the PLS viewpoint, it is
classically assumed that the main channel condition is always
better than the eavesdropper channel; however, we consider
all three possible scenarios related to channels’ condition, i.e.,
captured by £ >=< 1. In Figs. 3(a)-3(c), under a fixed number
of fluid/multiple antenna at Eve, we can observe that the ASC,
SOP, and SEE performance for the FAS initially improves and
then converges to a floor as K continuously increases. This
limitation is mainly due to the fact that when increasing Kp
for a given value of Wpg, the space between ports decreases
and the spatial correlation between them increases as it can
be derived in (25); thereby, lower diversity gain is achieved
until eventually saturating. In addition, in 3(a), we see that
the ASC provided by the FAS is almost 0.55 bps/Hz higher
than that of achieved by the SIMO system in the advantage

(k > 1) case. Moreover, in Fig. 3(b), under the scenario that
the main channel is better than the eavesdropper channel (i.e.,
k > 1), it can be found that the SOP of the FAS is nearly 1072,
while the SOP of SIMO system is approximately 3 x 1072,
Furthermore, the interesting point is that even under the case
that the main channel is worse than the eavesdropper channel
(i.e., disadvantage case, k < 1), the SOP performance of
FAS marginally improves as Kp grows and provides lower
values compared with the SIMO system. Besides, Fig. 3(c)
reveals that even if the number multiple antenna is equal to
the number of fluid antenna ports (e.g., Ng = Kp = 16),
SEE achieves higher values in FAS, namely, the SEE of
fluid antenna is 1 bps/Hz/J higher than that of multiple fixed
antennas. By increasing the fluid antenna size at Bob Wp,
it can be seen in Fig. 4(a) that ASC increases and then
plateaus. Such an improvement is mainly because increasing
the spatial separation between the fluid antenna ports by
increasing Wp for a fixed Ky leads to significant reduction
in spatial correlation. Nonetheless, as shown in Fig. 4(b), the
SOP of FAS improves without bound as Wp raises if Ky is
sufficiently large. Moreover, following the trend of ASC, we
can observe in 4(c) that the SEE performance improves and
then becomes constant by increasing Wpg. In contrast, in all
Figs. 4(a)-4(c), it can be seen that the performance of ASC,
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SOP, and SEE is constant since the diversity gain of SIMO
remains the same even if Wy is increased.

V. CONCLUSION

This paper studied the secrecy performance of FAS-aided
communication under arbitrarily correlated fading channels.
In particular, we considered that a single fixed-position an-
tenna transmitter sends a confidential message to a legiti-
mate receiver while an eavesdropper attempts to decode the
transmitted signal. We also assumed that both the legitimate
receiver and the eavesdropper are equipped with the FAS
technology. Under these assumptions, by utilizing the copula
method, we derived the general distributions of the equivalent
channel at both nodes, which are valid for any arbitrarily
correlated fading distributions. Then, we obtained general an-
alytical expressions for the ASC, SOP, and SEE by exploiting
the Gauss-Laguerre quadrature. Furthermore, to analyze the
system’s performance, we derived the ASC, SOP, and SEE
under correlated Rayleigh fading channels using the Gaussian
copula. Additionally, we evaluated the system behavior in the
high SNR regime by deriving the asymptotic expressions of
the ASC. Finally, by numerically comparing the FAS with the

SIMO system, we showed that considering the FAS instead of

TAS can remarkably enhance the secrecy performance.
APPENDIX A

PROOF OF PROPOSITION 1
Given the definition of ASC, (16) can be rewritten as
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in which ., (v

) = 1—F,, (v8) is the complementary CDF

(CCDF) of the SNR ~p. The integral Z; mentions the ASC
when Eve is not available and the integral Z» indicates the
ASC loss due to Eve. By inserting (10) into (39) and after
doing the transformation of random variables, we have
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Since the provided integral in (40) is mathematically in-
tractable to compute, we exploit the Gauss-Laguerre quadra-
ture method which is defined as the following lemma.

Lemma 1. The Gauss-Laguerre quadrature is defined as [36]

N
Z wil\ () (41)
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in which e;, is the ni-th root of Laguerre polynomial L g (e5)

and wj = ———2
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Hence, by applying Lemma 1 into (40), (17) is derived and
the proof is completed.

APPENDIX B
THE PROOF OF PROPOSITION 2

By substituting the definition of secrecy capacity from (14)
into (19), the SOP can re-expressed as

148
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where 7, = Royg+ Ry, Ro = 2%, and R, = R, —1. Besides,
(b) is obtained by applying transformation of random variables

and considering Theorem 1.

Then, by applying the Gauss-

Laguerre quadrature from Lemma 1 into (45), the proof is
accomplished.
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