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Abstract

This paper investigates the vulnerability of spiking neural
networks (SNNs) and federated learning (FL) to backdoor
attacks using neuromorphic data. Despite the efficiency
of SNNs and the privacy advantages of FL, particularly in
low-powered devices, we demonstrate that these systems
are susceptible to such attacks. We first assess the via-
bility of using FL with SNNs using neuromorphic data,
showing its potential usage. Then, we evaluate the trans-
ferability of known FL attack methods to SNNs, finding
that these lead to suboptimal attack performance. There-
fore, we explore backdoor attacks involving single and
multiple attackers to improve the attack performance. Our
primary contribution is developing a novel attack strategy
tailored to SNNs and FL, which distributes the backdoor
trigger temporally and across malicious devices, enhanc-
ing the attack’s effectiveness and stealthiness. In the best
case, we achieve a 100% attack success rate, 0.13 MSE,
and 98.9 SSIM. Moreover, we adapt and evaluate an ex-
isting defense against backdoor attacks, revealing its in-
adequacy in protecting SNNs. This study underscores the
need for robust security measures in deploying SNNs and
FL, particularly in the context of backdoor attacks.

1 Introduction

Deep neural networks (DNNs) achieve outstanding per-
formance on numerous tasks [15], such as computer vi-
sion, speech recognition, or natural language processing.
DNNs leverage their full potential by learning from a
large corpus of data. The data is processed in an itera-
tive learning process, which requires powerful computing

devices, i.e., GPUs, takes much time, and involves signif-
icant training costs [10].

In this context, spiking neural networks (SNNs) are
highly useful. SNNs are an emerging field that leverages
neuromorphic computing to enable energy-efficient com-
puting. SNNs use neuromorphic data, time encoding the
information, thus being much more compressed than reg-
ular data, e.g., images. SNNs perform similarly to the tra-
ditional machine learning (ML) models while drastically
reducing their energy consumption.

At the same time, privacy regulations have led the re-
search community to investigate privacy-preserving ML
schemes, such as federated learning (FL). FL is a training
scheme that enables data decentralization, where numer-
ous devices or clients aim to train a ML model without
sharing private data. FL has been extensively evaluated
using non-neuromorphic data, including SNNs [31, 30],
showcasing its usability. Research has yet to explore the
viability of combining FL with neuromorphic data.

Due to the increasing attention ML has received, the re-
search community has been focusing on evaluating its se-
curity. In the last few years, new threats have been discov-
ered [17], such as adversarial examples, model inversion,
and backdoor attacks, to name a few. Regarding SNNs,
recent investigations have concluded that SNNs are also
vulnerable to some of these attacks, i.e., adversarial exam-
ples [28, 33, 9] and backdoor attacks [2, 1]. In the context
of FL, security and privacy evaluations have also been in
the scope of security experts [3, 25], concluding that FL
is vulnerable to privacy attacks, such as membership in-
ference, and security attacks, such as backdoor attacks.

This investigation tackles some important research
gaps: the lack of i) evaluation of FL. with SNNs and neu-



romorphic data and ii) the security analysis of FL. with
SNNs and neuromorphic data. In this paper, we are the
first to investigate how to train an FL setup with SNNs
and then evaluate if the existing FL attacks also apply (af-
ter adaptation) to neuromorphic data and SNNs. Further-
more, we develop a novel attack vector unique to FL with
SNNs and neuromorphic data, which splits the backdoor
trigger in time, named Time Bandits, showcasing some
new challenges and the necessity of stronger defenses.

In summary, our contributions are summarized as:

1. We are the first to evaluate the viability of SNNs in
FL and neuromorphic data in various settings.

2. We pioneer the investigation into backdoor attacks in
FL using SNNs and neuromorphic data. More pre-
cisely, we:

* Adapt known backdoor attacks from FL in non-
neuromorphic scenarios.

* Design a novel backdoor trigger specific to FL
scenarios using neuromorphic data, obtaining
the novel Time Bandits attack.

3. We consider single and multiple attacker scenarios
and further evaluate the stealthiness of the proposed
triggers.

4. We investigate if an already known backdoor de-
fense in standard FL is applicable under neuromor-
phic data.

2 Background

2.1 SNNs & Neuromorphic Data

Neuromorphic data is an emerging approach to encoding
information inspired by biological neural systems. Con-
trary to regular data representation, e.g., images, neuro-
morphic data exploit the temporal dynamics and encode
the information in an event-driven and asynchronous way.
This encoding finds its application in numerous fields,
with a notable emphasis on visual processing; see Fig-
ure 1.

Dynamic vision sensors (DVSs) cameras and SNNs en-
able capturing and processing neuromorphic data. DVSs
cameras capture the changes in luminance through time as
a stream of events, capturing real-time and efficient visual
scene representation. SNNs leverage neuromorphic data,
enabling efficient data processing through discrete events

Figure 1: Neuromorphic data at different frames.

or spikes.

Formally, let I (w) represent the neuromorphic data in-
put at time w, where I(w) is a stream of events captur-
ing changes in luminance. The SNN processes this input
through its layers of spiking neurons. The behavior of a
spiking neuron j at time w is given by the leaky integrate-
and-fire (LIF) model:

if Vi(w) > v,
. ey
otherwise,
where V;(w) is the membrane potential of neuron j at
time w, and v; is the firing threshold. The membrane po-
tential evolves based on the input spikes and is subject
to reset after a spike is emitted. Note that Equation 1
is non-differentiable, disabling the usage of calculating
gradients and, thus, performing backpropagation. This
non-differentiable behavior necessitates specialized train-
ing approaches such as spike timing-dependent plasticity
(STDP) or surrogate gradients. Surrogate training allows
the approximation of the derivatives to perform back-
propagation, enabling compatibility with Adam [18] or
stochastic gradient descent (SGD) [4]. The latter achieves
better performance [21], representing the method we fol-
low in our work.

2.2 Federated Learning

FL [24] is a decentralized ML technique that enables
model training across multiple devices while keeping the
data localized. In centralized ML approaches, data is
typically centralized, posing privacy concerns. FL ad-
dresses these concerns by allowing the training of a global
model collaboratively across distributed devices without
exchanging raw data.

Let D1,Ds, ..., D, represent the local datasets avail-
able on n different devices. Each local dataset D; is as-



sociated with a model parameterized by 6;. FL aims to
learn a global model parameterized by © that captures
the knowledge from all participating devices. This global
model is updated collaboratively through an iterative pro-
cess. Each iteration selects a subset of devices to par-
ticipate in the model update. Let By C {1,2,...,n}
represent the set of devices selected at iteration ¢. The
global model, ©, is updated by aggregating the local up-
dates from the selected devices:

1
@t+1 = @ Z 9i,t+1,

1€EB;

where 6; ;11 is the local model update from device ¢ at
iteration ¢ + 1. The aggregation process ensures that the
global model benefits from the knowledge of all partici-
pating devices while preserving the privacy of individual
data.

2.3 Backdoor Attacks

Backdoor attacks alter a model’s behavior during training,
causing it to exhibit abnormal behavior at test time [16]. A
backdoored model incorrectly classifies inputs with a trig-
ger while behaving correctly on clean inputs. The training
set is adjusted to include malicious data samples contain-
ing the trigger in the context of data poisoning backdoors.
In the image domain, the trigger may manifest as a pixel
pattern in a specific part of an image. When the algorithm
is trained on a combination of clean and backdoor data,
the model learns explicitly to misclassify inputs contain-
ing the pixel pattern (i.e., the trigger) to a predefined target
label.

Formally, an algorithm fp(-) is trained on a mixed
dataset comprising both clean and backdoor data, with the
mixing ratio controlled by € = “*, where n is the size of
the clean dataset, m is the size of the backdoor dataset,
and m < n. The backdoor dataset Dy, consists of back-
door samples {(X,9)}"™ € Dy, where x is the sample
containing the trigger, and ¥ is the target label. For a clean
dataset of size n, the training procedure seeks to find 6 by
minimizing the loss function L:

0 = argeminZE(fe(Xi),yi), 2

i=0

where x is the input, and y is the ground truth label. Dur-
ing training with backdoor data, Equation 2 is modified to
incorporate the backdoor behavior, expressed as:

m

0 = argeminZE(fg(xi),yi) + Zﬁ(fe(ﬁj)aﬁj)-

i=0 3=0

In FL, backdoor attacks are also prominent [7]. A ma-
licious device includes poisoned data samples in the lo-
cal dataset and injects them into the local model through
training, following the same approach explained above.
When the number of devices in the network is large, the
backdoor effect may vanish during aggregation—a single
malicious model out of many will have a low impact due
to the averaging process. The local model is scaled by
scalar v = %, where 7. is the number of malicious de-
vices, impacting the global model more [7].

3 Threat Model

We consider the same threat model as in prior studies [7].
Different devices aim to train a shared model for solv-
ing a specific task. We consider all the devices benign
except one (or a small subset of non-colluding malicious
devices), which aims to inject a backdoor into the global
model. We assume that the attacker can fully access the
local model and dataset. The attacker can also control its
local training procedure and select arbitrary hyperparam-
eters as the learning rate or the number of epochs. The
attacker can also modify the weights of the local model
before sharing it with the server. However, no one can
directly interact with other devices or access others’ pri-
vate data. The attacker aims to inject a backdoor us-
ing a data poisoning-based, dirty label methodology [16].
We also limit our research to the digital image domain,
where triggers are intended to be injected in digital sam-
ples rather than applied physically in the wild [6]. Regard-
ing the FL type, we consider horizontal federated learn-
ing, where different devices contain distinct samples for
the same set of features, which is usually considered in
recent work [7].



4 Methodology

This section gives a detailed explanation and rationale for
the considered attacks. We propose an attack consider-
ing a single malicious device and multiple non-colluding
malicious devices, i.e., Time Bandits.

4.1 Single Attacker

In a single attacker scenario, the attacker aims to introduce
a backdoor into the global model by leveraging its pri-
vate data and model (see Figure 2). We adopt the vanilla
backdoor attack in FL [7] to achieve this, and we adapt
it to work with neuromorphic data. Specifically, the at-
tacker chooses a location, trigger size, and trigger polar-
ity. Instead of evaluating these parameters exhaustively,
we rely on prior research to select an already used (and
well-performing) configuration [2]. Specifically, we em-
ploy a trigger size equivalent to 30% of the image, placing
the trigger in the top-left corner with a polarity of 1 (light
blue).
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Figure 2: Overview of the single attacker backdoor attack.

The attacker incorporates images containing the trigger
into the local dataset. The number of poisoned samples
is controlled by e. The trigger is consistently placed in
the exact location across all frames (2, and the polarity
remains constant. Following local training, the attacker
scales the malicious model 6 and transmits it to the server
for aggregation. Note that the attacker may not be se-
lected in every iteration; its probability will depend on the
number of devices selected, which may affect the attack
performance. In later sections, we test this hyperparame-
ter; see section 6.1.

4.2 Multiple Attackers - Time Bandits

In a multiple attacker scenario, multiple devices collabo-
rate toward a single goal without colluding (see Figure 3).
Inspired by the work of Xie et al. [32], where a distributed
backdoor attack in FL involves multiple malicious devices
splitting the trigger into smaller parts, we propose a novel
attack leveraging unique features of neuromorphic data
such as its dynamism, where the trigger is split in time.
We denote this attack as Time Bandits.
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Figure 3: Overview of Time Bandits with two malicious devices.
One of the attackers contaminates the first {2/2 frames, while the
other poisons the last /2 frames.

Instead of splitting the trigger spatially, we propose
splitting it through time. Each device injects the trigger
into a specific subset of frames. For instance, with two
malicious devices and data samples spanning 2 = 16
frames, the first malicious device injects the trigger in the
first eight frames. In contrast, the second malicious device
affects the last eight frames. The choice of this strategy
may vary and is not fixed to this example. We exemplify
with two attackers; however, the attacker can be general-
ized to an arbitrary number of attackers. More than two
attackers are considered in section 6.1. At test time, a
data sample with the trigger in all frames launches the
backdoor effect.

Formally, let NV denote the total number of devices
in the FL system, and let D; represent the local device
dataset ¢. For a given data sample x consisting of a se-
quence of frames x = x1,Xa,...,Xq, wWhere € is the
total number of frames in the sample, we introduce a bi-
nary function h;(w) for device i, representing whether the
trigger is injected into the frame w. The function h;(w)
takes the value of 1 if the trigger is injected and O other-
wise. The local model update for each malicious device
1 at iteration ¢ 4 1 is then given by minimizing the loss



function £:

n

eattackeri,t-i-l = arg;nin Z ‘C(f@ (Xi)a yl)+
=0

> L(fo(%5), 1),
j=0
where x; represents a clean input, y; is the corresponding
label, x; is a backdoor sample, and 3; is the target label.
The distributed backdoor injection is achieved through
the binary function h;(w). Specifically, for each frame w:

1, ifw< % device 1 is the first attacker,

1, if % <w< ZWQ device 1 is the 2™ attacker,
Bi(w) =4
1, if w < w < €, i1is the last attacker,

0, otherwise.

At test time, a data sample with the trigger injected
in all frames is represented by Zfil h;(w), and this
launches the backdoor effect in the FL system.

Using neuromorphic data opens new challenges and
possibilities for backdoor triggers. This work is the first
to explore splitting triggers in time and distributing them
among attackers. This novel approach opens a new av-
enue for other attacks, such as triggers that change shape,
position, or polarity through time, which we aim to ex-
plore in future work.

5 Experimentation

5.1 Experimental Setup

Datasets. We use three datasets: N-MNIST [26],
CIFAR10-DVS [22] (N-CIFARI10), and DVSI128-
Gesture [5] (Gesture). We use N-MNIST and N-
CIFARIO since their non-neuromorphic versions are
common benchmarking datasets in computer vision for
security/privacy in ML. N-MNIST is a spiking version
of MNIST [20], which contains 34 x 34 60000 training,
and 10000 test samples. An asynchronous time-based
image sensor (ATIS) [27] captured the dataset across the
10 MNIST digits on an LCD monitor. The N-CIFAR10
dataset is the spiking version of the CIFARI10 [19]

dataset, which contains 9000 training, and 1000 test
128 x 128 samples, corresponding to 10 classes. Lastly,
the Gesture dataset is a “fully neuromorphic” dataset
created for SNNs tasks. The Gesture dataset collects
real-time motion captures from 29 subjects making 11
different hand gestures under three illumination condi-
tions, creating 1176 128 x 128 training samples and
288 test samples. For all datasets, the samples’ shape is
Q x P x H x W, where € is the number of time steps
(we set it to 2 = 16 based on [11]), P is the polarity, H
is the height, and W is the width.

Models. We consider three network architectures for
the victim classifiers used in related works [12]. The
N-MNIST dataset’s network comprises a single convo-
lutional layer and a fully connected layer. For the N-
CIFAR10 dataset, the network contains two convolutional
layers followed by batch normalization and max pooling
layers. Then, two fully connected layers with dropout are
added, and lastly, a voting layer—for improving the clas-
sification robustness [12]—of size ten is incorporated. Fi-
nally, five convolutional layers with batch normalization
and max pooling for the Gesture dataset, two fully con-
nected layers with dropout, and a voting layer compose
the network.

We first evaluate model performance on clean data,
serving as a baseline for later experiments. We split the
data independently and identically distributed (IID) for
our experiments. We consider non-IID data in section 6.2.
Table 1 shows the clean accuracy for different datasets
with clean data using a single device. All the results are
the averaged values over four execution rounds.

Table 1: Baseline clean accuracy (%) with a single device.

Dataset Epochs  Accuracy (%)
N-MNIST 10 99.27
N-CIFAR10 30 67.60
Gesture 64 91.67

Interestingly, when using the federated setup with mul-
tiple devices, we observe a notable accuracy degradation,
see Table 2. The accuracy degradation is mainly observed
on complex datasets such as Gesture and N-CIFAR10. On
Gesture, the degradation is more significant due to the
small size of the dataset; each device contains few sam-



ples, which makes the model harder to generalize. Like-
wise, the degradation is most significant with many de-
vices in the network and when the number of selected de-
vices is small.

Table 2: Clean accuracy (%) baseline for different FL setups.

10 25 50
0.1 0.5 1 0.1 0.5 1 0.1 0.5 1
N-MNIST 9793 98.18 982 9629 96.6 96.72 9325 93.71 94.01
N-CIFAR10 49.7 545 533 437 433 413 274 304 533
Gesture 7048 75.69 71.87 50.69 62.5 5937 4792 4445 50.35

5.2 Single Attacker

In the single attacker scenario, the attacker crafts poisoned
data and includes them in the local dataset, so the back-
door is injected into the model through local training. We
observe that without scaling, the attack results are inef-
fective; see Table 3. The attack achieves a 39.59% attack
success rate (ASR) with ten devices and a 9.74% with 50
devices for N-MNIST. As expected, the more benign the
devices, the worse the attack performance. The same ef-
fect is also noticeable for the other datasets. Therefore,
we also evaluate the backdoor performance under model
scaling. The attacker scales the model by a scalar based
on the number of total devices on the network. The attack
performance increases in all the settings (see Table 3);
however, in most cases, the performance is not as good
as the state-of-the-art [7].

Attacking FL with SNNs is generally more complex
than attacking its non-neuromorphic counterpart due to
the lower performance of SNNs. However, the at-
tack achieves top backdoor performance on less complex
datasets such as N-MNIST, where the samples are sim-
ple and without noise, i.e., 100% ASR. It is important
to remark on the importance of the rounds at which the
attacker is selected. For instance, if the attacker is only
selected in an early round, the backdoor effect will not be
retained and will vanish. This will also be important in
later experiments.

5.3 Multiple Attackers

Under a multiple attacker setup, we use our novel attack
Time Bandits; we consider various scenarios where dif-
ferent devices are compromised and non-colluding; they

collaborate to achieve the same goal. Precisely, we be-
gin considering two malicious devices, where, in a coor-
dinated manner, they split the trigger through time and
include it in their respective dataset (more malicious de-
vices are considered in section 6.1).

Note that two malicious devices comprise 20%, 8%,
and 4% of the total federated network for 10, 25, and
50 devices. Compared with the single attacker scenario,
we observe a significant increase in the performance of
the attack (see Table 4). Precisely, for N-MNIST and N-
CIFARI1O, the attack achieves top performance. However,
for the Gesture dataset, we observe the same problem as
stated before due to the small size of the dataset. Recall
that in a multiple attacker setup, the trigger is split into
multiple parties, and the malicious samples are different
per device, i.e., attacker 1 contains different samples than
attacker 2, only sharing the trigger at different time steps.
Thus, the model learns a more complex insight than a sin-
gle device setup. Using two coordinated attackers results
in better attacks than in a single attacker scenario.

The stealthiness of the backdoor samples in the multi-
ple attackers scenario is also improved compared to the
single attacker scenario since fewer time steps are mod-
ified. We evaluate the attacks’ stealthiness in section 8.
Overall, using Time Bandits compared to a single attacker
setup (even when using a scaling factor) generally im-
proves the attack performance and stealthiness. Similarly,
the Time Bandits attack grants the attacker more flexibil-
ity and control over the trigger, which could be adapted to
bypass known defenses or constraints.

6 Ablation Study

We first evaluate the attack performance by increasing the
number of coordinated attackers. Then, we evaluate how
well the clean network and the network under attack op-
erate when the data distribution is non-IID.

6.1 Effect of the Number of Attackers

Now, we consider the effect of different amounts of mali-
cious devices for our Time Bandits attack. Precisely, we
split the trigger into 4 and 8 malicious devices. Table 5
shows the ASR of different attack setups, with 4 and 8
malicious devices.



Table 3: ASR (%) of a single attacker backdoor attack under different settings. Without and with scaling. € = 0.1.

10 25 50
0.1 0.5 1 0.1 0.5 1 0.1 0.5 1
N-MNIST  38.59/39.98  38.39/100 30.38/100  9.73/39.41 10.09 / 100 10.66/100  9.31/39.36 9.48 /100 9.74 / 100
N-CIFARIO 60.27/63.43 44.97/97.63 29.60/99.60 12.57/14.00 11.20/94.93 10.83/97.83 15.90/31.40 10.67/25.70 9.27/48.53
Gesture 19.91/5.90 7.06/17.75 7.775/17.59  370/11.23  6.60/29.51 7.52/2477  5.67/24.65 6.37/4775  6.94/16.44

Table 4: ASR (%) of the Time Bandits attack under different
settings. € = 0.1.

10 25 50
0.1 0.5 1 0.1 0.5 1 0.1 0.5 1

N-MNIST 100 100 100 4.61 100 100 100 100 100
N-CIFARIO 49.00 99.70 100 11.45 100 86.60 55.55 4045 60.77
Gesture 2824 1331 1181 799 1979 26.04 6.13 29.17 3229

Table 5: ASR (%) of the Time Bandits attack under different
settings. 4/8 attackers. € = 0.1.

25 50
0.1 0.5 1 0.1 0.5 1
N-MNIST 100/100 100/100 100/100 7.86/7.49 100/50.16 100/100

N-CIFARIO  56.60/54.65 99.95/99.90  100/99.40  65.65/99.95 40.70/55.85 100/100
Gesture 25.17/42.19  52.78/69.27  59.72/76.04  67.53/59.03  77.08/73.26  55.38/84.38

We observe interesting findings: first, the more attack-
ers there are, the better the attack performance. This is
mainly a cause of the probability of an attacker being se-
lected. Note that the number of triggers in a sample is al-
ways the same, regardless of the number of attackers. In
some cases (N-MNIST with 50 devices and half of them
selected on each round), the attacker is not chosen in the
latter rounds, making the attack less practical. However,
overall, the attack is boosted by the number of attackers
when the fraction of devices selected is small. In setups
where all the devices are selected in each round, there is
a slight difference in most cases, solely with the Gesture
dataset, as the dataset is small. We conclude that more at-
tackers are useful when a few devices are selected in each
round or when the stealthiness must be improved. Further
details are in section 8.

6.2 Effect of the IID-ness

In addition to the number of devices in the network, other
properties, such as the data distribution, also affect the
performance of the FL network. This section evaluates
how SNNs and the attack perform as the data distribution

becomes non-IID. We systematically create the non-IID
data using the Dirichlet distribution, a standard method
in FL [34]. We set the non-IID degree to 50%. We
first consider training solely on clean data to compare its
performance with the IID version. Based on the results
(see Table 6), we observe a slight degradation in the ac-
curacy. However, the degradation is not severe and also
happens in regular non-spiking networks when non-IID
data is used [30]. The results for different degrees of IID-
ness, are in Appendix A.

Table 6: Clean accuracy (%) baseline for different FL setups
under non-IID settings.

10 25 50
0.1 0.5 1 0.1 0.5 1 0.1 0.5 1
N-MNIST  89.18 9831 98.17 9531 9731 97.14 9290 95.94 96.11
N-CIFARIO 38.05 4560 4830 21.75 23.65 2670 17.30 20.35 18.30
Gesture 47.05 7031 7292 4462 5625 56.08 4271 49.13 49.83

Regarding the attack with two attackers and non-IID
settings, see Table 7, the attack performance drastically
lowers on complex datasets. We achieve a maximum ASR
of 50.87% for the Gesture dataset. This is primarily due
to the dataset being complex and small. Thus, the attack-
ers have few samples, which are non-IID and less diverse
than in IID. This is not noticed for N-MNIST since the
dataset is simpler and more extensive. However, we also
notice a low ASR on N-MNIST with 25 devices. This
cause has also been observed previously in Table 3, and it
is due to the selection of the attacker. Since only 10% of
the devices are selected in each epoch, the attackers might
not be selected for some rounds (or none more), vanish-
ing the backdoor effect. This effect is also linked to at
what round an attacker is selected because the backdoor
is better injected at the last rounds [7].

Interestingly, when using non-IID data over a small
dataset (as Gesture), the attacker will not share samples
from the same class. This causes an interesting effect that
when injecting the trigger, the attacker uses both distinct



Table 7: ASR (%) for different FL setups under non-IID settings,
using Time Bandits with two attackers.

10 25 50
0.1 0.5 1 0.1 0.5 1 0.1 0.5 1
N-MNIST  86.32 100 100 55.13 100 100 100 100 100
N-CIFARIO  8.45 100 100 630 5830 81.65 1220 2420 73.95

Gesture 451 2118 1441 30.73 19.79 50.87 2934 2500 2292

time steps and distinct classes, which hardens even more
to include the backdoor task in the model, see Table 8.
However, the backdoor is correctly injected in the model
when the dataset is large and simpler, i.e., N-MNIST.

Table 8: ASR (%) of Time Bandits attack under different set-
tings with non-IID data. 4/8 attackers. € = 0.1.

25 50
0.1 0.5 1 0.1 0.5 1

N-MNIST 100/ 100 100/ 100 100/ 100 100/9.3 100/ 100 100/ 100
N-CIFAR10 8.65/19.4 16.55/36.0 73.55/49.1 0.00/24.2 31.90/36.8 57.85/759
Gesture 3.47/78.5 28.12/47.6 50.69/385 6.25/40.6 21.88/67.4 18.06/25.7

7 Defense Evaluation

Numerous defenses have been designed against backdoor
attacks. Specifically in FL, the defenses can be applied by
i) the local device and ii) by the central aggregator. None
of the defenses in the literature are specific to SNNs or
neuromorphic data. Thus, they must be adapted to handle
neuromorphic data, SNNs, or FL.

We consider strong intentional  perturbation
(STRIP) [14] as a defense deployed locally by the
devices, which measures the entropy of the clean and
backdoor samples to detect outliers. This defense could
be deployed by a device locally at inference time to
reject inputs that have an abnormal entropy level, i.e.,
contain a trigger. Other methods, such as artificial brain
stimulation (ABS) [23], are ineffective against SNNs
with neuromorphic data [2]. STRIP considers access to
a clean test set. First, by superimposing clean samples,
STRIP determines a detection boundary. These are then
fed into the model, whose outputs are used to measure
the Shannon entropy. Then, STRIP assumes that the
outputs should follow a normal distribution, from which
it extracts the probability density function, which will
serve as the detection boundary. Thus, a sample will be

superimposed by a random clean sample. The perturbed
sample’s entropy below the boundary is considered clean
or will be flagged as malicious otherwise.

To evaluate the effectiveness of STRIP, we choose dif-
ferent settings where the backdoor is successful; we con-
sider our Time Bandits attack under the N-MNIST and
Gesture datasets (results for N-CIFAR10 are in Appendix
B). To evaluate the effect of the number of devices and the
fraction of devices selected in each round, we fixed the
fraction of devices for the N-MNIST case. We fixed the
number of total devices for the Gesture dataset to evaluate
the effect of the selected number of devices. Based on the
results (see Figure 4), the entropy levels of clean and ma-
licious samples are very similar. Then, it becomes chal-
lenging to find a reasonable boundary to separate clean
and malicious samples. Moreover, when using IID data
(bottom row), the malicious samples follow a similar en-
tropy distribution to that in non-IID settings (top row). Fi-
nally, as for Gesture, even the clean data does not follow
a normal distribution of noisy and complex data. This
makes it even more challenging to discard malicious sam-
ples. Likewise, in all the scenarios, the malicious samples
overlap with the entropy levels of the clean data.

8 Stealthiness

Although there is no precise method for measuring the
stealthiness of a trigger in backdoor attacks or the per-
turbation in adversarial examples, mean squared error
(MSE) and structural similarity index (SSIM) are com-
monly used. Following recent work [2], we also utilize
these metrics for evaluating the stealthiness of the trig-
gers. MSE compares the pixel-wise difference between
the clean and the backdoored sample. MSE does not con-
sider the context, e.g., the neighboring pixels, making its
measurement local. SSIM overcomes this limitation by
considering the context of the image. To adapt these met-
rics to neuromorphic data, we compute them per frame
and then average them. We also calculate the MSE and
SSIM per batch, averaging the results. Table 9 shows the
average stealthiness of the proposed triggers.

We observe that the triggers’ stealthiness is high re-
gardless of the number of attackers. Nevertheless, we no-
tice that the more malicious devices in the network, the
higher the stealthiness because fewer frames include the
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Figure 4: STRIP defense results for Time Bandits attack with different numbers/fractions of devices selected per epoch. The first

row is non-IID, and the second row is IID.

Table 9: Average stealthiness of single attacker and Time Ban-
dits attacks with a trigger size of 30% of the source image.

MSE | SSIM 1
# of Attackers 1 ) 3 | 5 3
N-MNIST 8.57 214 0.84 87.72 88.77 90.01
Gesture 10.11 2.05 098 91.67 9231 92.97
N-CIFAR10 1.28 056 0.3 98.17 97.52 98.88

trigger. This empirical result is interesting because in the
extreme case where the number of attackers is equal to
the frame number, the poisoned image is left (almost) un-
changed except for a single frame, boosting its stealthi-
ness.

9 Related Work

FL have been extensively used in many non-
neuromorphic domains, in both general deep learning
(DL) and SNNs setups. Specific to last, [30, 31] evaluated
the usability of SNNs in federated setups. Precisely, they
experiment with a wide range of hyperparameters and
non-neuromorphic datasets, e.g., N-MNIST, N-CIFAR10,
or Gesture, showing that FL is a suitable training scheme
when in combination with SNNs. As stated, we are the
first to test FL with SNNs and neuromorphic data.
Specific to the security of SNNs, [33, 9, 28] evaluated
adversarial examples using both regular and neuromor-
phic data. On backdoor attacks, recent works have evalu-
ated SNNs with neuromorphic data [1, 2], even with neu-

romorphic triggers that change with time, which are in-
visible to the human eye.

Regarding backdoor attacks in FL, [7] explored distinct
trigger injecting methods, showing that scaling the lo-
cal model before sharing with the central server achieved
better attack results. Consequent work [32] considered
a multiple attacker setup, where the attackers coordinate
to split the trigger, where each malicious device uses its
trigger part to train a malicious model locally. The cen-
tral server aggregates the models, leading to launching the
backdoor effect by using the entire trigger at test time.

On the defense side, FL can launch defenses in differ-
ent network parts, such as in the central server or by each
device. On the device side, the devices may use defensive
methods standard in DL, such as ABS [23] or spectral
signatures [29]. Still, these methods are ineffective with
neuromorphic data [2]. Some other defenses, which are
FL specific, can be deployed by the central server, e.g.,
Krum [8] and FoolsGold [13], which have not yet been
explored in the realm of SNNs. Defenses deployed by the
central server should be explored and adapted by consid-
ering neuromorphic data, which we will consider in future
work.

10 Conclusions & Future Work

Using neuromorphic data in IID or non-IID settings, we
have demonstrated the feasibility of FL with SNNs. We
have also shown that increasing the number of devices in
the network reduces its performance. Likewise, the frac-



tion of devices selected in each round also affects the ac-
curacy. These findings lead to the necessity of exploring
the combination of FL, SNNs, and neuromorphic data,
improving its performance in realistic scenarios.

We first showed that the performance of existing
(adapted) backdoor methods, i.e., BadNets, leads to a
sub-optimal attack performance, decreasing performance
when the number of devices increases. Compromising
SNNs is more complicated than compromising standard
DNNs. We then leverage scaling the attacker malicious
model to increase its importance on the global averaged
model, showing an improved attack performance. We
developed a novel backdoor attack, i.e., Time Bandits,
when multiple attackers collaborate in the FL network.
We showed that splitting the trigger through time and
among the attackers makes the global model learn a com-
plex link between the trigger and a backdoor task. This
method improves the trigger stealthiness during training,
which makes it more challenging to detect by human in-
spection. We evaluated a state-of-the-art defense, STRIP,
which discards malicious samples at test time. After
adopting the defense for its usage with neuromorphic data
and SNNs, we showed that clean and malicious samples
present similar entropy levels; thus, differentiating be-
tween them is difficult. Having shown the vulnerability of
FL with SNNs and neuromorphic data and its growing in-
terest, we emphasize the necessity for deeper exploration
of neuromorphic-tailored defense mechanisms.
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A Additional Experiments on IID-
nes

Apart from evaluation with IID and non-IID data (with a
non-I1ID degree of 50%), we additionally consider more
degrees of non-IIIDness to explore the effect of it for the
single attacker (using the scaling attack) and the Time
Bandits attack. Using a non-IID degree of 0 equals a com-
plete IID distribution. Similarly, a non-IID degree of 1 is
a complete non-IID setup. We consider N-MNIST as a
use case, where we vary the degree of non-IIDness from
0 (prior results in Table 4) to 75%. According to the re-
sults (see Table 10), we observe the potential of the Time
Bandits attack. In most of the cases Time Bandits is nec-
essary to achieve a successful attack.

Table 10: Scaled attacks with a single attacker and Time Ban-
dits with two attackers for different degrees of non-kindness and
datasets, using N-MNIST. 0 means completely IID.

10 25
0.5 1 0.1 0.5 1 0.1 0.5 1

0 3998/100  100/100 100/100 39.41/4.61 100/100 100/100 39.36/100  100/100 100/ 100
0.1  6.69/3251 0.72/100 894/100 0.17/0.53 573/100 9.08/100 9.86/64.23 21.92/57.83 11.97/99.33
025  231/100  8.64/100 9.19/100 1.26/100 9.14/100 9.36/100 16.55/100 9.68/100 9.65/100
075 10.29/99.51 9.56/100 9.61/100 7.95/100 8.53/100 9.39/100 9.78/100  9.18/100 9.14/ 100

50
0.1
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B Additional Defense Experiments

In this section, we include the result for STRIP on N-
CIFAR10 for the Time Bandits attack with two malicious
devices; see Figure 5. The first row shows the normalized
entropy for clean and poisoned non-IID data, and the bot-
tom row considers IID data. Similar to another dataset,
we observe that the clean and malicious data are similar.
In all the cases, they overlap, separating between them.
Nevertheless, N-CIFAR10 exhibits a slightly more appar-
ent separation than in previously tested datasets. How-
ever, this separation is not enough and is not like the one
observed by the authors in [14] with non-neuromorphic
data.
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Figure 5: STRIP defense results for Time Bandits attack with
different numbers/fractions of devices selected per epoch, using
N-CIFAR10. The first row is non-IID, and the second row is

IID.
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