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ABSTRACT

This paper presents Flash, an optimized private inference (PI) hy-
brid protocol utilizing both homomorphic encryption (HE) and
secure two-party computation (2PC), which can reduce the end-
to-end PI latency for deep CNN models less than 1 minute with
CPU. To this end, first, Flash proposes a low-latency convolution
algorithm built upon a fast slot rotation operation and a novel data
encoding scheme, which results in 4-94 X performance gain over
the state-of-the-art. Second, to minimize the communication cost
introduced by the standard nonlinear activation function ReLU,
Flash replaces all ReLUs with the polynomial x? + x and trains deep
CNN models with the new training strategy, which improves the
inference accuracy for CIFAR-10/100 and TinylmageNet by 16 % on
average (up to 40 % for ResNet-32) compared to prior art. Lastly,
Flash proposes an efficient 2PC-based x? + x evaluation protocol
that does not require any offline communication and reduces the
total communication cost to process the activation layer by 84-
196 X over the state of the art. As a result, the end-to-end PI latency
of Flash implemented on CPU is 0.02 minute for CIFAR-100 and
0.57 minute for TinyImageNet classification, while the total data
communication is 0.07 GB for CIFAR-100 and 0.22 GB for TinyIma-
geNet. Flash improves the state-of-the-art PI by 16-45 X in latency
and 84-196 X in communication cost. Moreover, even for ImageNet,
Flash can deliver the latency less than 1 minute on CPU with the
total communication less than 1 GB.

1 INTRODUCTION

With the recent advance in ML/AI applications, a growing num-
ber of services such as searching, recommendation, classification,
translation, etc., have been and are being replaced with data-driven,
cloud-based approaches that take advantage of service users’ per-
sonal data in training and deploying stages. While these services
can provide huge benefits in many aspects of daily life, the risk
of undermining personal privacy is rapidly growing behind the
scene [14, 70]. Although privacy issues prevail in both the training
and inference phases in ML applications, this paper focuses on
privacy-preserving inference, or private inference (PI), where ML
models in the cloud should provide inference without compromis-
ing the privacy of the client’s data or the model itself.

To alleviate the privacy concerns, many techniques have been
introduced in the literature [19, 21, 22, 33, 42, 50, 51, 56, 57, 67].
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However, each technique comes with different computing or com-
munication costs and security guarantees. Hardware-based solu-
tions (trusted execution environments, or TEEs) like Intel’s Soft-
ware Guard Extensions (SGX) [22] provide protected regions of
memory called enclaves, which can be used to securely run ML in-
ference without exposing data or the model to the rest of the system.
However, this technique is known to be vulnerable to side-channel
attacks [58]. Differential privacy [21, 26] provides a mathematical
guarantee that the output of a function like an ML model does not
reveal too much information about any single input, but most of the
time, it is used in the context of data analysis or model training [1].
Homomorphic encryption (HE) [30] is a form of encryption that
allows computation on ciphertexts, generating an encrypted result
that, when decrypted, matches the result of the operations as if
they had been performed on the plaintext. In ML, HE enables a
model to make predictions on encrypted data, and the result is then
decrypted by the client without the server ever seeing the raw data.
Secure multiparty computation (MPC) [34] allows multiple par-
ties to collaboratively compute a function over their inputs while
keeping those inputs private. In ML, this implies that, with MPC,
different entities can collaborate to train or infer from a model
without exposing their individual data to each other.

Since privacy concerns continue to grow in significance, there
has been active research in building an efficient PI protocol [13, 18,
33, 37, 38, 42, 49, 61] using either HE, 2PC, or both. PI protocols
based solely on HE (see Fig. 1(a)) suffer from massive computational
overhead, and the inference latency goes over 1 hour for ResNet-32
on CPU [49]. Without the aid of hardware accelerators, HE alone
would not be a viable option for PI In addition, ReLU in a model
should be replaced with a polynomial activation function, which
leads to model accuracy degradation [29]. On the other hand, 2PC-
based PI (see Fig. 1(b)) requires multiple rounds of communication
and incurs huge communication costs, e.g., more than several GB
for a single PI with ResNet-32 [54]. Some parts of the protocol
can be performed during the offline phase to minimize the online
latency and communication cost, but this requires large storage to
keep the precomputed values, and the total communication cost
per inference still remains the huge bottleneck. Prior art such as
[18, 38, 42] try to tackle this problem by combining HE and 2PC,
but their CPU implementations are either limited to shallow con-
volutional neural networks (CNNs) for CIFAR-10 classification or
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Figure 1: System design for PI protocol: (a) HE-based, (b) 2PC-based, and (c) overview of Flash with this paper’s organization.

computation/communication-costly with deep CNNs for ImageNet
inference.

In order to make PI more practical, it is required to further reduce
the computation and communication overhead incurred by HE and
2PC by orders of magnitude. We propose Flash, a system-wise opti-
mized hybrid HE/2PC PI protocol that can reduce the end-to-end
inference latency for deep CNN models with high accuracy to less
than 1 minute on CPU. To this end, we solve three fundamental
problems existing in prior art: 1) large computational overhead
for convolution due to HE, 2) model accuracy degradation caused
by replacing ReLU with a polynomial activation function, and 3)
large communication costs per inference to process nonlinear acti-
vation layer due to 2PC. Specifically, this paper makes the following
contributions (see Fig. 1(c)):

e A low-latency convolution algorithm along with a fast slot
rotation operation and a novel data vector encoding scheme
is proposed, which provides up to 94 X performance im-
provement over the state-of-the-art.

e We present a new training algorithm for deep CNNs with
the polynomial activation function, x? + x, and show that
the inference accuracy for CIFAR-10/100 and TinyImageNet
improves by 16 % on average (up to 40 % in ResNet-32) com-
pared to the state-of-the-art.

o Alow-latency communication-efficient 2PC-based x? + x
evaluation protocol is proposed, which does not require
any offline communication. This leads to the total commu-
nication cost saving by 84-196 X over the state-of-the-art.

o We implement Flash on CPU and further improve the perfor-
mance by using multithreading, offloading data-independent
computations to the offline phase, and employing lazy re-
duction in computing the proposed convolution.

e The system-wise optimized Flash improves the state-of-
the-art PI by 17-46 X in end-to-end latency and 84-196 X
in total communication cost. Moreover, Flash can process
ImageNet models within a minute on CPU with the total
communication less than 1 GB.

Table 1: Notations used in this paper.

Description

n Degree of plaintext and ciphertext polynomial + 1.
P Plaintext modulus.

q Ciphertext modulus.

A Scale multiplied during encryption, defined as L%J.
m

Message (data) vector with n slots (i.e., dimension n).

0 n-slot message vector whose elements are all zeros.
m(x) Plaintext polynomial encoding a message vector m.
[m] Ciphertext encrypting a message m.

2 BACKGROUND

In this section, we describe our threat model (Section 2.1) and
introduce the cryptographic primitives widely used for PI includ-
ing homomorphic encryption (Section 2.2), additive secret sharing
(Section 2.3), garbled circuits (Section 2.4), and Beaver’s triples
(Section 2.5). Existing PI protocols built upon the cryptographic
primitives will be described in Section 2.6.

2.1 Threat Model

Flash is a two-party privacy-preserving CNN inference system,
where the cloud, or server, processes the client’s private data with-
out gaining any information about individual data. Simultaneously,
Flash prevents any leakage of the cloud’s proprietary CNN model
parameters such as weights to the client. However, both parties
possess knowledge on hyperparameters and model architecture,
e.g., the number and type of layers, and input/output dimensions
of each layer [42, 54, 61].

Following prior art [18, 33, 38,42, 54, 61, 65], we assume that both
parties, the cloud and the client, behave as semi-honest (i.e., honest
but curious) adversaries. In other words, both parties follow the
protocol honestly, but they may attempt to obtain extra information
about the private data or model weights, which is not explicitly
allowed by the protocol.

2.2 Homomorphic Encryption

Since the introduction of HE [30], many encryption schemes have
been proposed, such as BFV [27], BGV [12], and CKKS [15], built
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Table 2: Comparison between public-key and private-key
encryption for BFV. (Notation. (po(x), pi(x)): public key,
s(x): secret key, ey(x), e1(x), u(x): random polynomials, and
(co(x), c1(x)): ciphertext encrypting m(x). [-]; denotes apply-
ing mod q to all the coefficients.)

Public-key encryption  Private-key encryption

[—(a(x)s(x) + e (x))

co(x) [po(x)u(x) +eo(x)

+Am(x)lq +Am(x)]q
c1(x) [pr(x)u(x) +e1(x)]q a(x)
Enc. latency 366.7 pus 248.1 us
Noise budget 31 bits 37 bits
Online enc. latency’ 26.3 us 26.3 pis

! This will be explained in Section 6.3.

upon the Ring Learning with Errors (RLWE) problem [52]. Typ-
ically a message vector m with fixed-point or integer elements
is encoded using batch encoding (or SIMD encoding) [69] to a
plaintext polynomial denoted as m(x) within the polynomial ring
Rp =Zp[x]/(x" +1) (i.e., (n—1)-th degree polynomial with integer
coefficients in (—p/2, p/2]). (Notations adopted in this paper are
summarized in Table 1.) HE schemes with batch encoding enable
parallel arithmetic operations such as Single-Instruction-Multiple-
Data (SIMD) addition and SIMD multiplication (i.e., element-wise
addition/multiplication) between ciphertexts. Leveraging the SIMD
operations can improve the computation and communication effi-
ciency by a factor of n as batch encoding allows packing up to n
datain a plaintextl [10, 13, 33, 42]. However, linear operators in
CNN s require computation between data in different slots, thereby
necessitating slot rotation in a ciphertext, which is the most time-
consuming operation as will be discussed shortly. Flash employs
BFV for data encryption but encodes a data vector in a different
manner, which greatly reduces the slot rotation latency compared
to batch encoding.

With batch encoding, an n-dimensional vector m, where the i-th
entry is denoted by m[i], is encoded as a polynomial plaintext m(x).
This is then encrypted using either a public or secret key, resulting
in a ciphertext [m] € R‘Zl, comprised of two polynomials. Table 2
details both the public-key and private-key encryption. Flash uses
private-key encryption only because 1) the cloud does not need to
encrypt any data and 2) private-key encryption has lower latency
and a larger noise budget than public-key encryption with the
identical encryption parameters.

The following operations are available in HE with batch encod-
ing: homomorphic addition of two ciphertext (HAdd), multiplica-
tion of a plaintext with a ciphertext (PMult), multiplication of a
constant with a ciphertext (CMult), and cyclic slot rotation of a
ciphertext (HRot)?. Each operation is performed as follows: (let

LCKKS allows packing up to n/2 data in a plaintext [15].
2 Multiplication between ciphertexts, which Flash does not use, is omitted here.

[mo] = (co(x), c1(x)) and [my] = (¢ (x), ¢} (x))*)
HAdd([mo ], [m1 ])=[mo+m4 ]
=(co(x) + ¢y (x), c1(x) + ¢} (x))
PMult([[mg ]|, m1 (x))=[mom ]
=(co(x) X m1(x), c1(x) X m1(x))
CMult([[mg ], a)=[amy ]
=(co(x) * a,c1(x) * a)

HRot([mo], step)=[(mo)step |l

where +, X and * represent coefficient-wise addition, coefficient-
wise multiplication, and multiplication of a constant with all coeffi-
cients, respectively. Noise in output ciphertext increases additively
for HAdd and multiplicatively by a factor of around +/np/2 for
PMult [42] and a factor of the multiplying constant a for CMult.
(mg)step denotes the left-cyclic slot shift of mg by step. For in-
stance, whenmg = (mg[0], mo[1],..., mo[n—1]), (mo)ssep returns
(mg[step],...,mo[n—1],mo[0],..., mo[step — 1]).

HRot procedure consists of two main stages: 1) Applying in-
verse number theoretic transform (INTT) to the ciphertext, which
makes cg(x) and ¢ (x) in the coefficient space, then decomposing
each coeflicient of the ciphertext polynomials, followed by apply-
ing NTT to each decomposed polynomial to place them back in
the evaluation space, as referenced in [12, 27], and 2) automor-
phism and key-switching. Decomposition is used to segment poly-
nomials into multiple components with smaller valued coefficients,
which prevents substantial noise growth during key-switching.
For instance, when 27 is chosen as the decomposition base, a sin-
gle ciphertext [ mg ]| with modulus q is divided into [ ciphertexts
[me] ) = (co(x),c1(x) D) with I € [1, [log,r q1]. Subsequently,
these [ decomposed ciphertexts undergo NTT operations.

Then, applying automorphism to  ciphertexts [my ] () returns
[mo] ® = (co (377", e (x3 ) D)y, Automorphism basically relo-
cates the coefficients of the polynomials from index i to i-352¢P mod n
foralli € [0, n—1]. Finally, key-switching is performed on [mo] (!)
as the last step for HRot. To this end, key-switching keys, denoted
as (swkétep (x)D, swkpr () (D) for each step, should be provided
by the client and stored in the cloud. Key switching is then per-
formed as follows:

I
cp(x) = co ) + Z swkgtep () x ¢y (37D
i=1
l :
c1(x) = Z swkitep (x)(i) X c1 (x3btep)<i)
i=1
and the ciphertext (c;(x), ¢} (x)) is returned by HRot([my ], step).
Among HE operations described so far, it is obvious that HRot is
the most time-consuming operation since it requires a large number
of polynomial multiplication and NTT. (Runtime of each HE opera-
tion is shown in Fig. 2.) Decreasing the amount of computation by
increasing the decomposition base to reduce I, can lessen HRot’s
latency, but it results in larger noise growth, and computation will
be wrong if the noise in the ciphertext grows beyond the noise

3We assume that number theoretic transform (NTT) has been applied to both [my |
and [my || so they are in the evaluation space (or in NTT domain) [12].



budget. Therefore, determining the optimal decomposition base bal-
ancing latency and noise is critical. As illustrated in Fig. 2, runtime
of HRot varies depending on the decomposition base, which allows
correctly computing convolution layers in VGG-16 for ImageNet.

2.3 Additve Secret Sharing

Additive secret sharing (SS) [2, 9, 23] divides a private value x
among two or more parties so that no single party can deduce x
from their share. In the 2PC setting, one party chooses a random
value r and provides it to the other party, so the share of each party
becomes [x]; = x —r and [x]2 = r, respectively. The original value
x remains perfectly secret to the other party unless both shares are
combined: x = [x]1 + [x]2.

2.4 Garbled Circuits

Garbled circuit [74] is a two-party protocol where two parties—a
garbler and an evaluator—compute the output z of a boolean circuit
C using their private inputs x and y without revealing these inputs
to each other.

A garbler begins with “garbling” circuit C into a garbled circuit
(GC) C. For each input wire of every gate, a pair of random labels is
assigned, corresponding to 0 and 1. The garbler then produces an
encrypted truth table, known as the garbled table. This table maps
the output labels to the corresponding gate input labels for each gate
in the circuit. Following this, the garbler transmits GC and the input
labels corresponding to its private input x to the evaluator. The
evaluator, using Oblivious Transfer (OT) [39], acquires the input
labels corresponding to the evaluator’s private input y. OT ensures
that the garbler remains unaware of y. The evaluator evaluates
each gate in GC sequentially to obtain the result and finally sends
the output labels back to the garbler. The garbler can derive the
boolean circuit output z from the received output labels.

In 2PC-based PI, the server and client act as a garbler and evalu-
ator to compute ReLU by representing it using boolean circuits [55,
60, 63, 64]. However, challenges arise from the time-intensive gar-
bling and evaluating processes, the large GC size, and the significant
communication costs during the GC transmission and OT protocol.

2.5 Beaver’s Triples

While SS in Section 2.3 allows computing the summation x + y
easily from the private values x and y of each party, computing the
product xy using SS is quite involved, necessitating multiple rounds
of communication between the parties. Beaver’s triples (BT) [7],
comprising random values a and b and their product ab, assist in
this multiplication. The process has two phases:

o Generation of triples: multiplication triples are generated
in advance. Party one gets shares [a]1, [b]1, [ab]1; party
two gets [alz, [blz, [abs.

o Multiplication: the values x and y are secret-shared. Using
the pre-generated triples, the multiplication is executed,
resulting in the product shares [xy]; for party one and
[xy]2 for party two.

During the entire process, nothing about x, y, or xy is leaked. Note
that SS, GC and BT cannot be reused for security and they should
be newly generated for every operation.
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Figure 2: Latency comparison between HE operations. En-
cryption parameters are chosen to compute convolutions in
VGG-16 for ImageNet, and HRot latency varies with decom-
position base.

2.6 Existing PI Protocols

Since CNNs are divided into linear and nonlinear layers, how to
efficiently implement the linear and nonlinear operators in CNNs
using the cryptographic primitives has been actively studied for PI.

PIs processing both linear and nonlinear operators using HE only
are one category, which can be again divided into either leveled-
HE (LHE)-based PIs that does not use bootstrapping or fully HE
(FHE)-based ones with bootstrapping [4]. LHE-based PIs [13, 33, 37]
choose the optimal encryption parameters to minimize the computa-
tional overhead, while allowing correct computation without noise
overflow, once the model is decided. The downside of this scheme
is that PI for deep CNNss suffers from severe latency degradation be-
cause large multiplicative depth enforces choosing excessively large
encryption parameters, causing enormous computational overhead.
Hence, this technique can be applied to shallow CNNs with low
inference accuracy only.

On the other hand, FHE-based PIs can process deep CNNs such
as VGG or ResNet models by employing bootstrapping that reduces
noise in the ciphertext to support large multiplicative depth. How-
ever, bootstrapping consumes a significant runtime and needs to be
performed after every nonlinear activation function periodically,
and many recent works have studied to accelerate bootstrapping
in algorithm level [11, 49]. However, even with those efforts, la-
tency of the state-of-the-art FHE-based PI on CPU [49] with batch
size of 1 takes more than 62 minutes for ResNet-32 with CIFAR-10.
(Inference for ResNet-32 with CIFAR-100 takes more than 65 min-
utes.) Accelerating bootstrapping using GPUs [41, 43] or custom
accelerators [44, 46, 66] can be an option, but hardware accelera-
tion is orthogonal to the contributions of this paper, where Flash is
optimized in algorithm level and implemented on CPU.

Instead of using HE only, hybrid protocols utilizing multiple
cryptographic primitives to optimize the PI performance has been
adopted in other prior works [42, 61, 62, 65]. In case of linear op-
erators, for instance, Gazelle [42] proposes packed convolution
using HE, where multiple input channels are packed into a single
ciphertext and SIMD operations are exploited, to reduce both com-
putation/communication overhead. For handling ReLU operations,
many works [51, 55, 56, 73] including Gazelle utilize GC. While
GC enables to process ReLU without any loss of accuracy, thereby
achieving high inference accuracy, it incurs substantial communi-
cation costs, ultimately leading to increased latency. To reduce the
overhead associated with ReLU, prior art such as [25, 55, 61, 71]
have developed faster algorithms for ReLU, while [16, 17, 40, 47]
have modified model architectures to use fewer ReLUs, incurring
an accuracy drop.
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Figure 3: Conventional multi-channel convolution. Note that superscripts indicate the order of input channels: (a) single
convolution process with two channels packed, and (b) channel-rotation to add partial sums.

Delphi [54] divides the whole inference process into an offline
and an online phase. This allows for intensive cryptographic com-
putations, such as creating a large amount of secret shares using
HE, to be pre-executed during the offline phase. Then, in the online
phase, when actual inputs are received, convolutions are efficiently
processed using SS. For handling ReLU, the protocol sacrifices the
inference accuracy by either partially or fully replacing ReLUs with
polynomial activation functions. These functions are processed us-
ing BT, which offer a more cost-effective solution in terms of both
computation and communication when compared to GC [59]. If
accuracy is a priority, Delphi can be implemented using an all-ReLU
(GC) structure, similar to the implementation in [28, 59]. However,
as pointed out in [28], if the computation time and communication
cost of the offline phase is extended, it can subsequently affect the
latency in the online phase. Flash solves this issue by proposing a
new training algorithm that can achieve high inference accuracy
with deep CNNs with polynomial activation functions and by using
a novel 2PC protocol that can evaluate a polynomial without any
offline communication.

Some PI protocols using HE for linear operators, such as [38, 72],
adopt different encoding schemes, not batch encoding, to avoid
costly slot rotation (HRot). However, the convolution algorithms
proposed in [38, 72] without slot rotation leads to significant under-
utilization of slots in the output ciphertexts and may result in large
communication overhead. The optimization technique presented
in [72] to reduce the communication cost is only applicable to
depthwise convolution. Moreover, they also require offline commu-
nication to reduce online latency for computing convolution. On
the contrary, Flash proposes a convolution that does not require any
offline communication and that has low latency and communication
cost as will be described in Section 3.

3 CONVOLUTION WITH DIRECT ENCODING

In this section, we propose a new convolution algorithm along
with a novel data vector encoding scheme to improve the latency
of convolution, which constitutes a significant portion of the PI
end-to-end latency [65]. To quantify the performance improvement
of the proposed convolution, we compare our results with the state-
of-the-art convolutions [13, 42, 54].

3.1 Conventional Convolution

The client encodes an input feature map in row-major order to a
plaintext polynomial using batch encoding, which is then encrypted
into a ciphertext [24, 35, 45]. When the input feature map size
is large (e.g., TinylmageNet or ImageNet cases), input should be
divided into n-dimensional vectors, each of which is encrypted into
a ciphertext, to minimize the required number of ciphertexts and
reduce the communication cost.

Consider, for example, a three-dimensional tensor with channel
C, height H, and width W. To fully utilize the slots in a cipher-
text, C X H X W input elements should be packed into [W]
ciphertexts. Depending on the magnitude of n and H X W, each
ciphertext may contain multiple channels of input feature maps, or
multiple ciphertexts may be required to encrypt a single channel
(ifn < HXW).

To perform the conventional convolution, the cloud encodes
the kernel elements to the plaintexts with batch encoding. Each
element in the plaintext is multiplied to the correct input feature
map element to produce the partial sums using PMult. Consider,
for instance, the case depicted in Fig. 3, which involves 2X2x2 input
and output channels, associated with 3x3 filters. In this case, the
inputs from channel 0 and 1 (C° and C?) are packed together into
a single ciphertext ctg. Subsequently, the kernels, foutch.inch.
associated with each input channel for the different output chan-
nels (f° and f11) are also packed together into plaintexts ptg’s.
Then, for convolution, as shown in Fig. 3(a), the ciphertext under-
goes four rotations (HRot), and pto(-) packing appropriate kernel
elements is multiplied (PMult) with the rotated ciphertext. The
products of these multiplications are summed together to yield
a ciphertext that contains the intermediate partial sums for the
output channels. Finally, these partial sums undergo rotations to
align their respective positions and are then added together to ob-
tain the convolution output as shown in Fig. 3(b). Note that the
output ciphertext [Out®||Out!] is obtained with the output chan-
nels packed, which helps lower the communication cost in PI by
reducing the number of ciphertexts to be transmitted.

3.2 Proposed Slot Rotation over Encrypted Data

Conventional convolution with batch encoding involves HAdd,
PMult, and HRot [13, 42, 62]. Among these, HRot introduces the
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Figure 4: Proposed multi-channel convolution. Superscripts indicate the order of input channels and # denotes slots occupied
with dummy data: (a) single-channel convolution process with a ciphertext packing two input channels, (b) channel-rotation to
add partial sums, and (c) comparison of latency, output ciphertext size, and remaining noise budget between conventional and
proposed convolution across various parameter sets (H X W, ¢j, ¢,) with 3x3 kernels.

largest latency penalty, mainly because of the compute-intensive
key switching operation. As plotted in Fig. 2, for the encryption
parameters to compute convolution layers in VGG-16 for ImageNet,
HRot is 23-30 X slower than PMult.

To accelerate convolution by orders of magnitude, we propose a
novel encoding scheme, called direct encoding, that enables efficient
rotation operation over encrypted data, which we call direct rota-
tion DRot. Note that the proposed convolution is implemented such
that SIMD multiplication (element-wise multiplication between two
different vectors) is not required, so batch encoding, which allows
both SIMD addition and SIMD multiplication, is avoided in Flash.
Direct encoding is different from batch encoding in that data are
directly placed onto the coefficients of a plaintext. That is, a data
vector m of length n is mapped to a polynomial plaintext m(x) as
follows:

n-1
m— m(x) = Z m[i] - x* (1)
i=0

This encoding can significantly simplify the rotation operation,
which simply rearranges the positions of the ciphertext coefficients.
Specifically, DRot([m]}, step)=[ {m)s¢ep ] is performed as follows:

(let [m] = (co(x), c1(x)) and [{mYszep ]| = (c)(x), ¢} (x)))*
For j € {0,1}, c;- (x) =cj(x)-x~**" modx"+1 (2

{m)ssep denotes left-cyclic slot shift of mg by step with the sign
inverted upon wraparound. For instance, when m = (m[0], m[1],

4Proof on why (2) performs rotation over encrypted data with direct encoding is
provided in Appendix A.

.o,m[n = 1]), {m)ssep returns (m[step], ...,m[n — 1], -m[0],
...,—m[step —1])°.

DRot provides several advantages over HRot. First, as evident
from (2), by eliminating time-consuming key-switching operations,
runtime of DRot is lower than HRot by orders of magnitude,
even less than that of HAdd as illustrated in Fig. 2. Second, DRot
does not increase any noise in the ciphertext due to the absence
of key switching. (Proof is given in Appendix A.) Consequently, it
allows extremely low latency for computing the convolution layers
with a large number of channels, which are common in deep CNN
models. Finally, DRot does not require any switching keys from
the client, which helps save a large amount of storage for PI as will
be explained in Section 3.3.

Note that what we propose in this work is the encoding scheme
and its associated slot-rotation operation, not the encryption scheme.
The data privacy in Flash is guaranteed since the encoded data is en-
crypted using BFV, which is IND-CPA secure (i.e., BFV ciphertexts
of any two messages u and u’ are computationally indistinguish-

able).

3.3 Proposed Convolution with DRot

Flash takes advantage of DRot with direct encoding to compute
convolution with low latency, and the proposed convolution is
illustrated in Fig. 4. Since Flash uses direct encoding, not batch
encoding, slot-wise multiplication using PMult is not supported,
but multiplying an identical value to all the slots (i.e., multiply-
ing a constant value to all the encoded data simultaneously) using

SThis sign inversion does not cause wrong computation in the proposed convolution
thanks to padded zeros as illustrated in Fig. 4.
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Table 3: Total server storage usage for all convolution layers
in VGG-16 for ImageNet: conventional [13, 42, 62] vs. pro-
posed method.

Storage Conventional Proposed
component Size Related op. Size Related op.
Weights 215GB PMult 0.11GB CMult
Switching keys 12MB HRot 0MB DRot
Total saving 1X 1962 %

CMult can be performed. Hence, the proposed convolution is im-
plemented using CMult and DRot as follows®. The cloud receives
the ciphertexts that encrypt zero-padded inputs from the client.
Single-channel convolution is computed using DRot and CMult
as shown in Fig. 4(a). Then, these partial sums generated from mul-
tiple input channels are aligned using DRot and added to obtain
the final multi-channel convolution outputs as depicted in Fig. 4(b).
This procedure is detailed in Algorithm 1. Compared to prior art,
the proposed convolution has the following features.

First, unlike [18, 42, 62], since convolution is implemented with
CMult, not PMult, the cloud does not need to store the kernel
weights for the convolution layers in the form of plaintexts [65].
In addition, thanks to using DRot, since the switching keys are
not required for slot rotation, Flash can substantially reduce the
storage requirements for PI. As summarized in Table 3, this feature
result in significant cloud storage savings with a total reduction of
1962 x in the case of VGG-16 for ImageNet”.

Second, since DRot runs much faster than HRot, a significant
speedup in computing convolution can be achieved. For several
convolution layers, this leads to 12-56 X speedup (see Fig. 4(c)).
Here, c; and ¢, represent the number of input and output channels,
respectively. As mentioned in Section 3.2, since DRot does not add
any noise, the proposed convolution adds much less noise during
computation than the conventional method as shown in Fig. 4(c). In
the conventional approach, the remaining noise budget significantly
drops from 31 bits to 1 bit after convolution when the encryption
parameters are optimized for lowest latency. However, for the same
convolution layers, the proposed method reduces the noise budget
from 37 to 32 bits, while latency is improved by more than 10-90 x8.
This allows handling convolution layers with higher computational
loads without performance degradation.

One drawback of the proposed convolution is that it does not
support output packing and separate ciphertexts are required for
each output channel as illustrated in Fig. 4(b). Thus, the output
ciphertext size increases compared to the conventional method, and
Fig. 4(c) shows the comparison for several convolution layers. This
will slightly increase the communication cost, but the performance
benefit we can obtain from the proposed convolution is much bigger,
which will be validated in Section 7.

At a high-level implementation, the proposed convolution is similar to the padded
convolution in [42] that uses batch encoding. Thanks to the proposed DRot, the
convolution runtime of Flash becomes up to 94 X faster when the input is large.
7Conventional convolution can be implemented using CMult to save storage at the
cost of increased runtime. Here we assume runtime-optimized implementation.
8More comparison on convolution runtime is provided in Appendix D.

Algorithm 1: Proposed convolution

Input: Ciphertext vector x, filters € Z¢o*¢i*/; W’
Output: Ciphertext vector y
Let c,=number of channel packing
for i in length of ¢, do
Initialize [ partial sum] to [0]
for j in length of ¢; do
Let [c] = x[j/cn]
Initialize [t] to [[0]
for k in length of f,,2 do
L [t] +=DRot([c]l, k)=filters[i][j][k]
[partial sum] += DRot([[t]], H x W X (j mod cp))

| yli] =[partial sum]

/
2+RelU

-\ g

Figure 5: Second-order polynomial approximation of ReLU.

4 TRAINING WITH POLYNOMIAL
ACTIVATION

Although the proposed convolution in Section 3 remarkably re-
duces the computational overhead in convolution for deep CNNs,
accelerating convolution only is not sufficient since evaluating non-
linear activation functions remains a huge bottleneck in PI. ReLU
is the most widely used activation function for many deep CNNs
with high accuracy. However, securely evaluating ReLU has re-
lied on GC [74], which incurs huge communication and storage
overhead due to the required bitwise operations. Despite many al-
gorithmic optimizations [8, 39, 75], single ReLU evaluation requires
more than 2 KB of data communication [18], and the amount of
communication grows as the number of bits for the activations
increases. This implies that several GB of data communication is
still required per inference to run the ResNet or VGG models for
processing CIFAR-100 and tens of GB for TinyImageNet.

In Flash, deep CNN models are trained using a nonlinear acti-
vation function f(x) = x? + x, as proposed in [6]. The intuition
behind using x? + x as the activation function is illustrated in Fig. 5.
We note that 2 X ReLU(x), or 2 x max(0, x)°, can be represented as
|x| + x and that |x| is similar to x? in the range (=1 + ¢, 1 + €) for
small € > 0. This implies that ReLU can be approximated as x% + x
if the activation inputs are distributed around 0, more specifically
in the range of (-1 +¢,1+¢€).

While [6] exploits x? + x to train simpler networks, Flash intro-
duces a new training strategy for constructing deep CNN models.
Initially, we construct networks employing all-ReLU to achieve high
inference accuracy. In these networks, batch normalization (BN)
layers are placed between convolution and ReLU to normalize the

9The scaling factor 2 can be cancelled by making the weights and biases half in the
linear layer.
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Figure 6: Accuracy with replacement of ReLU: (a) ResNet-32 on CIFAR-100, (b) ResNet-18, and (c) VGG-16 on TinyImageNet.

Table 4: Test accuracy (%) comparison for CIFAR-10/100
(C10/100) and TinyImageNet (Tiny) across multiple networks:
Base. (all ReLU), , Prior. (prior art known as Quail+AMM [29])
and this work (proposed retraining with second-order poly-
nomial approximation of ReLU).

This work
Dataset Network Base. Prior. —

x“+x
C10 VGG-16 94.66 82.25 91.80
C10 ResNet-18 95.87 83.61 91.44
C10 ResNet-32 92.66 56.93 87.56
C100 VGG-16 74.91 54.56 65.57
C100 ResNet-18 79.49 65.17 73.25
C100 ResNet-32 70.01 19.86 60.15
Tiny AlexNet 51.82 36.24 45.53
Tiny VGG-11 57.81 44.63 50.17
Tiny VGG-16 61.02 45.76 54.83
Tiny ResNet-18 66.04 49.45 60.12
Tiny ResNet-32 49.18 7.16 39.97

convolution output values before they enter the activation function.
These models are trained, establishing our baseline (see Table 4).
Next, we start substituting ReLU with x? + x in the baseline
networks. ReLUs are not replaced all at once as the squaring term
in the polynomial activation can lead to exponential growth in
the hidden layers’ output values. Even with BN, after passing only
2-3 polynomial layers, the output range exceeds [-1, 1] (the range
where ReLU and x? + x are similar), leading to ineffective learning.
To prevent this, we add a trainable scale factor multiplied to the
output after BN, adjusting the output range. In addition, instead
of retraining the entire network with polynomial activations at
once, we progressively replace ReLU layer-by-layer and train the
network. In other words, from the first layer we start substituting
layers with the CONV + ReLU structure with CONV + trainable

scale factor + polynomial activation (x?

+x). Layers not yet replaced
by polynomial activation functions are kept frozen with their base-
line weights during retraining. (A figure visualizing the proposed
training method can be found in Appendix B.) It enables the gradual
transition of all-ReLU to all polynomial activations.

We train the same baseline networks using the x? activation
function [13, 29, 33], following the same layer-by-layer training
strategy with the scale factor as Flash, and we compare the infer-
ence accuracy between CNNs (VGG-16, ResNet-18, and ResNet-32)
with the activation x? and ones with activation x? + x. Fig. 6 plots
the accuracy of each model as the ReLU layers are progressively
replaced. For CNNs shown in Fig. 6, (a) ResNet-32 on CIFAR-100, (b)

ResNet-18 on TinyImageNet, and (c) VGG-16 on TinyImageNet, we
observe that 1) x?+x shows consistently better accuracy compared
to x? activation function and 2) their accuracy difference becomes
larger as the models get deeper. CNN's with x?+x have 11.6 %, 28.1 %,
and 30.6 % higher accuracy compared to x? for VGG-16, ResNet-18,
and ResNet-32, respectively. Moreover, it shows accuracy compa-
rable to the all-ReLU baseline models, which implies that x% +xis
more amenable to training deeper models for PI. More details on
training networks, which involves comparison between polynomial
activations of x? + x and x2, can be found in Appendix B.

The proposed training method has been validated over various
CNNs and dataset. The trained models’” accuracy is compared with
the state-of-the-art training technique using the quadratic func-
tion for activation [29] in Table 4. Consistently over all the tested
models and datasets, the proposed training method shows average
accuracy improvement of 15.9 % over [29], while achieving much
better accuracy for deeper CNNs like ResNet-32.

5 SECURE POLYNOMIAL ACTIVATION
EVALUATION

Although replacing all ReLUs in CNNs to second-order polynomial
greatly reduces the PI communication cost, existing methods to
securely evaluate a polynomial as described in Section 5.1 cannot
achieve the target end-to-end CNN inference latency, less than 1
minute.

5.1 Secure Polynomial Evaluation with Existing
Techniques

One way to securely evaluate a polynomial activation function is
using HE [3, 13, 20, 33, 37, 48]. Since ciphertext multiplication is the
most computationally expensive operator in HE, choosing a proper
low-degree polynomial is critical to reduce the end-to-end inference
latency. As described in Section 2.6, however, HE-based polynomial
evaluation (even for x?) suffers from huge computational overhead,
making the end-to-end PI latency unacceptably large.

In order to avoid HE-induced computational overhead, many
works have exploited 2PC-based protocols [18, 42, 51, 54] to process
the nonlinear activation layer. In order to optimize the performance,
existing 2PC-based techniques have tried 1) to minimize the number
of ReLUs since the communication cost and latency of evaluating
ReLU using GC is much higher than those of polynomial evaluation
and 2) to minimize the online inference latency by offloading the
data-independent operations onto the offline phase. In Flash, since
all the ReLUs are replaced with x%+x, one of the existing 2PC-based
protocols such as [51, 54] could have been employed. However,
employing existing techniques suffers from a drawback that the
offline communication and computation cost is still huge. Note that
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the offline phase should be processed for every inference (since
no secrets can be reused), and the total communication cost per
inference is still too high, which remains the bottleneck to adoption
of PL In view of these drawbacks, a novel 2PC-based protocol to
securely evaluate the nonlinear activation function x%+x, which has
low communication cost and computational overhead, is proposed
in the following.

5.2 Proposed Secure Computation of
Polynomial Activation Function

The proposed 2PC-based protocol solves the issues described in
Section 5.1 and reduces the total communication cost per infer-
ence significantly. Specifically, it consists of two rounds of com-
munication between two parties and does not require any offline
communication, unlike existing 2PC-based protocols. In addition,
in the proposed protocol, packed HE ciphertexts containing addi-
tive secret shares are transmitted between two parties to minimize
communication overhead.

The overall 2PC-based protocol that Flash uses to process the
polynomial activation layer is described in Fig. 7, where the convo-
lution output vector and the two random number vectors generated
by the server are denoted as a, r, and v, respectively. After finish-
ing convolution described in Section 3, the server adds random
numbers r to hide the convolution results in the ciphertext [[a],
which can be performed by HAdd([[a],[ r]]). The result ciphertexts
([a+r] in Fig. 7) are then sent back to the client. The client obtains
the vectors of a + r after decryption, and the polynomial activation
function x? + x is applied to each element of a + r. In other words,
the client computes a% +2ar+r2 +a+r, where arithmetic operations
are applied element-wise. Then, the client generates two different
ciphertexts. One ciphertext encrypts a? + 2ar + 12 + a + r using
the direct encoding described in Section 3, and the other encrypts

Table 5: Amortized runtime and communication cost for
evaluating individual GC-based ReLU, BT-based polynomial
activation (Poly. act.) and proposed method in Flash.

Activation Offline Online

function Time (us) Comm. Time (us) Comm.
ReLU! 60.60 19.1KB 20.22 1.184KB

Poly. act.! 2.80 0.192KB 1.20 0.036 KB
Flash 0.212 0KB 0.41 0.078 KB

! Values are adopted from Table 1 in [59].
% This latency arises from generating random numbers r and v.

a + r using the conventional batch encoding. Both ciphertexts are
transmitted to the server.

Now the server has r, which is generated by the server itself, and
two ciphertexts, [a+r] with batch encoding and [a®+2ar+r?+a+r]
with direct encoding. In order to obtain [a? + a]], which is the
activation function output, the server needs to compute [2ar +
r? + r]). Note that the server can obtain the ciphertext [[2ar + 2r?]
using PMult since slot-wise SIMD multiplication between 2r and
[a+r] can be performed thanks to batch encoding. However, we
cannot apply homomorphic operations between [[2ar + 2r?] and
[a% + 2ar + r? + a + r]| because they are encrypted with different
encoding methods.

In order to solve this mismatch, the server adds new random
numbers v to hide the intermediate results and sends the ciphertext
[2ar + 212 + v] to the client. Then the client simply decrypts the
ciphertext and encrypts 2ar+2r2 +v using direct encoding, which is
sent back to the server. Now, since both ciphertexts [a%+2ar+r+a+
r] and [ 2ar+2r?+v] are encrypted using direct encoding, the server
can successfully compute [[a? + a] from both ciphertexts and the
known random numbers r and v. Since the activation layer outputs
are already direct-encoded in the output ciphertext, convolution
for the next layer can be performed subsequently.

Note that the proposed protocol does not require any offline
communication and, thanks to packing and SIMD operation in
HE, performing the protocol in Fig. 7 once evaluates n activation
functions simultaneously, where n is the HE parameter representing
the polynomial degree (in Flash n = 2048). Hence, latency and
communication cost to process the activation layer in Flash can
be greatly improved, and its effectiveness compared to prior art is
validated in Table 5. While other 2PC-based techniques have large
offline computation and communication cost to achieve good online
performance, Flash does not need any offline communication. (The
offline runtime in Table 5 is to optimize the online latency, which
will be described in more detail in Section 6.3.) Moreover, even the
total latency and communication cost of the proposed protocol are
lower than the online performance of prior art.

6 OPTIMIZING FLASH FOR CPU
IMPLEMENTATION
In the following, several techniques to further optimize the imple-

mentation of Flash on CPU and to reduce the online end-to-end PI
latency are introduced.



Algorithm 2: Online latency optimization for private-key
BFV encryption.

Input: Plaintext m(x) and ciphertext [0]
Output: Ciphertext [m]|
[m]=[0]+A * m(x)

6.1 Employing Lazy Reduction in Convolution

To minimize the computational overhead due to modular multipli-
cation during convolution, we employ lazy reduction. Ciphertexts
have 60-bit coefficients, and after being multiplied by kernel ele-
ments (CMult) ciphertexts as many as the number of kernel size
and the number of input channels are added (see Algorithm 1). Even
if 60-bit ciphertext coefficient magnitude grows by weight multi-
plication (less than 8-bit) and addition with hundreds of channels,
the final result without reduction will still be much smaller than
120-bit. Although this lazy reduction requires two 64-bit words to
represent each intermediate ciphertext coefficients and increases
the latency for HAdd slightly, bypassing reduction substantially
decreases the total amount of computation, which provides latency
reduction by 2.2-2.5 X. (Detailed data can be found in Appendix D.)
Hence, rather than reducing after each multiplication and addition,
we only reduce once after obtaining [ partial sum] in Algorithm 1.

6.2 Accelerating Convolution with CPU
Multi-threading

The proposed convolution outperforms conventional one, espe-
cially when handling larger input sizes, as in Fig. 4(c). For instance,
with an input size of 64X64, we can obtain 56 X speedup, but this
performance gap decreases for the layers with smaller input sizes
because this leads to more computation to produce output chan-
nels individually. For a layer of (H X W, fi,, ci, co) = (162, 3,64, 64),
it achieves only 12 X speedup. While this is still a large improve-
ment, the speedup is reduced by a factor of around 5. To accelerate
convolution further, we harness the parallelism in convolution algo-
rithm [62]. Specifically, the task for obtaining [[ t]] in Algorithm 1 can
be parallelized and accelerated with CPU multi-threading. Com-
pared to the single-thread implementation using lazy reduction
alone, multi-threading increases speed by 2.1-3.1 X as detailed in
Appendix D.

6.3 Moving Data-independent Operations to
Offline Phase

Many operations in the proposed protocol to evaluate x%+x are data-
independent, which can be done during offline phase to reduce the
online latency. The random numbers r and v (see Fig. 7) generated
by the server are data-independent, so Flash pre-generates and
stores t, v, and even r? in the offline phase to hide the latency due
to random number generation. Runtime for generating random
numbers is shown in Table 5 under the offline latency of Flash.
Some of the client-side operations can be also done offline. For
private-key encryption in Table 2, only the term Am(x) is data-
dependent and others are not, so the client pre-computes [0],
which is ([—(a(x)s(x) + eo(x))]g, a(x)), in the offline phase. As
in Algorithm 2, as soon as the client gets a message m for every
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Table 6: Offline communication costs for all activation layers
used in a single inference across multiple networks (R for
ResNet and V for VGG): R-32 for CIFAR-100 and R-18, V-16
for TinylmageNet.

W GC Opt. GC BT Flash

Models 19.1KB 3.7KB 0.2KB 0KB
R-32 (C100) 55GB 1GB 0.06 GB 0
R-18 (Tiny) 41GB 7.7GB 0.41GB 0
V-16 (Tiny) 20 GB 3.8GB 0.2GB 0

layer, it encodes the message to plaintext, multiplies m(x) with A
and adds this product to the prepared [0]). With this approach, just
scalar multiplication and addition are performed for encryption
during online phase, resulting in an online latency of only 26.3 s
(9.4 X speedup) as indicated in Table 2.

7 EXPERIMENTAL RESULTS

Our experiments were conducted on workstations equipped with
an Intel Xeon Gold 6250 CPU operating at 3.90 GHz and 128 GB
of RAM, and the communication links between the parties are
in the LAN setting similar to prior art. For PI benchmarks, we
selected several standard CNN models, including ResNet-32 [36]
for CIFAR-100 (C100) and both ResNet-18 [36] and VGG-16 [68]
for TinyImageNet (Tiny). The benchmark CNN architectures are
described in Appendix C. These models were implemented on CPU
using C++ with SEAL [53]. The encryption parameters were set
to maintain a 128-bit security parameter [5, 42], which employs a
19-bit plaintext and a 60-bit ciphertext modulus with a constant
polynomial degree of 2048.

7.1 Offline Communication Costs for
Activation Layers

Most prior art on PI focuses on improving online performance at
the cost of increased offline overhead, but if the communication
cost in the offline phase is too high, it can significantly increase
latency to the online phase due to bandwidth limitations [28]. Thus,
optimizing the communication cost in both online and offline phases
becomes indispensable.

Flash is the first hybrid PI protocol that eliminates the need for
communication in the offline phase. The hybrid protocols using
GC such as [28, 42] create and communicate GC during the offline
phase, which incurs a substantial communication cost of 19.1 KB
per ReLU [59]. This leads to the latency equivalent to 11 minutes
for models like ResNet-18 [28]. Even with methods optimized to
reduce the cost of GC [18, 31] (Opt. GC), there is a communication
cost of 3.7-4.5KB per ReLU. Compared to polynomial activation
evaluation using BT proposed in [38, 54], each square function eval-
uation costs 0.2 KB [54, 59]. These costs are summarized in Table 6,
demonstrating that they require several GBs per inference for deep
CNN:ss. In contrast, Flash completely eliminates any communication
in the offline phase thanks to the technique proposed in Section 5.
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Figure 8: Layer-by-layer breakdown of online latency and communication cost across various CNNs and datasets.

7.2 End-to-end CNN Private Inference

The end-to-end PI performance of Flash, i.e., online latency and
online communication cost, is evaluated. In Fig. 8, we depict the
online latency and communication costs associated with the linear
and nonlinear operators that occur across multiple networks and
datasets layer-by-layer. It is noteworthy that the time spent pro-
cessing convolutions significantly outweighs the time for handling
nonlinear activation layers. Across all networks, the most time-
consuming layers takes 14 seconds. These are typically located in
the latter parts of a network where the input size is small.

As described in Section 6, Flash takes advantage of CPU multi-
threading to accelerate convolution and to combat the associated
slowdown for the layers where the input size is less than n. This
enhances 2.06-3.05 X speedup compared to single-threading as de-
picted in Fig. 8. The processing time for the conventional convolu-
tion is found to be 3.8-93.6 X slower than the proposed approach
across all convolution layers. These timescales have been omitted
from Fig. 8 for clarity. Detailed data and comparison can be found
in Appendix D.

In case of the online communication cost, thanks to the proposed
2PC protocol in Section 5, the overhead incurred by processing the
nonlinear activation layers is not significant. As illustrated in Fig. 8
(see lower plots), sending the convolution output ciphertexts back
to the client occupies the major portion of the total communication.
This is because the proposed convolution does not support output
channel packing, while ciphertexts transmitted during evaluating
activation functions contains multiple channels.

In ResNet, excluding the cases when the client transmits un-
packed ciphertexts to the server for processing the residual paths
(the server then receives this and adds it to later layer results), the
communication costs at all layers remain within the convolution
output ciphertext size. Consequently, the required bandwidth never
exceeds the convolution outputs in each network, requiring only a
maximum bandwidth of 16 MB.

7.3 Performance Comparison

For performance comparison, we consider a CNN PI protocol com-
posed of conventional convolution using HE and nonlinear layers
using GC, e.g., Gazelle [42] or Delphi [54]. When employing GC

Table 7: Performance comparison: time (in minutes) and
communication costs (in GB) across multiple networks. Note
that in Flash, latency for the linear layer is an online cost,
while in the baseline, it has both online (on) and offline (off)
phase.

Linear time Act. time Act. comm.

Off. On. Off. On. Off. On.

Model Sys.

Delphi 0.62 0.11 0.31 0.1 5.52 0.34

R-322  Flash 0 0.02 0.001 0.004 0 0.07
gain 45% (6.7x)!  270x 25.5x 84X (5.3x)!

Delphi 177 081 225 075 4056 252

R-18 Flash 0 0.48 0.003 0.01 0 0.22
gain 38x (1.7x)!  654x 81.6x  196x (12x)!

Delphi ~ 8.32 0.4 112 037 2013  1.25

V-16 Flash 0 0.56 0.008 0.02 0 0.21
gain 16x (0.7x)!  140x 22.9x 102X (6x)!

! The gain is obtained by comparing the combined online and offline costs between
Delphi and Flash. (The values inside the parentheses denote the online perfor-
mance gain specifically.)

2 ResNet-32 uses CIFAR-100, the rest use TinylmageNet.

for ReLU operations, there are offline and online phases. As previ-
ously explained, the offline phase generates and communicates the
GC, while the client evaluates the GC in the online phase. All the
baseline latency and communication costs are obtained based on
Table 5.

While Gazelle processes the linear layer online by computing
convolution on the encrypted inputs, Delphi moves this intensive
computing offline. Even compared with Delphi’s online perfor-
mance, Flash provides generally better (or at least comparable in
the worst case) online latency (see Table 7). Here, we assume the
all-ReLU network with the Delphi protocol as a baseline.

Table 7 summarizes the cost-saving gains in both linear and
non-linear operators. For Flash with ResNet-32 on CIFAR-100, the
online latency is 0.0204 minutes, and the communication cost is
0.07 GB. The latency for computing convolutions is 0.02 minutes,
approximately 38 X less than the 0.62 minutes latency in the baseline
linear layer. Even if the majority portion of computation in this layer
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Figure 9: Extended performance analysis for ResNet-32 on
TinyImageNet and all networks on ImageNet: (a) end-to-end
latency and (b) overall communication costs.

is moved offline, leaving only secret sharing online, there is still a
6.7 X latency reduction. Including the online latency of nonlinear
layers, there is a 10.3 X reduction in overall online latency. The
offline processing time for nonlinear layers, attributed to random
number generation, is 270 X faster than the conventional method
for generating GC. When comparing all offline and online latencies
for an end-to-end network, it is 45.6 X faster than the baseline.

The online communication cost incurred by processing nonlin-
ear layers also sees a 5.3 X reduction. When accounting for the
offline communication costs associated with transmitting GC, Flash
achieves an 84 X reduction in total communication cost.

Similar results are obtained for ResNet-18 and VGG-16 on Tiny-
ImageNet. For ResNet-18, the online latency, including linear and
non-linear layers, is 0.49 minutes, with an online communication
cost of 0.22 GB. For VGG-16, the online latency is 0.58 minutes,
with an online communication cost of 0.21 GB. It means a 38 X im-
provement in total linear layer computations including the offline
phase for ResNet-18 and a 16 X improvement for VGG-16. Even
if they are handled offline, there is still a 3.2 and 1.3 X speed
enhancement in the total online latency for ResNet-18 and VGG-
16, respectively. Comparing all offline and online latencies for an
end-to-end network, Flash is 43.6 X and 17.4 X faster, respectively.

The online communication costs are reduced by 12X and 6 X.
Taking into account the offline-phase costs, the total communica-
tion costs are dropped by 196 X and 102 X, respectively.

7.4 Projected Impact on ImageNet Inference

In PI, ImageNet is not commonly used for two main reasons. First,
secure computation of ReLU is costly. Second, obtaining high infer-
ence accuracy is challenging. To elaborate the first issue, in the case
of VGG-16, ResNet-32, and ResNet-18, processing ReLU through
GC requires the storage and communication of 247 GB, 271 GB,
and 498 GB, respectively, in the offline phase. This volume of of-
fline communication cost presents a significant burden given the
available bandwidth, leading to processing ImageNet using BT in
Squeezenet and ResNet-50 in [38, 61].

However, Flash requires no offline communication and demands
less online bandwidth. This can significantly mitigate the first issue.
Therefore, we assume the completion of model training with poly-
nomial activation for ImageNet, pre-construct Flash for the three
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networks, and measure the latency and communication cost. We
also incorporate the results for ResNet-32 on TinyImageNet.

As depicted in Fig. 9, Flash can efficiently process various CNNs,
achieving PI latency within a minute for all the networks except for
VGG-16 on ImageNet. Latency ranges between 0.02 to 1.3 minutes
along with the communication overhead of 0.07-1.44 GB. These
promising outcomes pave the way for future explorations into swift
and lightweight PI for even more complex networks on large data.

8 CONCLUSION

This paper presents Flash, an optimized hybrid PI protocol utiliz-
ing both HE and 2PC, which can reduce the end-to-end PI latency
for deep CNN models less than 1 minute on CPU. To achieve this
performance, first, Flash proposes a low-latency convolution algo-
rithm implemented using a fast slot rotation DRot with a novel
data vector encoding scheme, which results in 4-94 X performance
improvement over the state-of-the-art. Second, to minimize the
communication cost introduced by ReLU, Flash replaces the entire
ReLUs with x? + x and trains deep CNN models with the new train-
ing strategy. The trained models improve the inference accuracy
for CIFAR-10/100 and TinyImageNet by around 16 % on average (up
to 40 % in ResNet-32) compared to prior art. Last, Flash proposes
a low-latency communication-efficient 2PC-based x? + x evalua-
tion protocol that does not require any offline communication. The
proposed 2PC reduces the total communication cost to process the
activation layer by 84-196 X over the state-of-the-art. Flash opti-
mized on CPU with these techniques achieves the end-to-end PI
latency of 0.02 minute for CIFAR-100 and less than 0.57 minute
for TinyImageNet, while the total data communication is 0.07 GB
for CIFAR-100 and less than 0.22 GB for TinyImageNet. Flash im-
proves the state-of-the-art PI by 16-45 X in latency and 84-196 X in
communication cost for the tested deep CNNs. In addition, Flash
can deliver the latency less than 1 minute on CPU with the total
communication less than 1 GB for ImageNet classification.
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APPENDIX

A DRot with Direct Encoding

Flash takes advantage of the proposed DRot with direct encoding,
which is by orders of magnitude faster than conventional HRot
with batch encoding. In the following, we prove that DRot with
direct encoding performs slot rotation over encrypted data with-
out key switching and that DRot does not add any noise in the
ciphertext.
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Figure 10: Training strategy that gradually transitions from
all-ReLU to all-poly activations.

Theorem. Assume that a data vector is encoded to a plaintext using
direct encoding as defined in (1)

n-1
m— m(x) = Z ml[i] - x,
i=0
and that m(x) is encrypted using BFV to a ciphertext [m] =(co (x), c1 (x)).
Then, the following DRot([[m], step) operation, as described in (2),

Forj € {0,1}, c}(x) =cj(x) ~x7STP mod x™ + 1,

returns a ciphertext (c)(x),c](x)) that encrypts [(m)ssep]. ie.,
DRot performs slot rotation over encrypted data. In addition, noise
in the output ciphertext (cj(x), ¢} (x)) after DRot is the same as
that in the input [m].

Proof. Since [m]|=(co(x), c1(x)) is encrypted with BFV, the cipher-
text polynomials (co(x) and ¢;(x)) and the secret key s(x) has the
following relationship [27]:

Am(x) +o(x) = [e1(x)s(x) +co(x)]g ®)

for some noise polynomial v(x). As long as ||v(x)]|co < A/2 (i.e., the
largest magnitude of the coefficients of the noise polynomial v(x)
is smaller than A/2), the message m(x) can be correctly obtained
after the BFV decryption process [27].

Multiplying x~5?€P on both sides of (3) yields

Am(x) - x5 +o(x) - x 7P = [e(x) - x5 P s(x) + co(x) - x TSP
and after taking (mod x" + 1) on both sides, we get
[e](x)s(x) + ¢ (x)]g = Am(x) - x 7P +v(x) - x 7P mod x" +1

The above equation implies that if the ciphertext (c(’)(x), ci (x))
is decrypted with the secret key s(x), the plaintext m(x) - x~5t¢P
can be obtained. Note that

n-1

m(x) - x~StP = Z m[i] - x' 75" mod x" +1

i=0

n—1
= Z (—1)LUstep)/nlp ;4 step) mod n] - x%,

i=0
which implies that the elements of the data vector m has undergone
a left-cyclic shift by step. Moreover, after DRot([m], step), the
noise polynomial becomes v(x) - x73%¢? mod x" + 1, and it is
obvious that ||v]|co = ||0(x) - x75®P ||, so DRot does not add any
noise in the ciphertext. u



Flash: A Hybrid Private Inference Protocol for Deep CNNs with High Accuracy and Low Latency on CPU

X2 +x 64

0 30 x2 60 11.0 %I
< 25{|-- all-RelU baseline 56
20 2

0 4 8 12 16 20 24 28 80
Number of non-ReLU layers

(a)

6
Number of non-t;ReLU layers

5
8 10 12 14 16 0 2 4 6 8 10 12
Number of nonz-l}eLU layers
C

Figure 11: Accuracy with replacement of ReLU: (a) ResNet-32 on TinyImageNet, (b) ResNet-18, and (c) VGG-16 on CIFAR-100.

B Training Networks

Training strategy: Initially, a network with ReLU in all layers is
set up to ensure high inference accuracy. Then, starting from the
first layer, the existing CONV + ReLU structure is replaced with
CONV + trainable scale factor + polynomial activation (x? + x).
During the retraining phase, layers still using ReLU remain frozen
with their initial baseline weights.

For instance, consider a network with four convolution layers, as

depicted in Fig. 10. The convolution weights of the polynomial acti-
vation model are initialized using the convolution weights from the
pre-trained all-relu model. Then, each layer (or branch) is activated
in sequence, and training proceeds layer-by-layer. Once training
up to the fourth branch is complete, the entire network including
the fully-connected layer is trained to finalize the all-polynomial
activation model.
Comparison between polynomial activations: Using the same
setup and training strategy, we replicated the polynomial activation
function x? as used in prior work [13, 29, 32, 33, 54], yielding the
results shown in Table 8. Excluding ResNet-32, the average accuracy
difference compared to state-of-the-art [29] was within 7.7 %. The
most significant difference was observed in ResNet-32, where a
29.3 % improvement in accuracy over previous research was seen on
CIFAR-10, whereas on TinylmageNet, only 22 out of 29 ReLUs were
substituted, not achieving full replacement. As Fig. 6 demonstrates
accuracy changes across various datasets, the additional results are
presented in Fig. 11. In Fig. 11(a), for ResNet-32 on TinyImageNet,
x? + x showed a 9.2 % lower result than the baseline. In (b), for
ResNet-18 on CIFAR-100, x2 + x was 6.2 % lower than the baseline
and 8.1 % higher than x2. In (c), for VGG-16 on CIFAR-100, the
results were 9.3 % lower than the baseline and 11.0 % higher than
x2. Including this comparison, as demonstrated in Table 8 showing
an average 14 % higher accuracy, we determine that x? + x exhibits
stronger convergence.

C Benchmark CNN Architectures

In the following, we summarize the architectures of the networks
used in Section 7.

ResNet-32: It comprises of 33 convolution layers with a maximum
filter size of 3 X 3 and maximum 64 output channels. After these
layers, there are 31 ReLU activation layers because of two recurrent
paths within the network. When using CIFAR-100, the total count
of ReLU amounts to 303,104. Additionally, there is one average
pooling layer with a size of eight in the context of CIFAR-100.
ResNet-18: The network consists of 20 convolutional layers with
a maximum filter size of 7 X 7 and up to 512 output channels.
Following these layers, there are 17 ReLU activation layers due to

Table 8: Test accuracy (%) comparison on CIFAR-10/100
(C10/100) and TinyImageNet (Tiny) across multiple networks:
Base. (all ReLU), all ReLU replaced with x2, and this work
(x? + x), all evaluated under our experimental setup.

This work
Dataset Network Base. x2 —

x%+x
C10 VGG-16 94.66 88.66 91.80
C10 ResNet-18 95.87 70.49 91.44
C10 ResNet-32 92.66 86.24 87.56
C100 VGG-16 74.91 53.59 65.57
C100 ResNet-18 79.49 50.43 73.25
C100 ResNet-32 70.01 29.56 60.15
Tiny AlexNet 51.82 41.27 45.53
Tiny VGG-11 57.81 43.72 50.17
Tiny VGG-16 61.02 43.19 54.83
Tiny ResNet-18 66.04 32.08 60.12
Tiny ResNet-32 49.18 - 39.97

the three recurrent paths. Using TinyImageNet as the dataset, the
total count of ReLU activations reaches 2,228,224. There are two
average pooling layers, one with a size of three and the other with
a size of two.

VGG-16: The network comprises 13 convolutional layers, each
with a maximum filter size of 3 X 3 and a maximum of 512 output
channels. The final three fully connected layers are treated as a
single fully connected layer, and no ReLU activation function is
applied to this layer. Therefore, since ReLU is used only after each
individual convolutional layer, there are a total of 13 ReLU layers in
the entire network. Using TinyImageNet, the total count of ReLU
activations amounts to 1,105,920. There are five average pooling
layers, each with a maximum size of four, within the context of
TinyImageNet.

D Latency Comparison across Various
Convolution Layers

Comparison with the baseline: Table 9 shows the runtimes for
various convolution parameters of VGG-16 and ResNet-18/32, com-
paring conventional convolution and the proposed convolution
with DRot. Notably, lazy reduction has enhanced the speed of con-
volution with DRot, achieving a 2.2-2.5 X reduction in latency. For
cases where the size of H X W is smaller than n (here we set n to
2048), 32 CPU multi-threading is applied to enhance the processing
speed. Consequently, the results demonstrate a speed improvement
ranging from 4-94 X across different convolution parameters.
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Table 9: Comparison of runtime (in milliseconds) between conventional convolution and convolution with DRot, where n is
2048. When n is less than H X W, multi-threading is applied.

Parameter  Filter width Conventional Convolution w/ DRot
. Speedup
(H X W,cj,co) fw convolution /o lazy reduction w/ lazy reduction Multi-thread
(2242, 64, 64) 3 425540.59 16756.19 7242.16 - 58.8%
(642, 64, 64) 3 35191.28 1499.09 631.79 - 55.7%
(642, 3, 64) 7 5111.23 377.3 173.95 - 29.4x
(562, 256, 256) 3 628739.03 16294.89 6667.16 - 94.3x
(322, 16, 16) 3 421.59 34.44 13.56 4.55 92.7X
(322, 128, 128) 3 31679.75 1975.86 866.76 403.66 78.5%X
(282,512,512) 3 613657.28 32255.95 13526.23 6562.35 93.5%
(162, 64, 64) 3 2512.82 501.93 215.73 82 30.6x
(162, 256, 256) 3 48927.9 7921.42 3519.87 1469.13 33.3%x
(82, 128,128) 3 3112.02 1983.17 874.61 305.1 10.2x
(82, 512,512) 3 73539.63 31684.55 14018.23 5831.25 12.6X
(42, 512,512) 3 18477.85 31855.02 14103.22 4629.54 4x
Table 10: Comparison of the latency and communication Comparison with other protocols: Table 10 provides comparison
costs between the proposed linear protocols and various pro- with convolution runtime implemented using HE in other protocols,
tocols [38, 61]. specifically CrypTFlow2 [61] and Cheetah [38]. CrypTFlow2, like
the baseline Delphi, uses batch encoding to leverage SIMD oper-
Parameter  Filter width Commu ations. For various convolutions, Flash is shown to be 8.5-25.6 X
Conv. LAN (s) (MB) faster and 1.1-2.6 X more communication-efficient. On the other
(HXW,Ci,ca) fw . . . .
hand, Cheetah employs coefficient encoding to avoid expensive
CrvTHl (224%,3, 64) 3 7.06 76.02 slot rotations. Although the encoding method in Cheetah is sim-
IYIE p l]owz (56%, 64, 256) 1 8.21 28.01 ilar to the direct encoding in Flash, the different implementation
(56°, 256, 64) 1 741 52.02 of rotation and convolution in Flash results in a 1.6-2.5 x speed
(2242, 3, 64) 3 1.33 49.62 improvement.
Cheetah (562, 64, 256) 1 0.83 153
(38] (562, 256, 64) 1 0.7 17.07
(224%,3, 64) 3 0.83 67
Flash (562, 64, 256) 1 0.33 20
(562, 256, 64) 1 0.29 20
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