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I. MOTIVATION AND PROBLEM DEFINITION

Neural networks (NNs) are increasingly being deployed in
many critical automated decision-making systems, where func-
tional safety is paramount. However, the deployment of NN
on resource-constrained safety-critical systems is challenging.
Consequently, several hardware accelerator architectures, par-
ticularly neuro-inspired Computation-in-memory (CIM) with
emerging resistive non-volatile memories (memristors), have
been proposed [5]. CIM offers dense on-chip weight storage
(4-12 F? per bit cell) and facilitates efficient parallel compu-
tation with significantly reduced power consumption [3].

Despite this, the predictions made by NN can be unreliable
and uncertain [2]. It is not guaranteed that they will receive
an input that is from the same distribution as the training data,
a problem known as out-of-distribution (OOD) uncertainty.
Furthermore, hardware non-idealities, such as manufacturing
and infield faults, defects, and variations can change param-
eters, and activations of CIM implemented NN [1]. Due to
these non-idealities, another layer of uncertainty is added to
the system, which can lead to unpredictable behavior and a
reduction in inference accuracy. Therefore, quantifying and
mitigating uncertainties is crucial, particularly in safety-critical
applications, i.e., by implementing Bayesian NNs (BayNNs)
in CIM, proper testing, and fault-tolerance methods.

However, there are several challenges involved. Key testing
challenges include minimizing testing overhead via test vectors
compaction, ensuring non-invasive test generation, and treating
the NN as a black box, as many users would consider the
trained NN as intellectual property (IP), such as in the case
of pre-trained models from Machine Learning as a Service
(MLaaS). In contrast, BayNNs can inherently provide uncer-
tainty in prediction, but they are more resource-intensive than
conventional NNs. Implementing BayNN algorithms in CIM
architectures can mitigate their inherent costs but poses several
challenges, such as a) implementing parameter distributions in
CIM, b) efficiently sampling from it for the inference step, and
c¢) the memory consumption [16]. These bottlenecks lead to
the resource scalability issue, where resources such as memory
consumption and the number of dropout modules increase with
the model’s size.

The objective of this thesis is to overcome the challenges
mentioned above using scalable and low-cost methods. Specif-
ically, we explore algorithm-hardware co-design-based so-
lutions to improve the testability, reliability, performance,
manufacturing yield, and efficiency of CIM-implemented NNs.

We proposed problem-aware training algorithms, novel NN
topologies, layers such as normalization, and Dropout, hard-
ware architectures, parameter mapping, and test vector gen-
eration methods for our objective [4], [6]-[22] (three best
paper nominations).

II. SOLUTIONS FOR UNCERTAINTY ESTIMATION IN CIM

In this thesis, we explore popular BayNN methods, such as
Dropout, and variational inference (VI) for CIM implementa-
tion.

1) Dropout based BayNNs: In our work [6], [17], we
introduced for the first-time dropout-based binary BayNNs,
leveraging stochastic and deterministic properties of spintronic
devices for dropout modules and BayNN weight storage,
respectively. Thus, existing memristive crossbar arrays can
be reused while only modifying peripheral circuits to pro-
vide each neuron with a dropout module. Evaluation of the
proposed approach shows up to 100% OOD data detection,
~ 2% increase in accuracy, and 15% increase in accuracy for
corrupted data.

Consequently, expanding on the work [6], [17], we devel-
oped the MC-SpatialDropout based BayNN [15] with a specif-
ically designed CIM architecture. In this approach, spatial
dropout, which drops entire feature maps of the convolutional
layer, is used instead of the conventional dropout module that
randomly disables neurons. Consequently, the complexity of
the circuit design for implementing the dropout module is
reduced. Our overall algorithm and hardware co-design lead
to a reduction in dropout modules per network by a factor
of 9x and energy consumption by 94.11x, while maintaining
comparable predictive performance and uncertainty estimates.

To further improve the efficiency of BayNN, we introduced
a novel dropout approach called scale dropout [14]. The
proposed scale dropout and BayNN learning algorithm are
particularly optimized for CIM architectures and require only
a single dropout module for the entire model. Further-
more, a layer-dependent adaptive scale dropout approach is
proposed that mitigates extensive design space exploration
to find the optimal dropout probability and location of the
dropout layer for each model. Consequently, our approach
improves inference accuracy by up to 1%, can detect OOD by
up to 100%, and provides high-quality uncertainty estimates,
while achieving more than 100x energy savings compared to
existing methods.

2) VI Based BayNNs: Unlike traditional VI-based
BayNNs, in our work [13], we introduce a novel Bayesian NN
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framework and CiM architecture where Bayesian treatment is
only applied to the small parameter group, e.g., scale vector.
Larger parameter groups (e.g., weights) are kept deterministic
(single-point value), leading to first binary VI-based BayNNs
framework with spintronic-based CIM implementation.
Ultimately, the proposed approach requires up to 70x and
158.7x lower power consumption and memory requirements,
respectively, compared to traditional methods while maintain-
ing comparable inference accuracy and uncertainty estimates.

To further improve the accuracy and efficiency of BayNN
for harder tasks, in our work [16], we introduce SpinBayes, a
novel BayNN topology, and the Bayesian in-memory approxi-
mation. The proposed approaches allow efficient mapping and
sampling of BayNN distributions in the CiM architecture. Our
methods lead to a significant enhancement in performance:
classification accuracy improves by up to 1.14%, uncertainty
estimation by 20.16%, and OOD data detection reaches 100%.
Moreover, our approach results in up to 80x energy consump-
tion and 8x memory overhead reduction. In particular, our
approach maintains resource scalability, requiring only three
RNGs irrespective of model size.

As a result, we are able to solve all the challenges discussed
in Section I while achieving high efficiency and accuracy.

III. SOLUTIONS FOR TESTING CIM ARCHITECTURES

To achieve our goal of compacting the functional test vec-
tors that meet our requirements, we introduce the approximate
gradient ranking method [7]. Our approach exploits the vary-
ing difficulty of NN inputs during training, identifying those
inputs requiring more parameter tuning for self-testing NN,
as they are more sensitive to parameter changes. Our approach
achieves up to 100% test coverage using only a maximum of
0.128% of training data as test vectors, a substantial reduction
compared to existing methods. Additionally, our approach can
detect hard-to-detect faults with high test coverage.

Furthermore, to reduce the testing overhead of large-scale
NN models to an absolute minimum, we introduce the one-
shot testing method that requires only a single test vector and
a forward pass, as detailed in [12]. Our approach is based on
the output distribution shift in NNs. An optimization algorithm
is proposed that tunes the one-shot test vector through the
gradient descent algorithm to achieve a unit Gaussian output
distribution. By analyzing distribution shift (compared to unit
Gaussian), we can test NN models as big as 200 layers and
44.5 x 10° parameters while consistently achieving 100% test
coverage in a single shot with ~ 10000x lower memory
overhead and MAC operations.

To detect soft or transient faults while the NN is computing
its prediction, our work [20] introduces a novel NN topology
for concurrent self-testing without extra forward passes or test
vector storage. Our method fingerprints the fault-free status of
the NN using a specialized training approach, allowing real-
time matching of this fingerprint online to test the NN up to
100% test coverage, low false positive rates, and maintained
similar primary task performance as the baseline. Compared to
existing methods, our approach reduces memory overhead by

up to 243.7 MB, MAC operations by approximately 10000 x,
and false positive rates by up to 89%.

IV. SOLUTIONS FOR IMPROVING RELIABILITY OF CIM

In work [9][4], to mitigate data retention faults and the
aging-induced drift problem, we propose a novel approximate
scrubbing technique with virtually zero storage overhead. The
proposed approach is equipped with a specifically designed
NN training algorithm and a one-time mapping technique for
CIM. Consequently, the proposed method can improve the
inference accuracy by 87.76% over the device operation time.

In work [8], [19], we propose the post-manufacturing and
in-field re-calibration method to mitigate the impact of man-
ufacturing variations and defects. We proposed a functional
automatic test pattern generation (ATPG) method and the
approximate batch normalization (ApproxBN) method that re-
quires only 0.2% of training data for re-calibration but can still
regain inference accuracy by up to 72.32% and manufacturing
yield by up to 100%. This work showed for the first time
that the re-calibration method can be applied to improve the
reliability of binary NNs and mitigate manufacturing defects.

In work [10], [11], we propose a variation-aware NN train-
ing algorithm and a design-time (post-deployment) reference
generation method to improve the robustness under different
thermal and process variation scenarios (up to 125°C temper-
ature). The work also focuses on binarizing partial currents
to increase the sensing margin and can improve inference
accuracy by up to 20.51%. Hence, analog-to-digital (ADC)
converter-less inference is feasible in CIM.

In work [21], we propose zero overhead Error correction
codes (ECCs)-based (guaranteed) fault tolerance for a certain
number of soft faults. Conventional ECC has as much as 15%
memory overhead. Our approach integrates parity bits of ECCs
into NN parameters using a multi-task NN learning algorithm
and a specifically designed ECC, while maintaining the same
number of parameters and accuracy.

Furthermore, in our work [18] we proposed an approach to
ensure the continuous availability of neuromorphic hardware
in the event of system downtime due to failures. System
downtime is inevitable, but it is not acceptable in many appli-
cations. Our work aims to complement time-consuming testing
or fault tolerance methods, such as retraining for always-on
NN applications. We propose to create local approximations
of only important modules (rather than full copies) of the NN
based on the design-time sensitivity analysis. Our approach
reduces hardware overhead by up to 99.37% compared to
conventional redundancy-based approaches.

Lastly, in work [22], we proposed a self-healing BayNN
based on inverted normalization with affine Dropout, a novel
normalization and dropout method to enhance the robustness
and inference accuracy under memristive non-idealities. The
proposed approach improves inference accuracy by up to
55.62%, the root mean square error (RMSE) score LSTM-
based time series prediction is reduced by up to 46.7% while
being able to detect 78.95% of OOD data (an improvement of
14.61% compared to previous work).
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