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Abstract

This paper introduces and tests an unsupervised method for detecting novel coordinated inauthentic
information operations (ClOs) in realistic settings. This method uses Bayesian inference to identify
groups of accounts that share similar account-level characteristics and target similar narratives. We
solve the inferential problem using amortized variational inference, allowing us to efficiently infer
group identities for millions of accounts. We validate this method using a set of five ClOs from three
countries discussing four topics on Twitter. Our unsupervised approach increases detection power
(area under the precision-recall curve) relative to a naive baseline (by a factor of 76 to 580), relative
to the use of simple flags or narratives on their own (by a factor of 1.3 to 4.8), and comes quite close
to a supervised benchmark. Our method is robust to observing only a small share of messaging on
the topic, having only weak markers of inauthenticity, and to the CIO accounts making up a tiny share
of messages and accounts on the topic. Although we evaluate the results on Twitter, the method is
general enough to be applied in many social-media settings.
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1 Introduction

The detection of coordinated inauthentic messaging on the internet is a problem as old as the advent
of anonymous/pseudonymous posting, beginning (at least) with attempts to detect “sockpuppetry” on
Usenet in the 1990s (Donath & others, 1999). With the rise of social media, this problem has become
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even more acute and has received increasing attention in the public debate (Bushwick, 2022; Goldstein
& Grossman, 2021) and the academic literature (Zhou & Zafarani, 2020; Alam, Cresci, Chakraborty,
Silvestri, Dimitrov, Martino, Shaar, Firooz & Nakov, 2021; Shu, Sliva, Wang, Tang & Liu, 2017).

1.1 The Problem

We address a specific case of the problem of Coordinated Inauthentic Information Operation (CIO)
detection, with characteristics that are often encountered in practice. This problem is characterized by
the limited information environment, actors who coordinate their messaging, and a rough and limited
prior knowledge about these two elements. It maps well into a common situation faced by researchers
and practitioners who are interested in detecting coordinated inauthenticity on a particular topic, with
access to only those signals that are publicly available on that topic and substantial uncertainty about the
character of the CIOs that are active, if any. A methodology that succeeds at detection in this realistically
constrained environment could be used by many analysts in a broad range of real-world scenarios.
Success would mean a substantial reduction in the set of accounts that require manual inspection or
additional data collection, guidance on how those accounts are likely grouped, and information about
their tactics and targeting.
We specify the three key features of the problem in turn.

Information Environment Information is constrained to that available in a large set of messages from
many senders that all contribute to a common broadly-defined topic. Each sender contributes a tiny share
of the overall messages, and the set of messages collected from each sender is potentially a small share
of that sender’s overall output. This includes the information contained in these messages and, perhaps, a
narrow set of information about the senders, information of the sort readily available in account profiles
on social media such as account birth date, number of messages, followers, and account description. It
does not include the complete account messaging history or network information that is not embodied in
the subset of messages.

This information environment is quite constrained. Most prior work presumes access to much more
complete information about the senders’ message histories (Smith, Kao, Mackin, Shah, Simek & Rubin,
2021; Cao, Yang, Yu & Palow, 2014; Sharma, Zhang, Ferrara & Liu, 2020), network structure (Gupta,
Kumaraguru & Chakraborty, 2019; Luceri, Giordano & Ferrara, 2020; Pacheco, Hui, Torres-Lugo,
Truong, Flammini & Menczer, 2021; Yu, He & Liu, 2015), or account details (Ruchansky, Seo & Liu,
2017; Wang, Zhang, Tang, Zheng & Zhao, 2016). However, there is a wide range of circumstances under
which the more constrained situation better represents the situation facing an analyst. These applications
include most sorts of rapid or real-time monitoring of timely or trending topics where pulling complete
messaging histories of every contributor would run up against some constraint: time, processing, storage,
or API limits.

Coordinated Contributors A tiny subset of the messages in our collection are sent by coordinated
accounts — coordinated by either a single operator or a tightly organized set of operators. The identity of
these accounts is unknown. Furthermore, there may be multiple sets of such coordinated accounts that
operate independently from each other, but their number and size is unknown. The coordinated accounts
and the messages produced by those accounts make up a very small share of the overall accounts and
messages. Furthermore, both the organic accounts and these coordinated actors are potentially active
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across many topics, so the available messages, even for the coordinated accounts, may make up a small
share of their overall output.

Our assumptions about the sparsity of coordinated actors is consistent with most historical examples
of coordinated information operations on social media. For example, Twitter estimated that during the
infamous case of the Russian IRA interfering with the 2016 election, IRA-affiliated content made up
about 0.74% of all election-related tweets (Edgitt, 2017). In our examples, below, we chose times
and topics where it is well known that CIOs were operating. Nevertheless, in all four cases, the CIO
accounts are much less than 1% of the accounts and output. The presence of multiple simultaneous
coordinated campaigns within a topic is also well-documented. In 2017, for example, both Russia and
Iran were operating accounts purporting to be Black Lives Matters supporters (Miller, Kheradpir, DiResta
& Royesh, 2020).

Most prior work assumes that the target accounts or messages make up a much larger share of the
total and that there is, at most, one coordinated set of actors. For example, (Alizadeh, Shapiro, Buntain
& Tucker, 2020) investigate three inauthentic groups that were simultaneously active in U.S. political
conversations, but consider inauthentic/authentic class imbalance between 1:2 and 1:25. Moreover, they
classify one inauthentic actor at a time, relative to the authentic class. (Addawood, Badawy, Lerman &
Ferrara, 2019) and (Luceri, Giordano & Ferrara, 2020) apply their methods to detect one inauthentic actor
in a data set with an account-level class imbalance of roughly 1:1000, but at the tweet-level, the imbalance
is only 1:12. The method provided by (Gupta, Kumaraguru & Chakraborty, 2019) can detect multiple
inauthentic “retweeter groups” simultaneously, but the imbalances of inauthentic/authentic retweeter
groups in their three data sets varies from roughly 3:4 to 4:1.

Prior Knowledge of Coordinated Behavior Our problem presumes the existence of weak markers
or “flags” of inauthenticity. These flags represent incomplete and potentially inaccurate prior beliefs
about the typical characteristics of coordinated or inauthentic accounts. For each coordinated group,
one or more flags contain a small amount of evidence about a given account being part of that group.
For example, the flags might include hyperactivity, visual similarity, language errors, repetitive content,
the use of specialized clients to post, or recent account creation. We do not presume information about
which flags contain information about the coordinated groups, and the same signal might be a marker for
multiple groups. In other words, the problem presumes weak prior knowledge of how CIOs act, but this
knowledge can not, by itself, identify the coordinated activity with a high enough level of confidence to
satisfy the goals of the analyst. Otherwise, the problem is already solved.

This framing of the problem is consistent with current developments in the literature on CIO behavior.
There has been substantial investigation of the behavior of multiple CIOs across many platforms and
over nearly a decade. Many rules of thumb have been developed as imperfect markers, and a variety
of supervised (Im, Chandrasekharan, Sargent, Lighthammer, Denby, Bhargava, Hemphill, Jurgens &
Gilbert, 2020; Addawood, Badawy, Lerman & Ferrara, 2019; Gupta, Kumaraguru & Chakraborty, 2019)
and semi-supervised (Wang, Yang, Ma, Xu, Zhong, Deng & Gao, 2020; Smith, Kao, Mackin, Shah,
Simek & Rubin, 2021) methods have been developed for the detection of CIO accounts, which could be
adapted to our setting, to provide useful but imperfect guidance. However, on their own, these general
markers are rarely sufficient for characterizing the behavior of large, sophisticated CIOs, especially novel
actors or actors in novel domains. To the extent that results of this prior work can be imperfectly extended
to new campaigns or domains, they could be valuable inputs into our approach as imperfect flags of
coordinated inauthenticity.
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Little work has targeted problems similar to ours: unsupervised detection of CIOs within a topic.
(Pacheco, Hui, Torres-Lugo, Truong, Flammini & Menczer, 2021) is a substantial exception. It offers
a variety of network approaches to unsupervised coordinated-account detection. Our approach is most
related to theirs in that we are using what they refer to as Combination Trace Data— looking for the
unlikely co-occurrence of what they call content and identity trace data. But our methods of leveraging
these data are quite different. We take a Bayesian approach (outlined below), which differs from their
network clustering approach in several ways. First, their approach assumes a correct understanding of
what behavior indicates coordination. In ours, we have a set of potential indicators and can learn which
actually indicate coordination in each application. This learning arises from the second core difference:
We specify a behavioral model of how coordinated versus uncoordinated accounts act. Such a model is
necessary to infer what markers effectively detect what campaigns. Lastly, without a model of behavior, it
is hard to characterize the uncertainty of model-based judgements, both about the markers of coordination
and the accounts identified as likely to be coordinated. Our model produces posterior beliefs about both
these quantities of interest, which can be used for statistical inferences.

1.2 Approach

Our approach turns on two observations about the behavior of CIOs that seem quite general. Though we
demonstrate this approach in the context of Twitter, it applies in any contexts that satisfy the following
conditions. First, accounts in the same CIO are more likely to share characteristics or behavior (“flags”)
with each other than they are with outsider accounts or than two outsider accounts are likely to share
with each other. This correlation is a natural consequence of the clandestine organizational links among
CIO accounts. In the extreme, all the accounts might be run by the same user, or by a set of users using
the same hardware and architecture. They may have standardized processes, a centralized media team,
or even learn processes from the other users on the team. This observation has served as the basis for
most existing unsupervised detection strategies (Cao, Yang, Yu & Palow, 2014; Wang, Zhang, Tang,
Zheng & Zhao, 2016; Yu, He & Liu, 2015; Pacheco, Hui, Torres-Lugo, Truong, Flammini & Menczer,
2021; Sharma, Zhang, Ferrara & Liu, 2020; Sharma, Zhang & Liu, 2021; Zhang, Sharma & Liu, 2021).

Second, CIOs coordinate their influence efforts to alter the strength or tone of some elements of the
topic. If it is possible to divide the topic appropriately into these elements, a CIO account will be more
likely to share an element with another CIO account than it will to share an element with an outsider
account, or that two outsider accounts will share an element in common with each other. We refer to
these targets of persuasion as “narratives,” although we think about them in a more general sense as any
subset of the topic that adheres into a coherent belief, idea, theory, or position. They might include, for
example, empirical claims about the world, moral positions, conspiracy theories, or simply expressive
cheerleading, but many of them do, in fact, take the more narrow specific form of narrative, stories
that are central to communication and persuasion (Dal Cin, Zanna & Fong, 2004). As the goal of CIOs
is to influence, and influence occurs through convincing others to hold beliefs about the world, their
behavior will, directly or indirectly, involve the promotion, demotion, or alteration of these beliefs. As a
key element of CIOs is the coordination of their messaging, we should expect to disproportionately find
them operating influencing the same narratives. This idea was central to the semi-supervised detection
approach in (Smith, Kao, Mackin, Shah, Simek & Rubin, 2021).

It is easy to imagine situations under which organically authentic accounts would follow each of these
same patterns. With very large numbers of organic accounts, there will be many organic accounts which
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share any characteristic or behavioral feature that the CIO accounts share among themselves. Similarly,
a set of organic accounts might easily contribute to a very similar set of narratives, if people operating
those accounts have highly correlated interests and opinions.

The key element to our approach is the correlation of message content and content-independent
markers of behavior and characteristics that are indicative of CIO membership. It is a substantial
challenge to decide which narratives to include in the model described above. To address this challenge
we introduce a Bayesian model for the rates of authors having a set of account characteristics for
each narrative feature. We consider a feature to be relevant if it has anomalously high rates for the
account characteristics. This approach, which makes no reference to the CIO membership of accounts,
incorporates our prior belief that CIO accounts will exhibit correlation among the content of their
messages and their content-independent account characteristics. With this set of potentially suspicious
narratives, we then construct a second Bayesian model wherein the observed content and account
characteristics arise from unobserved cluster memberships. We use weak prior knowledge about the
shares and behaviors of CIO accounts to bias the identity of one cluster to be the majority, non-
coordinated set of accounts and the remaining clusters as to be potentially coordinating.

Having defined this model for CIO behavior, we use Bayesian inference techniques to infer cluster
membership for each account given the observed behaviors. We apply amortized variational inference to
accommodate the large number of accounts in our datasets and the need to infer membership for each
account. Large datasets arise naturally in this setting because CIO accounts represent a small minority
of accounts active on popular social issues. Topics must be defined broadly enough to capture possible
CIO actors and as a result will include a much larger set of non-CIO actors. The next section provides
the methodological details for implementing this approach.

2 Materials and Methods
2.1 Bayesian Model for Unsupervised Detection

The introduction specifies the information domain within which our detection model is intended to
operate along with our prior beliefs about the behavior of coordinated actors. We now describe a modeling
approach that leverages these assumptions to enable inferences about the CIO status of individual
accounts. Our approach uses the machinery of probabilistic modeling and Bayesian inference (Bishop,
2013).

2.1.1 Model Specification We design a model of account behavior wherein the observed account-level
data (flags and narratives) arise from a latent cluster membership for accounts. This model assumes that
each account j has a distinct latent cluster identity, a;;. The hidden rates for having flags and using
narratives are assumed fixed within these clusters. Having defined such a model, we use Bayes’ theorem
to make inferences about cluster membership conditioned on the account flags f; and the number of
messages from j containing each narrative n;. Schematically, we infer the probability of membership in
each cluster for each user conditioned on their behavior.

p(aj|fj7njvp) Cxp(fjvnﬂajvp)p(aj"l))' (D

This distribution for account j is informed by the behaviors of all accounts in a given dataset here
represented by D. The omitted proportionality constant is independent of a; and set by the condition
that the total probability over clusters must sum to 1. For complete model details, see Appendix A.2.
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The resulting model is sensitive to our prior beliefs about the membership shares for each cluster.
Moreover, given the nature of CIO detection, it will, in general, be difficult to accurately specify these
shares. To allow for greater flexibility, we treat these probabilities of cluster membership as random
variables. Specifically, we place Normal prior distributions on the logarithm of the cluster membership
probabilities, 1(°'"st) The membership probabilities p(°'*>*) are then obtained through the softmax
operation:

1elust) . Normal (Iul(clust)’a(clust))

p(clust) — softmax (l(clust)) )

Typically, one would instead directly specify a Dirichlet prior for p(¢1"st) As we discuss in Appendix
A3, the formulation above facilitates our inference procedure.

To establish a relationship between latent cluster membership and membership in a CIO, we express
informative prior beliefs about the rates of membership in each cluster and the rates of occurrence of flags
and narratives. We operationalize these assumptions through appropriate choices of 11(<115t) and o (¢lust),
In particular, we assume that cluster O has a much larger share of users than the other clusters. We also
assume that the rates of flags and narratives in cluster O are very close to the population mean rates. On
the other hand, we assume much smaller shares of users for the remaining clusters, and we allow for the
possibility of rates for flags and narratives that are much higher than the population mean rates.

These assumptions allow us to interpret cluster O as the “non-CIO” cluster. By design, most users
will be assigned to this cluster, and the rates of flags and narratives will be close to the population
mean. This is consistent with the idea that coordinated actors make up a small minority of users and,
correspondingly, the population rates are driven by normal users. In contrast, the remaining clusters will
contain a small minority of users and some may have rates of flags and narratives that differ substantially
from the population mean. This is consistent with the idea that CIO accounts may have a distinct signature
in terms of account-level characteristics and narrative focus. By having multiple minority clusters, we
allow for the possibility of multiple distinct coordinating groups. For a detailed discussion of our prior
specifications, see Appendix A.2.2.

In principle a topic can contain potentially many authentic coordinating groups and several inauthentic
groups. Our use of flags in the behavior model and in the narrative selection stage is designed to bias
the latent clusters away from authentic groups toward groups we believe are a priori more suspicious.
As a consequence, we do not need to include a large number of clusters in our analysis (we use k=4 in
our full model results and k=2 in our simplified model). This greatly reduces the burden of the analyst in
consuming the output of the model. However, for larger, more diverse topics it may be necessary to use a
larger value of k.

2.1.2 Inference Procedure To make inferences about cluster membership, p(a;l|f;,n;, D), we
evaluate the right hand side of (1). No closed-form solution is available, so numerical techniques are
required. The numerical situation is complicated by the need to infer cluster membership for all accounts
which, in our case, can number in the millions. Sampling methods such as Markov Chain Monte Carlo
(MCMC) can be prohibitively slow in such circumstances. We therefore turn to variational inference
(VD) — an approximate inference technique wherein one posits a parametric family of distributions
for the posterior and then selects parameter values that maximize the evidence lower bound (ELBO)
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(Blei, Kucukelbir & McAuliffe, 2017). Because variational techniques pose inference as an optimization
problem rather than a sampling problem, they scale more efficiently to large datasets and models with
many random variables.

In amortized VI the posteriors for exchangeable local random variables are represented in terms
of a function that maps from the local observations to one or more distributional parameters (Zhang,
Biitepage, Kjellstrom & Mandt, 2018). In our case, we use amortization to learn the mapping from
the observed narratives and flags to the parameters ;(°'"") and ("""} which describes the cluster
membership likelihoods:

b0 UM o fo(f5.my). )

J e
The function fy depends on a set of tunable parameters 8. As with ordinary variational inference, these
parameters are selected to maximize the ELBO. The advantage of this approach is that the parameters 6
are shared (amortized) across all local random variables leading to increased efficiency for large numbers
of accounts. However, this approach can lead to poor results if fy does not have the flexibility to capture
the true relationships in the posterior. To mitigate this possibility, we represent fy using an artificial neural
network. For more details, see Appendix A.3.

2.2 Narrative Feature Selection

A notable challenge in applying the model specified above in a given context is deciding which narrative
features to include in the model. Depending on how the concept of narrative is operationalized, a
given dataset may contain many thousands of potential narratives. In most circumstances, it will be
computationally and statistically intractable to include all possible narratives in the model. One simple
heuristic would be to include only those narratives that appear the most frequently in the corpus. Though
convenient, this approach fails to take advantage of a feature of our problem setting because coordinated
actors are assumed to be a minority of users and may focus on narratives that are infrequent in the
population as a whole. It is also not sufficient to select a set of least frequent narratives since the behavior
of the majority non-coordinated users will produce a long tail of infrequent narratives. Instead, we apply
a technique that allows us to select a subset of narratives which are a priori suspicious based on the
characteristics of the accounts which produce the narratives.

We consider a narrative to be suspicious if those accounts that mention the narrative have a flag at an
anomalously high rate relative to other narratives. Conceptually, one could compute the rate of having
a flag among accounts that mention a particular narrative and repeat for all narratives. One could then
consider a narrative suspicious if it appears in the top 50 flag rates, for example. Since by construction
having a flag is slightly suspicious, a narrative with a high flag rate is also suspicious. Although this
captures the spirit of our approach for selecting narrative features, it does not take into account the
differing amounts of evidence used to compute the rates for the different narratives. For example, say that
narrative A is mentioned by 200 accounts, 100 of whom have the flag, while Narrative B is mentioned
by only 2 accounts, 1 of whom has the flag. Because they have the same ratios of accounts with the flag,
narratives A and B would be treated equally in the above approach despite the fact that narrative A’s rate
was based on 100 times as many accounts as B’s rate. Intuitively, narrative B should be treated as less
suspicious because, relative to narrative A, the observed ratio of accounts with flags is much more likely
to have arisen from random fluctuations in the behavior of the 2 participating accounts.

Prepared using sagej.cls



8 Journal Title XX(X)

For each corpus under consideration, we fit a partially pooled model describing the rate of having a
flag for each narrative. This model represents the overall distribution of narrative flag rates as well as the
distribution for individual narratives. The degree of suspiciousness of a particular narrative can now be
computed as the “distance” between the narrative distribution and the global distribution. We measure
this distance using the KL-divergence. This approach naturally incorporates the amount of evidence for
a narrative because, holding the mean constant, more uncertain narrative distributions yield smaller KL-
divergence values. In practice, we select the 40 narratives with the largest max KL-divergence over flags.
See Appendix B, for more details.

3 Results

We validate the feasibility and effectiveness of this method using a set of topics on Twitter. For each
topic, Twitter has released one or more coordinated inauthentic campaigns that produced a substantial
number of tweets that would satisfy the inclusion criteria for the topic. We judge the success of our
approach by its ability to surface the accounts that were active in those Twitter-identified campaigns. We
measure this overlap using precision (proportion of accounts predicted to be CIO that are CIO) and recall
(proportion of total CIO accounts identified). When making these evaluations, we assume that the topic
does not include any coordinated campaigns other than those identified and released by Twitter and that
Twitter has identified all of the accounts that comprise each of those campaigns. To the extent that there
are campaigns or accounts that Twitter has not identified and removed and our methodology picks up on
them, our precision-recall curves will underestimate the effectiveness of our approach.

3.1 Topics, Narratives, and Flags

We apply our technique to four topics, each defined by a date range and a set of keywords. These topics
span multiple years (2016, 2017, 2020, and 2021), multiple languages (mostly, English and Chinese), and
multiple inauthentic operators (two campaigns from China, one from Iran, one from Russia). In all cases
the organic content is collected with the Twitter APL. The subset of the CIO tweets from that meet the
inclusion criteria are inserted into the (much larger) pool of organic content. We consider the following
topics:

¢ Xinjiang:

— Organic: All Tweets including any case of any of the strings {“xinjiang”, “uyghur”, “uygher”,
“uvigher”} that were created between 01/01/21 and 04/09/21 and were accessible on the
platform during that period.

— Coordinated: All Tweets in the two June 2021 China releases from the Twitter Informational

Operation Archive that satisfy those same conditions.
* Hong Kong:

— Organic: All Tweets including any case of either of the strings {“Hong Kong”, “Z&#&"} that
were created between 03/14/20 and 04/15/20 and were still accessible on the platform in
December 2020.

— Coordinated: All Tweets in the May 2020 China release from the Twitter Informational
Operation Archive that satisfy those same conditions.
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10 Archive API Pull
topic tweets accounts tweets accounts
Xinjiang 11.6k /438 1.2k /89 1.6M 450k
Hong Kong 13k 2.1k 2.5M 970k
Debate 5.8k 59 150k 110k
BLM 1.6k 121 114k 69.8k

Table S1. Number of Tweets and accounts from Twitter IO archives and from the Twitter API on each topic.

¢ Debates:

— Organic: All Tweets including any case of any of the strings {“Biden”,“Trump”} and also
the words “with” and “had” that were created between 10/01/20 and 10/21/20 and were
accessible on the platform during that period.

— Coordinated: All Tweets in the February 2021 Iran release from the Twitter Informational
Operation Archive that were produced in that period and included any case of any of the
strings {“Biden”,“Trump”}.

¢ Black Lives Matter (BLM):

— Organic: All Tweets including any case of either of the strings {“blacklivesmatter”,“black
lives matter”} that were created between 06/01/16 and 06/30/16 and were still accessible on
the platform in July 2023.

— Coordinated: All Tweets in the October, 2018 Russian IRA release from the Twitter
Informational Operation Archive that satisfy those same date-range and keyword conditions.

Table S1 summarizes the number of tweets and accounts we have in each topic, and how many come
from the Twitter-identified CIOs that we are trying to detect.

We approximate the set of potential narratives as equivalent to the set of all hashtags that are used by
at least two distinct accounts in the topic. A tweet is included in a narrative if it contains the defining
hashtag at least once. In this sense, a tweet could contribute to multiple narratives.

We also define 5 flags that are ex-ante weak signals of participation in a CIO.

* egg: A tweet from an unverified profile without a description.

* baby: A tweet from an unverified profile that, at the time of collection, had produced fewer than
100 tweets.

¢ flood: A tweet of more than 6 words that is duplicated more than 10 times, ignoring retweets, by
more than 2 accounts, but never by a verified account.

e odd client: A tweet produced using a client other than Twitter Web App, Twitter for Android,
Twitter for iPhone, or Twitter for iPad.

* hyper: A tweet produced by a profile that has, on average, tweeted more than 100 times per day.

With these definitions, we apply our methodology to each topic, inferring cluster memberships for
each account in the corpus.

3.2 Full Model Results

In initial experiments, we found that the unsupervised cluster assignments varied substantially from run
to run as a result of random factors in the fitting process. To reduce this variability, we repeat the fitting
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process 20 times for the Xinjiang, Hong Kong, and Debate topics and 40 times for BLM due to the
smaller size of that dataset. We use the average probability of belonging to a minority cluster as the
basis for our evaluation. Figure S1 plots precision and recall as functions of the decision threshold (the
probability threshold above which we predict an account to be part of a CIO) for each topic. In each case,
the model’s detection characteristics far exceed the naive precision baselines up to relatively high levels
of recall.

Xinjiang Hong Kong
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Figure S1. Precision-recall curves for unsupervised detection of CIO accounts parameterized by a
probabilistic detection threshold above which accounts are considered to belong to the CIO. For high
thresholds, the model makes precise predictions but misses many CIO accounts (top left of graphs). For low
thresholds, the model catches most CIO accounts, but has a high false-positive rate (bottom right of graphs).
The faint dashed lines correspond to individual members of the ensemble of models. The solid lines come
from average the predictions for each account across the ensemble. Precision baselines are given in Table S2.
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Xinjiang Hong Kong Debate BLM

Account Share Baseline 0.0030 0.0021 0.00053 0.0017
Flags only 0.41 0.13 0.01 0.0055
Narratives only 0.17 0.13 0.25 0.083
Both 0.90 0.63 0.31 0.13
Flags+Most Frequent Hashtags 0.015 0.31 0.048 0.042
Both (Supervised) 0.96 0.67 0.49 0.49

Table S2. Area under precision recall curve for each topic. The “Account Share Baseline” scores are the
shares of ClO accounts in each dataset. Rows marked “Both” refer to our model using Flags and suspicious
narratives.

Table S2 presents the area under the precision recall curve for several variants of our detection model.
For context, the first row presents the (extremely low) account shares as a baseline. Our detection
approach models the occurrence of account-level characteristics (flags) and narratives that are suspicious
due to the mix of flags used on them. We tested the degree to which these two sources of information
impact the detection of CIO accounts by fitting models with either the flag or suspicious narrative
information removed. These results are presented in rows labeled “Flags only” and “Narratives only”.
These models substantially improve on the baseline, indicating that both flags and suspicious narratives
contain information about CIO membership. The extent of that improvement and which features matter
most to it varies across the topics, indicating that our weak flags are, themselves, quite good in the
Xinjiang context, while the suspicious narrative features contribute to substantial improvements in the
Debate context. But it also apparent that our flags are particularly poor in the Debate and BLM context.
Our preferred model with both flags and narratives (in the row labeled “Both”) substantially outperforms
the models with only one of the two sources of information, across all four topics, indicating that it is the
pattern of interactions between flags and narratives that is critical for the precise identification of CIO
accounts. Across the four topics, our preferred unsupervised model resulted in average precision over the
naive baseline between 76 times (BLM) and 580 times (Debate).

We also compare the performance of our models to two alternatives. First, in the row labelled
“Flags+Most Frequent Hashtags”, we present the results of running the clustering part of our analysis on a
model that uses the flags but simply uses the most frequent hashtags in the topic instead of those revealed
as potentially suspicious by having an odd mix of account characteristics active on them. This model
performs much worse than the model using suspicious narratives across each of the datasets we tested.
Finally, the row labelled “Both (Supervised)” also compares the unsupervised model performance against
an infeasible supervised benchmark. The supervised model is identical to the unsupervised model except
that the former treats cluster membership as an observed variable during the fitting process. Thus, the
supervised model serves as an upper bound on our model’s ability to detect CIO accounts given the flags
and narratives and the structural assumptions of the model. Poor performance by the supervised model
would indicate that the structure of our behavioral model does not fit well with the CIOs actual behavior,
while a big gap between the supervised and unsupervised model means that the model captures the CIOs
behavior well, but our data and estimation strategy are not sufficient for estimating that model well.
For Xinjiang and Hong Kong, the unsupervised performance closely approaches that of the supervised
model, indicating that the model priors and data lead to near optimal identification of CIO accounts with
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Figure S2. Flag and top-8 narrative posterior rate coefficients for Xinjiang dataset. Supervised and
unsupervised results are shown with unsupervised identities matched to known CIO groups.

the minority clusters. The larger gaps for the Debate and BLM corpuses may result from the smaller size
of these datasets (see Table S1), the particularly poorly suited flags, or it may be that our priors are less
appropriate for these two CIOs.

The results above represent the ability to detect CIO accounts using an ensemble of models. We now
consider the learned flag and narrative patterns from an individual model. Figure S2 shows the flag and
narrative rate coefficients for a model fit to the Xinjiang corpus. This model was hand-selected from
the ensemble shown in Figure S1 based on its ability to detect both releases in the Xinjiang corpus
by matching each release with a different minority cluster from the unsupervised model. Each cluster
has a unique signature of flag and narrative rate coefficients. For example, members of the release I
cluster often use the “#xinjiang” narrative and are likely to have the “egg”, “baby”, and “flood” flags. On
the other hand, members of the other cluster often write “#xinjiang” in their messages but are unlikely
to have any flags. Figure S2 also shows the pattern of flags and narratives for the supervised model
referenced in connection to Table S2. For release I, the correspondence between the unsupervised and
supervised models is clear. For release 2, the unsupervised model completely fails to capture the high
rate for “#stopxinjiangrumors” and only weakly captures the flag rates. Nevertheless, this model correctly
classifies all 89 accounts in the release with zero false positives. This is possible because the posterior
model for account membership, (1), is sensitive to non-linear interactions between the narrative and flag
features. For example, the posterior model might accurately identify members of release 2 with the rule
that members are likely to have the “egg” flag, to have the “baby” flag, or to frequently use “#xinjiang”,
but it is very unlikely for all three of the above to be true simultaneously.
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3.3 Simplified Model Results

To more clearly illustrate how the model learns from data, we present also a simplified version of
the model which permits a closed-form solution for the posterior odds of cluster membership, thereby
exposing intuitive relationships between the observed data and the model output. The primary differences
with the full model are that the simplified model considers only one flag and one narrative, and also sorts
accounts into just two clusters: a large cluster (corresponding to non-CIO members) and a small cluster
(corresponding to CIO members). In addition, in place of the log-normal prior on cluster membership
described in (2), the simplified model uses a Bernoulli prior:

p(CluSt) ~  Bernoulli(p). ¥

The simplified model also differs slightly in the priors placed on flag and narrative usage for each cluster.
Full mathematical details may be found in Appendix A.4.

Using this simplified model, we can explore how variation in the observed environment translates to
variation in the posterior probability that a given account is CIO-affiliated. For the simplified model, the
observed data is simply the binary vectors which respectively tell of each account whether that account
has the flag and uses the narrative. The simplified model has no mechanism to discover which flags
and narratives are associated with CIOs; hence, the application of the simplified model presupposes that
a particular flag and narrative have already been identified as potentially indicative of CIO affiliation.
Here, the egg flag is used in conjunction with the “#xinjiang” narrative. The total number of accounts is
kept at 25,000 due to computational limitations of calculating the closed-form probabilities. Holding all
other variables fixed at the rates observed in the first of Twitter’s two June 2021 China releases, we can
synthetically vary the other rates to measure how changes of that sort would affect the performance of
our approach in the simplified model.

In Figure S3, for example, we vary the observed (synthetic) data to explore how variation in the
proportion of accounts that are CIO-affiliated affects the model’s success in identifying these accounts.
For six rates of CIO activity, we find the model’s estimate of the posterior probability of CIO affiliation
for a randomly selected CIO account (marginalizing out that account’s probability of having the flag and
the narrative). Besides the share of CIO affiliation and the total number of accounts, all other factors
(rates of flag and narrative adoption by CIO/non-CIO accounts) are held fixed at the levels observed in
the Twitter release. The results show that the model is robust to varying the share of overall accounts that
are part of the CIO, returning high posterior probabilities of CIO affiliation for CIO accounts across all
plausible activity rates. We similarly find that the model is robust to varying levels of CIO adoption of
the flag and narrative; for details, see Appendix A.6.

We also use the simplified model to explore how the model responds to variation in the rates of flag and
narrative adoption seen in a population. The use of the simplified model, with its closed-form posterior,
is computationally infeasible for the large number of accounts (~500k) in the relevant dataset. Therefore,
we observe the behavior of the model for increasing numbers of accounts, in order to observe the trend of
the model’s output as the number of accounts approaches the true population size in Xinjiang. In doing so,
we hold all other quantities fixed relative to the population size. IL.e., the proportion of accounts that are
CIO-affiliated, and the rates of both CIO-affiliated other accounts’ adoption of the flags and narratives, are
kept approximately equal to the full Xinjiang dataset. In Figure S4, we show the results for varying levels
of effectiveness in flag/narrative combinations. The egg flag, which applies to 98% and 21% of CIO and
non-CIO accounts respectively, is used in both cases. The effective narrative, “#xinjiang”, applies to 93%
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Figure S3. Posterior probability of CIO affiliation for a randomly selected CIO account, across a variety of
shares of CIO affiliation in the observed accounts

and 12% of CIO and non-CIO accounts respectively, whereas the less effective ‘“#unhumanrightscouncil”
narrative applies to 6% and 0.003% of those accounts.
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Figure S4. Posterior probability of CIO affiliation for randomly selected CIO and non-ClO accounts, as a
function of total number of observed accounts. Left: Using the narrative (#xinjiang). Right: Using the narrative
(#unhumanrightscouncil).

Even with a small (~500 account) dataset, the model is very successful in detecting CIO status when
used in conjunction with flags and narratives that see substantially higher adoption among CIOs than
among non-CIOs. In such cases, the model gives high posterior probability of CIO affiliation to the true
CIO accounts and low posterior probability to non-CIO accounts. Furthermore, the model can produce
useful results even when the flags/narratives used are a relatively weak signal of CIO affiliation. These
outcomes are stable across the range of dataset sizes considered. This shows that the Bayesian model
framework proposed here is robust to incomplete data collection, on the supposition that the subset of the
population included in the data collection is representative of the full population.
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4 Discussion

The problem of detecting novel CIOs in a limited-information environment is difficult, and many analysts
are operating in just that sort of environment. Our proposed Bayesian approach is effective at detecting
novel CIOs in that environment, and reveals not only the set of accounts that are contributing to those
campaigns but also the narratives they are targeting and some markers of the tactics they are employing.
We illustrate the power of this approach for specific, very imperfect, definitions of flags and narratives,
but our approach is quite general and could be coupled with more targeted, analyst-specified definitions of
flags and narratives to further improve their performance. These analyst-specified features are exactly the
sort of thing we contemplate when we outline “Prior Knowledge of Coordinated Behavior” in describing
the problem. It could also be usefully coupled with the results of supervised analyses in related contexts
or campaigns to extend those results efficiently to new ones, similarly to how (Alizadeh, Shapiro, Buntain
& Tucker, 2020) extend supervised results in one period to the detection of campaigns in other periods.
Similarly, as NLP (and other) approaches to identifying narratives from social data improve, those
methods could be easily integrated in our approach (Ash, Gauthier & Widmer, 2024).

The simulations from our simplified model illustrate that our approach is able to substantially improve
performance for a wide range of shares of CIO activity, shares of the messages on the topic observed by
the analyst, degrees of flag specificity, and levels of CIO narrative targeting. Of course, better narrative
definitions, in the sense of better dividing the topic along dimensions that CIOs target, and better flag
definitions, in the sense of better representing characteristics that CIO accounts or messages are relatively
more likely to share (or not) would further improve performance.

These improvements, which we leave to future work, would be particularly useful in the more difficult
case of identifying the simultaneous participation of multiple CIOs that are active on the same topic. Our
approach demonstrated some success in that setting, in our Xinjiang application, but drawing fine lines
between campaigns that use similar tactics on a common topic requires a larger set of finely discriminative
flags and narratives.

Acknowledgements

We gratefully acknowledge useful feedback from Darren Linvill, participants of the Clemson Disinformation
Working Group, and the 2023 Meta Security Summit.

A Bayesian Model Construction and Inference Details

A.1 Notation

Table S3 summarizes our notation. Symbols appearing without their subscript index are assumed
to represent the vector quantity. For example, S corresponds to the vector {8y, 51, ..., Bk—1). The
expression p(-) always refers to the probability distribution of the random variable expression in the
argument. For example p(8y) refers to the unconditional probability distribution of By and p(So,vo|D)
refers to the joint distribution of 3y and vy conditioned on the data. Similarly, the expression ¢(-) always
refers to a variational posterior distribution for the arguments.
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Table S3. Mathematical Notation

o)
(clust)

O_(CIust)

My,

A
s
L,
F,
B

—~ 3

.7.)

Set of all accounts

Number of accounts in D

Number of account clusters

Number of messages produced by account j

Number of flag binary variables

Number of narrative count variables

Observed flags binary variables for account j
Observed narrative count variables for account j
Log-odds of an account having a flag for cluster ¢
Log-odds of a message having a narrative for cluster ¢
Logits for cluster membership of account j

Cluster assignment for account j

Probability of an account having a flag for cluster ¢
Probability of a message having a narrative for cluster ¢
Probabilities for cluster membership of account j
Prior mean for flag log-odds

Prior standard deviation for flag log-odds

Prior mean for narrative log-odds

Prior standard deviation for narrative log-odds

Prior mean for cluster membership logits

Prior standard deviation for cluster membership logits
Number of accounts posting on narrative n at least one time

Global mean for narrative flag log-odds in feature selection model
Global std. dev. for narrative flag log-odds in feature model
Flag log-odds for narrative n in feature model

Observed flag count variable for narrative n in feature model
Beta function

R ¢
rm™
(RF)™™
Rk

(R*)*

Rm(f)

(R-I-)’rn(f)

Rm(f)

{0,1,..., M, }"
(0,1)

* R* denotes the set of vectors with 3 real-valued elements.

T A denotes the i-simplex, the set of vectors with i + 1 positive elements that sum to 1.

t(R*)? denotes the set of vectors with i positive elements.

A.2 Model

A2

Generative process

We specify a model for account behavior as the following generative process (see Figure S5):
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Bi

Authorj=1...N || Clusteri =1...k
N J

® ©

Figure S5. Graphical representation for the generative process for flags and narratives.

1. Foreachclusteri =0...k — 1:
(a) Draw flag log-odds 3; ~ (,uEf), (f))

(b) Compute flag probabilities p( ) = sigmoid(g;)
) ;)
(n)

(d) Compute narrative probabilities p,

(c) Draw narrative log-odds ~; ~ N (p;
= sigmoid(;)
2. Foreachaccountj =0... N — 1:

(a) Draw cluster membership logits 1; ~ N (p(c1ust) | g(clust))

(clust)

(b) Compute cluster membership probabilities p; = softmax(l;)

(c) Draw a cluster assignment av; ~ Categorical(pﬁdu“))

(d) Draw flags f; ~ Bernoulh(pa])

(e) Draw narrative counts n; ~ Binomial(}M;, pg}))

This corresponds to the joint probability distribution:

k—1
p(B, 7.l a, f,n) = H p(B:)p(7:)

x Hp plel1)p(fileg, B,7)p(ngley, B,7) )

A.2.2 Prior specification Beliefs about the shares of users in each cluster are captured in the prior
distribution for cluster membership: 1; ~ N (u(1ust) o (clust))  We specify p(ust) and o(c1ust) such
that the majority of users belong to the first cluster while allowing for substantial variability in the
shares. For instance, for k = 3, reasonable prior shares might be [0.99, 0.005, 0.005]. Translating
to log-space, we would then set (<"t =[-0.01, -5.30, -5.30]. ¢(°'"s*) is then chosen to reflect the
uncertainty in these shares. We might for instance choose ¢(°'"*) =[0.1, 1, 1]. Through sampling we can
infer the resulting 95% probability intervals for the shares in each cluster: [0.947,0.997], [0.0007,0.03],
and [0.0007, 0.03] for the three clusters, respectively. In practice, we determine ¢(°'"s*) through trial
and error by the condition that the resulting share intervals are commensurate with our beliefs. We
use p(°lUst) = [10000, 10, 5,1]/10016 and ("t = [0.5,1.8,1.8,1.8] for all reported results. These
correspond to prior share 95% probability intervals of [97%, 100%], [0.0047%, 2.0%], [0.0022%, 1%],
and [0.0005%, 0.021%] for the k = 4 clusters.
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Beliefs about the behavior of users in each cluster are encoded through the prior distributions for 3
and ~. To set these priors, we start with the assumption that the rates of having a flag or using a narrative
for non-CIO accounts are very close to the population rates. This follows from the assumption that CIO
accounts comprise a small minority. The population rates tend to be quite small as a consequence of how
our flag and narrative features are defined. For the coordinated clusters, we specify less informative priors
that allow for higher rates but that can accommodate rates similar to the population mean. For all reported
results, the uncoordinated group has a prior mean equal to that given by taking the log of the population
rate and a small scale parameter of 0.3 for all flags and narratives. For the coordinated groups, we set the
prior mean equal to 0 and the scale equal to 3. The resulting prior over rates of having a flag or narrative
for the coordinated groups are shown in Figure S6.

N

Prior Density
—

%.0 02 04 06 08 1.0
Rate of flag or narrative

Figure S6. Prior rate for all flags and narratives for coordinated groups.

A.3 Inference procedure

A.3.1 Marginalization of cluster assignment variables The discrete cluster assignment variables for
each account present challenges for optimizing the ELBO. Fortunately for the purposes of CIO detection,
it is sufficient to make inference about the logarithm of cluster assignment probabilities, /. Thus, for
inference, we marginalize out the cluster assignment variables to obtain the distribution

k—1
i=0

N—-1 k—1
< T ) D plesly)p(filas, B,7)p(nsla, 8, 7). (6)
j=0 a;=0

The resulting distribution contains continuous random variables only and is amenable to variational
inference.
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A.3.2 \Variational posterior We posit the following family of posterior distributions

q(8,7,1lf,n, D) = H (Bi, 7| D) @)
N—
X H (1f5,n;, D). ®)

We model §; and ; using a multivariate normal distribution: (3;,v;|D ~ Normal(p;, 3;). The vector
p; contains m Y 4+ m ™) variational parameters. For simplicity, we use a diagonal covariance matrix X,
leading to a total of 2(m®) 4 m ™) variational parameters to be optimized.

We model /| f;, n;, D as a multivariate normal distribution with diagonal covariance matrix

Lj|fjsnj, D ~ Normal(p; (clust) (Clust))

’ ]

(clust) (clust)

where 1 and o are computed from the flags and narratives using (3), from the main body.

Before specifying the mapping fy(-), we note that the non-amortized approach would be to assign

individual variational parameters for u(du“) and O'J(C "% for each account and cluster resulting in

2 x N x k variational parameters. Slnce the accounts may number in the millions and the data for
each account is relatively sparse, this specification may result in poor convergence of the variational
optimization procedure as observed elsewhere (Agrawal & Domke, 2021). By replacing this large set of
local parameters with the mapping fy(-), we allow the information from individual accounts to be shared
via the global variational parameters 6, potentially improving the efficiency of the inference process.

We specify the map fp(-) using the fully connected artificial neural network (ANN) diagrammed
in Figure S7. The input to the ANN is the concatenated vector of the observed binary flags and the
narrative counts for an account. We also input the entropy across narratives for each account based on the
hypothesis that CIO accounts may focus on a smaller set of narratives (and therefore have lower narrative
entropy) than non-CIO accounts. The outputs are the distribution parameters £(°""*) and o(¢1ust) The
first three linear layers with hidden sizes of hj, ho, and hs compute an account representation that is
subsequently used to compute both (""" and o(°1"st) via dedicated linear layers. We use the rule
hy =m® +m® +m® . m®) and h,, = max(h,_1/1.75,5).

Following each linear layer, we perform additional operations that increase the expressiveness of the
network and improve the optimization characteristics. The “dropout” layer following the first linear layer
randomly sets some of the h; outputs to zero with probability 0.3 during training. This encourages the
network to use more of its representational capacity, improving the optimization characteristics and
generalization performance (Srivastava, Hinton, Krizhevsky, Sutskever & Salakhutdinov, 2014). Batch
normalization (“bn” in diagram) normalizes the input data within training batches. This has been shown to
improve the convergence properties of neural networks generally (Ioffe & Szegedy, 2015) and specifically
in the context of amortized variational inference (Srivastava & Sutton, 2017). The application of the
non-linearity sigmoid(z) = 1/ (1 4+ exp(—=x)) improves expressiveness by allowing the network to use
non-linear relationships among the inputs. Lastly, we must exponentiate the output of the dedicated linear

layer for U;Chm) to ensure positivity.
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[fir mj, 8]

Linear, h|
ldm}mut. bn, sigmoid

Linear, h3
i bn, sigmoid
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Linear, & Linear, &

i lfxp
_H-I:-r sk |
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Figure S7. Mapping from flags, narratives, and narrative entropy to cluster membership distribution
parameters. The words following each linear block refer to additional operations performed on the data.
Operations are executed in the order listed. “bn” is short for batch normalization. “exp” is short for the
exponential function.

A.4  Simplified Bayesian model derivation

(&)
@ G
&)

m

Figure S8. Graphical representation of the simplified Bayesian model

To elucidate the simplified Bayesian model, we first derive p(«|f,n), and then continue by deriving
p(a;|f,n). Consider the model described by the diagram in Figure S8, where for ¢ =1,...,m and
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j =0,1, we have
a; ~ Ber(p)
filai, B ~ Ber(Ba,)
nilag, 7 ~ Ber(va,) ©
Bj ~ B(ay, b;)
v ~ B(ej, dj)
then
alf, i) o p(f, 7|&@) x p(a@
p(alf,n) p(ful i?(q) ) (10)
= p(fl@) x p(ii|@) x p(a)
and
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m ao 14 bo—1 ar—1/7 117171
R e

i B(ao,bo)
1
B(ao, bo)B(a1,b1)
% /H |:ﬁ(()1—047/)f7( ﬂo)(l a;)(1— f):| ﬁao 1(1 _ﬁ())bo_l
i=1
x /]'[ (B (1= B0 Bt (1 = Byl dBidfy

B(ao, bo)B(a1,b1)
/5% 1+, (1- ai)f1< A B CELDICES

/ prirEEeh g g E R ai1=f) g, 4,

(aoabo) (a1,b1)

x B(ag + Z(l — ;) fi,bo + Z(l —a;)(1 - fi))

=1 i=1
B(a1 + Zaifia br + Zai(l = fi))
i=1 i=1
>;(—ay) >y
= H (a0+b0—1+2 X H a1+b1—1+2)
i=1 i=1
> (=aj)f; > (A—a)(A=f;)
X H (ap —141) x H (bo—1+414)
=1 =1
>0 fi >0 (1=f5)
< ] (a1 —1+4i)x (by — 1 +1).
i=1 i=1
Thus
2 (—aj)f; 22 (=) (A=15) 205k

p(fldyoc ] (a0—1+1) 1T (bo—14i) J[ (aa—1+14)

i=1 =1 i=1
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and similar reasoning shows that

> (1—aj)n; > (1—a;)(1—ny) 2o oyng 2 o (1—=ny)
p(7i|@) o (co — 141) 11 (do—1+d) J[ -1+ J] (d—-1+9).
i=1 i=1 i=1 i=1
(18)
Therefore
> (=) f; 2 (=) (A—15) 2aifi >0 (1=15)
p@fiiyoc [ (a0—1+9) 11 (bo—1+4d) J[ (@—-1+4 J[ —1+14)
i=1 i=1 i=1 i=1
> (—aj)n; >, (1=a;)(1=n;) oo >, 05 (1=ny)
I (0-1+9) II (do—1+4i) J[ (=144 J] (d—1+4)
=1 =1 =1 =1
[To@—p)te
i=1
(19)

We can furthermore derive the full, normalized posterior distribution of &| f by retaining the constant

=

from (15) and dividing by p(f), where

p(f) =" p(flap(@) (20)

[e3

1
[B(ao, bo)B(a1,b1)

xBlag+ Y (1= i) fibo+ Y (1 —ai)(1 = fi))
i=1 i=1 (21)

x B(a; + Zaifi,lh + Zaz‘(l — i)
1=1 =1

szl @il — p)m—Zi ai]

S, fim=5, fi NP
I [ ey

22
xBag+ Y fi—jibo+m—Y_ fi—k)B(ay+ b +k) @2

xp/ TH (L — p)m IR
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Similar reasoning gives us:

i) = Zp(ﬁlo?)p(c?) (23)

B Z |: Co,do Cl,dl)
B(co + Z(l —a)ng, do + Z(l — ;) (1 —mn;))

(24)
B(ey + Em: ing, di + f: ai(1—ny))
i=1 i=1
<pies(1 = pynTee]
i ko J k B(co, do)B(c1,d1)
(25)

XB(C()—FZR,‘—j,do—FW—Zni—k‘)B(Cl —|—j,d1+k‘)

ij+k(1 _ p)m—j—k] )

—

Thus the full normalized posterior p(&|f, @) is given by

B(ao+>im (1—a) fi, bo+ 200 (1—ai) (1= £3))B(ar +3 070 i fi, bi+3 000 ai(1=£i))
B(a(), b())B(ah bl)

B(co+ Y it (1—ai)ng, do+> 070 ((1—ai)(1=n4))B(er + D70 jaymg, di+ 3070 ai(1—ny))
B(Co, do)B(Cl, dl)

><p "’“(1 p) R

=0 B(a07b0)B(a1,b1)

/Zn"f i Kzn> (mkzn> B(co+Y,mi—j, do+m—>"n;—k)B(cy +jad1+k)pj+k(1 _ p)mjk} ,

=0 k=0 B(co,do)B(c1,d1)

<.

(26)
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—

Simplifying, we have that p(&|f, 77) is equal to:

aﬁ—Zl Q; fl7b0+zl az 1 fz a1+za1fl7b1+zal1 fz
i=1 i=1

B(60+Z(1—Cki)ni, dO—I—Z(l—ai)(l—ni))B(Cl—l—Zaini, d1 +ZC¥Z(1—7L2))
i=1 i=1 i=1 i=1

" pzi ai(l B

/ (Z fl) ( w2 ) (@0t S b= S i B b R p)m_j_k]
j=0 k=0 J
L& S (=S d dy+k) itk m—j—k
/ > : . 00+Zm jydo+m— an B(c1+j,di+k)p’ (1~ p) :
7=0 k=0
(27)
Having derived p(c|f,n), we now turn to the derivation of p(c;|f,n). Leti € [1,...,m], and let &;
denote all elements of & except «;. First note that
plaild, f.7i) = p(al f ﬁ)/p( awf. ) (28)
p(alf, ) /Zp (@], 7, 0 = k) (29)
and from (27), we have that
p(@|f 7, q; = k) = PFQF x pXizi®i(1 — p) 1= Xiz % /O (30)
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where

P=B(ag+» (1—a;)fjb0+ > _(1—a;)(1 =)
j#i i
xBlar+ fi+ Y a;fjbi+ 1= fi+ Y a;(1—f)))
J#i J#i
xB(co+ Y (1 —aj)ng,do+ > (1—a;)(1—ny)) (3D
J#i J#i
X B(Cl +n; + Zajnj,dl +1-— n; + ZCE]'(]. — n]))
J#i i
X Py
Q=Blag+fi+> (1—ay)fjbo+1—fi+ > (1—a;)(1—f))
J#i J#i
xBlar+ Y _ajfj b+ Y aj(l—f)
j#i j#i
X B(CQ —+ n; + Z(l — Oéj)’flj, do —+ 1-— Nn; —+ Z(l — Oéj)(l — le)) (32)
j#i j#i
X B(Cl -+ Zajnj,dl -+ Zaj(l — 7’LJ))
J#i J#i
X (1 - p)7
i fim=2 fi

-3 %

<Z%f¢

] ) <mEifi>B(ao+Zfi—j,bo—i-m—Zf,-—k)B(al—Fj, bi+k)p TR — p)mjkl

(Z;”z) (meini>B(60+zi:nij, doer—;mfk)B(cl +j, di+k)p (1 - p)mjk]

(33)

Thus, since p(oy|f, 1) = Z&(i) ploild s, fi) x p(d(;y), we have
ploslfoit) =Y Pt QL x prazi (1 — p)izili=ea) ) C (34)
A ORI
ae)

where Py ,, is P evaluated at particular values of d(4), and similarly for Q.
We can see the effect of f;, n; on this posterior more clearly by pulling the relevant factors out of
Pa s Q&m. In this way, we have:

L — A fi 1-f; n; 1—n;

Pz, = Aa, X Fpla, % GP,%-) X Mpo,, X Npag, (35)
L o — A fi 1-f; n; 1—n;

Q%) - A"‘(i) x FQﬁoé(i) X GQ,au) X MQ@(i) X Nan(qz) (36)
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where

Az, =Blao+ > (1 —a;)fibo+ D> (1 —a;)(1 = f;))

j#i i
x B(ay + Zajfjvbl + Z%‘(l = fi)
J#i J# (37)
x B(cp + Z(l —aj)ng,do + Z(l — ;) (1 —ny))
G J#i
x B(c1 + Zajnj,dl + Zaj(l —n;))),
J#i JFi
a1+ Qi 05 )5
FP&’_ _ 1 E];ﬁz .7f7 (38)
O ey b+ 30
by + >, 05(1— f;
Gp e Zﬁéz J( f]) (39)

\G) T ay + bl + ijél Q;

. - ap + Zj;éi(l — o) f; (40)
DEO T g+ bo+ >, 4,1 — ay)

Cbo+ 30— o) (1= )

ao+bo+32;4(1 —aj)

My Lt 2z Qi (42)
PO T e b+ 0

. it ) 05(1 - ny)
R c1+dy + Zj?éi Q;

Mo~ — co+ > (1 —aj)n; (44)
Q. co +do + Zj;ﬁi(l — aj)

N do+ 3,41 —a;)(1 —ny) s)
@A Co+d0+2j¢i(1 — o)

(41)

(43)

And thus we can re-express the posterior distribution (34) as:

a; 1—oy
e fi 1—f; n; 1-n; ‘ fi 1—f; n; 1—n; ¢
pleilf, i) = Z (Fpaa(i) GPv“(i)Mpaa(i>NP7f¥(i)p> (FQvau)GQ,au)MQ,a(i)NQ,oz(i) (1- p))
(i)
> ij;m: (1 — p)Z,-;u,(l—aj)/C
(46)
where each one of the eight F, G, M, N terms gives the effect of some combination of possible values of
«; and f; or of a; and n;.

This expression of the posterior distribution exposes intuitive relationships between the data and
the probability of CIO affiliation. The resulting (un-normalized) closed-form posterior probability of
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membership in the CIO-affiliated cluster 1 is given by

p(ai:1|fianiap)O(ZF({.:)G}X({l (:L(I)Nclx( ;’hx

Qi) @7
p1+2j¢¢a;‘ (1 ,p)zj';fi(l—a.y)

where ;) is a vector of all cluster identities for all accounts except account 7, and each of the I, G, M, N
terms is the posterior probability that an arbitrary CIO account will have the flag (F') or lack it (G), or
similarly for the narrative (M, N). E.g.:

_ a+2j;ﬁiajfj (48)
(i) a+ b + Zj;ﬁi Q;

where a, b are the parameters of the prior beta distribution of the probability that a CIO account will have
the flag.

A.5 Computational approximation and error bounds

Though computing this posterior distribution exactly is a computationally fearsome task, that task is
mitigated greatly by the fact that there are far fewer distinct values of P, , Qg ,, than there are distinct
values of d;). Differing values of ;) only differ in their corresponding Pg ), Qg if they assign
different numbers of CIO accounts to the four categories of

1. having both flag and narrative

2. having the flag but not the narrative

3. having the narrative but not the flag

4. having neither the flag nor the narrative.

So, we can rewrite p(c;|f, ) in terms of the number of CIO accounts ¢ = 3 ;i @j» and the numbers
J1,72, 73,74 of those ¢ CIO accounts belonging to each of the four categories listed above. Letting

Mg =Dz [iTgs Mpon = 34, f3(1 — n;) and so on, we have:

polin =% ¥ (m.f ) (mf.”") (’”N,f*") (mN.va") PEQL - x gl (1= )"/
=0 34 ot J1 J2 J3 J4 7o
(49)

Furthermore, this expression of the posterior distribution suggests a natural means of scaling the
computation to achieve approximate solutions whose errors have known upper limits, where those limits
can be scaled as desired to balance computation with accuracy. Let E C {0, ..., m} be the set of which
possible numbers of CIO accounts will be excluded from the approximation. For example: if there are one
million total accounts, then in principle to calculate the exact posterior one would need to calculate (49)
with one million terms in the outer sum. But one could let E = {100, ..., 1e6}, thereby only considering
those possible d(;) that assign ¢ € {0,...,99} different accounts to be trolls. In doing so, one is using
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the approximation

palim = 5 (") (M) () (") o - o
S Fo n J2 J3 J4
(50)
By virtue of this simplification, how much approximation error is introduced? Observe that, because each
of the F, G, M, N terms are guaranteed to fall between 0 and 1 (exclusive), we have:

L t+3 _—
pladl it = sl F < 3 (152 )ota - e (51)
teE
t'+3) ,
< ("50)e 2
tekE

which, despite being a very conservative upper bound on the approximation error of p(oy| f, i),
nonetheless suffices to demonstrate the error to be negligible for most purposes. E.g., in the case
introduced above of m = 1e6 accounts, with a prior p = 0.001 and E described as above (excluding
all but 100 possible numbers of CIO accounts), the approximation error of p(«;]| f, 1) is guaranteed to
fall below 2 - 107283,

A.6 Simple model robustness to varying CIO flag/narrative usage

CIO accounts

Posterior probability

0.0 0.5 1.0
Rates of flag, narr in CIO

Figure S9. Simple model posterior probability of CIO affiliation for a CIO account, across different rates of flag
and narrative usage by the CIO.

Figure S9 shows the results of the simplified model in detecting CIO accounts across a variety of rates
of flag and narrative adoption by the CIO (using synthetic data). For each level shown in the plot, the flag
and narrative are both adopted at that rate by the CIO. Besides the rate of flag and narrative adoption, all
other factors are held fixed at the levels observed in the first June 2021 China release by Twitter.

The simplified model has no mechanism to discover which flags and narratives are associated with
CIOs; hence, the application of the simplified model here presupposes that a particular flag and narrative
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have already been identified as potentially indicative of CIO affiliation. Here, the synthetic data reflects
the usage of the egg flag is used in conjunction with the “#xinjiang” narrative. Thus the non-CIO accounts
in this synthetic data adopt the flag at a rate of 21.6%, and the narrative at a rate of 11.7%. As expected, the
model’s marginalized posterior probability of CIO affiliation for a randomly selected CIO account is low
when CIO accounts adopt the flag and narrative at rates similar to or lower than non-CIO accounts, and
rises sharply as CIOs adopt these markers at higher rates. The total number of accounts is kept at 25,000
due to computational limitations of calculating the closed-form probabilities, even in this simplified
model. The results show that the model is robust to varying levels of flag and narrative adoption by
the CIO.

B Narrative Feature Selection

Q)

Narratives

Figure S10. Graphical model for the number of account flags for each narrative.

This section describes the model used to select a priori suspicious narratives based on the flag
characteristics of accounts that post on each narrative. The feature selection process takes place prior to
our primary model used to cluster suspicious accounts. As represented in Figure S 10, this model describes
the local log-odds of having a flag, L, among accounts that post on a particular narrative as a sample from
a global distribution of log-odds for having the flag across narratives. This hierarchical structure induces
regularization of the narrative-level log-odds values with a strength that naturally weights the number of
accounts used to estimate the logits for each narrative. We compare the posteriors for L to the posteriors
for A and s to compute a suspiciousness measure. This measure scores high when the probability mass
for the posterior for L has little overlap with the mass for a normal distribution with mean A and standard
deviation s.

This model involves priors on the global parameters A and s. For each flag, we use A ~ N(—2,1) and
s ~ HalfNormal(1). This corresponds to a prior distribution such that 69% of narratives have accounts
with flag rates less than 20%. This is in keeping with our prior belief that flag rates are low for most
narratives.

Using the observed numbers of flags for the n'" narrative, we draw a set of Ngump, samples,
{(Nis8is Ln;), i =1... Ngamp }, from the joint posterior distribution for A, s, and L. The suspiciousness
of a hashtag is then computed as the KL-divergence between the posterior distribution for L and the

th
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global distribution from the posteriors for A and L. Letting P and () represent the local and global
posterior distributions, respectively, the KL-divergence is

Dx1(P||Q) = Ep~p [log P(L) —log Q(L)] (53)

We estimate the first term by approximating P(L) as a normal distribution with mean and variance equal
to the sample mean and variance of the L,, draws and then averaging the log density over the draws. We
estimate the second term by averaging the log densities of the L,, draws under the normal distribution
with mean and standard deviation equal to the joint samples of A and s. Letting p(L) be the normal
density describing P and ¢(L; A, s) be the normal density of L given A and s, Eq. 53 becomes

Naamp
1

Dx(PllQ) = 57— D [logp(Lni) —loga(Lni; Airsi)] (54)
samp 4

where the approximation comes from the finite sample size and the approximation of P as a normal
distribution.

Using Eq. 54 we compute the KL divergence for each flag-narrative pair and take the maximum
divergence over flags. The resulting scores are used to rank all narrative features. Table S4 shows the
top ten narratives resulting from this procedure for each of the three datasets reported in this study.

Table S4. Top 10 hashtags for each dataset from Narrative Feature Selection process

Xinjiang | Hong Kong | Debate

South EFE (’Question box™) CrookedJoeBiden
StopXinjiangRumors Peing NBCIsTrumpsAccomplice
FE {5 ("Pompeo”) Postcrossing USElection2020

HIE P T (7 Xinjiang is a good place”) | 1k THIEL (“stop violence, curb disorder”) BidensFocusedOnUS
FEEALE ("Xinjiang story”) W ("Support Hong Kong Police”) TrumplIsALaughingStock
MonCarnetdeRouteauXinjiang FathomRecessionWatch BlackLivesMatter
XinjiangOnline EUEEAH ("Wuhan Truth”) Covid_19
OlivierGrandjean B 47 B 24 ("Collecting anonymous questions now”) | Trump2020Landslide
UnhumanRightsCouncil F (“useless youth”) election2020
EndForcedLabour SR (“opposition party”) VoteBiden

C Comparison with CooRTweet

We present here a comparison of the results of our method with another unsupervised tool for detecting
coordinated activity on social media, CooRTweet (Righetti & Balluff, 2023). CooRTweet offers user-
configurable parameters (i.e., min_repetition and time_window), allowing analysts to define
criteria for detecting coordinated actions. The min_repetition parameter represents the minimum
number of repeated coordinated actions required to define two users as coordinated, with a default setting
of 2. The t ime_window parameter defines the time in seconds within which shared content is considered
coordinated, defaulting to 10 seconds. In our evaluation, we have reported CooRTweet’s performance
in terms of F1 score using the default settings of min_repetition=2 and time_window=10. We
use CooRTweet to detect coordination in terms of posts using the same list of hashtags. In addition
to reporting performance on default settings, we conduct an extensive grid search over the two user-
configurable parameters on our four datasets to optimize the performance achievable by CooRTweet
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(again, in terms of F1 score). We show the performance of CooRTweet after this optimization in
Table S5, as a way of demonstrating an upper limit on the performance of CooRTweet on these datasets.
However, we emphasize that the performance of CooRTweet after optimization of these user-configurable
parameters is not directly comparable to our proposed method, as such optimization relies on having
ground truth labels that we presume researchers utilizing our method will not have access to, thus biasing
the evaluation in favor of CooRTweet. In Table S5 we also show two versions of our own results: the max
F1 achieved by our ensemble-averaged models, as well as the max F1 achieved by the best-performing
single run in each ensemble.

Table S5. CooRTweet performance on our four datasets, before and after optimization requiring ground truth
labels. Each ensemble of our method comprises 20 models, except for BlackLivesMatter, which uses 40 since
the smaller data size in this case increases the number of models needed for convergence. N/A indicates no
positives were returned.

CooRTweet CooRTweet Our method Our method

F1 (default F1 (optimized ensemble- max F1 across

settings) settings) averaged max ensembled

F1 models

BlackLivesMatter 0.2060 0.3014 0.2640 04118
Presidential Debate N/A 0.8196 0.3896 0.4103
Xinjiang 0.0355 0.0396 0.8822 0.9094
Hong Kong 0.0890 0.0890 0.7009 0.7314
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