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Abstract

To prevent the mischievous use of synthetic (fake) point
clouds produced by generative models, we pioneer the study
of detecting point cloud authenticity and attributing them
to their sources. We propose an attribution framework,
FAKEPCD, to attribute (fake) point clouds to their respective
generative models (or real-world collections). The main idea
of FAKEPCD is to train an attribution model that learns the
point cloud features from different sources and further differ-
entiates these sources using an attribution signal. Depending
on the characteristics of the training point clouds, namely,
sources and shapes, we formulate four attribution scenarios:
close-world, open-world, single-shape, and multiple-shape,
and evaluate FAKEPCD’s performance in each scenario. Ex-
tensive experimental results demonstrate the effectiveness of
FAKEPCD on source attribution across different scenarios.
Take the open-world attribution as an example, FAKEPCD
attributes point clouds to known sources with an accuracy
of 0.82-0.98 and to unknown sources with an accuracy of
0.73-1.00. Additionally, we introduce an approach to visual-
ize unique patterns (fingerprints) in point clouds associated
with each source. This explains how FAKEPCD recognizes
point clouds from various sources by focusing on distinct ar-
eas within them. Overall, we hope our study establishes a
baseline for the source attribution of (fake) point clouds.!

1 Introduction

Point clouds are a set of data points in 3D space to repre-
sent 3D objects or scenes [15,29]. They are commonly col-
lected using 3D laser scanners [7, 16] and LiDAR (light de-
tection and ranging) technology [8,51]. Due to their abil-
ity in preserving geometric information in 3D space, point
clouds have been widely used for 3D modeling scenarios,
e.g., autonomous driving [15,28,32], robotics [9], and shape
synthesis [10,43].

Recently, deep learning techniques have accelerated the
development of point cloud generative models [2, 17, 21,
31,52]. These models can generate synthetic point clouds
with different shapes, with each shape representing an ob-
ject, such as an airplane, car, or chair. These synthetic (fake)
point clouds are resembling the real-world ones, and it is dif-
ficult to distinguish them with human eyes [2, 17,21,31,52]
(see Figure 1). This advancement eliminates the need for

10ur code is available at https://github.com/YitingQu/FakePCD

(a) Real

(b) Fake

Figure 1: Examples of a real point cloud (airplane) and a fake
point cloud. The fake point cloud is generated with Progressive
Deconvolution Generation Network (PDGN) [17].

costly manual point cloud acquisition, thereby improving the
training of various models in classification [35, 48], segmen-
tation [8, 9], and object detection [51].

However, a coin has two sides. Despite their utility, syn-
thetic point clouds might also be used maliciously. For in-
stance, the data collector expects point clouds scanned by
terrestrial laser scanning (TLS), the contractor, instead, pro-
vides synthetic point clouds to save cost, which may be in-
ferior in quality and introduce the potential risk [25,49]. In
addition, an adversary could leverage LiDAR spoofing at-
tacks [4] to inject synthetic point clouds (e.g., fake aircraft)
into the UAV’s LiDAR sensors. This can render the Intel-
ligence Surveillance Reconnaissance (ISR) systems ineffec-
tive (i.e., collecting misleading military intelligence) during
real-world operations. The above work exemplifies how syn-
thetic point clouds can be generated and utilized for mali-
cious purposes.

Research Problem. To reduce the potential security risks of
synthetic point clouds, it is imperative to detect the authen-
ticity of point clouds, i.e., the point clouds are collected from
the real world or generated by different models. Identify-
ing synthetic data from generative models allows developers
to implement protective measures, such as watermarking, to
prevent misuse. To this end, we pioneer study into the source
attribution [54] of point clouds: attributing point clouds to
the corresponding sources [57], i.e., collected from the real
world or generated by a specific model. For instance, given
two point clouds of the shape airplane displayed in Figure 1,
we aim to identify whether the point cloud is real or gener-
ated with a particular model, i.e., PDGN [17].

Challenges. This attribution problem leads to non-trivial
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challenges. First, to attribute data to their sources, exist-
ing efforts [54] on synthetic images often assume that all
sources at both training time and testing time are known,
i.e., close-world attribution. However, in the real-world sce-
nario, point clouds from unknown sources are often fused
with those of known sources at the test time. We need
to identify point clouds from known sources and recognize
those from unknown sources. We term this more challenging
scenario as open-world attribution (see formulation in Sec-
tion 4). Secondly, different from synthetic images that can
be sampled with one model, e.g., StyleGAN [18], for syn-
thetic point clouds, training a new generative model is re-
quired for every shape. This suggests that with a single attri-
bution model, we typically trace the source of point clouds if
they share the same shape. However, enumerating all shapes
can be resource-consuming. Similar to unknown sources,
point clouds of new (unseen) shapes are often fused with seen
shapes during source attribution. The above two points bring
challenges to the source attribution of point clouds and are
investigated in our study.

Our Work. We propose a (synthetic) point cloud detection
and attribution framework, FAKEPCD, to verify the authen-
ticity of point clouds and trace their sources. The idea is intu-
itive. We first learn the distribution of point clouds from dif-
ferent sources and extract point cloud features. Then, given
a new point cloud, we calculate the feature distance and as-
sign it to the specific source based on a threshold-based crite-
rion. Specifically, FAKEPCD comprises three stages: close-
world pre-training, open-world pre-training, and threshold-
based assignment. We train the encoder to extract point cloud
features in a fully supervised manner in the first stage to solve
the close-world attribution problem. Based on the pre-trained
encoder, we train the network in a supervised contrastive
manner in the second stage to learn more generalizable fea-
tures. Finally, in the threshold-based assignment stage, we
measure the distances of a testing example and each type of
anchors (fixed point clouds from known sources) as the at-
tribution signal. We classify a point cloud as an unknown
source if the attribution signal is stronger than a threshold.
Otherwise, we attribute it to the closest known source.

To evaluate FAKEPCD’s performance, we construct a
dataset of 99K point clouds from six sources (five genera-
tive models + real-world collection), covering six common
shapes, namely, Airplane, Car, Chair, Bench, Cabinet, and
Lamp. We then categorize these point clouds along two di-
mensions: known and unknown sources, seen and unseen
shapes. Point clouds of known sources and seen shapes serve
as training data for FAKEPCD to learn point cloud features.
In close-world attribution, we apply FAKEPCD to attribute
point clouds to known sources. In open-world attribution,
we evaluate FAKEPCD’s performance both in identifying
point clouds from known sources and recognizing ones from
unknown sources. In both attribution scenarios, we further
study the FAKEPCD’s generalizability to attributing point
clouds of unseen shapes.

Additionally, we explain how FAKEPCD attributes point
clouds using critical points [35], a set of points within a point
cloud that can significantly affect a model’s prediction. Us-

ing these critical points, we introduce a novel approach to
visualize the unique patterns in point clouds from different
sources. Specifically, we calculate critical points for each
source and project them to the x-y plane as depth images.
By stacking a certain number of depth images from the same
source, we observe unique patterns associated with each gen-
erative model, namely, fingerprints.

Results. Experimental results show that FAKEPCD per-
fectly identifies point clouds from known sources in close-
world attribution. It also achieves an accuracy ranging
from 0.72 to 0.79 when attributing point clouds of unseen
shapes, which are not included in its training data. For
open-world attribution, FAKEPCD attributes point clouds
to known sources with 0.82-0.98 accuracy and to unknown
sources with 0.73-1.00 accuracy. In this scenario, FAKEPCD
demonstrates generalizability when attributing point clouds
of unseen shapes, especially from known sources, with 0.58-
0.84 accuracy. Interestingly, we find that if an unseen shape
closely resembles seen shapes in the training data, for exam-
ple, Bench (unseen) being similar to Chair (seen), then the
attribution performance for Bench tends to be higher com-
pared to other unseen shapes. Furthermore, we visualize the
unique patterns associated with each source with examples
of Airplane, Car, and Chair. We find that FAKEPCD fo-
cuses on different areas within point clouds depending on
their sources.

Contributions. Our contributions are summarized as fol-
lows:

* We provide the first work on point cloud authenticity
and source attribution both in the close-world and open-
world settings.

* We propose FAKEPCD to attribute a given point cloud
to its source and recognize open-world examples. We
also explore FAKEPCD’s generalizability in attributing
point clouds of unseen shapes.

* We introduce an approach to visualize the unique pat-
terns (fingerprints) within point clouds for different
sources. This visualization illustrates how FAKEPCD
attributes point clouds back to their respective sources.

2 Preliminary

2.1 Point Clouds

A point cloud is a set of discrete points O. Each point o € O
is a tuple that represents the x, y, and z coordinates. These
points are recorded and connected to form the surface of a
3D object in Euclidean space (see Figure 1 for illustration of
point clouds). They can be captured through various meth-
ods, such as laser scanning or photogrammetry (e.g., LIDAR
and Kinect). Due to their ability to preserve geometric infor-
mation in 3D space, they are commonly used in fields such
as computer graphics [ 15], manufacturing [38], robotics [34],
autonomous driving [28], remote sensing [24], and architec-
ture [29]. The common research tasks on point clouds in-
clude classification (categorizing points in a point cloud into
semantic classes, e.g., aircraft) [35], segmentation (dividing



a point cloud into smaller semantic pieces, e.g., wings) [35],
reconstruction (creating a 3D mesh or surface from a point
cloud) [46], registration (aligning multiple point clouds to a
single coherent representation) [34], etc.

2.2 Point Cloud Generative Models

Inspired by the success of generative models in the image do-
main [42], generative models for point clouds have emerged
as a type of machine learning algorithms that can generate
synthetic 3D point clouds [2, 17,21, 31, 52]. These mod-
els are trained on large datasets of real-world point clouds
to learn the underlying patterns and distributions that govern
the generation of 3D shapes. The main challenge in this field
is to synthesize high-quality point clouds that are diverse and
faithful to the training data. To address the challenge, sev-
eral types of generative models for point clouds have been
developed, including Variational Autoencoders (VAEs) [21],
Generative Adversarial Networks (GANs) [17], normalizing
flow [52] and diffusion models [31]. These models tend
to focus on improving the quality of generated shapes, en-
hancing efficiency, and extending the models to handle more
complex data distributions. We refer the audience to Shi et
al. [41] for a comprehensive survey of this research area.

3 Threat Model
3.1 Adversary’s Goal

In this paper, we consider adversaries that have the expertise
to train and run point cloud generative models. Their goal
is to produce fake point clouds with generative models and
use them for malicious purposes. The application scenar-
ios of these fake point clouds are introduced in Section 3.2).
For instance, if their goal is to replace the original 3D design
with generated point clouds to disrupt the manufacturing pro-
cess, the adversary can launch (or outsource) cyber attacks to
breach the targeted manufacturing system.

3.2 Application Scenarios

We consider three real-world application scenarios where
point clouds might be used maliciously and source attribution
can be an effective approach to identify the misuse. Their re-
spective details are outlined below.

* Inauthentic Point Cloud Scanning. In this scenario,
the data collector anticipates genuine point clouds ac-
quired through terrestrial laser scanning (TLS). The
contractor, instead of scanning the real objects, provides
artificially generated point clouds to save costs. These
fake point clouds may be inferior in quality and can lead
to models learning imprecise distributions [25,49].

e Manufacturing Disruption. In this scenario, the ad-
versary uses the generated point clouds to disrupt the
manufacturing process. Take additive manufacturing
(AM), commonly known as 3D printing in the consumer
space, for instance. It relies on accurate 3D models for
the printing process, allowing the machine to build the
object layer by layer [12]. Due to the digital nature of

AM (a network that connects computers and robots), the
adversary may attack the AM supply chain via cyber-
attack and replace the original design with the generated
point clouds. Note that these generated point clouds are
visually close to the real designs, which may not be no-
ticed by operators due to automation. Nonetheless, AM
processes are sensitive to small deviations from the de-
sign [36]. Consequently, the adversary can compromise
the quality of the print parts and introduce undesired de-
ficiencies. This practical scenario has been discussed in
Ye et al. [53]

e Counter Intelligence Surveillance and Reconnais-
sance. In this scenario, the adversary leverages spoof-
ing attacks on LiDAR sensors [4, 45] to inject gener-
ated point clouds (e.g., fake aircraft) in the LiDAR field
of view of unmanned aerial vehicles (UAVs). This at-
tack undermines Intelligence Surveillance Reconnais-
sance (ISR) systems, misleading real-world operations
with falsified military intelligence. Here, we do not con-
sider the case that the adversary may remove point re-
gions from LiDAR readings [3] and, consequently, UAV
may not identify the surveillance targets.

3.3 Attribution Capability

To reliably trace the generative models that originally gen-
erated the suspicious point clouds, we assume the following
attribution capabilities.

* Access to Authentic Point Clouds. The attribution
framework has access to adequate point clouds that are
obtained from real-world objects. Note that shape in-
formation (e.g., Car, Airplane) naturally comes with the
point clouds. We denote these point clouds as real point
clouds for ease of presentation in the rest of the paper.

* Access to Existing Generative Models. The attribu-
tion framework has access to a list of known point cloud
generative models. These models are our attribution tar-
gets. We denote these models as sources for ease of
presentation in the rest of the paper. Note that the at-
tribution framework can trivially generate point clouds
from these sources to form its training data.

In Section 6.3, we show that these two capabilities are suf-
ficient for the attribution framework to attribute point clouds
to even unknown sources. This makes our attribution frame-
work more practical in the real world.

4 Attribution Problem Formulation

To detect whether a point cloud is generated or collected
from the real world, we solve this problem by attributing
point clouds to the corresponding sources. As mentioned in
Section 1, two major factors affect the attribution difficulty
- settings (i.e., close-world attribution or open-world attribu-
tion) and shapes. We outline them below.

Settings. Formally, assume there are X known sources la-
beled as {Gy,G3,...,G«} and one additional Real class la-
beled as R. Each source has N point clouds sampled from a



Table 1: Summary of attribution scenarios.

‘ Close-World Attribution ‘ Open-World Attribution
Single- ‘ A Single Shape; ‘ A Single Shape;

Shape Known Sources Known/Unknown Sources
Multi- Seen/Unseen Shapes; Seen/Unseen Shapes;
Shape Known Sources Known/Unknown Sources

given shape (e.g., Car). Given a point cloud x; € X and its
corresponding source y;, we consider the following settings
when conducting the attribution:

* Close-World Attribution: If x; is a point cloud with
y;i from the existing labels {Gi,Ga,...,G«, R}, the at-
tribution is considered successful if the predicted label
Vi =i

* Open-World Attribution: If x; is a point cloud with
vi ¢ {G1,Ga,...,Gx,R}, the attribution is considered
successful if §; = Gg11, where Gk denotes the un-
known source.

Shape. The shapes of point clouds S = {s1,s2,...,5, } in the
training data also exert a great influence on the attribution
outcome. Intuitively, the attribution performance is likely to
be better on the point clouds of seen shapes (in the training
data) compared to unseen shapes. To explore the model’s
generalizability in attributing point clouds of unseen shapes,
multi-shape modeling should also be considered. For each
type of setting, we further consider the following two scenar-
i0s.

* Single-Shape Scenario: The attribution model is
trained and tested on X*, where X* denotes the point
clouds dataset of a single shape s;. The attribution
model is regarded as single-shape model, as it simply
attributes point clouds of the same shape, e.g., Airplane.

* Multiple-Shape Scenario: The attribution model is
trained on §' = {X*1,...,X"} and tested on " = §' U
{Xs=1, . X%} where | < z < m. We regard it as
multiple-shape model, which attributes point clouds of
multiple shapes simultaneously including unseen ones.
For instance, our attribution model is trained on Air-
plane, Car, and Chair. At test time, we attribute an un-
seen Bench point cloud to its source.

Summary. We consider four attribution scenarios in the pa-
per, which are summarized in Table 1. Specifically, we per-
form close-world attribution and open-world attribution in
both the single-shape scenario and multiple-shape scenario
respectively.

5 Attribution Framework

5.1 Overview

We present the attribution framework of (synthetic) point
clouds, FAKEPCD. Figure 2 illustrates the workflow of
FAKEPCD. The main idea of our framework is to train an en-
coder to capture the feature distance among different sources.

The point cloud is then assigned to a source based on a
threshold criterion. Concretely, the framework is composed
of three stages and takes all the aforementioned four scenar-
ios into account.

Close-World Pre-training (Section 5.2). Our attribution
model consists of an encoder f and a classifier g, which is
trained in a fully supervised manner. This stage alone can
deal with the close-world attribution problem in both single-
shape and multiple-shape scenarios in our evaluation. It also
serves as the stepping-stone for open-world attribution. The
process is illustrated in Part A of Figure 2.

Open-World Pre-training (Section 5.3). In this stage, we
employ the supervised contrastive learning approach [19] to
address the point cloud attribution problem. The attribution
model in this stage consists of the same encoder f and a
projection head 4. Each point cloud is augmented via point
cloud transformations to create its augmented version. We
then feed both point clouds to the two identical models with
sharing weights. Based on the pre-trained encoder from the
first stage, we continue pre-training the encoder f with su-
pervised contrastive loss. The process is illustrated in Part B
of Figure 2.

Threshold-Based Assignment (Section 5.4). We first pre-
serve the open-world pre-trained encoder f and projection
head £ in the attribution model. We then build an anchor set
that contains a small set of point clouds from known sources.
Given a testing sample, we obtain its feature vector from the
attribution model and then measure the distance to each ex-
ample in the anchor set. We then average these distances
to obtain a mean distance value for each source. Using a
threshold-based criterion (see Section 5.4), we assign the ex-
ample to one of the existing sources or a new one (i.e., the
unknown source). The process is illustrated in Part C of Fig-
ure 2.

Note. FAKEPCD is a framework. The users can use or fine-
tune different encoders to instantiate their attribution models.
For ease of presentation, we use an attribution model to de-
scribe technical details in different stages in this section, then
use FAKEPCD to describe evaluation results in Section 6.

5.2 Close-World Pre-training

We train the attribution model that is composed of an en-
coder f and a classifier g in a fully-supervised manner. The
parameters of the attribution model (encoder + classifier) are
optimized based on the cross-entropy loss. Employing su-
pervised learning with cross-entropy loss is a primary solu-
tion for addressing closed-world classification problems. We
resolve the close-world attribution problem in both single-
shape and multiple-shape scenarios in this stage.

5.3 Open-World Pre-training

Supervised learning generally does not yield good results in
open-world attribution, especially under a threshold-based
criterion, as it is not designed to handle open-world data.
Our initial investigations show that the attribution model,
when trained in a fully supervised manner, tends to misclas-
sify point clouds from unknown sources to known ones with
overwhelmingly high probabilities (see Section 6.3). Super-
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Figure 2: Workflow of FAKEPCD. “E+P” denotes the attribution model comprised of an encoder and a projection head. In the close-
world pre-training stage, we train the attribution model in a fully supervised manner to solve the close-world attribution. In the
open-world pre-training stage, models learn more differentiated point cloud features by supervised contrastive training. Threshold-
based assignment enables us to attribute a point cloud to its source. By selecting point clouds of one-shape or multi-shape as the
training dataset, this framework adapts to all the scenarios introduced in Section 4.

vised contrastive learning [19], on the other hand, adapts the
self-supervised contrastive approach to the supervised set-
ting. With this learning paradigm, we first create an aug-
mented version for each point cloud in the training set. We
then feed both original and augmented point clouds to the
encoder and projection head to obtain feature vectors. We
optimize the encoder and projection head to maximize the
similarity between feature vectors of positive pairs (same la-
bels) while minimizing the similarity for negative pairs (dif-
ferent labels). We use the supervised contrastive loss (L) [19]
to formulate the optimization process.

—1
L = min ( —_
min (X o)

exp (2i2p/T) )
YacA(x;) €XP (2i Za/T)
(D

X represents the training set that contains original point
clouds and their augmented versions. A(x;) = X\x;, denotes
the set of all examples excluding x;. P(x;) = {p € A(x;) 1§, =
$;} is the positive set containing examples with the same la-
bel as x;. z; = h(f(x;)) is the output of the projection head,
i.e., the feature vector of x;. 7T is the temperature scaling pa-
rameter.

We apply three types of augmentations commonly used
with point clouds: translation, jittering, and rotation. Trans-
lation moves the origin of coordinates and builds a new coor-
dinate frame. Jittering adds small Gaussian noise to the co-
ordinates of points. Rotation turns point clouds with random
angles along x, y, and/or z axis. Practically, when calculating
feature vectors, we apply two identical encoders and projec-
tion heads, each processing either the original point clouds
or the augmented ones. During the optimization, we keep
one pair of the encoder and projection head frozen and only
update the other pair (see Figure 2). Note that the encoder
can be randomly initialized or initialized with the checkpoint

Z log

PEP(x;)

we obtained from the close-world pre-training stage. Finally,
the encoders learn differentiated and generalized point cloud
features. Based on these feature vectors, we further introduce
a threshold-based criterion to assign point clouds to their re-
spective sources.

5.4 Threshold-Based Assignment

We design the following threshold-based criterion to assign
a testing example to either a specific known source or an un-
known source. That is, if its distances to all known sources
are larger than a threshold, we recognize the example as a
sample from an unknown source; otherwise, we assign it to
the closest known source. To this end, we first randomly sam-
ple point clouds from X known sources, denoted as Anchor
Set, with each source containing N point clouds. These an-
chor point clouds are then forwarded to the attribution model
and obtain the feature vectors. Given a testing point cloud, x;,
we measure the Euclidean distance between its feature vector
(z;) and all feature vectors derived from the anchor set. We
then group these distance values into X clusters ((;) based
on their sources and calculate a mean distance value, d j(zl-),
for each source (y;). We compare these mean values to a
selected threshold to attribute the point clouds.
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Threshold Selection. We select thresholds based on the
intra-cluster distances of X clusters in the anchor set. Intra-
cluster distances are the distances between examples within
the cluster to the cluster centroid. For example, for point
clouds in the cluster ((;), we calculate the Euclidean distance
between the centroid and all point clouds in this cluster. We
calculate the intra-cluster distances for X clusters and obtain
X distance sequences, each representing the compactness of



a specific source. An ideal threshold should be identified
within these sequences. It should enable the assignment of
a testing example from known sources to one of the X clus-
ters, while also assigning a testing example from unknown
sources to a new source. However, the threshold selection is
non-trivial as these X distance sequences might have differ-
ent distributions. To address this, we introduce another pa-
rameter, P-percentile, to control the distance threshold. The
distance threshold is the smallest P-percentile value among
all distance sequences. As such, threshold selection is trans-
formed into a percentile selection problem. Note, multiple
thresholds can be selected, with one corresponding to each
cluster. Here, we use a unified threshold for simplicity, and
this approach has already proven effective in Section 6.

6 Evaluation

6.1 Experimental Setup

Real Point Cloud Dataset. For real-world collected point
clouds, we use the dataset ShapeNetCore, a subset of
ShapeNet [5]. It contains 55 object shapes such as Air-
plane, Car, Chair, Bench, Cabinet, and Lamp. We specifi-
cally choose these six shapes because they provide a suffi-
cient number of samples in the dataset, ranging from 1,543
to 7,497 per shape. In contrast, other shapes are underrep-
resented with only hundreds of samples, making it hard to
construct a sizable dataset. Each point cloud in the dataset
is described by 15,000 points. To reduce computation com-
plexity, we follow the previous studies [21, 35, 48, 52] and
downsample each point cloud to 2,048 points.

Syntheic Point Cloud Dataset. We generate synthetic
point clouds using five generative models: PointFlow [52],
ShapeGF [2], Diffusion [31], PDGN [17], and SetVae [21].
These models cover a wide spectrum of generative tech-
niques including Variational Autoencoders (VAEs) [2, 21],
Generative Adversarial Networks (GANSs) [17], normaliz-
ing flow [52] and diffusion [31]. We train each generative
model using the real point clouds and generate 4,000 point
clouds for Airplane, Car, and Chair, and 1,000 point clouds
for Bench, Cabinet, and Lamp.

* PointFlow. We use PointFlow’s official implementa-
tion.” We set 128 as the feature dimension in the en-
coder and 512 as the hidden dimension in the CNF de-
coder. We train the generative models for 4,000 epochs
with the Adam optimizer and set the initial learning
rate to 0.002 which decays linearly after 2,000 epochs.
When sampling generative examples for 6 shapes, we
generate shapes and points conditioned on the shape
from Gaussian priors.

+ ShapeGF. We use ShapeGF’s official implementation.’
In detail, we first train the auto-encoder models for dis-
tribution learning for 2,000 epochs and then train the
corresponding generators for 5,000 epochs. Following
the default configuration, the auto-encoder adopts 128

as the dimension of the latent code, and the generator
takes a 256-dimensional vector from the Gaussian dis-
tribution and outputs the final 256-dimensional latent
code. Adam optimizer is used with a learning rate of
0.0001. We acquire point clouds of six shapes individu-
ally by sampling the corresponding generators.

* Diffusion. We generate point clouds based on the offi-
cially released code.* We select the flow-based model
and set the latent dimension as 256. We then use the
Adam optimizer to train the diffusion model for 80,000
iterations with an initial learning rate of 0.002. When
generating new point clouds, we sample from the gen-
erative model with a prior drawn from a Normal distri-
bution.

* PDGN. We use PDGN’s official implementation.’
PDGN adopts a progressive GAN model with multi-
ple generators and discriminators. We use multiple res-
olutions of (256, 512, 1024, and 2048) point clouds
from a 128-dimensional latent vector for the generator
based on the original setting. Four PointNet-like mod-
ules serve as the discriminators. We train the model for
600 epochs with Adam optimizer and an initial learning
rate of 0.0001. In the generating process, we sample
point clouds by feeding noise vectors from the Gaus-
sian distribution to the generator and record the results
at the highest resolution.

« SetVae. We use the official implementation of SetVae.’
SetVae model has an encoder with Induced Set Attention
Blocks and a generator with Attentive Bottleneck Layers.
The parameters in these components are shared during
both the generation and inference processes. We train
the model for 8,000 epochs with the Adam optimizer
and an initial learning rate of 1073 that linearly decays
to 0 after halfway through the training period.

Dataset Overview. Overall, we construct a dataset con-
sisting of 99,280 point clouds from six sources (real-world
collection + five generative models), covering six common
shapes: Airplane, Car, Chair, Bench, Cabinet, and Lamp. We
use the 3D visualization toolkit PyVista’ for point cloud ren-
dering. Figure 12 in the Appendix displays generated point
cloud examples of six shapes from each source.

Experimental Settings. We split the above dataset into
training and test sets at a ratio of 0.6 for each source and
shape. Furthermore, we leave out PDGN and SetVae as
unknown sources and take the remaining four as known
sources. Regarding the encoder, we adopt the feature ex-
tractor in PointNet [35] and DGCNN [48]. The classifier
and projection head connected to the encoder is a multilayer
perceptron (MLP). For the single-shape scenario, we train
the attribution model on the Airplane, Car, and Chair in-
dependently and only test on the point clouds of the same
shape. For the multiple-shape scenario, we train on three
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mixed shapes: Airplane, Car, and Chair, and test on point
clouds from all six shapes. Other experimental settings are
outlined in their respective evaluations.

Evaluation Metrics. We measure the attribution perfor-
mance for tracing both known and unknown sources, using
the metrics of accuracy and F1 score.

6.2 Close-World Attribution

Setup. The attribution model in this scenario is composed of
an encoder and a classifier. We employ a 3-layer MLP with
(512, 256, K) neurons respectively as the classifier, where
K = 1+ 3 with the Real source and three types of generative
models (PointFlow, Diffusion, and ShapeGF). The above se-
lection of known sources is consistent with the open-world
attribution. The model is trained on 200 epochs at a batch
size of 32. SGD is adopted with a learning rate of 0.1 and
momentum of 0.9 to optimize the training procedure.
Single-Shape Results. We calculate the accuracy and F1
score when FAKEPCD attributes point clouds of a single
shape, i.e., Airplane, Car, or Chair. We find that both
FAKEPCD-PointNet and FAKEPCD-DGCNN perfectly at-
tribute point clouds of all three shapes (accuracy=1, F1
score=1). This implies that the feature differences of point
clouds from known sources can be well captured.
Multiple-Shape Results. We further test the performance
of the above models on point clouds of unseen shapes, i.e.,
Bench, Cabinet, or Lamp. Figure 3 shows that FAKEPCD
with both encoders still perfectly attribute point clouds of
three seen shapes. FAKEPCD also achieves an accuracy be-
tween 0.68 and 0.92, and an F1 score ranging from 0.64 to
0.92 on unseen shapes. The results imply that the learned dis-
tinction among different sources can be transferred to unseen
shapes. This also suggests that building a unified attribution
model that is effective across various shapes is promising, es-
pecially when the training dataset contains a sufficient num-
ber of point clouds from diverse shapes. We also find that
the DGCNN backbone outperforms the PointNet backbone
in two out-of-shape shapes. We hypothesize that it is due
to the robustness of the Graph Neural Network (GNN) em-
ployed by DGCNN, which better preserves the local spatial
relationship among points.

Takeaways. FAKEPCD can reliably attribute seen point
clouds to known sources. Moreover, the underlying model
used by FAKEPCD learns sufficient knowledge during the
close-world pre-training stage (see Part A in Figure 2) to at-
tribute unseen shapes to known sources with decent accuracy.

6.3 Open-World Attribution

Setup. The attribution model in this scenario consists of an
encoder and a projection head. For the encoder, we initialize
the parameters with the checkpoint trained in close-world at-
tribution. For the projection head, we adopt a 2-layer MLP
with (512, 128) neurons. The model is trained for 300 epochs
using an early stopping strategy and a batch size of 20. SGD
is employed with a learning rate of 0.1 and a momentum of
0.9 to optimize the training procedure. In the assignment
phase, we first construct the Anchors Set containing 100 ran-
dom examples from the training set for each known source.

1.00 1.00 1.00 1.00

PointNet PointNet
DGCNN DGCNN

Bench Cabinet Lamp Seen Shapes  Bench Cabinet Lamp

Figure 3: Attribution performance in multiple-shape scenarios
when all the sources are included in the model’s training set. We
report the accuracy (left figure) and F1 score (right figure).

Pointiet DGCNN

Known Sources. i Known Sources.
Unknown Sources i Unknown Sources

100 ~ 70 75 80 85 50 95 100

Figure 4: P—percentile selection when attributing point clouds
(Car) using PointNet and DGCNN. A larger P—percentile leads
to increased accuracy for known sources while decreased accu-
racy for unknown sources. The optimal trade-off is achieved at
95%.

For each unknown source, we use the test set of each shape
introduced in Section 6.1. To determine the optimal thresh-
old, we randomly sample 100 point clouds from the test set
as a validation set and evaluate FAKEPCD’s performances
on it across various P—percentiles. Take the shape Car as
an example (see Figure 4), with a larger P—percentile, the
accuracy for known sources increases, while it decreases for
unknown sources. The optimal trade-off is achieved at 95%.
Therefore, we adopt 95% as the optimal threshold for point
clouds of Car and apply it to the remaining examples in the
test set. We report the optimal thresholds for all six shapes
in Table 3. We find that these optimal thresholds range from
70% to 95%, tending to be higher for seen shapes (75%-95%)
and lower for unseen shapes (70%-75%). In practical scenar-
i0s, it is advisable to use thresholds within this range when a
validation set of unknown sources is not available.
Baselines. Due to the absence of previous work in synthetic
point cloud attribution (especially in open-world attribution),
we compare our framework with several baselines that po-
tentially work.

* Fully-Supervised Training Approach We train the
PointNet encoder and DGCNN encoder in a supervised
manner and leverage the logit probability for attribu-
tion. The models are trained for 200 epochs with a batch
size of 32. We use Adam optimizer with a learning rate
of 0.001. In the threshold assignment stage, we select
the lowest logit probability of the training data in the
ground-truth class, e.g., 0.95, and use it as a criterion to
identify the sources of point clouds.

* Projection-Based Approach We project 3D point
clouds onto 2D images and utilize a ResNet50 model
to extract visual features. For each point cloud, we ob-



Table 2: Attribution performance (accuracy and F1 score) of FAKEPCD and baselines across three shapes. “P” and “D” denote the
encoder (Pointnet and DGCNN). “Known” and “Unknown” indicate the attribution performance for known and unknown sources.

Airplane Car Chair
Method Acc F1 score Acc F1 score Acc F1 score
Known Unknown Known Unknown Known Unknown Known Unknown Known Unknown Known Unknown
Fully supervised 0.93/0.00 0.95/0.00 0.93]0.00 0.96/0.00 0.87|0.00 0.90/0.00
Projection-based 0.66/0.04 0.69/0.07 0.88]0.12 0.90(0.20 0.88|0.73 0.93]0.84
Siamese-P 0.14|0.25 0.19]0.40 0.83]0.83 0.90/0.90 0.88/0.80 0.92]0.90
Siamese-D 0.82/0.29 0.89]0.45 0.75]0.53 0.75|0.69 1.00]0.43 1.00/0.60
FAKEPCD-P 0.82(0.78 0.89/0.87 0.95/1.00 0.98(1.00 0.90/0.99 0.95/1.00
FAKEPCD-D 0.82|0.73 0.90/0.85 0.96/0.99 0.98(1.00 0.96/1.00 0.98/1.00
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Figure 5: Attribution performance in the open-world scenario with unknown sources and unseen shapes. We report the accuracy and
F1 score to evaluate FAKEPCD-PointNet and FAKEPCD-DGCNN respectively. “Seen Shapes” shows the average accuracy of Airplane,

Car, and Chair.

Table 3: The Optimal P—percentile calculated with the valida-
tion set of each shape.

Airplane Car Chair Bench Cabinet Lamp
FAKEPCD-P 75% 95%  90% 70% 75% 70%
FAKEPCD-D 85% 95%  95% 70% 70% 70%
1.0-
PointNet DGCNN
0.8- 0.75
%7 .60
§06 05305 : 057
0.2
Airplane Car Chair

Figure 6: Accuracy of FAKEPCD in differentiating point clouds
from two unknown sources: SetVae and PDGN.

tain three projections and concatenate their respective
image features into one final feature, which is then fed
into the final classification layer. The ResNet50 model
is trained for 200 epochs with a batch size of 128, using
Adam as the optimizer and a learning rate of 0.01. Re-
garding threshold assignment, we adopt the same selec-
tion strategy as that used in the fully-supervised training
approach described above.

* Siamese Training Approach As one type of contrastive
learning paradigm, a Siamese network learns to differ-
entiate pairs of inputs [6]. A Siamese network consists
of two identical encoders with the sharing parameters.
It takes in a pair of point clouds as input and outputs

the logit probability that these originate from the same
source. In every pair of point clouds, there is an equal
probability of 50% of originating from the same source
and 50% from different sources. We train the Siamese
network for 200 epochs with a batch size of 20. We
use the Adam optimizer, a learning rate of 0.001, and a
weight decay of le-4. In the attribution phase, we ran-
domly select a pair of point clouds from a known source
and a new source respectively, and the model asserts if
they originate from the same source.

Single-Shape Results. Table 2 shows the comparison result
of baselines and FAKEPCD across three shapes. FAKEPCD
outperforms all baselines and consistently achieves high ac-
curacy (0.73-1.00) and F1 score (0.85-1.00) when recogniz-
ing point clouds from unknown sources. For known sources,
FAKEPCD achieves an accuracy between (.82 and 0.96 and
an F1 score ranging from 0.89 to 0.98. Take Car as an ex-
ample, FAKEPCD-D achieves 0.98 and 1.00 F1 score on
known and unknown sources respectively, while the best
accuracy score from all baselines is 0.96 and 0.90. The
best-performing baseline is the Siamese training approach,
which shows a wide accuracy range from 0.14 to 1.00, oc-
casionally matching FAKEPCD in certain shapes, such as
Chair. For fully supervised and project-based baselines, we
observe good attribution performance for known sources,
however, they often fail to identify point clouds from un-
known sources. This result suggests that contrastive learn-
ing (supervised contrastive learning in FAKEPCD and the
Siamese baseline) has a better performance in identifying
open-world examples compared to the supervised training
paradigm (fully supervised and projection-based baselines).



In the above evaluation, we use the optimal thresholds de-
termined in Section 6.1. They are determined with the re-
spective validation set, which has the same distribution as
the testing examples. In the real world, this setting is of-
ten not realistic, as the validation set is not always available.
To evaluate whether FAKEPCD can generalize to more un-
known sources, we introduce two more generative models
and test FAKEPCD’s performance on these new examples.
The result reveals that FAKEPCD can still recognize point
clouds from new unknown sources with an F1 score between
0.71-0.90. We present the details in Appendix A.

Multiple-Shape Results. Here, we evaluate the most chal-
lenging task: attributing unseen shapes to unknown sources.
This scenario inevitably impacts attribution accuracy due to
two-fold distractions: the unknown sources and the diver-
gence in shape distribution caused by unseen shapes. The
results are depicted in Figure 5. Although FAKEPCD fails
to attribute unseen point clouds to unknown sources, it man-
ages to attain decent performance for known sources (0.58-
0.84 accuracy). For example, when attributing the unseen
shape Bench, which resembles the shape of a Chair, the ac-
curacy reaches 0.84 with FAKEPCD-PointNet and 0.72 with
FAKEPCD-DGCNN for known sources.

Multiple Unknown Sources Differentiation. In the above
evaluation, FAKEPCD classifies point clouds from all un-
known sources into a single class, i.e., Unknown. We then
investigate whether FAKEPCD can differentiate various un-
known sources (PDGN and SetVae in our evaluation). To
this end, we employ Gaussian clustering on the point cloud
feature vectors from these two unknown sources. Specifi-
cally, we input these feature vectors into a Gaussian mixture
model with two components to obtain the predicted clusters.
From these clusters, we derive the classification results for
the two sources. Figure 6 presents the differentiation results
of three observed shapes (Airplane, Car, and Chair) from dif-
ferent unknown sources. The differentiation accuracy scores
exceed the random guess baseline (0.5) for all three shapes.
For example, FAKEPCD-PointNet achieves an accuracy of
0.75 in separating Chair features between PDGN and Set-
Vae. This result demonstrates that FAKEPCD may further
capture the differences among unknown sources.

Visual Analysis. We use t-SNE to project the point cloud
features obtained from FAKEPCD to a 2-dimensional space.
The visualizations are shown in Figure 13 and Figure 14
in the Appendix. Among all three shapes, Car and Chair
demonstrate satisfactory clustering performances, where em-
bedding projections from different sources are distinguish-
able from each other. We notice that it is difficult to sepa-
rate Airplane point clouds between PointFlow and SetVae.
Nevertheless, the projections from two unknown sources are
separated for all three shapes, indicating that FAKEPCD can
recognize more than one unknown source.

Takeaways. Based on the above analysis, we have several
takeaways: 1) FAKEPCD can reliably attribute seen shapes
to both known and unknown sources; 2) It can further distin-
guish point clouds from multiple unknown sources; 3) The
attribution ability can generalize to point clouds of unseen
shapes, in particular, those unseen shapes that are visually

close to the seen ones.

7 Explainable Attribution

In this section, we discuss the nature of source attribution
and introduce an approach to visualize the unique patterns in
point clouds associated with each source. This explains how
FAKEPCD recognizes point clouds from different sources.

7.1 Behind the Attribution

Generative models synthesize fake point clouds by sampling
from a distribution that is learned using real-world data. The
sampled distribution, in practice, is often biased toward the
real-world data distribution. Take Generative Adversarial
Neural Network (GAN) as an example. Due to the imper-
fect convergence during the training process, the generator
and the discriminator often fall into the sub-optimal solution,
such that GAN only partially describes the data distribution
from the real world. The bias between the sampled distri-
bution and real distribution has made the source attribution
possible. The attribution model captures the unique bias by
transforming point clouds into feature vectors and learning to
differentiate them in a supervised or self-supervised fashion.
Critical Points. To explain how the attribution model dif-
ferentiates point cloud feature vectors, we introduce critical
points [35], which is defined as a set of points that signifi-
cantly affect the feature vectors. Critical points contain the
most geometric and semantic information about point clouds.
We identify critical points of a point cloud by tracing the
points that contribute the most to the maximum pooled fea-
ture obtained from PointNet. To ensure permutation invari-
ance, which states that the order of points is invariant to the
feature extraction, PointNet calculates the individual point
feature or local geometric feature and then aggregates the lo-
cal features into a global descriptor with a symmetric max-
pooling function. For instance, PointNet transforms a point
cloud of dimension (2048, 3) into a feature map of dimen-
sion (2048, 1024) before down-sampling into a global feature
whose length is 1024 by max-pooling. We trace and record
the points of these largest values in the feature map (input of
the max-pooling layer) as critical points. Examples of criti-
cal points are demonstrated in Figure 15 in the Appendix. In
this figure, we present three columns of point clouds, each
representing a different type of airplane. Comparing the crit-
ical points within one column, we can see how FAKEPCD
identified different points/areas in point clouds from differ-
ent sources. More details on selecting these examples are
presented in Appendix B.

7.2 Fingerprint Visualization

Fingerprints are persistent and identifiable patterns that could
be distinguished from other sources/models. There are mul-
tiple ways to build fingerprints of image generative mod-
els [1,54]. However, to our knowledge, none of the exist-
ing work explores the fingerprint associated with point cloud
models. Here, we introduce how to visualize the fingerprints
of the point cloud generative models and verify the unique-
ness of the fingerprints qualitatively.
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Figure 7: Visualization of six fingerprints on three shapes: Airplane, Car, and Chair, from top to bottom. These fingerprints are built
by stacking 100 depth images projected from critical points from each source.
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Figure 8: Attribution performances on known and unknown sources when the threshold is increasing. From left to right, we display

the attribution results of Airplane, Car, and Chair.

To build fingerprints, we first extract the critical points dur-
ing the attribution process. Specifically, we randomly select
100 sets of critical points of a generative model (or collected
from the real world) of the same shape, e.g., 100 airplanes.
We then project the critical points to the same plane, e.g., X-y
plane, and obtain 100 depth images. By stacking these depth
images to form an average depth image that shows the fre-
quency spectra, we extract and visualize the unique patterns
of each source.

Fingerprints of six different sources on three shapes are vi-
sualized in Figure 7. For the same shape shown in each row,
every source presents a unique pattern that distinguishes it
from other sources. Take Airplane from the Real source, as
an example, points at the airplane’s head, end of the wings,
and tail have higher frequencies than other areas. An airplane
whose critical points set is similar to this pattern is likely to
be attributed to the Real source. Similarly, for airplanes gen-
erated by ShapeGF, the critical points mainly describe the
airplane’s skeleton. Overall, the above analysis enhances the
understanding of how FAKEPCD conducts the source attri-
bution task.

8 Ablation Study

In this section, we conduct a series of ablation studies to in-
vestigate how attribution performance can be affected by sev-
eral factors. We start with investigating how threshold selec-
tion in FAKEPCD influences the performances of both close-
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world attribution and open-world attribution. Second, we
explore whether the feature vector dimension, i.e., the out-
put dimension of encoding backbones, affects the attribution
performance. In addition, we study the effect of the close-
world pre-training stage in attributing point clouds compared
to performing open-world pre-training from scratch (without
the close-world pre-training stage). Finally, we evaluate the
robustness of FAKEPCD against common perturbations on
the point clouds.

Effect of Threshold Selection. According to our threshold-
based assignment principle, threshold selection can affect the
attribution accuracy of both known sources and unknown
sources. Figure 8 shows the trend of attribution accuracy
in both settings when we enlarge the threshold by increasing
the P-percentile gradually. As the threshold increases, the at-
tribution accuracy of unknown sources demonstrates an ev-
ident rising trend, as the testing examples are more inclined
to be assigned to known sources. Meanwhile, the accuracy
of identifying known sources exhibits a reversed or steady
trend depending on different shapes. For the attributing re-
sult of Airplane in the first column, we capture a trade-off
relation with the intersection point at the range of 75%-80%.
The accuracy on unknown sources maintains a high level for
other shapes that can be differentiated more easily, and inter-
section appears after we set a higher percentile.

Effect of Feature Vector Dimension. We vary the di-
mension from 32 to 512 and evaluate the performance of
FAKEPCD on Airplane, Car, and Chair. Figure 9 demon-
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Figure 9: Attribution performances on both known and unknown sources when feature vector dimension is varied. Attribution per-
formances of Airplane on both worlds are more balanced when the dimension is 128.
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Figure 10: Attribution performances when the encoder is pre-trained and trained from scratch. Adopting a pre-trained encoder leads
to better attribution accuracy when recognizing unknown sources.

strates the attribution performances on varying dimensions.
For shapes such as Car and Chair, various dimensions do not
significantly affect the attribution performance to a large ex-
tent. However, for point clouds that are relatively hard to
differentiate, e.g., Airplane, we obtain the most balanced at-
tribution performance when the dimension size is 128, under
the same threshold setting. Note that we adopt 128 as the
feature vector dimension in the main experiments, following
the work [19].

Effect of Close-World Pre-training Stage. To study how
the encoder pre-training stage in FAKEPCD affects the open-
world attribution, we compare the attribution performances
when the encoder is randomly initiated or initiated with the
parameters updated from the pre-training stage. Figure 10
displays the comparison results of attributing three shapes,
i.e., Airplane, Car, and Chair. We vary the P-percentile from
85 to 95 to gradually increase the threshold values. Fig-
ure 10 shows that FAKEPCD with the pre-training encoder
performs almost equally as well as the training-from-scratch
encoder when attributing data to known sources. However,
the pre-training stage benefits the attribution accuracy of un-
known sources to a certain extent.

Effect of Perturbations. We study the effect of common
perturbations on point clouds to evaluate the robustness of
FAKEPCD. Figure 11 shows the result after we exert dif-
ferent perturbations on the testing examples. We observe
that jitter, rotate, and combined perturbations do not degrade
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attribution accuracy both on known and unknown sources,
which demonstrates the resistance of FAKEPCD to these per-
turbations. However, we observe a decline when we translate
point clouds in different coordinate frames, especially when
the coordinate origin is distant from the old origin. The con-
jectured reason is that the point cloud features are not aligned
in the feature space when point clouds are in different coor-
dinate frames, resulting in a biased distance distribution for
threshold-based attribution.

9 Related Work

Point Cloud Generation. Generative models of point clouds
can be broadly classified into three categories: Generative
adversarial networks (GAN) based models, flow-based mod-
els, and variational auto-encoders (VAE) based models. To
adapt GAN [14] in the point cloud domain, PC-GAN [26]
modifies GAN model to learn a hierarchical sampling pro-
cess for point cloud generation. As an end-to-end gen-
eration model, PDGN [17] proposes a progressive GAN
network composed of multiple stacking deconvolution net-
works. Flow-based models [44] explicitly model the den-
sity function using continuous normalizing flow [37]. Point-
Flow [52] generates 3D point clouds by learning a distribu-
tion of distributions and models each distribution as an in-
vertible parameterized transformation of 3D points from a
prior distribution. Other novel works such as ShapeGF [2]
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Figure 11: Attribution performances on Car against perturbations. Perturbations include translate, jitter, rotate, and the three com-
bined. The attribution accuracy on both known and unknown sources is robust against most of the applied perturbations.

model a shape by learning the gradient field of its log den-
sity, and then moving the points gradually from a generic
prior distribution towards the surface. Diffusion models [31]
generate point clouds in the perspective of thermodynamics.
Point Cloud Classification. Different from 2D images, 3D
point cloud classification and segmentation tasks cannot be
achieved with standard deep neural network models (i.e.,
MLP) due to irregular structure. PointNet [35] is the first
work to directly forward raw point cloud data to the DNN
model and obtain global features leveraging the symmetric
max pooling function. Inspired by PointNet and convolu-
tion modules, follow-up works such as A-CNN [22] Point-
Grid [23], ShellNet [58], and PointCNN [27] learn the local
features by adapting convolution modules to point clouds.
Graph neural networks [39] are also applied in learning point
cloud features. Wang et al. [48] propose DGCNN by con-
structing local graphs and learning the edge information that
describes the relationships between a point and its neighbors.
Deepfake Image Detection and Attribution. Deepfake de-
tection and attribution already emerged in 2D image [30, 54—
56, 59] and text domain [11,33]. For 2D images, existing
work [47,54,59] has demonstrated that deepfake image de-
tection could achieve a favorable accuracy in the close-world
attribution. Wang et al. [47] and Zhao et al. [59] detect fake
images in the close world by training binary or multi-class
classifiers. Ning et al. [54] attribute fake images to its GAN
model by learning and analyzing image fingerprints. Pre-
vious studies [13, 55, 56] on tracing data in the open world
also received much attention. Ning et al. [55, 56] actively
embed fingerprints into generative models, such that open-
world models can be verified by decoding and matching fin-
gerprints. Recently, Sha et al. [40] carry out a systematic
study on the detection and attribution of fake images gener-
ated by the latest text-to-image generation models, including
stable diffusion, DALLE-2, GLIDE, etc. Inspired by the suc-
cess of deepfake image detection and attribution, we explore
the possibility of detecting fake point clouds in this work.

10 Conclusion

In this paper, we proposed an attribution framework
FAKEPCD to pioneer the study of point cloud authentica-
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tion and source attribution. This framework can attribute
point clouds to both known and unknown sources. We also
study the generalizability of attribution on different shapes
by training single-shape models and multiple-shape models.
Evaluation results verified the effectiveness of FAKEPCD
when attributing both known and unknown sources, even
shapes that are not included in the training set. The fin-
gerprint visualization we introduced assists in understand-
ing how our framework recognizes the critical points in point
clouds and captures the uniqueness of each generative model.
We hope that our study can also foster research in driving
responsible and trustworthy artificial intelligence in point
cloud generative models to prevent them from mischievous
use.

Limitations and Future Work. This work has limitations.
The first key area for improvement is to expand the number
of generative models. In the main experiments, we currently
only include four known sources and two unknown sources.
In future work, we will explore incremental learning to in-
crementally involve more generative models on top of the
trained attribution model. Second, when evaluating the per-
formance of FAKEPCD, we rely on a small number of sam-
ples in the validation set to determine the optimal threshold,
which is often not realistic in practice. We test two additional
unknown sources in the Appendix and found that the thresh-
old remains effective, although in a limited capacity, on more
unknown sources. We will continue exploring the best ap-
proach to determine thresholds for recognizing closed-world
and open-world examples.
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[59]

A Generalizability to More Unknown Sources

In the open-world attribution, FAKEPCD presents satisfac-
tory performance in identifying point clouds from two un-
known sources: PDGN and SetVae. To evaluate whether
FAKEPCD can generalize to more unknown sources, espe-
cially when their validation sets are not accessible, we in-
troduce two additional generative models, GPointNet [50]
and SoftFlow [20]. For each model, we generate 1,000
point clouds of the shape Airplane, Car, and Chair, respec-
tively. We directly adopt the optimal thresholds obtained in
Table 3 and measure FAKEPCD’s performances in attribut-
ing these samples. Table 4 displays the attribution perfor-
mance. FAKEPCD identifies the point clouds from unknown
sources with an accuracy ranging from 0.41 to 0.81 across
three shapes. The best performance is observed in Car, where
FAKEPCD-P achieves an accuracy of 0.81 and an F1 score
of 0.90. This finding suggests that FAKEPCD may gener-
alize to more unknown sources with previously determined
thresholds in Table 3.

Table 4: Attribution performance of FAKEPCD in identifying
point clouds from additional unknown sources: GPointNet [50]
and Softflow [20].

Airplane Car Chair
Acc  Flscore Acc Flscore Acc Fl score
FAKEPCD-P 041 0.58 0.55 0.71 0.81 0.90
FAKEPCD-D 0.57 0.73 0.51 0.68 0.43 0.60

B Ciritical Points Visualization

We explain the intrinsic reason for the source attribution of
point clouds in the main text. FAKEPCD attributes point
clouds from different sources by identifying critical points.
We also extract fingerprints of each source based on the crit-
ical points. Figure 15 illustrates the critical points visual-
ization of the shape Airplane when we extract features with
PointNet in the open-world attribution. For every shape, we
select three representative point clouds from each source and
also keep point clouds from one column as similar as pos-
sible to better compare the critical points distribution. We
use Chamfer Distance to find out the similar point clouds
in one column. Point clouds described only by red points
are captured by the models, and the information provided by

15

gray points is discarded in the max-pooling operation. Ex-
amples from the same source demonstrate a certain recogni-
tion pattern, e.g., in the Real source, critical points primar-
ily describe the head and wings’ edge of the airplane; and
in the ShapeGF source, these points are scattered at the air-
plane’s surface; in the Diffusion source, extra focus locates
in the main body area. When we compare the examples from
PointFlow and SetVae, their individual patterns are some-
times indistinguishable. This observation explains the rela-
tively weaker performance when attributing Airplane. When
we compare airplanes with similar outlooks (smaller Cham-
fer Distance) in one column, critical points draw slightly dif-
ferent outlines, which explains why FAKEPCD can recog-
nize point clouds from different sources.



(a) Real

(f) SetVae

Figure 12: Generated examples from five generative models plus the real world. From left to right, we display the shapes: Airplane,
Car, Chair, Bench, Cabinet, and Lamp.
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Figure 13: t-SNE visualization of clustered point cloud features obtained from FAKEPCD-PointNet (better viewed in color). PDGN
and SetVae are unknown sources.
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Diffusion Diffusion Diffusion e
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Figure 14: t-SNE visualization of clustered point cloud features obtained from FAKEPCD-DGCNN (better viewed in color). PDGN and
SetVae are unknown sources.
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(a) Real

(e) PDGN

(f) SetVae

Figure 15: Critical points of Airplane. Grey points describe the original point cloud, and the red points are the identified critical points.
Each row contains examples from one source and demonstrates certain commonalities. For example, the majority of critical points
focus on the airplane head and wing area in the Real class, while the majority of those critical points are found on the main body in the
Diffusion class.
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