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ABSTRACT

An essential part of monitoring machine learning models in pro-
duction is measuring input and output data drift. In this paper, we
present a system for measuring distributional shifts in natural lan-
guage data and highlight and investigate the potential advantage
of using large language models (LLMs) for this problem. Recent
advancements in LLMs and their successful adoption in different
domains indicate their effectiveness in capturing semantic relation-
ships for solving various natural language processing problems.
The power of LLMs comes largely from the encodings (embeddings)
generated in the hidden layers of the corresponding neural network.
First we propose a clustering-based algorithm for measuring distri-
butional shifts in text data by exploiting such embeddings. Then we
study the effectiveness of our approach when applied to text embed-
dings generated by both LLMs and classical embedding algorithms.
Our experiments show that general-purpose LLM-based embed-
dings provide a high sensitivity to data drift compared to other
embedding methods. We propose drift sensitivity as an important
evaluation metric to consider when comparing language models.
Finally, we present insights and lessons learned from deploying our
framework as part of the Fiddler ML Monitoring platform over a
period of 18 months.

1 INTRODUCTION

With the increasing deployment of Al systems in high-stakes set-
tings such as healthcare, autonomous systems, lending, hiring, and
education, we need to make sure that the underlying machine learn-
ing (ML) models are not only accurate but also reliable, robust, and
deployed in a trustworthy manner. While ML models are typically
validated and stress-tested before deployment, they may not be
sufficiently scrutinized after deployment. A common assumption
when deploying ML models is that the underlying data distribu-
tion observed during deployment remains unchanged compared
to that of the training data. The violation of this assumption often
results in unexpected model behaviors and can potentially cause
subsequent changes, such as degradation in model performance
or unacceptable model outputs. Hence, early detection of distribu-
tional shifts in data observed during deployment is an essential
part of monitoring deployed ML systems [5, 20, 23, 32-34]. In many
real-world settings, it may not be feasible to obtain immediate user
feedback signals or human judgments, or incorporate other mecha-
nisms for continuous assessment of the quality of the ML model.
In such scenarios, detecting distributional shifts could serve as an
early indicator of the model’s performance degradation or unex-
pected behavior and help protect against potential catastrophic
failures, e.g., by gracefully deferring to human experts in the case
of human-AI hybrid systems.

Natural language processing (NLP) models are increasingly being
used in ML pipelines, and the advent of new technologies, such as
large language models (LLMs), has greatly extended the adaption of
NLP solutions in different domains. Consequently, the problem of
distributional shift (“data drift”) discussed above must be addressed
for NLP data to avoid performance degradation after deployment
[39]. Examples of data drift in NLP data include the emergence of a
new topic in customer chats, the emergence of spam or phishing
email messages that follow a different distribution compared to
that used for training the detection models, and differences in the
characteristics of prompts issued to an LLM application during
deployment compared to the characteristics of prompts used during
testing and validation.

In the case of structured data consisting of categorical and nu-
merical features, a common approach to monitor data drift is to
estimate the univariate distribution of input features (e.g., by using
a histogram binning) for both a baseline dataset and the data at pro-
duction time, and then quantify drift using distributional distance
metrics such as the Jensen-Shannon divergence (JSD). However, in
the case of unstructured data like text, estimating the data distribu-
tion using histogram binning is not a trivial task.

Modern NLP pipelines process text inputs in steps. Text is typ-
ically converted to tokens, which are mapped into a continuous
(high-dimensional) embedding space to get a numerical vector rep-
resentation, which ML models can consume. Distributional shifts
in text data can be measured in this embedding space. However,
estimating the data distribution using a binning procedure becomes
challenging when the data is in a high-dimensional space for the
following reasons. The number of bins increases exponentially with
the number of dimensions, and the appropriate binning resolution
cannot be selected a priori.

We propose a novel method for measuring distributional shifts
in embedding spaces. We use a data-driven approach to detect high-
density regions in the embedding space of the baseline data, and
track how the relative density of such regions changes over time. In
particular, we apply k-means clustering to partition the embedding
space into disjoint regions of high-density in the baseline data. The
cluster centroids are then used to design a binning strategy which
allows us to calculate a drift value for subsequent observations.

As in many other NLP problems, having access to high-quality
text embeddings is crucial for measuring data drift as well. The more
an embedding model is capable of capturing semantic relationships,
the higher the sensitivity of clustering-based drift monitoring. Re-
cent developments in LLMs have shown that the embeddings that
are generated internally by such models are capable of capturing
semantic relationships. In fact, some LLMs are specifically trained
to provide general-purpose text embeddings.



We perform an empirical study for comparing the effectiveness
of different embedding models in measuring distributional shifts in
text. We use three real-world text datasets and apply our proposed
clustering-based algorithm to measure both the existing drift in the
real data and the synthetic drift that we introduce by modifying the
distribution of text data points. We compare multiple embedding
models (both classical and LLM-based models) and measure their
sensitivity to distributional shifts at different levels of data drift.
Our experiments show that LLM-based embeddings in general
outperform classical embeddings when sensitivity to data drift is
considered. We also highlight insights and lessons learned from
deploying our system as part of the Fiddler ML Monitoring platform
[13] for 18 months.

In summary, the key contributions of this paper are:

e Proposing a novel clustering-based method and system for
measuring data drift in embedding spaces.

o Highlighting the application of LLM-based embeddings for
data drift monitoring.

o Introducing sensitivity to drift as an evaluation metric for
comparing embeddings models.

o An empirical study of the effectiveness of different embed-
ding models in detecting data drift.

e Presenting insights and lessons learned from deploying our
system in practice.

2 RELATED WORK

Distributional Shift Detection for Categorical and Numerical
Data There is extensive work on detecting distributional shifts in
categorical and numerical data (refer Breck et al. [5], Cormode et al.
[8], Gama et al. [14], Karnin et al. [19], Rabanser et al. [29], Tsym-
bal [38], Webb et al. [41], Zliobaité et al. [43] for an overview).
For practical ML applications, there is often a need to verify the
validity of model inputs, which can be done by checking if the
value is within a specified range and performing other user-defined
tests [31]. Statistical hypothesis testing and confidence interval-
based approaches are often used to detect changes in the features
or model outputs. While simpler tests such as Student’s t-test and
Kolmogorov-Smirnov test are employed for univariate or low di-
mensional data [27, 40], advanced tests such as Maximum Mean Dis-
crepancy are useful for higher dimensional data [16]. As hypothesis
testing approaches require fine-tuning, confidence interval-based
approaches are often preferred in practice [11, 28]. In general, the
above change detection methods require density estimation, which
is commonly obtained using histograms [35]. For multivariate data,
the number of histogram bins grows exponentially with the dimen-
sionality of data, and hence tree-based [3, 4] and clustering-based
[22] data partitioning approaches have been proposed to scale well
for high-dimensional data. While the clustering-based approach
proposed in Liu et al. [22] has similarities to our approach, this work
focuses exclusively on multi-variate categorical and numerical data
whereas our main focus is on measuring distributional shifts in text.
Finally, while our approach is designed to be model-agnostic, there
is also work on making use of model internals to detect drifts and
take corrective actions [15, 21, 30, 42].

Robustness in NLP Models In light of the recent advances in NLP
models (including LLMs) and the associated practical applications,
there is a rich literature on techniques for measuring and improving
robustness in NLP models (see [39] and references therein). This
line of work is motivated by the fact that NLP models (including
LLMs) are often brittle to out-of-domain data, adversarial attacks,
or small perturbations to the input. While this work largely pertains
to measuring robustness prior to deploying NLP models, our work
focuses on the related but complementary problem of measuring
distributional shifts in text once the models are deployed.

Tools for Monitoring Deployed ML Models Several open source
and commercial tools provide users with the ability to monitor
predictions of deployed ML models, e.g., Amazon SageMaker Model
Monitor [28], Arize Monitoring [1], Deequ [31], Evidently [12],
Fiddler’s Explainable Monitoring [13], Google Vertex AI Model
Monitoring [36], IBM Watson OpenScale [18], Microsoft Azure
MLOps [10], TruEra Monitoring [37], and Uber’s Michelangelo
platform [17].

3 DATA DRIFT MEASUREMENT
METHODOLOGY

Unstructured data such as images and text can be represented as
semantically sensitive vectors by a variety of means. In natural
language, these vectors can be simple term frequencies or summed
word-level embeddings from off-the-shelf libraries. Increasingly
practitioners use internal, context-sensitive, learned representa-
tions computed by deep learning models for this task as they are
maximally sensitive to application specific semantics. Taking ad-
vantage of this semantic sensitivity, we treat the problem of unstruc-
tured data drift as tracking distributional shift in multi-dimensional
vector distributions.

Histogram-based methods are commonly used for measuring
distributional shifts where distributional distance metrics such as
the Jensen-Shannon divergence (JSD) are applied to quantify data
drift. In this approach, one needs to first find a histogram approxi-
mation of the two distributions at hand. In the case of univariate
tabular data (i.e., one-dimensional distributions), generating these
histograms is fairly straightforward and is achieved via a binning
procedure where data points are assigned to histogram bins defined
as a particular interval of the variable range.

However, generalizing this procedure to higher dimensional
distributions requires identifying an efficient multivariate binning
strategy. Grid-based space partitioning algorithms are impractical
as the number of bins increases exponentially with the number of
dimensions. Tree-based approaches are inefficient as, unlike for
structured data, structure in semantic vector distributions is rarely
axis-aligned.

3.1 Clustering-based Vector Monitoring

The core idea behind our vector monitoring method is a novel
binning procedure in which instead of using fixed interval bins, bins
are defined as regions of high-density in the data space. The density-
based bins are automatically detected using standard clustering
algorithms such as k-means. Once we achieve the histogram bins
for both baseline and production data, we can apply any of the



distributional distance metrics used for measuring the discrepancy
between two histograms. In the following we provide an step by
step introduction to our vector monitoring algorithm using an
illustrative example.
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Figure 1: A data drift scenario in two dimensions.

Consider the example of a multi-dimensional data drift scenario
presented in Figure 1 where, for the sake of simplicity, the vector
data points are 2-dimensional. Comparing the baseline data (left
plot) with the example production data (right plot), we see a shift
in the data distribution where more data points are located around
the center of the plot. Note that in practice the vector dimensions
are usually much larger than two and such a visual diagnosis is
impossible. We would like to have an automatic procedure that
precisely quantifies the amount of data drift in a scenario like this.

The first step of our clustering-based drift detection algorithm is
to detect regions of high density (data clusters) in the baseline data.
We achieve this by taking all the baseline vectors and partitioning
them into a fixed number of well populated clusters using the k-
means clustering algorithm.

Figure 2 shows the output of the clustering step (k=3) applied
to our illustrative example where data points are colored by their
cluster assignments. After baseline data are partitioned into clusters,
the relative frequency of data points in each cluster (i.e., the relative
cluster size) is assigned to the corresponding histogram bin. As
a result, we obtain a 1-dimensional binned histogram of baseline
data.

As our goal is to monitor for shifts in the data distribution, we
track how the relative data density changes over time in different
partitions (clusters) of the space. The number of clusters can be
interpreted as the resolution by which the drift monitoring will
be performed; the higher the number of clusters, the higher the
sensitivity to data drift.
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Figure 2: Applying k-means algorithm on baseline data.

After running k-means algorithm on the baseline data with a
given number of clusters k, we obtain k cluster centroids. We use
these cluster centroids in order to generate the binned histogram

Algorithm 1 InitializeClusters

Input: baseline dataset Dy ., number of clusters k

Output: centroids C = [cy, ..., ¢k |, normalized frequencies
F=[fi,....fx]

1: Apply k-means (ncjyszers = k) on Dpgse

2: Let C := cluster centroids found by k-means

3: Initialize F with a size k vector of 0’s.

4: for d in Dy, do

5. find the centroid ¢; € C that minimizes ||c; — d||2

6:  Let F[i] :== F[i] +1

7. end for

8 F:= ﬁ

9: return C, F

Algorithm 2 ComputeDrift

Input: baseline dataset Dy s, production dataset Dp,q, number
of clusters k

Output: drift value v

. C, Fpgse = InitializeClusters(Dpgse, k)

: Initialize Fp,oq with a size k vector of 0's.

: fordin Dy,oq do

find the centroid ¢; € C that minimizes ||c; — d||2

Let Fproqlil := Fproalil +1

. end for

Fproa
. F = e
PrOd |Dprod‘

8 return Jensen-Shannon-Divergence(Fpgse, Fproa)

N O e woNy =

of the production data. In particular, fixing the cluster centroids
detected from the baseline data, we assign each incoming data point
to the bin whose cluster centroid has the smallest distance to the
data point. Applying this procedure to the example production
data from Figure 1, and normalizing the bins, we obtain the cluster
frequency histogram for the production data (Figure 3).
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Figure 3: Assigning production data to baseline clusters.

Finally, we can use a conventional distance measure like JSD
between baseline and production histograms to get a drift value
(Figure 4). This drift value helps identify any changes in the relative
density of cluster partitions over time.

Algorithms 1 and 2 present the above procedure for computing
data drift for a given baseline dataset Dy, and a dataset Dj,oq
of observations at deployment for which we want to measure the
distributional shift.



3.2 Choosing the Number of Clusters

Running the k-means algorithm requires specifying the number
of clusters. Since we use clustering as a method to partition the
embedding space for measuring data drift, the number of clusters
in our algorithm can be seen as a tuning parameter that specifies
the resolution of our measurement. That is, the higher the number
of clusters, the higher the sensitivity of our measurement method
to shifts in the data distribution.

From a practical perspective, the number of clusters can be in-
creased until there are enough data points in each cluster such that
there is sufficient (statistical) evidence for a measured drift value.
Therefore, a binary search can be used to find the largest number
of clusters that ensures sufficient evidence in each cluster.
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Figure 4: Quantify data drift using distribution distance met-
rics.

4 EMPIRICAL EVALUATIONS

We next perform an empirical study of the effectiveness of the data
drift measurement method proposed in §3. In particular, we use
three real-world text datasets and apply our clustering-based drift
measurement algorithm to quantify both synthetic and real drifts
using several text embedding models.

First we describe the datasets and embedding models used in our
experiments, and the procedure used for creating synthetic drift.
Then we present three sets of experiments in which we (i) compare
the sensitivity of different embedding models to data drift, (ii) study
the effect of number of clusters on drift measurement, and (iii) study
the effect of embedding dimensions on drift measurement.

In brief, across three datasets, we observe:

o The drift sensitivity of Word2Vec is generally poor.

o TF-IDF and BERT perform well in certain scenarios and badly
in others.

o The other embedding models — Universal Sentence Encoder,
Ada-001, and Ada-002 - all have good performance, though
the none of them was consistently the best.

e Sensitivity improves (approximately) monotonically with
the number of bins, k, but reaches a point of diminishing
returns in the range 6 < k < 10 across all datasets and
models tested.

o Increasing the size of embedding vector also improves model
performance monotonically, beginning to saturate around
256 components.

o (Interestingly) for models with large embedding sizes (e.g.,
Ada-002), drift saturation occurs at a much lower number

of dimensions when sampled randomly. This suggests that
their sensitivity is not directly connected to their embedding
size and that significant redundancy may be present.

4.1 Datasets

Three real-world text datasets are used to perform the following
experiments:

20newsgroup is available in the scikit-learn package. It has 18K
news group posts and a target label indicating to which of 20 groups
each post belongs. We only consider the training subset and group
the data points into five general categories (“science”, “computer”,

“religion”, “forsale”, and “recreation”) leaving 8966 news text and
their corresponding general category label.

Civil comments [2] is part of the WILDS! dataset. It contains
online comments where a toxicity binary target and a demographic
identity from 8 categories (“male”, “female”, “LGBTQ”, “Christian”,

“Muslim”, “other religions”, “Black”, and “White”) are assigned to
every comment.

Amazon Fine Food Reviews [24] consists of reviews of fine foods
from Amazon over a ten year period ending October 2012. Reviews
include product and user information, ratings, and a plain text
review?.

4.2 Text Embeddings

We chose three popular embedding baselines namely Word2Vec
[26], BERT [9], and Universal Sentence Encoder [7]. We also use
embeddings generated by Large Language Models hosted by Ope-
nAl under the model names, text-embedding-ada-001 and text-
embedding-ada-0023 [6]. Additionally, for comprehensiveness we
also consider sparse representations generated by Term Frequency-
Inverse Document Frequency (TF-IDF).

4.3 Simulating Data Drift Measurement
Scenarios

We next explain how we use the three real-world datasets to sim-
ulate different data drift measurement scenarios. For two of the
datasets, 20newsgroup and Civil comments, we use the metadata
information to simulate drift that may be encountered during de-
ployment. For the Amazon Reviews dataset, we use reviews from
2006 and 2007 as the baseline and reviews from subsequent years
as production data.

Generating synthetic data drift in 20newsgroup dataset. For
this dataset, we adopt the following procedure:

e We randomly split the dataset into a baseline set and a pro-
duction set. The baseline set is 40% of the total data points.

e We chose a subset of categories and used them to introduce
synthetic drift by either oversampling or undersampling
these selected categories.

e We generate different scenarios of data drift by modifying
the relative percentage of samples that are drawn from the

Uhttps://wilds.stanford.edu/datasets/
Zhttps://www.kaggle.com/datasets/snap/amazon-fine-food-reviews
3https://platform.openai.com/docs/guides/embeddings



selected categories. Each production scenario contains 4000
data points in total.

Generating synthetic data drift in Civil comments dataset.
For this dataset, we adopt the following procedure:

e We split the dataset into a baseline set and production set.
The baseline contains 40% of the total data points.

e We selected a subset of tags and used them to introduce
synthetic drift by either oversampling or undersampling
these selected tags.

e We generate different scenarios of data drift by modifying
the relative percentage of samples that are drawn from the
selected tags. Each production scenario contains 600 data
points in total.

4.4 Comparing Drift Sensitivity of Embedding
Models

In this experiment, we compare the sensitivity of our drift mea-
surement algorithm when applied to six different embeddings of
different production data that correspond to drift scenarios intro-
duced previously. In order to control the effect of the embedding
vector size, in this experiment we use 300 dimensional vectors for
all embeddings (larger embedding vectors are truncated at this
length). Additionally, the number of clusters is set to 10.

Figure 5 presents the results of this experiment for each of the
three datasets. In the synthetic data drift scenarios, we also plot
the drift value in the actual label distributions. Furthermore, the
vertical line indicates the data distribution that corresponds to the
distribution of the baseline data.

We find that Universal Sentence Encoder, Ada-001, and Ada-002
all perform quite well and that word2vec performs consistently
poorly. TF-IDF and BERT are inconsistent. This could be related to
specific vocabulary or model settings.

4.5 Effect of Number of Clusters

While increasing the number of clusters generally increases the
sensitivity to drift, we expect there to be saturation point after
which improvement diminishes rapidly.

For 20Newsgroup (Figure 6a), the production dataset was com-
prised of a fixed 60% from the “science” category and the remainder
from others. We observe that from beyond 10 clusters, there was
not a significant improvement in drift sensitivity. This observation
informed our choice of 10 clusters for the sensitivity assessment in
the prior section.

For Civil Comments (Figure 6b), the production dataset was
comprised of 60% of 600 examples with the female label and the
remainder from the others. Here, also around 10 clusters, there was
not any significant push in the drift detection.

For Amazon Reviews (Figure 6c), the production dataset was
taken to be the 2010 reviews. Saturation occurs around 6-7 clusters.

In conclusion, we found that there is a saturation point for drift
detection with increasing clusters. The number of clusters required
for optimal drift detection depends somewhat on the dataset and
the embeddings used but is in a narrow range around between
k = 6 and 10. We also observe instability in the TF-IDF plots. This
may be the result of specific tokens having special significance and
falling across cluster boundaries in important ways. In comparison,

information of particular importance for the embedding models
could be better distributed over their components.

4.6 Effect of Embedding Dimension

Different models generate embedding vectors of different lengths.
Ada-002’s embedding vectors have 1536 components, Ada-001’s
have 1024, BERT’s have 768, and Universal Sentence Encoder’s
have 512. The length of TF-IDF vectors correspond to the number
of tokens — we’ve chosen to take 300. To provide plots vs. embed-
ding length, we randomly sample a set of d components for each
model whose whose embedding vectors have a length > d. In order
to capture the uncertainty introduced by this sampling as well as
variation in the k-means procedure, we perform the dimension sam-
pling and drift calculation five times for each value of d, reporting
the mean and standard deviation. We define the “production data”
as we do in the previous section and sweep over this embedding
vector length d.

We find that the vector length, d, reaches a point of diminishing
returns across the datasets and models around 256 components,
regardless of the native size of the model’s output. This suggests
that the sensitivity of the large models in not due to their large
embedding size and that they may be storing redundant information.
In principle, this could also be connected to the fixed 10 cluster
procedure. We plan to explore this in future work. As in the previous
section we see see some instability in the TF-IDF scans.

5 DEPLOYMENT CASE STUDY

The goal of this case study is to investigate a concrete scenario
involving a real-world NLP model and demonstrate how data scien-
tists can use our framework (deployed in the Fiddler ML Monitoring
platform) to detect input data drift for a multi-class classification
NLP model trained over the 20 Newsgroups dataset.

As noted earlier, the 20 Newsgroups dataset contains labeled text
documents from different topics. We use OpenAl embeddings to
vectorize text data, and then train a multi-class classifier model that
predicts the probability of each label for a document at production.
In particular, we obtain embeddings by querying OpenAI’s text-
embedding-ada-002 model (which is a hosted LLM that outperforms
its previous models) using the Python APIL.

We keep the classification task simple by grouping the original
targets into five general class labels: ‘computer’, ‘for sale’, ‘recre-
ation’, ‘religion’, and ‘science’. Given the vectorized data and class
labels we train a model using a training subset of the 20 Newsgroups
dataset.

For monitoring purposes, we typically use a reference (or base-
line) dataset with which to compare subsequent data. We create
a baseline dataset by randomly sampling 2500 examples from the
five subgroups specified in the 20 Newsgroup dataset.

To simulate a data drift monitoring scenario, we manufacture
synthetic drift by adding samples of specific text categories at differ-
ent time intervals in production. Then we assess the performance
of the model in the Fiddler ML monitoring platform and track data
drift at each of those time intervals. The implementation of our
NLP monitoring framework (§3) in the Fiddler platform supports
easy integration of different NLP embedding model APIs (such as
the ones provided by OpenAlI). The user just needs to specify the
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Figure 5: Drift sensitivity of embedding models.
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Figure 7: Effect of embedding dimension on drift sensitivity.

input columns to be monitored (by defining a “custom feature” for
NLP embeddings using the Fiddler API), and the associated tasks
(obtaining the embeddings, performing clustering, and computing
the data drift metric such as JSD) are handled by the platform.

Figure 8 shows the data drift chart within the Fiddler platform
for the 20 Newsgroups multi-class model. More specifically, the
chart is showing the drift value (in terms of JSD) for each interval of
production events, where production data is modified to simulate
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Figure 8: Monitoring OpenAl embeddings reveals distributional shifts in the samples drawn from the 20 Newsgroups dataset.

data drift. The call outs show the list of label categories from which
production data points are sampled in each time interval.

5.1 Gaining more insights into data drift using
UMAP visualization

In the monitoring example presented above, since data drift was
simulated by sampling from specific class labels, we could recognize
the intervals of large JSD value and associate them with known
intervals of manufactured drift. However, in reality, oftentimes the
underlying process that caused data drift is unknown. In such sce-
narios, the drift chart is the first signal that is available about a drift
incident which can potentially impact model performance. There-
fore, providing more insight about how data drift has happened is
an important next step for root cause analysis and maintenance of
NLP models in production.

The high-dimensionality of OpenAI embeddings (the Ada-002
embeddings have 1536 dimensions) makes it challenging to visu-
alize and provide intuitive insight into monitoring metrics such
as data drift. In order to address this challenge, we use Uniform
Manifold Approximation and Projection (UMAP) [25] to project
OpenAl embeddings into a 2-dimensional space while preserving
the neighbor relationships of the data as much as possible.

Figure 9a shows the 2D UMAP visualization of the baseline data
colored by class labels. We see that the data points with the same
class labels are well-clustered by UMAP in the embedded space
although a few data points from each class label are mapped to
areas of the embedded space that are outside the visually recogniz-
able clusters for that class. This is likely due to the approximation
involved in mapping 1536-dimensional data points into a 2D space.
Another explanation is that the Ada-002 embedding model has
identified semantically distinct subgroups within topics.

In order to show how UMAP embeddings can be used to provide
insight about data drift in production, we will take a deeper look at
the production interval that corresponds to samples from “science”
and “religion” categories. Figure 9b shows the UMAP projection of

these samples into the UMAP embeddings space that was created
using the baseline samples. We see that the embedding of unseen
data is aligned fairly well with the regions that correspond to those
two class labels in the baseline, and a drift in the data distribution is
visible when comparing the production data points and the whole
cloud of baseline data. That is, data points are shifted to the regions
of space that correspond to “science” and “religion” class labels.

Next, we perform the same analysis for the interval that contains
samples from the “religion” category only, which showed the high-
est level of JSD in the drift chart in Figure 8. Figure 9¢ shows how
these production data points are mapped into the UMAP space;
indicating a much higher drift scenario.

Notice that although UMAP provides an intuitive way to track,
visualize and diagnose data drift in high-dimensional data like text
embeddings, it does not provide a quantitative way to measure a
drift value. On the other hand, our clustering-based NLP monitoring
approach provides data scientists with a quantitative metric for
measuring drift, and thereby enables them to configure alerts to be
triggered when the drift value exceeds a desired threshold.

6 DEPLOYMENT INSIGHTS AND LESSONS
LEARNED

We next present the key insights and lessons learned from deploy-
ing the framework described in the previous sections as part of the
Fiddler ML monitoring platform [13] over a period of 18 months.
In one such real-world deployment, the system was tasked with
detecting distributional shifts in the text queries being typed by the
users into the search bar of a popular online design platform. The
text queries were encoded into a 384-dimensional embedding vector
with the help of a deep neural network (trained on the proprietary
data of the design platform). The cluster centroids and the baseline
distribution were determined on a baseline dataset of 500K queries.
The production data consisted of 1.3M queries over a period of 2.5
months. Drift was then computed with a window size of 24 hours
and plotted as a time-series (corresponding to one JSD value for



computer
forsale
recreation
religion
science

@ (b)

computer
forsale
recreation
religion
science

computer
forsale
recreation
religion
science

>

Production Data 1 (science, religion) Production Data 2 (religion)

©

Figure 9: 2D UMAP embeddings of baseline and production vectors obtained from OpenAIl

each day of the 2.5 month period). Using this approach, the monitor-
ing system flagged a bump in drift that was first detected in the fifth
week of traffic and persisted from then on. Inspecting the cluster-
based histograms pointed to one cluster which contributed to most
of the observed drift. It turned out that this particular cluster corre-
sponded to queries that were either gibberish or from a language
other than English. On further investigation, it was revealed that
certain data pipeline changes were made for such queries during
the fifth week, causing the new production distribution to differ
significantly from the baseline distribution.

During the course of development and deployment of the system,
we realized that users benefit from not just knowing the JSD values
and getting alerts when these values exceed the desired thresholds,
but also from the ability to analyze the underlying reasons for the
drift. In particular, users expressed interest in associating semanti-
cally meaningful information for each cluster. We addressed this
need by (1) highlighting representative examples from each cluster
and (2) providing a human interpretable summary of the cluster.
We decided to provide such a summary in the form of the top dis-
tinctive terms (obtained using TF-IDF applied over the set of text
data points in the cluster) since the resulting summary was informa-
tive and could be generated with low cost and latency. Further, we
observed that providing a visualization tool that plots baseline and
production samples using UMAP [25], a dimensionality reduction
technique, enables the user to interactively perform debugging.
The key insight is that such analysis, debugging, and visualization
tools, along with the technical approach outlined in this paper, can
help the user to fully benefit from the system — namely, to not just
observe drift values over time and get alerts but also diagnose and
mitigate the underlying causes.

7 CONCLUSION

Motivated by the increasing adoption of NLP models in practical
applications and the need for ensuring that these models perform
well and behave in a trustworthy manner after deployment, we
proposed a clustering-based framework to measure distributional
shifts in natural language data and showed the benefit of using
LLM-based embeddings for data drift monitoring. We introduced
sensitivity to drift as a new evaluation metric for comparing embed-
ding models and demonstrated the efficacy of our approach over
three real-world datasets. We implemented our system as part of
the Fiddler ML Monitoring platform, and presented a case study,

insights, and lessons learned from deployment over a period of 18
months. As our approach has been developed, evaluated, and de-
ployed to address the needs of customers across different industries,
the insights and experience from our work are likely to be useful
for researchers and practitioners working on NLP models as well
as on LLMs.

Our findings shed light on a novel application of LLMs - as a
promising approach for drift detection, especially for high-dimensional
data, and open up several avenues for future work. A few promising
directions include: (1) whether domain-specific LLM embeddings
are desirable for detecting drift in a given NLP application, (2) com-
bining information across multiple NLP models in an application
setting to detect drift, and (3) exploring embedding based drift de-
tection approaches for image, voice, and other modalities as well
as multi-modal settings.
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