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Abstract

Adversarial examples are one of the most severe threats
to deep learning models. Numerous works have been pro-
posed to study and defend adversarial examples. However,
these works lack analysis of adversarial information or per-
turbation, which cannot reveal the mystery of adversarial
examples and lose proper interpretation. In this paper, we
aim to fill this gap by studying adversarial information as
unstructured noise, which does not have a clear pattern.
Specifically, we provide some empirical studies with singular
value decomposition, by decomposing images into several
matrices, to analyze adversarial information for different
attacks. Based on the analysis, we propose a new module to
regularize adversarial information and combine information
bottleneck theory, which is proposed to theoretically restrict
intermediate representations. Therefore, our method is in-
terpretable. Moreover, the fashion of our design is a novel
principle that is general and unified. Equipped with our new
module, we evaluate two popular model structures on two
mainstream datasets with various adversarial attacks. The
results indicate that the improvement in robust accuracy is
significant. On the other hand, we prove that our method is
efficient with only a few additional parameters and able to
be explained under regional faithfulness analysis.

1. Introduction
Deep learning models, especially Convolutional Neural Net-
works (CNNs) in computer vision, suffer from adversarial
examples [10], which can cause the models to give incor-
rect responses. With deep learning models becoming an
important part of various services, it is vital to study and
understand adversarial examples. To the best of our knowl-

edge, there are three main perspectives for studying and
understanding adversarial examples. The first is to treat ad-
versarial examples as some specific features [14]. These
features help the model to learn a robust representation to
defend against adversarial attacks. Other data without such
features will only make the model obtain clean accuracy
but fail under attacks. The second perspective is to study
adversarial properties over the whole training set [9, 23].
They find that different training data have unique adversarial
properties. Some data are mainly contributing to the clean
accuracy. Some contribute primarily to adversarial robust-
ness. The last perspective is to study how the model learns
adversarial examples during the training process [6, 19]. Be-
cause models are much easier to overfit adversarial examples,
studying and understanding such a phenomenon will help
us design better training methods. Although previous works
have studied adversarial examples from several perspectives,
they mainly focus on the training process and study one
specific attack, i.e., PGD attack [18]. That will lose some
guarantees of consistency between training and testing and
among different attacks. Different from previous works, we
take one step forward to study the straightforward properties
of adversarial examples under different attacks and training
strategies to make our observations consistent and general.

In novelty, we analyze adversarial examples from the
matrix decomposition aspect and find that different adversar-
ial examples from different sources have similar properties.
Considering that the given image is made up of matrices
stacked along the color channel, we can decompose each
matrix for every color channel to obtain the singular values
and corresponding singular vectors, dubbed singular value
decomposition (SVD) [21]. Generally speaking, the singular
values and vectors store all the information of the given im-
age. In the image restoration perspective, different types of
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Figure 1. Combination between singular vectors of adversarial
examples with singular values from clean images and adversarial
examples under different attacks for different training strategies
(PGD-AT [18], TRADES [27], AWP [24], and TE [6]). Solid
markers (left) mean we do not replace the singular values with
clean ones. Hollow markers (right) mean we replace the singular
values with clean ones for specific attacks.

corruption can be reflected in singular values or vectors [28].
Similarly, added perturbation in the adversarial examples
can be seen as unstructured noise, i.e., one specific type of
corruption, which is related to the model’s parameters and
the clean images and does not have a specific pattern. Nat-
urally, we can do SVD on adversarial examples and obtain
their singular values and vectors to study the properties of
adversarial examples with these important elements. Specif-
ically, we study singular values and vectors of adversarial
examples and their corresponding clean data by performing
SVD on them, respectively. Then, we combine the singular
vectors of adversarial examples and singular values of the
corresponding clean data. In this way, we can study and com-
pare adversarial information in singular values and vectors.
In Figure 1, we observe that after using clean singular val-
ues, the robust accuracy will increase under different attacks.
Our results indicate that, for different training strategies and
adversarial attacks, singular values consistently contain ad-
versarial information. Therefore, replacing them with clean
singular values will increase the robust accuracy. The de-
tailed results and analysis can be found in Section 3.

This consistency among training methods and various
attacks inspires us to perform calibration on adversarial in-
formation in the singular values and vectors to defend against
adversarial examples. However, it is not trivial to directly
modulate the singular values and vectors for given images,
because they are hidden behind the pixel data. Therefore, we
introduce and develop custom modules from the previous
work [28] to separate singular values and vectors from the
images and perform calibration on them, respectively. To
make our method more explainable, we integrate the singular
regularization operation in a new plug-in module based on
information bottleneck theory [1], dubbed Singular Regu-
larization with Implicit Information Bottleneck (SiRIIB).
The information bottleneck theory can be adopted to explain

intermediate features of the models and give a guarantee for
robustness. Specifically, SiRIIB can calibrate adversarial
examples from the perspective of SVD and transfer extracted
features to the main classification model following the in-
formation bottleneck theory, i.e., to compress the modulated
information that is extracted from inputs, and to contain suf-
ficient information to guide the following prediction task.
On the other hand, SiRIIB is a general module that can co-
operate with residual-based CNNs, such as ResNet [11] and
WideResNet [26], and different training strategies, such as
PGD-AT [18] and TRADES [27]. With our comprehensive
evaluation, we prove that SiRIIB with few parameters will
improve robust accuracy under various attacks. Overall, our
contribution can be summarized as follows:
• We study the properties of adversarial examples with SVD

and find different attacks that will always influence the
singular values and vectors but to different degrees.

• We design a new plug-in module SiRIIB based on in-
formation bottleneck theory with singular regularization,
which is proven to be effective in defending against vari-
ous attacks. Our SiRIIB is universal and can cooperate
with different models.

• We show that SiRIIB can calibrate adversarial informa-
tion in adversarial examples and induce the model to learn
a more compressed representation. Furthermore, it can re-
duce the sensitivity of local perturbation during the attack.

2. Related Works
To improve the adversarial robustness of models, there are
several methods from different perspectives. In summary,
there are two main traces, i.e., studying training methods [18]
and studying models [25].

Training Methods. When training the classification mod-
els, we can generate adversarial examples for each batch of
clean data and train the models with these adversarial ex-
amples [18], which is called adversarial training. It can be
formulated as the following min-max problem:

min
θ

max
xadv

L(xadv, y; θ)

where xadv is the training sample generated from a clean one
x to maximize the loss function L(·), y is the ground-truth
label, θ is the model parameters. It is to say, we find xadv

based on x to maximize the value L(xadv, y; θ), and then
we optimize the model to minimize the loss L(xadv, y; θ).
Zhang et al. [27] explore the trade-off between clean ac-
curacy and robust accuracy during adversarial training and
propose a new training strategy to better balance them.

Model Perspective. There are some works aiming to im-
prove the existing model’s robustness by replacing modules
with newly designed ones. For example, Huang et al. [13]
propose a new residual block focusing on the depth and width
to improve the residual model’s robustness. On the other
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Figure 2. Visualization results of singular value combinations. x is
clean images. PGD and AA mean adversarial examples generated
by PGD-20 and AA. PGD-S and AA-S mean we replace singular
values of adversarial examples with clean singular values. D1 and
D2 are differences between PGD-S and PGD and between AA-S
and AA, respectively.

hand, some works [3] focus on comparing the robustness of
traditional convolutional models and visual transformers [7].

Different from previous works, we aim to introduce a
new plug-in module, whose design is inspired by the sin-
gular value decomposition [21] and information bottleneck
theory [1]. Our module is deterministic, differentiable,
explainable, and efficient, with only a few parameters.

3. Preliminaries
In this section, we first provide some empirical studies to an-
alyze adversarial examples under SVD. Then, we introduce
a general method to modulate the singular values and vectors
for a given image without explicitly performing SVD on it.

3.1. Empirical Study under SVD

In our empirical studies, to understand singular values and
vectors of adversarial examples and their corresponding
clean data, we first perform SVD on them, respectively.
Then, we combine the singular vectors of adversarial ex-
amples and singular values of corresponding clean data.
In Figure 1, we compare the robust accuracy of ResNet-
18 [11] trained with different adversarial training methods
on CIFAR-10 from the aspects of singular values. The re-
sults indicate a strong consistency, which is not related to
the training method but related to the attacks. First, for all
attacks, after using clean singular values, robust accuracy
will increase. On the other hand, different attacks have slight
differences under the view of adversarial information. Specif-
ically, based on our observations, some adversarial attacks,
such as PGD [18], hide the adversarial information in the
singular values and vectors equally. Because, if we replace
the singular values of adversarial examples with the singu-
lar values of their corresponding clean images, the robust
accuracy will slightly increase. However, some adversarial

attacks, like C&W [4] and Autoattack (AA) [5], mainly hide
adversarial information in singular values. Simply replacing
the singular values of adversarial examples with the singular
values of their corresponding clean images will significantly
increase robust accuracy. In Figure 2, we further visualize
the differences before and after replacing with clean singu-
lar values for adversarial examples generated by PGD-20
and AA. It is clear that clean singular values will cause a
specific noise pattern for PGD-20 examples and part of AA
examples. But for some AA examples, replacing with clean
singular values will cause a random noise pattern, which
is closer to the adversarial perturbation. This explains why
introducing clean singular values in adversarial examples
generated by AA leads to higher accuracy improvements.
These observations inspire us to calibrate singular values
and vectors with clean images to defend against adversarial
attacks. However, in practice, we cannot manually or ran-
domly modify the SVD results of the given images and then
reconstruct the images based on the modified SVD results,
because such operations will be non-differentiable and ran-
dom, which will cause gradient obfuscation, which is proven
to give a false sense of security [2]. In the following, we
will introduce a deterministic, differentiable, and learnable
method to modulate singular values and vectors.

3.2. Singular Regularization

To design a deterministic, differentiable, and learnable
method to modulate singular values and vectors, we follow
the previous method [28] to implicitly modify the singular
values and vectors from the images, respectively. It is be-
cause singular values and vectors correspond to different
information, i.e., singular vectors represent the directions in
the image space along which the most variance occurs, and
singular values represent the importance of each correspond-
ing singular vector. Therefore, we calibrate them separately,
i.e., singular value modification and singular vector modifi-
cation, and we fuse the modified results to obtain modulated
features.

Singular Vector Modification. During this operation,
the most important thing is to keep the singular values un-
changed. Intuitively, we can find the fact that multiplying an
arbitrary matrix by orthogonal matrices will not change the
singular values of the arbitrary matrix. For example, given
an arbitrary real matrix X ∈ Rn×m and an orthogonal real
matrix P ∈ Rn×n, the singular values of PX are the same
as those of X . To prove it, we can first write X into SVD
format, X = UΣV ′, where U and V ′ are two orthogonal
matrices. Then, we have PX = PUΣV ′, in which we
only need to prove (PU)(PU)′ = I , where I is the identity
matrix. Clearly, we have

(PU)(PU)′ = PUU ′P ′ = PIP ′ = PP ′ = I.

Therefore, this operation will only affect the singular vectors.
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Based on the above information, we can restrict the learnable
weight matrix to be orthogonal and use it to modify the
singular vector for given images.

Singular Value Modification. On the other hand, mod-
ifying singular values is non-trivial, due to the inherent in-
accessibility of the singular values. However, the previous
work [28] finds that the singular values can be modified
alone in the Fourier domain. Specifically, we can present
X ∈ Rn×m in two formations, i.e.,

X = UΣV ′,

X =
1

nm

n−1∑
u=0

m−1∑
v=0

G(u, v)e2πi(
ua
n + vb

m ),

a ∈Rn−1, b ∈ Rm−1

where G(u, v) represents the coefficients of the Fourier trans-
form of X . If we use ui and vi to present the columns of
U and V , and use σi to represent singular values in Σ, we
can rewrite X in a way of coefficients multiplying a group
of basis, i.e.,

X =

min(n,m)∑
i=1

σiuiv
′
i =

1

nm

n−1∑
u=0

m−1∑
v=0

G(u, v)ϕ(u, v),

where ϕ(u, v) = e2πi(
ua
n + vb

m ). In the Fourier domain,
we can modify the coefficients G(u, v), and the previous
work [28] proves that σi and G(u, v) can be approximated
to each other. Therefore, we transfer X into the Fourier
domain and modify G(u, v) as an equivalent operation of
modifying singular values.

4. Singular Regularization with Implicit Infor-
mation Bottleneck

In this section, we first introduce the information bottleneck
theory to the module design and prove that information com-
pression and regularization can be implicitly achieved with
carefully designed additional connections. Then, we propose
SiRIIB, which contains the singular regularization func-
tion and follows the information bottleneck theory, including
how it cooperates with residual-based models and how it can
be trained during the adversarial training process.

4.1. Information Bottleneck in Module Design

The information bottleneck (IB) theory [1] can be adopted
to explain the model’s adversarial robustness. In previous
work, it usually needs to be explicitly optimized with Kull-
back–Leibler divergence. However, we find that it can be
implicitly executed with carefully designed skip connections.
First, we recall the details of the information bottleneck
theory.

For a deep learning model, the mutual information be-
tween the intermediate representation and the target label is
defined as follows.

ResBlock

SR↓

SR

SR↓ ↓

SR↓ ↓ ↓

ConvLayer

ConvLayer
𝑐(#)

ConvLayer
𝑝!(#)

ConvLayer
𝑝"(#)

↓

↓↓

↓↓↓

↑

↑↑

↑↑↑ Av
er
ag
e ↓ : DownSample

↑ : UpSample

Sigmoid

SR
Singular

Regularization
Classification

Model

Figure 3. Overview of SiRIIB. We adopt multiple scale inputs
for the singular regularization modules. Then, after the Sigmoid
function, we average the outputs to obtain smoothed results. Fi-
nally, we adopt several linear transformations to modify the feature
dimensions and add the outputs to the original classification model.

Definition 1 Given a deep learning model f(·; Θ), parame-
terized by Θ, we regard some intermediate layers that project
the input x to an encoding z, defined as p(z|x; θ), θ ∈ Θ.
Suppose that the target label for x is y, and the mutual
information between z and y is defined as I(z, y; θ).

Similarly, based on Definition 1, we have mutual information
between two random variables Z and Y , i.e.,

I(Z, Y ; θ) =

∫
dxdyp(z, y|θ) log p(z, y|θ)

p(z|θ)p(y|θ)
,

where z and y are observations of variables Z and Y . To
find the best representation Z for the input X under the
information complexity constraint, I(X,Z) ≤ Ic, we obtain
the following optimization goal:

max
θ

I(Z, Y ; θ) s.t. I(X,Z; θ) ≤ Ic,

which can be further converted to

max
θ

R(θ) = I(Z, Y ; θ)− λI(Z,X; θ)

by introducing the Lagrange multiplier λ. By maximizing
R(θ), we aim to obtain Z, which meets the conditions where
we can predict Y from Z with the highest probability, and
Z compresses X as much as possible. Specifically, a large
λ will increase the compression ratio. Clearly, maximiz-
ing R(θ) during the model training process is to explicitly
optimize the latent representation of f(·; Θ).

However, without directly optimizing the R(θ), we find
that it is possible to implicitly optimize the same objective
with correctly designed skip connections. In the following,
we give a formal definition for the IB skip connection used
in our paper.

Definition 2 Given an intermediate representation z of the
input x, we say that there exists an IB skip connection be-
tween the input x and the representation z = f(x; θ) +
g(x; τ), if I(z, x; θ, τ) ≤ I(f(x; θ), x; θ).
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The IB skip connection g(x; τ) in Definition 2 means it
can reduce mutual information between the input x and the
intermediate representation z by adding restrained informa-
tion to the original f(x; θ). In the following, we will give an
example to build such a connection.
Intuition 1 Double-sided saturating activation functions,
such as Sigmoid or Softmax, will compress the information
and explicitly achieve the function of information bottleneck.

In fact, this intuition has been proved in the previous
work [17]. Furthermore, this encoding compression is not
related to loss functions. Therefore, based on the intuition,
we give a proposition to show that it is possible to design a
skip connection, which can reduce the mutual information
between intermediate features and the inputs.

Proposition 1 If functional G(·; τ) is equipped with a
double-sided saturating activation function, e.g., Sigmoid,
there exists g(·; τ) ∈ G(·; τ), which can be used as an IB
skip connection.

The proof of Proposition 1 is provided in the supplemen-
tary materials. In summary, we build g(x; τ) with linear
transformations and Sigmoid and show that it can reduce the
mutual information after adding it to the original model.

# of pi(·) Clean Accuracy AA
1 82.53 48.03
2 83.31 47.80
3 83.07 48.05

Table 1. Ablation study on the number of pi(·). We compare
models equipped with different numbers of IB skip connections.

λ1 Clean Accuracy AA
1.0 83.07 48.05
1.5 82.84 48.16
3.0 82.84 48.21
5.0 83.00 48.36

20.0 83.27 48.41
30.0 82.99 48.35

Table 2. Ablation study on λ1.

4.2. SiRIIB

As we show that the IB skip connection can be built with
several basic components, in this section we give a reli-
able example, combined with singular regularization, named
SiRIIB. The overview of SiRIIB is shown in Figure 3,
which contains three main steps, following the design princi-
ple of Proposition 1.

For an input image x, the first step in SiRIIB is to
use the singular regularization (SR) modules to recalibrate
the singular values and singular vectors. To better learn

Figure 4. Visualization of xavg under different λ1. The first row is
clean images. From the second row to the last row, λ1 is 1.0, 1.5,
3.0, 5.0, and 20.0.

the general layout information from x instead of the fine-
grained features, we introduce downsampling operations.
With downsampling operations, we can decouple detailed
information in the images with the layout information and
obtain multiscale inputs. We first downsample the x into
four different resolutions, i.e., x, x↓, x↓↓, and x↓↓↓, where
each ↓ means a downsample operation. We only use 4 scales,
because we consider a trade-off between computational com-
plexity and the effectiveness of decoupling. Specifically, the
four different resolutions for the input are 32, 24, 16, and 8,
where 32 is the original image resolution. For the input under
each scale, we use an independent SR module to regularize
its singular values and vectors. For example, we have

x↓
SR = SR↓(x↓)

for x↓. In the second step, we use the Sigmoid function to
compress the information from the SR modules and upsam-
ple the output to make them have the same resolution as
x. After that, we average them to smooth the features of x
under different scales, i.e.,

xavg =
1

4
(ς(xSR) + ς(x↓

SR)
↑ + ς(x↓↓

SR)
↑↑ + ς(x↓↓↓

SR )↑↑↑),

where the ↑ is an upsampling operation, and ς represent the
Sigmoid function. After the upsampling operations, all out-
puts have the same resolution. In the third step, we adopt
convolutional layers c(·) to first extract deep features and
then use different convolutional layers, e.g., p1(·) and p2(·),
to modify the feature dimensions, matching the correspond-
ing dimensions of the classification model’s features, i.e., for
the i-th feature,

fi = pi(c(xavg)).

We simply add fi to the corresponding features in the classifi-
cation model. Note that, in ResNet [11] or WideResNet [26],
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Figure 5. Clean accuracy and robust accuracy of ResNet-18 (Solid Markers) and ResNet-18-SR (Hollow Markers) with different training
strategies on CIFAR-10. The upper right corner means that the model has the best clean and robust accuracy.
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Figure 6. Clean accuracy and robust accuracy of ResNet-18 (Solid Markers) and ResNet-18-SR (Hollow Markers) with different training
strategies on CIFAR-100. The upper right corner means that the model has the best clean and robust accuracy.

before the first residual block, there is a convolutional layer
to convert the input x to high-dimensional features, and we
count the outputs of this convolutional layer as the first fea-
ture in the classification model. The detailed structures of
SiRIIB can be found in the supplementary materials.

To train SiRIIB with the classification model, we need
to consider constraining both xavg and fi to meet the re-
quest that we want SiRIIB to provide a more compressed
representation of x and perform singular regularization si-
multaneously. More importantly, SiRIIB should calibrate
the misclassification information in the classification model
with correct representations. The representation compress-
ing will be executed implicitly due to the IB skip connection.
Therefore, we only introduce two loss terms to calibrate mis-
classification information, i.e., Lsvd and Linfo. Specifically,

Lsvd = ∥Σavg − Σ∥2
+∥UavgV

′
avg − UV ′∥2 + ∥xavg − xclean∥2,

where xavg = UavgΣavgV
′
avg, which is computed from an

adversarial example xadv, and xclean = UΣV ′, which is the
corresponding clean image. And,

Linfo =
∑
i

∥fi − f clean
i ∥2,

where fi is computed from the adversarial example xadv,
and f clean

i is computed from the clean image xclean. Clearly,

Lsvd is proposed to calibrate adversarial information in the
singular values and vectors. Linfo is proposed to calibrate
adversarial information in the extracted features. Without
them, SiRIIB will not converge to stable conditions. To
make the learnable weight matrix in SR orthogonal, we use
the penalty term Rτ in [28]. Overall, the training loss can be
written as

L = Lori + λ1(Lsvd + Linfo) + λ2Rτ ,

where Lori is the original training loss, and λ1 and λ2 are
two hyperparameters.

Model # of Parameters (M) Computational Complexity (G)
ResNet-18 11.17 0.56

ResNet-18-SR 11.35 0.73
WRN-28-10 36.48 5.25

WRN-28-10-SR 36.79 5.57

Table 3. Comparisons of the number of parameters (M, million)
and the amount multiply-add operations (G, giga).

5. Experiments
In this section, we will first introduce the experiment set-
tings. Then, we provide detailed ablation studies to explore
the number of pi(·) and λ1. In our main experiments, we
compare the results of models trained with different strate-
gies and datasets. We further provide analysis of how the

6



Figure 7. Heatmap generated by ScoreCam for ResNet-18 and ResNet-18-SR. The first row is clean images. The second row is heatmaps for
clean images on ResNet-18. The third row is heatmaps for clean images on ResNet-18-SR.

Loss LCE Lsvd Linfo LCE+Lsvd LCE+Linfo LCE+Lsvd+Linfo

Robust Accuracy 52.53 82.64 83.11 52.56 52.51 52.61

Table 4. Adaptive attacks for SiRIIB with different attack loss functions under PGD-20.

IB skip connections decrease the sensitivity of local pertur-
bation during the attacks. To compare the complexity of
the model, we give details of the number of parameters and
multiply-add operations in the model. As we introduce a
new module, it is necessary to analyze the possible adaptive
attacks. We show the results in Section 5.5. Furthermore, we
analyze the singular regularization module with its outputs
and performance in the supplementary materials. Besides
accuracy under adversarial attacks, we evaluate accuracy
under common corruptions in the supplementary materials.

5.1. Baselines

We choose two toy image datasets, CIFAR-10 [15]
and CIFAR-100 [15], and one real-world dataset Tiny-
Imagenet [16], and two popular classification models,
ResNet-18 [11] and WideResNet-28-10 (WRN-28-10) [26].
For each model, we improve it with SiRIIB, dubbed
ResNet-18-SR and WRN-28-10-SR, respectively. For adver-
sarial training strategies, we consider four different meth-
ods, i.e., PGD-AT [18], TRADES [27], AWP [24], and
TE [6]. Specifically, the adversarial examples generated
by each method are constrained under L∞-norm with set-
tings ϵ = 8/255, α = 2/255, and 10 steps. To train models,
we use SGD as an optimizer, with an initial learning rate of
0.1, momentum of 0.9, weight decay of 5e − 4, and batch
size of 128. We decrease the learning rate at the 100-th and
150-th epoch by multiplying 0.1. For λ2 used in SiRIIB,
we directly use the value in [28], i.e., λ2 = 1e − 4. When
evaluating the robust models, we consider four L∞-normed
attacks in our main paper, and other attacks can be found
in supplementary materials. Four representative attacks are
the PGD attack [18] with cross-entropy loss under 20 and
100 steps (PGD-20 and PGD-100), PGD attack with the
C&W loss [4] under 100 steps (C&W-100), and AutoAttack
(AA) [5]. All these attacks are under ϵ = 8/255. Details of
SiRIIB can be found in the supplementary materials.

5.2. Ablation Study

We study different configurations in SiRIIB, including the
number of pi(·), i.e., IB skip connections, and the weight λ1

in training loss. The results are obtained on CIFAR-10 with
ResNet-18-SR, which is trained under PGD-AT.

In Table 1, we set λ1 = 1.0 and explore the effectiveness
of different skip connections. The results indicate that when
we add three pi(·) to the original model, we can obtain the
best trade-off between clean accuracy and robust accuracy.
Furthermore, we find that when there are 4 or 5 pi(·), the
model will not converge. Therefore, we do not show them in
the table. Too few skip connections or too many skip con-
nections will decrease the performance to a different degree.
We think the reasons could be that (1) too few skip connec-
tions will only bring information encoding regularization to
the top layers, which makes it hard to be consistent in the
deeper layers, (2) too many skip connections will disrupt
the original intermediate information encoding in the deeper
layers, which is hard to be extracted with a simple pi(·).
Although the second reason could be addressed by using a
more complex pi(·), it will increase the computational com-
plexity. In Table 2, we use three skip connections in the
original model and explore the effectiveness of different λ1.
With increasing λ1, both clean accuracy and robust accuracy
follow a similar tendency. Therefore, we find that when
λ1 = 20.0, we can obtain the best clean and robust accuracy
simultaneously. In the following experiments, we use three
pi(·) and λ1 = 20.0.

Furthermore, we find that the information bottleneck will
restrict some benign information, hurting clean accuracy,
because there exists a trade-off between clean accuracy and
robust accuracy under the information bottleneck theory [1],
which is similar to the original explicit optimization with
the Lagrange multiplier. To better show such influence in
the information bottleneck, we compare xavg under different
λ1 in Figure 4. The results indicate that a smaller λ1 will
make the model learn a more compressed representation,

7



containing very less information from the input. On the other
hand, a larger λ1 will make xavg contain more information
of the input. It is to say that we implicitly control the strength
of the information bottleneck with λ1.

5.3. Main Results

In this section, we mainly compare the performance of mod-
els equipped with SiRIIB and original models on different
datasets. Furthermore, we explore the regional faithfulness
of the classification models from the view of sensitivity to
perturbation. Specifically, we verify the effectiveness of
SiRIIB from the point of view of information bottleneck
theory in the supplementary materials.

In Figure 5, we compare the clean accuracy and robust
accuracy under different attacks on CIFAR-10. Because the
robust accuracy under different attacks is various, to achieve
the best view, we use different y-axis intervals for different at-
tacks. With SiRIIB, both the clean accuracy and the robust
accuracy will increase in general. However, we find that if
adversarial training methods adopt additional loss functions
besides the cross-entropy loss, such as TE with an MSELoss
and TRADES with a KLDiv loss during the training process,
the improvement could be less significant than others. The
reason we think is that the additional training loss will make
the λ1 in L we find in Table 2 not optimal. Therefore, for
different training strategies, it is better to explore the optimal
λ1 to achieve the best results. But in our experiments, to
keep consistent and universal, we use the same λ1 for all
training methods.

On the other hand, in Figure 6, we compare clean accu-
racy and robust accuracy under different attacks on CIFAR-
100. In most cases, our SiRIIB can provide significant
improvement for robust accuracy. This is because CIFAR-
100 contains more classes than CIFAR-10, resulting in most
training strategies not utilizing the full potential of the clas-
sification model. However, powerful training strategies, like
AWP, already achieve very high clean accuracy and robust
accuracy, therefore, the improvement will be less than oth-
ers. But, SiRIIB can still improve the clean accuracy. For
other results on WRN-28-10 and more, we put them in the
supplementary materials.

We notice that most of the previous works in studying
adversarial robustness ignore the regional faithfulness of the
classification results, i.e., which area of the given image is
the more sensitive to noise and will influence the predic-
tion. To analyze the sensitive area of the given images, we
adopt ScoreCam [22] to plot the heatmaps for ResNet-18 and
ResNet-18-SR, respectively, which can be found in Figure 7.
In the heatmaps, the higher temperature means changing
such an area will have a more significant influence on the
final prediction. Comparing the heatmaps of ResNet-18
and ResNet-18-SR, we find that the original model is more
sensitive to the background and SiRIIB can effectively ad-

dress such a problem. We think it is because the adversarial
perturbation can hide some information in the background
area, making the model give incorrect predictions. On the
other hand, our SiRIIB can provide regularization for both
singular values and vectors, which is effective in removing
background perturbation and decreases the mutual infor-
mation between the learned presentations and the inputs.
Therefore, our method is effective and interpretable.

5.4. Model Complexity

We compare the model complexity from two aspects, i.e.,
the number of model parameters and the amount of multiply-
add operations. The results are obtained based on the tool,
ptflops [20]. The results in Table 3 indicate that SiRIIB
only introduces about 0.8-1.6% additional parameters, and
increases about 0.17-0.32 G additional multiply-add oper-
ations, which proves that SiRIIB is efficient. We notice
that when injecting SiRIIB into WideResNet, it will cause
a bigger increase in both the number of parameters and
the amount of multiply-add operations. This is because
the feature dimensions in WideResNet are higher. There-
fore, we need to use more convolutional kernels to match
the dimensions, which will introduce more parameters and
multiply-add operations. In summary, SiRIIB is efficient.

5.5. Adaptive Attacks

As we introduce a new module into the original model, it is
important to learn the potential adaptive attacks. We consider
building adaptive attacks based on the loss terms Lsvd and
Linfo, because they will influence the features extracted by
SiRIIB. In Table 4, we show the robust accuracy under
PGD-20 attacks using different loss terms, where LCE is
the cross-entropy loss, i.e., the default loss in PGD. The
results indicate that even under adaptive attacks, the model
still obtains a high robust accuracy. It is because we only
use SiRIIB to restrict intermediate features in the original
models, instead of directly using the features from SiRIIB.
The visualization results can be found in the supplementary
materials.

6. Conclusion
In this paper, we study adversarial examples in the view
of singular value decomposition. We find that the position
of adversarial information in singular values and vectors
is related to the attacks, instead of the training methods of
the models. Based on this observation, we propose a new
plug-in module, SiRIIB, for classification models. When
designing SiRIIB, we innovatively introduce information
bottleneck theory. By proving a general structure can fulfill
the implicit information bottleneck regularization, we design
SiRIIB in the same way. Through comprehensive experi-
ments, we show the effectiveness of our method and prove
its efficiency. We also give some interpretable evidence to

8



verify the effectiveness of SiRIIB. We hope that our work
can provide a new perspective on robust model design and
inspire others. Moreover, addressing the trade-off between
clean accuracy and robust accuracy is another future work.

References
[1] Alexander A. Alemi, Ian Fischer, Joshua V. Dillon, and Kevin

Murphy. Deep Variational Information Bottleneck. In Proc.
of the ICLR, 2017. 2, 3, 4, 7

[2] Anish Athalye, Nicholas Carlini, and David A. Wagner. Ob-
fuscated Gradients Give a False Sense of Security: Circum-
venting Defenses to Adversarial Examples. In Proc. of the
ICML, pages 274–283, 2018. 3

[3] Yutong Bai, Jieru Mei, Alan L. Yuille, and Cihang Xie. Are
transformers more robust than cnns? In Proc. of the NeurIPS,
pages 26831–26843, 2021. 3

[4] Nicholas Carlini and David Wagner. Towards Evaluating the
Robustness of Neural Networks. In Proc. of the SP, pages
39–57, 2017. 3, 7

[5] Francesco Croce and Matthias Hein. Reliable evaluation of
adversarial robustness with an ensemble of diverse parameter-
free attacks. In Proc. of the ICML, pages 2206–2216, 2020.
3, 7

[6] Yinpeng Dong, Ke Xu, Xiao Yang, Tianyu Pang, Zhijie Deng,
Hang Su, and Jun Zhu. Exploring Memorization in Adversar-
ial Training. In Proc. of the ICLR, 2022. 1, 2, 7

[7] Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov,
Dirk Weissenborn, Xiaohua Zhai, Thomas Unterthiner,
Mostafa Dehghani, Matthias Minderer, Georg Heigold, Syl-
vain Gelly, Jakob Uszkoreit, and Neil Houlsby. An image is
worth 16x16 words: Transformers for image recognition at
scale. In Proc. of the ICLR, 2021. 3

[8] Marco Federici, Anjan Dutta, Patrick Forré, Nate Kushman,
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A. Proof
Proposition 2 If functional G(·; τ) is equipped with a
double-sided saturating activation function, e.g., Sigmoid,
there exists g(·; τ) ∈ G(·; τ), which can be used as an IB
skip connection.

Proof 1 To prove the existence of such a g(·; τ) meeting the
condition that I(z, x; θ, τ) ≤ I(f(x; θ), x; θ), we only need
to construct such a function.
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Model # of Parameters (M) Computational Complexity (G) Clean Accuracy PGD-20 PGD-100 C&W-100 AA
WRN-28-10 36.48 5.25 86.78 53.68 53.48 53.22 50.92

WRN-28-10-SR 36.79 5.57 86.74 54.30 53.90 52.99 50.94
WRN-28-10-SR-L 37.89 6.70 86.66 54.26 53.93 53.40 51.22

WRN-28-10-SR-XL 38.81 7.65 86.91 54.55 54.25 53.90 51.53

Table 5. Comparisons between different WRN-28-10 structures.
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(b) ResNet-18-SR

Figure 8. T-SNE results for ResNet-18 and ResNet-18-SR on CIFAR-10, respectively. Best viewed in color.

Let z1 = f(x; θ), z2 = g(x; τ), and z = z1 + z2. We can
rewrite I(z, x; θ, τ) and I(f(x; θ), x; θ) as:

I(z,x) = I(z1 + z2, x) = H(z1 + z2)−H(z1 + z2|x)
I(f(x; θ), x) = I(z1, x) = H(z1)−H(z1|x),

where H(·) is the entropy. We aim to construct g(x; τ),
fulfilling

H(z1 + z2)−H(z1 + z2|x) ≤ H(z1)−H(z1|x).

Therefore, the construction is inspired from two aspects.
First, g(x; τ) should decrease the uncertainty of f(x; θ),
which loosely makes H(z1 + z2) ≤ H(z1) + ϵ. Second,
g(x; τ) should increase the information of f(x; θ) extracted
from x, which makes H(z1 + z2|x) ≥ H(z1|x). Clearly,
for the second aspect, adding a new random variable to
the conditional entropy will increase the value, i.e., H(z1 +
z2|x) ≥ H(z1|x) holds in general.

To decrease the uncertainty of f(x; θ) by adding g(x; τ)
to it, the construction is designed as follows:

g(x; τ) = g2 ◦ ς ◦ g1(x),

ς(x) =
1

1 + e−x
,

where g1 and g2 are two linear transformations. Then, we
describe the reason why this structure can make H(z1 +
z2) ≤ H(z1).

Note that both f(x; θ) and g(x; τ) are calculated on the
basis of x, which means that they are not independent. So,

g1 and g2 will keep information of x with the linear trans-
formations, making z1 and z2 share redundant information
of x. On the other hand, ς maps the values to (0, 1), which
reduces H(ς ◦ g1(x)) and let g(x; τ) learn a compressed
representation. With a proper supervision signal, for exam-
ple, cross-entropy loss between predictions and ground-truth
labels, g(x; τ) will be an IB skip connection.

Therefore, we find a possible case of g, which can be
trained as an IB skip connection.

B. Details of SiRIIB
We will introduce the details of the SiRIIB in three parts.
First, we introduce the details of SR [28]. To modulate
singular vectors, we adopt one convolutional layer, whose
weight is an orthogonal matrix. After modulating singular
vectors, we adopt fast Fourier transforms to transfer the
input into the Fourier domain. Then, we use a convolutional
layer to modulate the signal and transfer it from the Fourier
domain to the original domain. Finally, we fuse the outputs
with one convolutional layer and use a batch normalization
layer to stabilize the output. Specifically, the kernel size
and stride are 1 for all convolutional layers in SR. The input
channels and output channels of the convolutional layers are
3 for RGB images. The number of channels of the orthogonal
kernel is 12.

Second, we introduce the details of c(·). The design of
c(·) is straightforward, in which we want to extract deep
features with several convolutional layers. Considering the
computational complexity, we adopt three convolutional lay-
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ers with increasing channels, and the batch normalization
layer and ReLU activation layer are added after each convo-
lutional layer. For all convolutional layers, the kernel size is
3 and the stride is 1. The numbers of output channels are 16,
32, and 64.

Finally, we introduce the details of pi(·). Considering
pi(·) is to modify the dimension of the extracted features of
c(·), we use one simple convolutional layer, whose kernel
size is 3 and stride is 1, to increase or decrease channels
to match the target channel amount. If needed, we add
a downsampling operation to match the width and height
dimensions of the feature.

C. Experiment Results
In this section, we present other results from our experiments
to better demonstrate the superiority of our method.

C.1. SiRIIB on Real-World Dataset

In our main paper, we only show the results on two toy
datasets. In this section, we will compare the results on
a real-world dataset, Tiny-Imagenet. We train the models
with FGSM-AT, and evaluate models under various l∞-norm
attacks. Especially, because the image resolution is 64, we
increase the downsample resolution to 48, 24, and 16.

Model Clean Accuracy PGD-20 PGD-100 C&W-100 AA
ResNet-18 42.47 33.92 33.91 32.14 31.85

ResNet-18-SR 43.52 34.96 34.97 33.25 32.85

Table 6. Evaluation on a real-world dataset, Tiny-Imagenet. The
attack budget ϵ = 2/255.

In Table 6, we compare the results of ResNet-18 and
ResNet-18-SR. Clearly, with SiRIIB, the model will ob-
tain both higher clean accuracy and robust accuracy. The
improvement is about 1%. The results indicate that our
method works for real-world datasets.

C.2. SiRIIB on Different Model Structure

In this section, we compare SiRIIB on different model
structures and evaluate the different designs of c(·) in
SiRIIB. In Table 5, we first compare the results of WRN-
28-10 and WRN-28-10-SR on CIFAR-10, trained with PGD-
AT. The results indicate that when equipped with SiRIIB,
the model will obtain higher robust accuracy under different
attacks. It is to say that SiRIIB is general for different
model architectures. On the other hand, because WRN-28-
10 extracts deeper features than ResNet-18, we consider
different settings of c(·) to study the influence of the ex-
tracted features in SiRIIB. Specifically, c(·) in WRN-28-
10-SR is described in Section B. For WRN-28-10-SR-L and
WRN-28-10-SR-XL, we consider using more output chan-
nels. In detail, we use two cascaded basic blocks as c(·) for
WRN-28-10-SR-L and four cascaded basic blocks as c(·)

for WRN-28-10-SR-XL. The total number of parameters
and computational complexity are shown in Table 5. From
the results, we can find that when we use a more complex
c(·), robust accuracy will significantly increase, especially
for C&W-100 and AA. This is because a more complex c(·)
will extract features to better match the intermediate repre-
sentations of the classification model, which will help the
classification model better converge. Therefore, for a larger
classification model, the better choice of c(·) is to use a small
deep convolutional model.

C.3. Visualization of Feature Representation

To prove the effectiveness of SiRIIB in feature learning, we
show the T-SNE results to study both representation distribu-
tions and compressions, just like the previous work [8]. The
visualization results in Figure 8 indicate that with SiRIIB,
the model will learn more compressed representations (axes
of both plots are zoomed to the same space). Furthermore,
the features are better separated under the T-SNE views.
Therefore, SiRIIB works like implicitly adding an infor-
mation bottleneck to the training process.

C.4. Robust Accuracy under l2 Attacks

We show robust accuracy under various l2-normed attacks
to prove that our method is general for adversarial attacks
under different norms. We consider PGD attacks and C&W
attacks. For both, we set ϵ = 0.5 and α = 0.1. In Table 7,
the results indicate that SiRIIB can improve the robustness
under l2-normed attacks, which means that our proposed
method is general.

Model Clean Accuracy PGD-20 PGD-100 C&W-100
ResNet-18 83.28 62.38 61.97 60.08

ResNet-18-SR 83.27 62.88 62.44 60.65

Table 7. Robust accuracy under l2-normed attacks.

Input Clean Accuracy PGD-20 PGD-100 C&W-100 AA
x or xadv 83.28 51.28 50.97 49.53 47.43
xavg 80.95 52.80 52.76 61.44 54.65

Table 8. The clean accuracy and robust accuracy under the input of
x, xadv, and xavg, respectively.

C.5. Are Singular Values and Vectors Corrected?

To better study how the singular regularization works in the
model inference phase, we show the visualization results
in Figure 9. Additionally, we normalize both x− xadv and
xavg − xadv to obtain the best views. From the plots, we
can find that the singular regularization will remove some
details from the input images, which correspond to the small
singular values in the SVD. In other words, singular regular-
ization keeps the main layout information and removes the
additional unimportant details, which achieves information
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Figure 9. Visualization results of x, xadv, and xavg. The first row is clean images x. The second row shows the adversarial examples xadv.
The third row represents xavg, whose input is xadv. The fourth row is x− xadv. The fifth row is xavg − xadv.

compression. This observation is aligned with our design
from the perspective of information bottleneck theory.

On the other hand, we explore how much adversarial
information has been removed in xavg. To obtain the results,
we first isolate xavg from the model training process. Then,
we only train the SR module on the adversarial examples
generated by a ResNet model during its adversarial training
process. Therefore, xavg will be a regularized input. When
evaluating the removed adversarial information, we first
generate adversarial examples xadv with a ResNet model.
Then we calculate xavg based on xadv and input xavg to
the ResNet model. That is to say, we consider a grey-box
attack, where the adversary has no information about the SR
module. As we only care about the adversarial information
removed by SR module, this grey-box attack is reasonable.
In Table 8, we compare clean accuracy when the input is
x and xavg, which is calculated on x. Then, we compare
robust accuracy when the input is xadv and xavg, which is
calculated on xadv. For clean accuracy, we find the removed
details will slightly decrease it. It is because when predicting
the image’s class, the model will use all information in the
image. Removing benign information will have a negative
impact on the model. For PGD-20 and PGD-100, we find
robust accuracy increases by about 2%. For C&W-100 and
AA, the improvement is more significant. These results
are aligned with the observation in Figure 1 in the main
paper, where we find that adversarial examples generated
by C&W-100 and AA are much easier to be purified by the
singular regularization. Therefore, our analysis proves that
the singular regularization will modify the singular values
and vectors and remove the adversarial attack information.

C.6. Accuracy under Common Corruptions

In addition to adversarial perturbation, we consider the influ-
ence of common corruptions [12]. Similarly, we isolate the
SR modules during adversarial training and use them again
in the inference phase to avoid the trade-off between informa-

tion compression and representation expression. In Table 9,
we compare the accuracy of ResNet-18 and ResNet-18-SR
under different common corruptions. The results indicate
that with singular regularization, the proposed method can
further defend against common corruptions, even the model
is trained on adversarial examples.

C.7. Additional Visualization Results

We provide more visualization results in Figure 10. To better
show the singular regularization effects, we compare the
xavg under adversarial examples generated by PGD-20 and
C&W-100, respectively. From the results, we can find that
the SR module is stable under different attacks. Furthermore,
we explore whether adaptive attacks will influence the per-
formance of our SR module. In Figure 11, we compare the
xavg under different adaptive attacks. The results indicate
that the SR module can maintain the calibration function
even under our designed adaptive attacks.
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Type ShotNoise GaussianNoise ImpulseNoise MotionBlur GlassBlur DefocusBlur ZoomBlur JPEGCompression ElasticTransform Pixelate Fog Frost
ResNet-18 75.59 75.17 66.76 67.97 73.31 71.22 73.94 80.28 75.38 78.33 28.03 68.20

ResNet-18-SR 77.60 77.11 68.67 70.15 74.25 72.55 75.35 80.91 75.97 78.93 30.33 69.36

Table 9. Accuracy under various common corruptions.

Figure 10. Visualization results of x, xadv, and xavg. The first row is clean images x. The second row shows the adversarial examples xadv

generated by PGD-20. The third row represents xavg, whose input is the second row. The fourth row is xadv − xavg of the two above rows.
The fifth row is the adversarial examples xadv generated by C&W-100. The sixth row represents xavg, whose input is the fifth row. The
seventh row is xadv − xavg of the above two rows.

Figure 11. Visualization results of x, xadv, and xavg. The first row is clean images x. The second row shows xavg, whose input is adversarial
examples generated by PGD-20 with LCE. The third row is xavg, whose input is adversarial examples generated by PGD-20 with Linfo.
The second row represents xavg, whose input is adversarial examples generated by PGD-20 with Lsvd.

13


	. Introduction
	. Related Works
	. Preliminaries
	. Empirical Study under SVD
	. Singular Regularization

	. Singular Regularization with Implicit Information Bottleneck
	. Information Bottleneck in Module Design
	. SiRIIB

	. Experiments
	. Baselines
	. Ablation Study
	. Main Results
	. Model Complexity
	. Adaptive Attacks

	. Conclusion
	. Proof
	. Details of SiRIIB
	. Experiment Results
	. SiRIIB on Real-World Dataset
	. SiRIIB on Different Model Structure
	. Visualization of Feature Representation
	. Robust Accuracy under l2 Attacks
	. Are Singular Values and Vectors Corrected?
	. Accuracy under Common Corruptions
	. Additional Visualization Results


