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Abstract

There has been a growing interest in realizing the resilient consensus of the multi-agent system (MAS) under cyber-attacks,
which aims to achieve the consensus of normal agents (i.e., agents without attacks) in a network, depending on the neighboring
information. The literature has developed mean-subsequence-reduced (MSR) algorithms for the MAS with F adversarial
attacks and has shown that the consensus is achieved for the normal agents when the communication network is at least
(2F + 1)-robust. However, such a stringent requirement on the communication network needs to be relaxed to enable more
practical applications. Our objective is, for the first time, to achieve less stringent conditions on the network, while ensuring
the resilient consensus for the general linear MAS subject to control input constraints. In this work, we propose a distributed
resilient consensus framework, consisting of a pre-designed consensus protocol and distributed model predictive control (DMPC)
optimization, which can help significantly reduce the requirement on the network robustness and effectively handle the general
linear constrained MAS under adversarial attacks. By employing a novel distributed adversarial attack detection mechanism
based on the history information broadcast by neighbors and a convex set (i.e., resilience set), we can evaluate the reliability
of communication links. Moreover, we show that the recursive feasibility of the associated DMPC optimization problem can be
guaranteed. The proposed consensus protocol features the following properties: 1) by minimizing a group of control variables,
the consensus performance is optimized; 2) the resilient consensus of the general linear constrained MAS subject to F -locally
adversarial attacks is achieved when the communication network is (F + 1)-robust. Finally, numerical simulation results are
presented to verify the theoretical results.
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1 Introduction

In the last two decades, much effort has been devoted to
investigating consensus problems of the multi-agent sys-
tem (MAS), which requires agents to achieve an agree-
ment of common interest. In such problems, the infor-
mation is exchanged in a distributed fashion without
the central collection and process. Although many de-
cent consensus protocols have been developed for the
MAS (e.g., [30,39]), there are two fundamental and chal-
lenging issues in practice. Conventional consensus re-
search works only consider the normal communication
networks among the agents without cyber-attacks. How-
ever, the potential malicious intrusions and adversarial
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attacks may exist in the networks, leading to the sys-
tems vulnerability or even damage. Resilience becomes
critical when some malicious agents in the network do
not obey the pre-defined communication rule and try to
mislead the other agents [12]. Therefore, the first issue
is, besides the consensus convergence analysis, how to
guarantee the resilience of the MAS against adversarial
attacks. On the other hand, most of the existing consen-
sus algorithms are not directly applicable for the MAS
with state and control input constraints. The second is-
sue is to develop a novel consensus protocol that can
ensure the satisfaction of constraints and optimize the
consensus performance.

It is well known that distributed model predictive con-
trol (DMPC) emerges as an attractive solution for the
MAS due to its distinct advantages in tackling various
physical constraints, making predictions, and optimiz-
ing the control performance. However, existing DMPC-
based consensus algorithms do not consider the resilience
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of the MAS, which greatly motivates us to address these
two challenging issues by designing a novel DMPC-based
resilient consensus algorithm for the MAS subject to ad-
versarial attacks and constraints.

We now briefly review related works on DMPC-based
consensus and resilient consensus.

DMPC-based consensus: Most of the existing results of
DMPC focus on the formation stabilization problems of
the MAS [40,45]. Recent advances in DMPC algorithms
lead to a profound interest in consensus problems, and
previous works along this research line include the MAS
with integrator dynamics [9, 15, 19], the general linear
MAS [10,11,37,38], and the nonlinear MAS [24]. In [9],
an MPC-based consensus protocol is proposed for the
MAS with single- and double-integrator dynamics over
the time-varying networks, where the geometric proper-
ties of the optimal path are used to prove the consensus
convergence. These two papers [11, 19] investigate the
consensus problem of the first-order and general linear
MAS and develop explicit consensus protocols via solv-
ing unconstrained DMPC problems; the necessary and
sufficient conditions are derived to ensure the consen-
sus. In [37], the optimal consensus problem of the asyn-
chronous MAS with single- and double-integrator dy-
namics is addressed via a DMPC algorithm, in which
the control inputs and the final consensus states are re-
garded as decision variables. The authors further extend
this method to the general linear MAS without consid-
ering the physical constraints in [38], in which a consen-
sus manifold is introduced such that the final consen-
sus state and inputs are treated as the augmented de-
cision variables of the DMPC optimization problem. It
is worth noting that these DMPC-based consensus al-
gorithms do not investigate the resilience issue of the
constrained MAS under the adversarial attacks.

Resilient consensus: For consensus problems with se-
curity issues, early resilient consensus can be found in
one of the seminal papers [17], where different subsys-
tems of the MAS can reach agreement in the presence
of Byzantine attacks. Recently, some notable resilient
consensus algorithms are reported to alleviate the ef-
fects of attacks and ensure the security of the MAS
in [3,6–8,14,18,25,27,29,31–35,44]. If attacks occur, the
detection and identification for misbehaving agents be-
comes crucial from the security viewpoint. Early meth-
ods in [27,36] adopt a bank of unknown-input observers
to detect and identify the fault behaviors or malicious at-
tacks. Note that these methods require global knowledge
of the communication topology and sufficient computa-
tional resources. To enable fully distributed implemen-
tation, Byzantine-resilient distributed observers are de-
veloped in [1]. The Mean-Subsequence-Reduced (MSR)
algorithm developed in [18] enables the MAS with inte-
grator dynamics to tolerate a finite number F of adver-
saries and still to reach resilient consensus when the com-
munication graph satisfies certain robustness properties.

More specifically, the MSR algorithm discards neigh-
bors’ suspicious or extreme scalar state values and up-
dates the control input with the remaining normal ones.
There are also several modified MSR-type algorithms
for resilient consensus in the literature [6, 7, 14, 34, 35];
however, it turns out to be technically challenging to
guarantee that the resulting states stay in the convex
hull of normal system states for the higher-dimensional
MAS in Rn, n ≥ 2. The authors in [43, 44] resort to the
distributed attack isolation algorithm to realize resilient
consensus by excluding the attacked agents. In most of
these methods, the resilient consensus of the MAS in the
presence of F adversarial attacks can be achieved if the
communication network is at least (2F + 1)-robust. It
is worth mentioning that the above-mentioned resilient
consensus methods for the MAS are studied in the ab-
sence of constraints. Given these facts, a question nat-
urally arises: Is it possible to develop a detection and
identification algorithm that relaxes the restriction on the
network robustness (i.e., (2F +1)-robust) while guaran-
teeing the resilient consensus of the general linear con-
strained MAS in the presence of F adversarial attacks?

Contributions: In this work, we give the affirmative an-
swer to this question. To the best of our knowledge, this
is the first work of tackling the resilient consensus prob-
lem of the general linear MAS with input constraints.

• First, a DMPC-based resilient consensus framework is
proposed for the general linear MAS with input con-
straints. Note that most of the existing resilient con-
sensus algorithms are only applicable for the MAS
with the simple integrator dynamics, not to mention
the case where the constraints are taken into account.
Moreover, the proposed DMPC-based consensus al-
gorithm is implemented in parallel since the previous
optimal predicted trajectories are employed to esti-
mate the current optimal predicted trajectories with
the bounded estimation error guarantee.

• Second, in contrast to existing resilient consensus
works [3, 6–8, 14, 18, 25, 27, 29, 31–35, 44], where each
agent discards F largest and F smallest state values
received from its neighbors, in this paper, we propose
a novel distributed detection algorithm that only
requires the normal agent to detect and discard at
most F adversarial attacks. The proposed algorithm
greatly reduces the requirement on the robustness of
the communication networks, which constitutes one
of our main contributions.

The rest of this paper is organized as follows: Section 2
provides the adversarial attackmodel and formulates the
resilient consensus problem. In Section 3, we present the
estimation error set and the resilient set. The DMPC-
based resilient consensus framework is developed for the
constrained MAS in Section 4. Section 5 gives the the-
oretical analysis of the recursive feasibility and the re-
silient consensus convergence. Section 6 gives the simu-
lation results of the proposed method before the conclu-
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sion in Section 7.

Notations: The symbols N≥0 and N[m,n] denote the sets
of the nonnegative integers and integers in the inter-
val [m,n], respectively. For x ∈ Rn, ∥x∥ denotes the
Euclidean norm, ∥x∥2P denotes the weighted Euclidean
norm xTPx, where P is positive definite. [xT

1 , . . . , x
T
n ]

T

is written as col(x1, . . . , xn). Given two sets X ,Y ⊆ Rn,
the set operation X\Y is defined as X\Y := {x | x ∈
X , x /∈ Y}. The set addition is X ⊕ Y := {x + y | x ∈
X , y ∈ Y}, and the set subtraction is X⊖Y := {x ∈ Rn |
x⊕Y ⊆ X}. IM ∈ RM×M is the identity matrix, and 1
is the all-ones vector with proper dimensions. λ̄(Q) and
λ(Q) denote the largest and smallest eigenvalues of the
matrix Q, respectively. ρ(Q) denotes the spectral radius
of the matrix Q. The symbol ⊗ denotes the Kronecker
product. x(t) denotes the state x at time t, and x(t+k|t)
denotes the predicted state within the controller at some
future time t+ k determined at time t.

2 Preliminaries and problem formulation

2.1 Graph theory

Consider a group of agents interacting over a time-
dependent undirected graph G(t) = {V, E(t)}, where
V = {1, 2, . . . ,M} is the set of agents, and the edge set
E(t) ⊆ V × V describes the time-varying connections
between agents, with t ∈ N≥0. An edge (i, j) ∈ E(t)
implies that agent i can exchange information with
agent j at time t. Let A(t) = [aij(t)] ∈ RM×M be
the weighted adjacency matrix of G(t), with the (i, j)-
entry aij(t) > α and 0 < α < 1. Agent i and agent j
are called broadcaster and receiver, respectively, when
agent i broadcasts the information to the neighbor j.
The set of agent i’s neighbors at time t is denoted by
Ni(t) = {j ∈ V | (i, j) ∈ E(t), i ̸= j}. The weighted
Laplacian matrix L(t) ∈ RM×M is symmetric with
Lii(t) =

∑
j∈Ni(t)

aij(t) ≤ 1, Lij(t) = −aij(t). The

cardinality of a set N is denoted as |N |.

The following r-robustness notations introduced in [18]
guarantee the connectivity of a graph G when some
agents discard a certain number of communication links.

Definition 1 (r-reachable set [18]) Given a graph G and
a nonempty subset S ⊂ V, the set S is r-reachable if
∃ i ∈ S such that |Ni\S| ≥ r, r ∈ N≥1.

Definition 2 (r-robust graph [18]) A nonempty graph G
is r-robust (r < M) if for any pair of nonempty disjoint
subsets of V, at least one of the subsets is r-reachable.

Note that a time-dependent graph G(t) is r-robust if for
its temporal topology is an r-robust graph.

2.2 Resilient consensus of the constrained MAS

Consider a group of agents, and agent i, i ∈ V is de-
scribed by

xi(t+ 1) = Axi(t) +Bui(t), t ∈ N≥0, (1)

where xi(t) ∈ Rn and ui(t) ∈ Rm are the system state
and control input of agent i, respectively. Each agent
satisfies the control input constraint set, i.e.,

ui(t) ∈ Ui ⊂ Rm, (2)

where Ui contains the origin.

In what follows, we introduce the notations of adversarial
links/agents and resilient consensus [18]. Let VN (t) ⊂ V
and VA(t) ⊂ V denote the set of normal and adversarial
agents at time t, respectively. Analogously, the edge set
can be partitioned into two disjoint subsets: a set of the
normal links EN (t) and a set of adversarial links EA(t).

Definition 3 (Normal agent) An agent in (1) is normal
if it updates system states and broadcasts information
based on the designed consensus protocol.

Definition 4 (Adversarial agent) An edge (i, j) ∈ E(t)
is adversarial if it transmits arbitrary value from agent
i to agent j, i ∈ V, j ∈ Ni(t). An agent in (1) is adver-
sarial if it broadcasts arbitrarily different state values to
its neighbors.

Note that the definition of adversarial agents in this work
covers both the malicious agent and Byzantine agent.
The malicious agent sends the same misbehaving infor-
mation to all of its neighbors; the Byzantine agent sends
the different misbehaving information to its neighbors.
The adversarial behaviors in this paper are categorized
into two types: 1) Adversarial links are removed from
the graph network, in which only the broadcast informa-
tion to its neighbors is malicious; 2) Adversarial agents
are removed from the original graph network, where the
adversarial agents include the malicious and Byzantine
attackers.

Definition 5 (F -locally adversarial graph) The graph
G is F -locally adversarial, if for each normal agent
i, i ∈ VN (t), the number of adversarial neighboring
links/agents is no more than F , i.e., |EA ∩ {(j, i), j ∈
Ni}| ≤ F or |Ni ∩ VA| ≤ F .

It is assumed that an upper bound for the number of
adversarial links/agents F is available for each normal
agent. For simplicity, we call the adversarial links/agents
as adversarial attacks hereafter. Let {ti1, ti2 . . . , tiF } de-
note the attack time sequence of agent i, i ∈ VA(t) with
tiτ ∈ N≥1 and τ ∈ N[1,F ].
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Our objective in this paper is to design a distributed
resilient consensus protocol such that the constrained
MAS with F -locally adversarial attacks over the F + 1
robust communication network that attains

1) Resilient agreement : For the MAS (1) in the pres-
ence of F -locally adversarial attacks, it holds that
limt→∞ ∥xi(t)− xj(t)∥ = 0, i, j ∈ VN (t), j ∈ Ni(t).

2) Constraint satisfaction: Agent i, i ∈ VN (t)

xi(t+ 1) = Axi(t) +Bui(t),

satisfies the constraint (2) for all t ∈ N≥0.

3 Estimation error set and resilience set

This section specifies an estimation error set for the
broadcaster to achieve the parallel implementation of the
distributed control algorithm requiring only neighbor-
to-neighbor communication. Furthermore, a resilience
set is designed for the receiver, based on which we de-
velop the distributed attack detection algorithm.

3.1 Estimation error set

Most of the existing DMPC algorithms assume that
the communication among agents is perfect, and the in-
formation can be exchanged simultaneously (e.g., see
[20, 45]). However, it is unfeasible for agents to calcu-
late the predicted state sequences while exchanging them
simultaneously in practice. Alternatively, the assumed
predicted state sequences are exchanged among theMAS
in this paper. Exactly, the assumed predicted state se-
quence (i.e., the predicted state sequence broadcast at
the previous time instant t) is used to estimate the op-
timal predicted state sequence at t + 1, t ∈ N≥0. Let
x̂i(t+1) = col(x̂i(t+1|t+1), . . . , x̂i(t+1+N |t+1)) be
the assumed state sequence of agent i, i ∈ V hereafter;
x̂i(t+ 1 + k|t+ 1) is constructed as

x̂i(t+ k|t+ 1) = x∗
i (t+ k|t), k ∈ N[1,N+1], (3)

in which t ∈ N≥0, and u∗
i (·|t) and x∗

i (·|t) are, respec-
tively, the optimal control inputs and the optimal pre-
dicted states generated by solving the DMPC optimiza-
tion problem Pi defined in Section 4 at time t.

In the case of the parallel implementation, the estimation
errors induced by the non-simultaneous transmission can
be regarded as external disturbances. Then a set ∆ is
designed to restrict the estimation error such that the
deviation between the actual predicted state and the
broadcast assumed predicted state is bounded. That is,
the actual predicted state of agent i, i ∈ V is required to
lie in a neighborhood of the assumed predicted state

xi(t+ k|t) ∈ x̂i(t+ k|t)⊕∆, k ∈ N≥0, (4)

with ∆ = {δ ∈ Rn | ∥δ∥ ≤ η, η > 0}.

3.2 Resilience set

In this work, the communication graph G is assumed to
have F -locally adversarial attacks. Note that each nor-
mal agent has to detect and discard adversarial attacks
to eliminate the potential adverse effect; otherwise, the
consensus of the MAS cannot be reached. Intuitively,
each agent should have more than F neighbors to guar-
antee the connectivity of the graph G with adversarial
attacks. Here, a resilience set R is designed for the re-
ceiver based on the estimation error set to detect and
identify adversarial attacks, which is defined by R = ∆.
Next, the receiver can categorize the received predicted
state information of neighbors into two types as follows.

1) Normal communication: If the predicted state of
neighbors x̂j(t+ k|t), j ∈ Ni(t) satisfies

x̂j(t+ k|t)− x̂j(t+ k|t− 1) ∈ R, k ∈ N≥0, (5)

then the link (i, j) is normal. From (5), it is observed
that the assumed predicted state x̂j(t+k|t−1) broad-
cast at time t−1 serves as the center of the tubeRj(t).

2) Adversarial communication: If the received assumed
predicted state sequence x̂j(t+ k|t) satisfies

x̂j(t+ k|t)− x̂j(t+ k|t− 1) /∈ R, k ∈ N≥0, (6)

then the communication between agent i and j is
adversarial. The adversarial predicted state sequence
will be discarded and not involved in the consensus
protocol design for agent i (which implies aij(t) = 0).

Note that only the adversarial predicted state sequence
induced by the cyber-attacks needs to be detected based
on the broadcast assumed predicted state sequence and
the resilience set as in (5) and (6). Notice that we assume
that no adversarial attacks occur in the MAS at the
initial time instant.

Remark 6 Incorporating the constraint (4) into the
DMPC optimization problem can restrain the deviation
between the intended behavior of agent i and what its
neighbor j, j ∈ Ni(t) believes how agent i will behave. In
this way, the distributed optimization problems are solved
in parallel with the pre-specified bound on the estimation
errors. Similar constraint is also studied in [28,40]. Note
that this constraint is considered only from the broad-
caster perspective. However, when it comes to the MAS
under cyber-attacks, the consistency constraint for the
broadcaster in [28, 40] might not guarantee the resilient
consensus since the attackers tamper with the broadcast
information in the communication channel. As a distinct
feature, the resilient set designed from the receiver side
aims to detect and identify the adversarial attacks, en-
abling the resilient consensus of the MAS to be achieved.
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3.3 Distributed detection algorithm

According to the conditions in (5) and (6), the broadcast
information is discarded once the adversarial attacks are
detected. The distributed attack detection algorithm is
designed for each agent as follows.

Algorithm 1 Distributed attack detection algorithm

Input: The broadcast predicted state sequence x̂j(t) of
agent j, j ∈ Ni(t− 1), t ∈ N≥1.
Output: The neighboring set Ni(t) and the weight
aij(t).

Require: The estimation error set ∆, the assumed pre-
dicted states x̂j(t− 1) and aij(t− 1), with aij(0) =
1/|Ni(0)|.

1: for j = 1 to |Ni(t− 1)| do
2: Receive the assumed predicted states x̂j(t);
3: if The condition (6) holds then
4: aij(t)← 0;
5: |Ni(t)| ← |Ni(t− 1)| − 1;
6: else
7: aij(t)← aij(t− 1);
8: end if
9: end for

Wireless Network

𝑚𝑎𝑥…𝑚𝑖𝑛

(a) MSR algorithms

Wireless Network

(b) Algorithm 1

Fig. 1. Illustration of two types of attack detection algorithms
for the MAS in the presence of F = 2 locally adversarial at-
tacks. (a) MSR-type algorithm: Each normal agent requires
at least five communication connections from its neighbors.
(b) Algorithm 1: Each normal agent only requires three
communication links from its neighbors.

Remark 7 The redundant communication links are
crucial to achieving resilient consensus for the MAS in
the presence of adversarial attacks. MSR-type algorithms
have been extensively studied for the resilient consensus
problem of the MAS [6, 7, 14, 18, 34, 35]. As shown in
Fig. 1a, these algorithms usually require that each nor-
mal agent gathers all neighbors’ information, sorts the
received information, and discards F small and F large
extreme state values. Intuitively, MSR-type algorithms
collect and detect adversarial attacks in a centralized
way, resulting in a high requirement for network robust-
ness. To avoid the influence of F adversarial attacks,
the communication graph G has to be 2F + 1 robust.

In contrast, the proposed detection algorithm checks the
broadcast information from neighbors in a distributed
fashion, significantly relaxing the requirement on the
network robustness. Notably, each normal agent only ig-
nores at most F neighbors’ information for the MAS in
the presence of F -locally adversarial attacks, as shown
in Fig. 1b. The relaxed robustness of the communication
graph constitutes a distinct contribution to this paper.

4 DMPC for resilient consensus

The proposed DMPC-based consensus protocol consists
of the sum of the pre-designed consensus protocol and
the online DMPC input.

The DMPC-based resilient consensus scheme for an
MAS example of three agents in the presence of adver-
sarial attacks is illustrated in Fig. 2. For each agent i,
i ∈ V, the scheme mainly consists of six parts: the con-
trolled system, DMPC controller, broadcaster, receiver,
attack detector and wireless network. Algorithms 1 is
performed in the attack detector.

Agent 1

Agent 2 Agent 3

System

DMPC

Broadcaster

!𝒙!

𝑥!𝑢!∗ Receiver

Detector

!𝒙#!𝒙$

!𝒙$

Fig. 2. The DMPC-based resilient consensus scheme for the
MASs (consisting of three agents withN1 = {2, 3},N2 = {1}
and N3 = {1}). In the wireless communication network, the
information between agents is transmitted using broadcast
mechanism.

4.1 Pre-designed consensus protocol

At time t, the control input for agent i is determined
based on the relative states with its neighbors, i.e.,

ui(t) = K(t)
∑

j∈Ni(t)

aij(t)(xi(t)− xj(t)) + ci(t), (7)

where κi(t) = K(t)
∑

j∈Ni(t)
aij(t)(xi(t) − xj(t)) is the

pre-designed consensus input, and ci(t) is a decision vari-
able of the DMPC optimization problem Pi. Note that
the adversarial attacks may yield a time-dependent com-
munication network.

The “pre-stabilizing” control for the stabilization prob-
lem of the single system in [5] is extended to consider
the consensus problem of the constrained MAS. The
advantages of the proposed protocol lie in the following
aspects: 1) The pre-designed protocol κi(t) achieves
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consensus for the unconstrained MAS concerning a
quadratic performance criterion [16]. ci(t) is calculated
online via solving the DMPC optimization problem.
The proposed consensus protocol can provide a subopti-
mal consensus performance while ensuring the satisfac-
tion of the constraints. 2) Compared with the existing
DMPC methods [20, 42], the knowledge of the commu-
nication topology is explicitly exploited to construct the
pre-designed consensus protocol, which facilitates the
consensus convergence analysis of the constrained MAS.

4.2 DMPC for constrained consensus

Each agent has a local cost function Ji(ci(t)),

Ji(ci(t)) =

N∑
k=0

∥ci(t+ k|t)∥2Ψ, (8)

where the weighting matrix Ψ is positive definite,
N ∈ N≥1 is the prediction horizon, and ci(t) =
col(ci(t|t), . . . , ci(t + N |t)) is the control sequence. At
time t, given the system state xi(t) of agent i, i ∈ V and
its neighbors’ assumed predicted state sequence x̂j(t),
j ∈ Ni(t), the DMPC problem Pi is given as follows

min
ci(t)

Ji(ci(t))

s.t. xi(t|t) = xi(t), (9a)

xi(t+ k + 1|t) = Axi(t+ k|t) +Bui(t+ k|t), (9b)

ui(t+ k|t) = κ̂i(t+ k|t) + ci(t+ k|t), (9c)

ui(t+ k|t) ∈ Ui, (9d)

xi(t+ k|t) ∈ x̂i(t+ k|t)⊕∆, (9e)

where κ̂i(t + k|t) = K(t)
∑

j∈Ni(t)
aij(t)(xi(t + k|t) −

x̂j(t+k|t)), k ∈ N[0,N ]. Let c
∗
i (t) = col(c∗i (t|t), . . . , c∗i (t+

N |t)) be the optimal solution to the optimization prob-
lem Pi at time t. We have the optimal control input
u∗
i (·|t) for agent i

u∗
i (t+ k|t)

=K(t)
∑

j∈Ni(t)

aij(t)(x
∗
i (t+ k|t)

− x̂j(t+ k|t)) + c∗i (t+ k|t),

(10)

with k ∈ N≥0. The optimal control input sequence at
t is u∗

i (t) = col(u∗
i (t|t), . . . , u∗

i (t + N |t)) and the corre-
sponding optimal predicted state is

x∗
i (t+ k + 1|t) = Ax∗

i (t+ k|t) +Bu∗
i (t+ k|t), (11)

where the optimal state sequence is denoted by x∗
i (t) =

col(x∗
i (t|t), . . . , x∗

i (t +N |t)). Further, applying the first
term of the optimal control input in (10) to the system
in (1) yields the closed-loop system immediately

xi(t+ 1) = Axi(t) +Bu∗
i (t|t). (12)

Assumption 8 For agent i, i ∈ V, there exists a suffi-
cient large prediction horizonN for the DMPC optimiza-
tion problem Pi such that κ̂i(t+ k|t) ∈ Ui, k ∈ N≥N .

Let ζi(t + k|t) = xi(t + k|t) − x̄−i(t + k|t) be the
average predicted error state, where x̄−i(t + k|t) =∑

j∈Ni(t)
aij(t)xj(t+ k|t). The original consensus prob-

lem Pi can be converted into a stabilization problem.
Given the initial state ζi(t|t) and the optimal control
input u∗

i (t+k|t), the techniques for the stabilizing MPC
in [2] can be used to find a finite prediction horizon N
fulfilling Assumption 8.

Note that each agent can verify the information
from its neighbors at each time step based on Al-
gorithm 1 to detect and isolate the adversarial
attacks. The pre-designed consensus gain K(t) =
−1/λM (t)BTΨA/(BTΨB + R) is recalculated once at-
tacks occur, where λM (t) is the maximum eigenvalue of
the graph G(t) [41]. λM (t) is updated when the graph
topology G(t) changes. The overall DMPC-based con-
sensus algorithm is summarized in Algorithm 2.

Algorithm 2 DMPC-based consensus protocol

Require: The weighting matrix Ψ, the set ∆, the initial
assumed state x̂i(k|0) = Akxi(0), k ∈ N≥0, the pre-
designed feedback gainK(0), and other parameters.
Set t = 1.

1: while For agent i, the control is not stopped do
2: Measure the current system state xi(t);
3: Receive and evaluate the assumed state sequence

of neighbors x̂j(t), j ∈ Ni(t) as in Algorithm 1;
4: if aij(t) == 0 then
5: Update the gain K(t);
6: else
7: K(t) = K(t− 1);
8: end if
9: Solve the optimization problemPi in (9) to gener-

ate the optimal control sequence c∗i (t) and u∗
i (t),

and the optimal predicted state sequence x∗
i (t);

10: Apply the control input u∗
i (t|t) to agent i;

11: Broadcast the assumed predicted sequence x̂i(t+
k|t), t ∈ N≥0 as in (3) to agent j, j ∈ Ni(t);

12: t = t+ 1;
13: end while

Remark 9 We note that most of the existing results
on resilient consensus have only dealt with the uncon-
strained MAS with single-integrator dynamics (see, e.g.,
[6,7,13,18,33,34]), which cannot be directly applied for
the constrainedMAS with general linear dynamics. Thus,
the proposed DMPC-based resilient consensus algorithm
for the constrained MAS is more general and practical.

Compared with the conventional DMPC algorithms,
the computational complexity of the proposed algo-
rithm does not increase when the MAS is attacked since
the attacked agents will be isolated and removed from
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the communication networks, which releases the cor-
responding computational resources. Meanwhile, only
the gain K(t) needs to be recalculated. As a result, the
proposed algorithm can be applied for the large-scale
MAS with suitable robust networks.

5 Theoretical analysis

Before proceeding to the theoretical analysis, we illus-
trate the relationship of the theoretical results, as shown
in Fig. 3.
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Convergence
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𝜌 𝐴 + 𝜆!𝐵𝐾
≤ 1

Lemma 14

Summable
sequence

Fig. 3. Illustration of the relation among the recursive feasi-
bility and the resilient consensus convergence.

5.1 Recursive feasibility analysis

The adversarial attacks on the MAS may result in a
varying communication network and a different consen-
sus gain K(t). Consequently, we discuss the feasibility
of the cases with and without attacks in the sequel.

Theorem 10 For the constrained MAS with F -locally
adversarial attacks, suppose that Assumption 8 is sat-
isfied. If the conditions

ρ(

N∑
s=0

AN−s
K BK(t)) ≤ 1, (13)

and
ρ(AK) < 1 (14)

are satisfied, with AK = A+BK(t), the adversarial at-
tacks can be detected viaAlgorithm 1, and the optimiza-
tion problem Pi in (9) is feasible at t, i ∈ VN (t), t ∈ N≥0,
then it admits a feasible solution at t+ 1.

PROOF. Suppose that the optimal solution to the lo-
cal optimization problem in (9) exists at time t. We

first demonstrate that there are no attacks on the MAS
(Case 1), then show that there exist attacks (Case 2).

Case 1: No attacks occur at t+1: A candidate input
sequence c̃i(t + 1) at t + 1 is then created by dropping
the first input and appending a terminal zero element of
the optimal control at t, that is,

c̃i(t+ 1 + k|t+ 1) = c∗i (t+ 1 + k|t), k ∈ N[0,N−1],

c̃i(t+ 1 +N |t+ 1) = 0.
(15)

Note that the assumed predicted state sequence x̂j(t+
1), j ∈ Ni(t + 1), can be received by agent i at t + 1,
the control input sequence ũi(t + 1) = col(ũi(t + 1|t +
1), . . . , ũi(t+ 1+N |t+ 1)) for agent i is constructed as

ũi(t+ 1 + k|t+ 1)

=K(t)
∑
j∈Ni

aij(t)(x̃i(t+ 1 + k|t+ 1)

− x̂j(t+ 1 + k|t+ 1)) + c̃i(t+ 1 + k|t+ 1),

(16)

where K(t+1) = K(t), aij(t+1) = aij(t), k ∈ N≥0 and
the system state x̃i(t+1+k|t+1) satisfies the following
difference equation

x̃i(t+ 1 + k + 1|t+ 1)

=Ax̃i(t+ 1 + k|t+ 1) +Bũi(t+ 1 + k|t+ 1),
(17)

with the initial condition x̃i(t+ 1|t+ 1) = xi(t+ 1). By
(10) and (17), we know that xi(t+ 1) = x∗

i (t+ 1|t).

From (15) and (16), one gets

ũi(t+ 1|t+ 1)

=K(t)
∑
j∈Ni

aij(t)
(
x̃i(t+ 1|t+ 1)− x̂j(t+ 1|t)

+ x̂j(t+ 1|t)− x̂j(t+ 1|t+ 1)
)
+ c̃i(t+ 1|t+ 1)

=K(t)
∑
j∈Ni

aij(t)
(
x∗
i (t+ 1|t)− x̂j(t+ 1|t)

)
+ c∗i (t+ 1|t)

+K(t)
∑
j∈Ni

aij(t)
(
x̂j(t+ 1|t)− x∗

j (t+ 1|t)
)

=u∗
i (t+ 1|t) +K(t)

∑
j∈Ni

aij(t)
(
x̂j(t+ 1|t)− x∗

j (t+ 1|t))
)

=u∗
i (t+ 1|t) +K(t)wi(t+ 1|t).

Indeed, substituting the control input ũi(t+ 1|t+ 1) to
the system in (17) yields

x̃i(t+ 2|t+ 1)

=Ax̃i(t+ 1|t+ 1) +Bũi(t+ 1|t+ 1)

=Ax∗
i (t+ 1|t) +Bu∗

i (t+ 1|t) +BK(t)wi(t+ 1|t)
=x∗

i (t+ 2|t) +BK(t)wi(t+ 1|t).
(18)
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Proceeding forward, the state sequence candidate is then
derived as

x̃i(t+ 1 + k|t+ 1)

=x∗
i (t+ 1 + k|t)

+

k−1∑
s=0

Ak−1−s
K BK(t)wi(t+ 1 + s|t).

(19)

Define the variable rki (t+ 1) ∈ Rn for agent i by

rki (t+ 1) =


0, k = 0,
k−1∑
s=0

Ak−1−s
K BK(t)wi(t+ s|t), k ∈ N[1,N ],

and one obtains the corresponding set

Rk
i (t+ 1) =


0, k = 0,
k−1⊕
s=0

Ak−1−s
K BK(t)Wi, t ∈ N[1,N ],

(20)
where rki (t + 1) ∈ Rk

i (t + 1). Since
∑

j∈Ni(t+1) aij(t +

1) ≤ 1, and ρ(
∑N−1

s=0 AN−1−s
K BK(t)) ≤ 1, it holds that

RN
i =

⊕N−1
s=0 AN−s

K BK(t)Wi ∈ ∆. Thus, we claim that
the constraint (9e) of Pi is satisfied.

Let ū∗
i (t+ k|t) = K(t)

∑
j∈Ni

aij(t)
(
x∗
i (t+ k|t)−x∗

j (t+

k|t)
)
+ c∗i (t+ k|t) be the nominal optimal control input

with k ∈ N[0,N−1]. The nominal optimal control input

satisfies ū∗
i (t + k|t) ∈ U i, where U i = Ui ⊖ K(t)∆. It

should be mentioned that the nominal optimal control
input ū∗

i (·|t) is not implemented to the actual system,
since x∗

j (t + k|t), j ∈ Ni(t) is not available for agent i,
i ∈ VN (t) at time t. But it is used in the analysis of the
feasibility. Next, substituting (19) into (16) yields

ũi(t+ k|t+ 1) = ū∗
i (t+ k|t) +K(t)rki (t+ 1), (21)

where k ∈ N[1,N ]. Since the optimal control input tra-
jectory u∗

i (t) is assumed to be feasible at time t, we then
have ū∗

i (t+ k|t) ∈ U i, k ∈ N. In addition, rki (t+1) ∈ ∆.
Hence, at time t+ 1, from (16) and (21), we get

ũi(t+ k|t+ 1) ∈ Ui, (22)

with k ∈ N[1,N ]. Furthermore, Assumption 8 ensures
that ũi(t + 1 + N |t + 1) ∈ Ui. Thus, the control input
constraint in (9d) holds. Thus, the recursive feasibility
is ensured for the case of attack-free at time t+ 1.

Case 2: Attacks occur at t + 1 : A candidate input
sequence c̃i(t + 1) is constructed based on the optimal

control sequence u∗
i (t+ k|t), i.e.,

c̃i(t+ 1 + k|t+ 1)

=u∗
i (t+ 1 + k|t)−K(t+ 1)

∑
j∈Ni(t+1)

aij(t+ 1)(
x̃i(t+ 1 + k|t+ 1)− x̂j(t+ 1 + k|t+ 1)

)
,

(23)

with k ∈ N[0,N ]. The control input sequence ũi(t+1) =
col(ũi(t+1|t+1), . . . , ũi(t+1+N |t+1)) then becomes

ũi(t+ 1 + k|t+ 1) = u∗
i (t+ 1 + k|t), (24)

where k ∈ N[0,N−1]. In addition, one can construct c̃i(t+
1+N |t+1) such that ũi(t+1+N |t+1) ∈ Ui. Therefore,
the control constraint (9d) is ensured at time t+ 1.

With the initial condition x̃i(t + 1|t + 1) = x∗
i (t + 1|t),

then the corresponding system state x̃i(t+ 1 + k|t+ 1)
will be

x̃i(t+ 1 + k|t+ 1) = x∗
i (t+ 1 + k|t), (25)

where k ∈ N[0,N ]. Because of x
∗
i (t+N + 1|t) = Ax∗

i (t+
N |t) +Bu∗

i (t+N |t) and ũi(t+N |t+ 1) = u∗
i (t+N |t),

we obtain x̃i(t+ 1+N |t+ 1) = x∗
i (t+ 1+N |t). Hence,

the constraint (9e) holds.

From (24) and (25), the feasibility is established at time
t + 1 when attacks occur. Thereby, the proof of the re-
cursive feasibility is completed. ■

In Theorem 10, the recursive feasibility of the DMPC-
based consensus algorithm is provided for the normal
agents. Once agent i, i ∈ V is attacked at time tiτ , then we
don’t analyze the feasibility of the optimization problem
Pi at time t′, with t′ > tiτ and t′ ∈ N≥1.

5.2 Consensus analysis

In this subsection, we first present four technical lemmas
and then provide the proof of Theorem 15.

The following lemma (see [22, Theorem 1]) provides a
consensus condition for the discrete-time MAS.

Lemma 11 For the MAS over the network G, the con-
sensus of the MAS is achieved if and only if there ex-
ists a consensus gain K ∈ Rm×n such that the inequality
ρ(A + λiBK) < 1 holds, where λi, i = 2, 3, . . . ,M , are
the nonzero eigenvalues of the Laplacian matrix L.

The following results on {θk}, {µk} and {σk} are funda-
mental to the consensus convergence analysis, and the
proof can be found in [4, Lemma 1].
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Lemma 12 Let {θk}, {µk} and {σk} be non-negative
sequences, suppose

∑∞
k=1 σk <∞ and

θk ≤ θk−1 − µk−1 + σk−1, ∀k ∈ N≥1,

then the sequence {θk} converges and
∑∞

k=1 µk <∞.

Lemma 13 For theMAS (1) in the presence ofF -locally
adversarial attacks, if the initial state xi(0) is feasible and∑∞

k=0 ∥ci(t + k|t)∥2Ψ < ∞, t ∈ N≥0, then the sequence
ci(t) satisfies limt→∞ ci(t) = 0.

PROOF. To prove the convergence of ci(t) as t→∞,
we introduce the following function

Vi(t) = Ji(c
∗
i (t)) =

N∑
k=0

∥c∗i (t+ k|t)∥2Ψ.

Consider the control input sequence c̃i(t+1) in (15) for
the MAS when there exist no attacks at t+1, and we get

Ṽi(t+ 1) =

N∑
k=0

∥c̃i(t+ 1 + k|t+ 1)∥2Ψ

=Vi(t)− ∥c∗i (t|t)∥2Ψ.

It follows fromTheorem10 that the control input c̃i(t+
1) is a feasible but not necessarily an optimal solution
of the problem Pi at t+ 1. Then, one has

Vi(t+ 1) ≤ Ṽi(t+ 1) = Vi(t)− ∥c∗i (t|t)∥2Ψ.

It holds that

Vi(t+ 1)− Vi(t) ≤ −∥c∗i (t|t)∥2Ψ. (26)

Note that there are at most F -locally adversarial attacks
for agent i, i ∈ V, which implies that the control input
candidate in (23) are adopted no more than F times
during the time interval N[1,ti

F
]. Also note that C̄i =∑F

τ=1

∑N
k=0 ∥c̃i(tiτ + k|tiτ )∥2Ψ <∞, with τ ∈ N[1,F ].

Upon summing up Vi(t + 1) − Vi(t) in (26) from t = 0
to t = k, we get

lim
k→∞

k∑
t=0

(Vi(t+ 1)− Vi(t))

≤ lim
k→∞

Vi(k + 1)− Vi(0) + C̄i

≤− lim
k→∞

k∑
t=0,t̸=tiτ

∥c∗i (t|t)∥2Ψ + C̄i,

(27)

and Vi(t) as t→∞, satisfies

0 ≤ Vi(∞) ≤ Vi(t)− lim
k→∞

k∑
t=0

∥c∗i (t|t)∥2Ψ + C̄i <∞,

where Vi(∞) = limt→∞ Vi(t). Using Lemma 12,
one obtains that Vi(t) converges as t → ∞. One fur-
ther has limt→∞ ∥c∗i (t|t)∥2Ψ = 0, which implies that
limt→∞ ∥ci(t)∥ = 0. By now, we have shown the conver-
gence of the control variable ci(t). ■

Next, we recall a lemma from [26, Lemma 7].

Lemma 14 For any given scalar β ∈ (0, 1), suppose that
the summable sequence {α(t)} satisfies limt→∞ α(t) = 0,

then it holds that limk→∞
∑k

t=0 β
k−tα(t) = 0.

The consensus property of the MAS under the DMPC
algorithm is reported as follows.

Theorem 15 Consider the constrained MAS (1) in the
presence of F -locally adversarial attacks. Suppose that
the communication network G is F + 1 robust, then the
normal agents achieve resilient consensus under the re-
cursively feasible Algorithm 2, with i, j ∈ VN (t) and
v′ = |VN (t)|.

PROOF. Substitute (9) into (4), and we obtain

x(t+1) = (Iv′⊗A+L⊗BK)x(t)+(IM⊗B)c(t), (28)

in which x(t) = col(x1(t), x2(t), . . . , xv′(t)), L = L(t),
c(t) = col(c1(t), c2(t), . . . , cv′(t)), and K = K(t). Note
that corresponding variables and matrices for the MAS
in (28) have the compatible dimensions concerning the
normal agents.

The average state of the MAS is defined by x̄(t) =
1/v′(1T ⊗ In)x(t) ∈ Rn, with 1 denotes a compatible
vector with all elements to be 1. Then,

x̄(t+ 1) =
1

v′
(1T ⊗A)x(t) +

1

v′
(1TL ⊗BK)x(t)

+
1

v′
(1T ⊗B)c(t)

=
1

v′
(1T ⊗A)x(t) +Bc̄(t)

=Ax̄(t) +Bc̄(t),

(29)

with c̄(t) = (1T ⊗ In)c(t)/v
′. Define ξi(t) = xi(t)− x̄(t)

and ξ = col(ξ1, ξ2, . . . , ξv′), i ∈ VN (t), then we have

ξ(t+ 1) =(Iv′ ⊗A+ L ⊗BK)ξ(t)

+ (Iv′ ⊗B)
(
(Iv′ − 1T1

v′
)⊗ Im

)
c(t).

(30)
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There always exists an orthogonal matrix U =
[1/
√
v′, U2, . . . , Uv′ ] ∈ Rv′×v′

such that the Laplacian
matrix is diagonalized, i.e.,UTLU = diag(0, λ2, . . . , λv′),
where Ui, i ∈ N[2,v′] is an orthogonal eigenvector of L.

Using the property of Kronecker product, one obtains

(UT ⊗ In)(Iv′ ⊗A+ L ⊗BK)(U ⊗ In)

=diag(A,A+ λ2BK, . . . , A+ λv′BK).

Define ξ̃(t) = col(ξ̃1(t), ξ̃2(t), . . . , ξ̃v′) = (UT ⊗ In)ξ(t),
then (30) is expressed by

ξ̃(t+ 1) =diag(A,A+ λ2BK, . . . , A+ λv′BK)ξ̃(t)

+ (UT ⊗ In)(Iv′ ⊗B)
(
(Iv′ − 1T1

v′
)⊗ Im

)
c(t).

Next, we define the transition matrix Φ = diag(A,A +
λ2BK, . . . , A + λv′BK) and B = (Iv′ ⊗ B)

(
(Iv′ −

1T1/v′)⊗ Im
)
, then (30) becomes

ξ̃(t+ 1) = Φξ̃(t) + Bc(t),

which implies that ξ̃(t) = Φtξ̃(0) +
∑t−1

k=0 Φ
kBc(t− 1−

k), t ∈ N≥1.

It is easy to know that ξ̃1(t) = 1/
√
v′(

∑v′

i=1 ξi(t)) = 0.
Also, due to ρ(A+λiBK) < 1, i ∈ N[2,v′], we obtain the

term limt→∞ Φtξ̃(0) = 0.

Since ρ(A + λiBK) < 1, one gets ∥(Iv′ − 1T1/v′) ⊗
Im∥ρ(A + λiBK)t < 1. In light of this, there always
exists a constant β ∈ (0, 1), such that

∥
(
(Iv′ − 1T1

v′
)⊗ Im

)
Φt∥ ≤ βt < 1. (31)

Define E(t−1−k) = ∥Iv′ ⊗B∥∥c(t−1−k)∥. Using the
Cauchy-Schwarz inequality and (31), we have

lim
t→∞

t−1∑
k=0

ΦkBc(t− 1− k)

≤ lim
t→∞

t−1∑
k=0

∥(Iv′ − 1T1

v′
)⊗ ImΦk∥E(t− 1− k)

≤ lim
t→∞

t−1∑
k=0

βkE(t− 1− k).

Using Lemma 13 and Lemma 14, we get

lim
t→∞

t−1∑
k=0

ΦkBc(t− 1− k) = 0, (32)

implying that limt→∞ ∥xi(t)− xj(t)∥ = 0, i, j ∈ VN (t).
Therefore, the constrained MAS under F -locally adver-
sarial attacks reaches resilient consensus. The proof is
completed. ■

For Algorithms 1, 2 and Theorem 10, we make the
following remarks.

1) Comparison with existing resilient consensus
algorithms. Resilient consensus algorithms for the
constrained MAS are rarely studied in the litera-
ture [12]. A recent result [35] shows that the resilient
consensus of the MAS with state constraints can be
achieved. The projection-based resilient consensus
method is designed based on MSR-type algorithms,
where the control input is determined by continuously
checking fi(xi) and ḟi(xi); fi(xi) and ḟi(xi) specify
the state constraint region and the state changing
trend, respectively. Similar to the MSR-type algo-
rithms, the resilient algorithm also has a high re-
quirement for the robustness of the communication
networks. Especially, this algorithm only considers
the single-integrator dynamics and does not apply
the general linear MAS with input constraints. In
contrast, our proposed DMPC-based resilient consen-
sus algorithm applies to the general linear MAS with
stable, semi-stable, and unstable dynamics.

2) Comparison with existing consensus algo-
rithms. Most of the existing resilient consensus algo-
rithms only discuss the average consensus problems,
e.g., [6–8, 35], which can be regarded as a special
case of the leaderless consensus problem addressed
in this work with A = In and B = Im. In partic-
ular, the proposed method can also be extended to
solve the leader-following consensus problems of the
constrained MAS against adversarial attacks.

3) Discussion on the resilient consensus conver-
gence. Conventional DMPC-based formation stabi-
lization methods (e.g., [24, 40]) choose the optimal
value function as a Lyapunov function to establish the
closed-loop stability. However, given the time-varying
predicted state trajectories of neighbors and the time-
varying networks induced by the adversarial attacks,
it is hard to choose such a suitable Lyapunov function
to guarantee the resilient consensus convergence. In
this work, the pre-designed consensus protocol intro-
duced in the DMPC-based consensus scheme provides
a simple method for the constrained MAS to prove the
resilient consensus convergence by definition.

6 Simulation

In this section, two simulation examples are provided to
illustrate the theoretical results of this article.

Example 1: The MAS with unstable dynamics.

x



Consider anMAS consisting of six identical discrete-time
oscillators, and agent i, i ∈ V satisfies

xi(k + 1) = Axi(k) +Bui(k), i = 1, 2, . . . , 6, (33)

with A = [0, 1;−1, 0] and B = [0.5; 0.5]. The control in-
put constraints are ∥ui∥∞ ≤ 0.5. The initial states of six
agents are x1(0) = [−0.18; 3.21], x2(0) = [3.32;−1.18],
x3(0) = [−2.29;−2.14], x4(0) = [−1.22; 2.24], x5(0) =
[1.50; 1.40] and x6(0) = [−2.42; 0.04], respectively.
The initial network is configured as N1(0) = {2, 3, 5},
N2(0) = {1, 3, 6}, N3(0) = {1, 2, 4}, N4(0) = {3, 5, 6},
N5(0) = {1, 4, 6} and N6(0) = {2, 4, 5}. The wireless
communication network G is shown in Fig. 4. The pre-

1

2 3 4 5

6

(a) Adversarial link

1

2 3 4 5

6

(b) Adversarial agent

Fig. 4. The 3-robust graph with six agents under F = 2
locally adversarial attacks: (a) Adversarial link (1, 5), and
(b) Adversarial agent 4.

diction horizon is N = 20 and the estimation error set
is ∆ = {x ∈ R2 | ∥x∥ ≤ 0.1}. The weighting matrix is
Ψ = 1, and the pre-designed consensus feedback matrix
is designed as K(0) = [0.3125,−0.3724] with R = 1.
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Fig. 5. The states xi of the MAS under F = 2 locally adver-
sarial attacks without the detection mechanism. The gray
and red areas represent the periods under the adversarial
link and agent, respectively.

We consider the adversarial agent and link in the simu-
lation. We assume that one out of six agents (i.e., agent
4) is attacked and becomes the adversarial agent. The
agent attack signal sa(k) ∈ R2 is randomly generated
from the interval [−2, 2] for k ∈ N[50,70], and injected
into the system in (33). In addition, the link (1, 5) is
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Fig. 6. The control inputs ui of the MAS under F = 2 lo-
cally adversarial attacks without the detection mechanism.
The gray and red areas represent the periods under the ad-
versarial link and agent, respectively.

attacked. The adversarial link signal sl(k) ∈ R2 is ran-
domly generated from the interval [−2, 2] and incorpo-
rated into the broadcast state sequence for k ∈ N[30,40].

When the distributed detection algorithm is not imple-
mented on the MAS, the MAS under F = 2 locally ad-
versarial attacks, including the adversarial agent and ad-
versarial link, cannot reach consensus as illustrated in
Fig. 5. The corresponding control inputs of the MAS are
given in Fig. 6.
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Fig. 7. The states xi of the MAS under F = 2 locally adver-
sarial attacks without the detection mechanism. The gray
and red areas represent the periods under the adversarial
link and agent, respectively.

In contrast, one can see from Fig. 7 that the resilient
consensus of normal agents is achieved under Algo-
rithms 1 and 2. This result is consistent with Theo-
rem 15. Clearly, the control input constraints are satis-
fied as illustrated in Fig. 8.

Example 2: The resilient platoon control of con-
nected and automated vehicles.
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Fig. 8. The control inputs ui of the MAS under F = 2 locally
adversarial attacks with the detection mechanism. The gray
and red areas represent the periods under the adversarial
link and agent, respectively.

We consider a group of four vehicles under 1-local adver-
sarial attacks, which move along a single lane with the
desired distance gap d = 15m and the same speed. Note
that the adversarial attack is randomly generated from
the interval [−4, 4] for k ∈ N[31,35] and injected into the
follower vehicle 3. The longitudinal dynamics of vehicle
i, i = 0, 1, . . . , 4 is described by

xi(t+ 1) = Axi(t) +Bui(t), (34)

where xi(t) = [si(t), vi(t), ai(t)]
T ∈ R3 includes the po-

sition si(t), the speed vi(t) and the acceleration ai(t);

A =


1 T 0.5T 2

0 1 T

0 0 1− T
τ

 and B =


0

0

T
τ

 ,

with T = 0.2 and τ = 0.6 being the sampling time
interval and the vehicle engine constant, respectively.
The control input constraints are |ui(t)| ≤ 3. There are
constraints on the vehicle system states, i.e., 0m/s ≤
vi(t) ≤ 30m/s and |ai(t)| ≤ 3m/s

2
. Note that the virtual

lead vehicle 0 is set to run along

v0(t) =


20m/s, t ≤ 6s,

20 + 2.5tm/s, 6s < t ≤ 10s,

30 10s < t ≤ 16s,

(35)

with s0(0) = 0 and a0(0) = 0. Each follower vehicle
i, i = 1, 2, 3, 4 can receive the information from the
lead vehicle 0. The initial states of four agents are
x1(0) = [−0.2, 20,−0.4]T, x2(0) = [15.3, 20,−0.4]T,
x3(0) = [−30.9, 20, 0]T and x4(0) = [−45.7, 20, 0.1]T,
respectively. The initial network is configured as
N1(0) = {2, 4}, N2(0) = {1, 3}, N3(0) = {2, 4} and
N4(0) = {1, 3}.

The prediction horizon is N = 15 and the estimation er-
ror set is ∆ = {x ∈ R3 | ∥x∥ ≤ 0.5}. The weighting ma-
trix is Ψ = 1 and the pre-designed consensus gain matrix
is designed as K(0) = [−0.4042,−1.0015,−0.5387].
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Fig. 9. The states xi and control inputs ui of the CAVs
without adversarial attacks under the pre-designed consen-
sus protocol.
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Fig. 10. The states xi and control inputs ui of the CAVs
under F = 1 local adversarial attacks with the detection
mechanism. The red area represents the periods under the
adversarial attack.

Fig. 9 and Fig. 10 illustrate simulation results of the
CAVs under the pre-designed consensus protocol and the
proposed DMPC-based resilient consensus protocol, re-
spectively. As shown in Fig. 9, while the platoon control
of the CAVs without adversarial attacks can be achieved
by implementing the pre-designed consensus protocol,
the constraints of the control input and system states
cannot be guaranteed.

The proposed DMPC-based resilient consensus protocol
is implemented on the CAVs under F = 1 local adversar-
ial attack leading to the simulation results (see Fig. 10).
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The normal vehicles (including vehicle 1, 2, 4) are able
to keep the desired distance while satisfying the control
input and system state constraints. In contrast, the re-
silience of the CAVs under adversarial attacks cannot
be ensured when the distributed attack detection mech-
anism is not implemented. These results are consistent
with the theoretical results presented in this article.

7 Conclusion

For the resilient consensus problem of the constrained
MAS with adversarial attacks, we have proposed a novel
DMPC-based consensus protocol, which integrated the
pre-designed consensus protocol and the DMPC opti-
mization. The optimal consensus protocol allowed the
convergence analysis for the unconstrained MAS; it was
updated when the cyber-attacks that caused the change
of the communication networks occurred. The DMPC
optimization was further introduced to handle the prac-
tical constraints while achieving the suboptimal consen-
sus performance. Moreover, we developed a distributed
attack detection algorithm to detect adversarial attacks,
including Byzantine and malicious link/agent attacks.
The proposed attack detection algorithm features the
advantage that significantly relaxes the robustness re-
quirement of the communication networks in contrast to
the well-known MSR-type algorithms. For the general
linear constrained MAS under attacks, we gave the suffi-
cient conditions to ensure the proposed method’s recur-
sive feasibility and reach the resilient consensus. The ef-
fectiveness of the distributed detection mechanism was
also analyzed for different types of attacks. Finally, the
simulation results were provided to verify the effective-
ness of the theoretical results.

This work focuses on the resilient consensus problem of
the homogeneous linear MAS over the undirected net-
works, which offers several potential avenues for the fu-
ture research. Future works include extensions of the
proposed method to 1) the constrained Lagrangian sys-
tems [46]; 2) heterogeneous MAS with limited commu-
nication resources [23]; and 3) the cases with uncertain-
ties [21]. In particular, we expect the proposedmethod to
be further explored to achieve the resilient and privacy-
preserving consensus [32].
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