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Abstract—BGP is the protocol that keeps Internet connected.
Operators use it by announcing Address Prefixes (APs), namely
IP address blocks, that they own or that they agree to serve
as transit for. BGP enables ISPs to devise complex policies to
control what AP announcements to accept (import policy), the
route selection, and what AP to announce and to whom (export
policy). In addition, BGP is also used to coarse traffic engineering
for incoming traffic via the prepend mechanism.

However, there are no wide-spread good tools for managing
BGP and much of the complex configuration is done by home-
brewed scripts or simply by manually configuring router with
bare-bone terminal interface. This process generates many con-
figuration mistakes.

In this study, we examine typos that propagates in BGP an-
nouncements and can be found in many of the public databases.
We classify them and quantify their presence, and surprisingly
found tens of ASNs and hundreds of APs affected by typos on any
given time. In addition, we suggest a simple algorithm that can
detect (and clean) most of them with almost no false positives.

I. INTRODUCTION

BGP (together with IP) is the glue that keeps the Internet
connected. Surprisingly, although its complexity, BGP is still
largely managed manually, and as a result BGP suffers from
many configuration errors [1]-[5]. One specific problem in
BGP announcements is typos, which are inserted by operators,
that result is corrupted route announcement. This problem is
missing from almost all previous analysis of BGP [6].

Many of the typos in BGP are due to route prepending.
Route prepending is the duplication of an ASN in the route
to make it look longer and thus less favorite for routing [/7].
For example, if an AS X has two upstream providers: a main
provider M, and a more expensive backup provider B, it may
prepend its announcement to B in an attempt to make routes
through B less favourable. Namely it will send M the route
”X”, and B the route "X X X”. If both B and M are customers
of AS Y, Y will receive the route "M X” from M and the route
"B X X X” from B. If no other preference exist the route to
M will be selected by Y since it is shorter (2 hops vs. 4 hops).
Note that the more times X duplicates itself in the route, the
higher is the tendency of traffic to shift from B to M [§]]. Note
that most prepending are small with 2, 3, and 4 ASN copies,
but much larger number are also seen.

Since prepending is done manually, typing mistakes happen
with the ASN, such as missing a digit, adding a digit, and
swapping digits. One other common typing mistake is typing
the number of prepends at the end of the route, sometimes
instead of the prepending and sometimes in addition to [5].
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Unlike many configuration errors, typing mistakes seem to
be benign since they seem not to change the routing, but they
effect routing in several ways. If a BGP message arrives at an
AS with its ASN in it due to a typo, it will most likely be
rejected, since ASes are responsible to check that they do not
create AS-level routing loops. This may result in black-holes
or longer routes. The opposite effect may happen if prepending
is replaced with typing the number of prepends. If the original
traffic engineering intent was the route "X X X X” we may
get instead X 3” a shorter route and thus less traffic shifting.

The recent increased deployment of RPKI [9] exposes
messages with a typo in the first AS vulnerable for special
treatment since the ’origin AS’ does not match the RPKI
record. Depending on the RPKI implementation, such mes-
sages will either be ignored or get the lowest selection priority.
This may result with black holes, or route length inflation.
Roughly half of the typos we found are exposed to this
problem.

Finally, erroneous ASN in the path may trigger hijack
detection systems [35]], especially in the near future where deep
learning approaches will be put into usage [[10]. Commercial
BGP monitoring services are currently reporting a change in
the origin AS and upstream provider, thus, almost all typos
we find will trigger an alert. Other hijack detection services
perform analysis of the entire route, e.g., by using valley-free
analysis [[11]], making even the less common cases, where the
typos are found further left in the route, trigger an alert, as
well.

Today’s typos are largely ignored, and as a result they con-
taminate many public databases: The RIPE database reports
wrong AP ownership (Figure [T), CAIDA database reports
wrong neighborhood between ASNs (Figure [2) and deduce
their non-existent Type of Relationships in their ToR database,
Hurricane Electric (Figure [3) reports wrong AP ownership, and
so do other public commercial databases. We show that this
errors can be detected with high accuracy and almost with no
false detection and removed from BGP, as well as from these
databases.

The rest of the paper is organized as follow. In section
we describe the different and classify the typos and describe
the data collection and analysis. Section [III| brings the longi-
tudinal (and other related) analysis. Section |[[V|discusses typo
detection, and final section discusses the results.
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Fig. 1. Erroneous APs (91.225.188.0/22, 45.4.30.0/24, 45.232.49.0/24) asso-
ciated with USC (AS4) from RIPE site.
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5064 265390 Topnet Telecom Ser... &2 3 30 provider
6751 136698 Devdarpan Broadb...  mim 2 185 provider
6752 197592 iNET group ZP s.c. ... mm 2 52 provider
24374 38315 Gazi Communicatio... [l 1 70 customer

Fig. 2. Erroneous neighboring ASNs (24374, 6752,6751, 5064, 5057, 2104,
1601) associated with USC (AS4) from CAIDA site.

II. METHODS AND DATA
A. Typo classification

We classified the typing errors to the following categories:

1) prepend count — In this scenario, the operator inserts
the prepend amount before the ASN, so if one wants to
prepend AS X three times the results will be either ”X 3”
or ”X X X 3”. As a result, ASes with with small ASNs
(AS3 which belongs to MIT in this example) are seen
as the co-owners of many blocks that are not connected
to them.

For example, from late 2016 till early 2020,
202.56.168.0/23, which is owned by ASI131758 is
prepended twice and routes end with the AS sequence:
718351 131758 131758 131758”. At the same time
202.56.168.0/24, is announced with the route ending
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Fig. 3. Erroneous APs (all except for the last one in the figure are due to
typos. The full list contains additional valid and invalid APs.) associated with
USC (AS4) from Hurricane Electric web site.

by 718351 131758 3”, obviously an attempt to prepend
thrice (Figure [] depicts the announcements). Needless
to say, AS3 (MIT) has no relationships with AS131758
(PT. Bali Ning, a small ISP from Bali, Indonesia).
Interestingly, comparing all the 38 routes for the two
APs in a one month example, there was no difference
in routing in any of them, albeit the difference of 1 in
the AS path length.
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Fig. 4. Announcement history of 202.56.168.0/24 from the RIPE site.

In the following examples, the number of prepends at the
end of the path corresponds to the number of repetitions
(prepending) of the ASN.
¢ 5.100.240.0/24 “7660 2516 701 3356 42020 42020
42020 42020 42020 42020 31126 56902 56902
56902 3~
o 5.183.170.0/24 “3549 3356 8708 213323 213323
213323 213323 213323 213323 213323 213323 8~
e 103.49.56.0/24 757463 9498 133718 133718 2~
We searched for cases where the prepend number is in
the range [1,12], though there are also rare examples



where we found 15, for example this route from Febru-
ary 25, 2020: 795.130.39.0/24 87.121.64.4 0 0 0 57463
6663 9002 2588 198138 198138 198138 198138 198138
198138 198138 198138 198138 198138 198138 198138
198138 198138 198138 15 .

2) swap digits - In this scenario, the operator, when
prepending an ASN, swaps two consecutive digits.
In this example from December 2019 for the AP
2.58.168.0/22 we see the route 3741 9002 29278 29728
29278 29278 29278 29278 29278 42864 i”

3) insert/delete one digit - In this scenario, the operator,
when prepending the AS, inserts or deletes one digit
from the original ASN. In this example from November
2019 for the AP 81.88.208.0/20 24441 6939 20764
39709 39709 3970 39709 39709 i”

4) missing space - In this scenario, the operator, when
prepending an AS, misses a space between two ASNS.
For example, in April 2017 the AP 72.5.214.0/24
announcement appears as 3356 32026 32026 32026
32026 32026 32026 3202632026 32026 32026 32026
i

5) Other typos - We found rare typos that were not counted
like:

o type 1 typos with very large numbers such as 15
or 20, for example this route from February 25,
2020: 795.130.39.0/24 87.121.64.4 0 0 0 57463
6663 9002 2588 198138 198138 198138 198138
198138 198138 198138 198138 198138 198138
198138 198138 198138 198138 198138 15”.

o private ASNs that may be a leak but looks sus-
piciously similar to the ASN next to them, for
example: 765100 100” and 765292 292”.

B. Data Collection and Identifying Typo

The data we examined was from the RouteViews
project [12]], where we extract one RIB file from the first day
of every month. We run a script that collected the suspected
announcements for each typo type. From each suspected an-
nouncement, we extracted the suspected ASN pairs, and each
pair was manually evaluated to determine if it is legitimate.
We ended up with three categories: typo, OK, or unknown; the
latter was quite small since it was quite easy in most cases to
determine the legitimacy of a path.

One exception to the above process was type 1 mistakes,
since the problem there is limited to identify the legitimate
upstream providers of 12 stub ASNs (1-12). After examining
three months of data, we discovered all the legitimate upstream
providers, and any other provider was assumed a typo.

To identify the suspected routes with typo of type 2-4 we
used the following procedures (|| denotes concatenation):

To manually determine the legitimacy of a path we used
several deduction methods. Of course, routes with loops were
declared a typo. Most of the problematic pairs were at the
beginning of the AS path (the right hand side), thus, if the
penultimate ASN owns the AP, the path was declared a
typo. Otherwise, there were many cases were a small ISP

Algorithm 1 swap

Input: AS, AS,
return len(AS;) == len(ASs2) and Ji s.t. ASq[i] ==
ASs[i+ 1] and ASi[i + 1] == ASs[i] and Vj # 4,0+ 1
AS1[j] == ASalj]

Algorithm 2 insert/delete
Input: AS, AS,
if len(AS1) < len(ASs) then

n = len(ASs)

return 3i s.t. AS; == ASy[1:i—1] || AS2[i+1:n]
else

n = len(AS7)

return Ji s.t. ASy == ASi[1:i—1] || AS1[i+1: n]
end if

or stub AS from one country, say the US, was between two
ASes from a different country, say Brazil. In some cases
the AS types along the route were unreasonable, e.g., the
announcement of Rochester Institute of Technology (AS4385)
for 129.21.0.0/16 from November 2017, 76939 3356 385 4385
4385 4385 i”, puts AS385, which belongs to the US Air Force,
as its transit provider, clearly an unreasonable scenario. Pairs
with reasonable chances to have peering relationships, were
declared OK. There were cases where it was not clear if
the path at hand is a typo, or a routing glitch. These case
were put in the "unknown’ category, as well as cases were the
chances of peering between ASes seemed slim but not totally
unreasonable.

ITII. LONGITUDINAL STUDY

Figure [5] depicts, for each type of typo and for each month
from January 2017 till July 2020, the number of IP addresses
in which there are typos, the number of APs for which there
are typos, and the number of ASN pairs that comprise a typo.
For type 1, instead of typo pairs, we count the number of
distinct ASNs, which come right before (form left side) the
prepend digit. The figure shows that there is no tendency of
the problem to improve nor to worsen for type 1 typos, but
there is a clear decline in the number of affect APs for type
3 and even more so for type 2 typos.

The figures of the number of IP addresses affected by typos
show occasional spikes. We examine the spike in February-
March 2018 of the type 1 graph (top-right) and it is due to
Belgian Proximus (AS5432) publishing five /14 APs with a
typo. The bottom row in Figure [5|shows a peak in type 3 typos
in January 2017. We manually verified this month and see that
in January 2017 2.176.0.0/12 is announced (over a million IP
addresses) by Iran’s AS12880 with the AS path “53767 3257

Algorithm 3 missing space
Input: AS;, ASs
return AS; == ASy||ASy or AS; == AS,||AS;
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1299 12880 12880 12880 12880 2880 12880”. Quite a few /16
APs that are not part of 2.176.0.0/12, all with the same typo
are also announced and together they explain the jump in IP
addresses. The peak in May 2018 for type 2 IP addresses was
also manually verified as discussed two paragraphs below. We
are, thus, confident that other peaks in the IP address graphs
represent real typos and not due to errors.

Next we discuss the number of APs. There is a large
increase in the number of APs affected by type 1 error in
July 2020. In August (not shown in the figure) this number
abates to the levels of May-June 2020. The second row in
Figure [5|shows swap errors (type 2). Interestingly, in about half
of the depicted months a few ASNs (10-15) inserted typos to
announcements of 130-410 APs. We manually verified a few
of these months to make sure there are no mislabeled pairs. For
example, in May 2018 Vietnamese FPT Telecom (AS18403)
published the route 37100 6453 18403 78043 18403 18403”
for 184 APs with 737,280 IP addresses. TATA (AS6453) is a
provider of FPT Telecom, while AS18043 is a stub AS from
Taiwan, so this BGP path is certainly an error even without
the loop it contains.

We omitted the graph for type 4 typos since there are very
few of them. Throughout the study period, there was, at most,
a single problematic ASN with up to 3 affected APs, and
up to 3328 affected IP addresses. Only two such ASNs were
detected.

Next we would like to study how long typos last. We
searched for the typos found in January 2017, the first month
of our study, in all months from February 2017 until July 2020.
We depict the months when they existed in Figures [6] and [7}
The y-axis of Figure[]is type 1 errors that appear in November
2017 and in Figureis type 2 (top) and 3 (bottom) errors that
appear in November 2017. If an error x appears at month y,
the rectangle in location (x,y) is colored. Of course, the first
column, corresponding to November 2017, is all colored and
then most of the typos continue to appear in the following
months, some of them disappear for a while and then occur
again. Interestingly, a few typos were seen along the entire
study period.

To quantify typo persistence, Figure [§] plots the percent of
typos in each month that were seen also in the following
month, i.e, for each month x from January 2017 to July 2020,
we calculate the percentage of errors in month x that appear
also in month x+1. As we can see on Figure [§] almost all
plotted markers are above two thirds, and the averages for
type 1, 2 and 3 are 77.9%, 84.7% and 83.5% respectively. This
means we can approximate the typo duration as a Geometric
random variable with p = 0.8. The average duration is thus
1/(1 — p), namely 5 months.

A. Mistake Prevalence

Figure 0] shows a histogram of the number of BGP listeners
(collectors) seen each typo in the RouteView files for May-
July 2020. Only Type 1 and Type 3 typos are presented since
there were fewer type 2 typos and they behave similarly to
type 3 typos. Note that any AP announcement is seen by a
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Fig. 6. Timeline of Jan. 2017 ASNs with type 1 typos. A segment is colored
if the ASN had a typo in the corresponding month.

Fig. 7. Timeline of Jan. 2017 ASN pairs with swap typos (top) and
insert/delete typos (bottom). A segment is colored if the typo was found in
the corresponding month.

different number of collectors, all bounded by 41 collectors,
and the number of collectors with a typo are different.

Type 3 and 2 typos are usually seen only by less than a
ten collectors. Type 1 mistakes have a significant portions of
the typos propagating in to almost all the collectors, 36-38 of
them.

Figure [T0] shows a cdf of the cumulative percent of mistake
seen by RouteViews listeners (X axis) summed by typo for
the months May-July 2020. For type 1 typos over 50% of the
typos are seen at all the BGP listener that have an entry for
the relevant AP; for type 2 over 20% of the typos are seen at
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all the BGP listener; and for type 3 this number is negligible.
The majority of the typos of type 2 and 3 propagate to less
than 20% of the BGP listener.

B. Offenders Study

Interestingly, the majority of the type 1 problems come from
4 countries: Brazil, Indonesia, India and the USA, the first
three are responsible for close to half the typos. However,
while 28.8% of the Internet ASNs are registered as American
(see Table [}, only 12%% are registered to the other three
combined.

list of IP blocks owned or used by these 12 ASes and flag
announcements of APs not contained in these blocks. The
block ownership list for these ASes, unlike the list of APs,
is also almost static.

B. Type 2 & 3 detection

As we showed in Sec. [I-A] many routes have cycles and
this alone can identify many of the typos. Thus, we suggest
the following procedures to identify a typo

1) If the pair is part of a loop then it is a typo. For example,
in November 2017 the route to AP 143.208.148.0/24
was ‘293 6453 7738 8167 25933 25933 25933 264092
264092 26402 264092 i”.

If the pair has no ASN to its right, check if the right
most ASN (the origin) is the owner of the AP. If the right
most is not the owner, the pair is a typo. For example, in
November 2017 the route to the AP 155.133.83.0/24 was
“1221 4637 174 50607 62081 199250 199250 199250
19925 19925 i” and the owner of 155.133.83.0/24 is
AS199250.

Validate that the pair together with its immediate neigh-
boring ASNs on either side do not cause a geographic
ownership cycle that span non-neighboring countries.
For example, in the April 2020 announcement of
AP 193.93.216.0/22 737100 37100 3255 49284 49824
49824 49824 49824 49824, the country registration of
the triplet (3255 49284 49824) is (UA, IT, UA).

2)

3)

4)

If one ASN is not active, e.g., does not announce any

country %
UsS 28.83
BR 7.80
RU 6.83
GB 3.05
DE 2.98
AU 2.73
PL 2.73
IN 2.65
UA 2.38
CA 2.22
1D 1.81
TABLE I

COUNTRIES WITH MOST ASNS REGISTERED.

IV. TYPO DETECTION

In this section we present simple procedures to clean BGP
tables from typos. We then evaluate their success and false
alarm rate.

A. Type 1 detection

As we mentioned in Sec. identifying type 1 mistakes is
fairly easy, one only needs to map all the upstream providers
of ASNs 1-12, and every route that has an ASN with a
small number as its origin followed by an unknown upstream
providers can be classified as a typo.

Upstream providers are fairly static, so examining and
updating the list periodically should be a problem (e.g., twice
a year examination is sufficient). Alternatively, one can use a

AP, it is a typo.

Note that testing for ownership of an AP is somewhat
problematic. Many of the available databases, such as the
one at RIPE (https://stat.ripe.net/) are built based on AP
announcements, so cannot help in our case. Another problem
is announcements by DDoS mitigators and other security
services that announce APs occasionally, e.g., when a DDoS
attack is detected. The recent increase in using RPKI [9] can
help in this task.

C. Type 4 detection

In the few cases we found, the ASNs that resulted from
a missing space had at least 8 decimal digits, thus were
obviously not valid. Currently, the largest assigned ASN is
below 400,000, so we can set the threshold there or with
sufficient margins, say at 500,000.

D. Identification Evaluation

We tested a simple algorithm based on the above procedure
to detect typos in routes. The algorithm accepts as input only
paths that were flagged as suspicious type 2 or type 3 typos.

Figure |12| shows the performance of the algorithm for type
2 and 3 typos over time. The Bars are colored from bottom
up according to the stage of the algorithm were detection
occurred. Blue for ASN cycles, red for origin mismatch, and
green for geographic loops. The white bar is for undetected
pairs. The typo detection rate is almost always between
80% and 100% (middle row in Figl[I2) while the number of
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Fig. 9. A histogram of the number of BGP listener seen each typo in the RouteView files for May-July 2020.

Algorithm 4 Typos detection in routes.
if ASN cycles detected then
typo
else
if origin ASN is false then
typo
else
if Geo cycles detected then
typo
else
no typo
end if
end if
end if

undetected pairs (white in the top row of Fig[I2)) is very small.
Interestingly, the detection rate drops with time.

The false detection of routes as typos was quite small. For
type 2 typos we did not have even a single false detection
(there were 9-18 such pairs every month). For type 3 typos
the false detection rate was between 0% and 7%, or 1-2 false
detections out of 28-35 suspicious routes. Note that most of
the false detection come from the geo-cycles, which contribute
very little to the detection. So at least for type 3 typos one

may consider not to use this test in the algorithm.

V. DISCUSSION

As we already mentioned, prepending is done manually in
many cases. The command line interface enables prepending
both by entering the prepend route as it should appear in BGP
or by typing the number of times to prepend. For example the
Cisco I0S-XR command definition is:

set as—-path { tag |
{ prepend as—-num [
last—-as num }}

as—-num ] |

namely the operetor of AS 1 can prepend by writing ”set as-
path prepend 1 1 1” or “’set as-path prepend last-as 3”. In the
older 1I0S, prepend definition was part of the route-map and
required operators to write the prepend route verbosely.

Juniper (and Huawei most likely), on the other hand, does
not support the option to define the number of prepends

set as—-path prepend { list listName |
asPathNumber [ asPathNumber ]x }

With these options it is not unlikely that type 1 typo will
occur since one can easily forget to remove the number of
prepends when entering the full prepend path. Indeed, in our
data, the number of such errors is quite large.
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Fig. 10. The cumulative pairs portion with at least X percent of BGP listeners that saw the typo in the RouteView files for May-July 2020.

m

IlH H HH‘H il

M @ R o e 0E A M D

I 1HTT

LB P RO RU S O TR W U

Fig. 11. Origin country of ASNs with Type 1 typos for May-July 2020.

While we present here ways to detect most of the typos
we discussed, they are only one example of the many BGP
configuration errors reported in the literature [1]-[3]. Thus,
we believe the true solution for BGP configuration is to
mechanize this process with better tools. Recently, the research
community start suggesting solutions in this directions
and we hope that the operator community will follow this
direction.
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