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ABSTRACT
Covert planning refers to a class of constrained planning problems

where an agent aims to accomplish a task with minimal information

leaked to a passive observer to avoid detection. However, existing

methods of covert planning often consider deterministic environ-

ments or do not exploit the observer’s imperfect information. This

paper studies how covert planning can leverage the coupling of

stochastic dynamics and the observer’s imperfect observation to

achieve optimal task performance without being detected. Specifi-

cally, we employ aMarkov decision process to model the interaction

between the agent and its stochastic environment, and a partial

observation function to capture the leaked information to a passive

observer. Assuming the observer employs hypothesis testing to

detect if the observation deviates from a nominal policy, the covert

planning agent aims to maximize the total discounted reward while

keeping the probability of being detected as an adversary below

a given threshold. We prove that finite-memory policies are more

powerful than Markovian policies in covert planning. Then, we

develop a primal-dual proximal policy gradient method with a two-

time-scale update to compute a (locally) optimal covert policy. We

demonstrate the effectiveness of our methods using a stochastic

gridworld example. Our experimental results illustrate that the pro-

posed method computes a policy that maximizes the adversary’s

expected reward without violating the detection constraint, and em-

pirically demonstrates how the environmental noises can influence

the performance of the covert policies.
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1 INTRODUCTION
Covert planning refers to accomplishing some tasks with minimal

information leaked to a passive observer to avoid detection. Such

planning algorithms are useful in various security applications
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including surveillance and crime prevention. For example, a security

patrolling agent (robot or human) would need to minimize the

knowledge of his presence while collecting information in several

regions of interest. In a contested search and rescue mission, a

human-robot team may be sent to gather information in the hostile

environment without being detected. Game AI is another area that

uses covert planning algorithms [1]. An AI player can use covert

planning to cause the element of surprise to the human player, thus

making the game more entertaining and realistic.".

In this work, we study a class of covert planning in stochastic

environments. Consider a planning problem in a stochastic envi-

ronment modeled as an Markov Decision Process (MDP). The goal

of the planning agent is to maximize a discounted total reward,

while ensuring covert behavior against an observer. Specifically,

the covert constraint requires that with a high probability, an ob-

server could not detect any deviation from a nominal behavior

modeled by a Markov chain, with its imperfect observation of the

agent’s path. We employ a sequential likelihood ratio test to con-

struct the covert constraint and prove that a finite-memory policy

can be more powerful than a Markovian policy in the resulting

constrained MDP. Due to the intractable search space for finite-

memory policies, we develop a primal-dual gradient-based policy

search method to compute an optimal and covert Markov policy. To

mitigate the distribution draft and improve the stability, we employ

a two-time-scale approach and a sample-efficient estimation for the

policy gradient. We demonstrate the performance of the proposed

algorithms using a security patrolling agent tasked with visiting a

set of goal states, while the nominal behavior is obtained from other

users that perform routine activities in the dynamic environment.

Related Work. The work on covert path planning is closely re-

lated to stealthy evader strategies in the pursuit-evasion game and

covert robots [2]. In a pursuit-evader game, a team of pursuers aims

to locate and capture one or more evaders. The pursuit-evasion

game can be of imperfect information where the evader hides at

or moves between locations unobservable to to pursuer. The inter-

actions are often formulated as a hide-and-seek game [8, 22]. The

equilibrium of pursuit-evasion games with sensing limitation has

been investigated for continuous-state dynamical systems [4, 9]

and deterministic games on graphs [10]. Our formulation can be

viewed as planning for a stealthy evader who aims to achieve the

goal while remaining hidden in a stochastic environment. Specifi-

cally, the nominal behavior in our setting is simply the environment

dynamics without the presence of an evader. However, due to the
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stochastic dynamics and noisy observation, the covert planning

cannot be solved with existing algorithms for hide-and-seek games

or plan obfuscation that consider deterministic dynamics.

For stochastic systems modeled as MDPs, deceptive planning has

been studied. In [12], the authors study a deceptive planning prob-

lem where a supervisor determines a reference policy for the agent

to follow, while the agent instead uses a different, deceptive policy

to achieve a secret task. The planning problem is formulated such

that the agent minimizes the divergence between the distributions

under the deceptive policy and that under the supervisor’s policy,

while ensuring the probability of achieving a secret task is greater

than a given threshold. The KL-divergence between a policy and a

reference policy is also used as a metric for deceptiveness in [17, 18]

to deceive the supervisor/observer into believing the agent’s pol-

icy follows a given reference. Other related work includes plan

recognition [16, 20] where the observer aims to infer the goal of

an agent, given a finite set of possible goals and its observation.

Covert planning can be viewed as counter-plan recognition.

In comparison to deceptive planning in MDPs [12, 17, 18], our

work differs in the following aspects: 1) The existing work assumes

full observations of the passive observer, whiles we consider ob-

servers with imperfect observations and address how the agent

can leverage both the noise in the environmental dynamics and

imperfect information of the observer for covertness. This explicit

consideration of observation functions provides more insight into

verifying the effectiveness of a sensor design against deceptive,

covert planning adversaries. 2) We employ the likelihood ratio test

for anomaly detection to generate the covert constraint, instead of

minimizing the policy difference. This approach allows the planning

algorithm to explicitly bind the probability of detection.

This paper is organized as follows. We provide the preliminary

definitions and formal problem statement in Section 2. In Section 3,

we analyze the (1−𝛼)-covert planning problem, propose a two-time-

scale primal-dual proximal policy gradient method, and compute

a (locally) optimal covert policy. In Section 4, we demonstrate our

results using a stochastic gridworld example. We show our frame-

work maximizes the adversary’s expected reward without violating

the detection constraints. We conclude in Section 5 and discuss

future directions.

2 PRELIMINARY AND PROBLEM
FORMULATION

The planning problem is modeled as a Markov decision process

𝑀 = (𝑆,𝐴, 𝑃, 𝑠0, 𝑅,𝛾) where 𝑆 is a finite set of states,𝐴 is a finite set

of actions, 𝑃 : 𝑆 ×𝐴→ D(𝑆) is a probabilistic transition function

and 𝑃 (𝑠′ |𝑠, 𝑎) is the probability of reaching state 𝑠′ given that action
𝑎 is taken at the state 𝑠 . The initial state is 𝑠0. The planning objective

for the agent (referred to as player 1/P1) is described by a reward

function 𝑅 : 𝑆 ×𝐴→ R.
A policy for 𝑀 is a function 𝜋 : D → C where it is called

memoryless or Markovian if D = 𝑆 ; finite-memory if D = (𝑆 ×𝐴)∗𝑆 ;
deterministic if C = 𝐴, and randomized if C = D(𝐴).

For a Markovian policy 𝜋 : 𝑆 → D(𝐴), P1’s value function

𝑉 𝜋 : 𝑆 → R is defined as

𝑉 𝜋 (𝑠) = 𝐸𝜋 [
∞∑︁
𝑘=0

𝛾𝑘𝑅(𝑠𝑘 , 𝜋 (𝑠𝑘 )) |𝑠0 = 𝑠],

where 𝐸𝜋 is the expectation with respect to the probability dis-

tribution induced by the policy 𝜋 from the MDP 𝑀 , and 𝑠𝑘 is the

𝑘-th state in the Markov chain induced from the MDP𝑀 under the

policy 𝜋 , starting from state 𝑠 .

Given the MDP 𝑀 , the goal of P1 is to maximize the total dis-

counted reward given some discounting factor 𝛾 . In addition, the

agent must ensure its behavior is covert with respect to a passive

observer (player 2/P2) whose imperfect observation function is

given as follows.

Definition 1 (Observation function of P2). Let 𝑂 be a finite set

of observations. The state-observation function of P2 is Obs𝑆 :

𝑆 → D(𝑂) that maps a state 𝑠 to a distribution Obs𝑆 (𝑠) over
observations. The action observation function is state-dependent,

defined as Obs𝐴 : 𝑆 ×𝐴→ D(𝑂) that maps an action 𝑎 from 𝑠 to

a distribution Obs𝐴 (𝑠, 𝑎) over observations.

Considering the actions that are state-dependent allows for the

most general class of observation functions. Without loss of gen-

erality, we denote Obs : 𝑆 ∪ 𝑆 ×𝐴→ D(𝑂) as the combined state

and action observation function.

The goal of P2 is to detect if there is any deviation of the agent’s

behavior from a normal user’s behavior. A normal user follows a

Markovian policy 𝜋0 in𝑀 , referred to as the nominal policy. As a
result, the normal user’s behavior is modeled as a hidden Markov

model induced from the original MDP𝑀 given some nominal user

policy and the defender’s observation function.

Definition 2 (HMMmodeling the P2’s observation given the nomi-

nal policy 𝜋0). Given the MDP𝑀 = (𝑆,𝐴, 𝑃, 𝑠0), the nominal policy

𝜋0 : 𝑆 → D(𝐴), and an observation function Obs : 𝑆 ×𝐴→ D(𝑂),
the stochastic process of observations is captured using a discrete

HMM(with state emission),

𝑀0 = ⟨𝑆 ∪ 𝑆 ×𝐴,𝑂, P, E, 𝑠0⟩

• 𝑆 ∪ 𝑆 ×𝐴, including two types of states, a decision state 𝑠 at

which an action will be selected, and a nature’s state (𝑠, 𝑎)
at which the next state will be determined according to a

probability distribution.

• 𝑂 is an alphabet, the set of observations;

• P : (𝑆 ∪𝑆 ×𝐴) × (𝑆 ∪𝑆 ×𝐴) → [0, 1] is the mapping defining

the probability of each transition. The following constraints

are satisfied: For 𝑠 ∈ 𝑆 ,

P(𝑠, (𝑠, 𝑎)) = 𝜋0 (𝑠, 𝑎);

For (𝑠, 𝑎) ∈ 𝑆 ×𝐴,

P((𝑠, 𝑎), 𝑠′) = 𝑃 (𝑠, 𝑎, 𝑠′);

• E : (𝑆 ∪ 𝑆 × 𝐴) × 𝑂 → [0, 1] is the mapping defining the

emission probability of observation at a state that satisfies

the following constraints:

E(𝑠, 𝑜) = Obs(𝑜 | 𝑠),

and

E((𝑠, 𝑎), 𝑜) = Obs(𝑜 | 𝑠, 𝑎) .

It can be validated that the HMM is well-defined.

The covert-planning problem is informally stated as follows.
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Definition 3. Given an MDP𝑀 and a nominal behavior modeled

as an HMM𝑀0, compute a policy 𝜋 for P1 that maximizes P1’s total

discounted reward, while ensuring, with a high probability 1 − 𝛼
for 𝛼 ∈ (0, 1), P2 cannot detect P1’s deviation from the nominal

behavior𝑀0.

3 MAIN RESULTS
First, we show that a finite-memory policy can be more powerful

than a Markov policy for being (1 − 𝛼)-covert.

Theorem 1. Given a MDP𝑀 , P2’s observation function Obs and
reward function 𝑅, a Hidden Markov Model (HMM)𝑀0 modeling

P2’s observations given the nominal, Markovian policy 𝜋0, and

a parameter 𝛼 ∈ (0, 1), there may exist an (1 − 𝛼)-covert finite-
memory optimal policy that maximizes the total discounted reward

but no (1 − 𝛼)-covert Markovian policy that can attain the same

value of that finite-memory policy for the reward function.

1start

2

𝐻, 1

𝑇, 1 𝐻, 0.5

𝐻, 0.5 𝑇, 1

Figure 1: The MDP example

Proof. We prove this theorem by constructing such a case. Con-

sider a simple MDP with 𝑆 = {1, 2}, 𝐴 = {𝐻,𝑇 } and stochastic tran-
sitions 𝑃 (1|1, 𝐻 ) = 1, 𝑃 (2|1,𝑇 ) = 1, 𝑃 (1|2, 𝐻 ) = 0.5, 𝑃 (2|2, 𝐻 ) = 0.5

and 𝑃 (2|2,𝑇 ) = 1, illustrated in Fig. 1.

An agent is allowed to take 𝑁 actions and then stop. The nom-

inal hypothesis is that at each state, the user selects “𝐻” or “𝑇 ”

with equal probabilities. The observer can observe the actions, but

not the states. It is not hard to see that the hidden Markov model

(for observations) induced by the nominal policy describes the se-

quence of outcomes for flipping a fair coin for 𝑁 times, in which the

number of heads is a random variable that follows a binomial distri-

bution. The reward function for the planning agent is 𝑅(1, 𝐻, 1) = 1,

𝑅(2, 𝐻, 1) = 1, and for other (state, action, state) pairs, the reward

is 0. Therefore, if the agent is to maximize the total reward without

covertness, it would select only action 𝐻 at both states.

Consider the observer employing hypothesis testing: With a

confidence level 𝛼 and total 𝑁 of actions, the observer would reject

the nominal hypothesis if either the number of heads or the number

of tails is greater than or equals an integer 𝐾 . For example, if 𝛼 =

0.05, 𝑁 = 10, then the null hypothesis is rejected if the number of

heads is less than 2 or greater than 8.

Let 𝜅 be the random variable that represents the number of

times “𝐻” is observed. Assuming 𝑁 = 2 (the extension for 𝑁 ≥ 2

is discussed later), if the observer rejects the null hypothesis for

observing more than one “𝐻”, then the covert constraint can be

described as 𝑃𝑟 (𝜅 ≤ 1) ≥ 1−𝜌 , where 𝜌 ∈ (0, 1) is a given threshold.
First, we consider the initial state to be 1 and a Markovian policy

𝜋2 defined by 𝜋2 (𝐻 |1) = 𝛼 , and 𝜋2 (𝐻 |2) = 𝛽 for 𝛼, 𝛽 ∈ [0, 1].
Considering all trajectories generated by taking 2 actions, which

are {“111”, “112”, “121”, “122”}, the corresponding probabilities of
generating the trajectories are 𝛼2, 𝛼 (1 − 𝛼), (1 − 𝛼) 𝛽

2
, (1 − 𝛼) (1 −

𝛽) + (1− 𝛼) 𝛽
2
respectively. In order to find a Markovian policy that

satisfies the covert constraint, we have 𝛼2 ≤ 𝜌 . The corresponding
value of the Markovian policy is 2𝛼2 + 𝛼 (1 − 𝛼) + (1 − 𝛼) 𝛽

2
=

𝛼2 + 𝛼 + (1 − 𝛼) 𝛽
2
. This value is smaller or equal to 𝛼2 + 𝛼+1

2
, the

equality holds when 𝛽 = 1.

Next, we consider a finite-memory policy 𝜋
†
2
, where the agent

takes action “𝐻” at step 1, and takes action “𝐻” with probability 𝜌 ,

action “𝑇 ” with probability 1− 𝜌 at step 2. Note that this policy can-

not be represented by a Markov policy. It is clear the finite-memory

policy satisfies the covert constraint. And the corresponding reward

is 1 + 𝜌 in two steps.

Let 𝑟1 denote the optimal Markovian policy’s total reward, which

is attained when 𝛽 = 1, and 𝑟2 denote the finite-memory policy’s

total reward. Then the following relation can be established:

𝑟2 − 𝑟1 (1)

=1 + 𝜌 − 𝛼2 − 𝛼 + 1

2

(2)

≥1 − 𝛼 + 1

2

(3)

≥ 1

2

(1 − √𝜌) (4)

where the inequality is due to the covert constraint 𝛼2 ≤ 𝜌 and

thus −𝛼 ≥ −√𝜌 . Since 𝜌 ∈ (0, 1), we have 𝑟2 − 𝑟1 > 0, which means

the finite-memory covert policy performs better than the optimal

Markovian covert policy when we take two actions.

Next, we extend the case to 𝑁 actions for 𝑁 > 2. Using the

hypothesis testing for binomial distribution, the observer would

reject the nominal hypothesis if either the number of heads or

that of tails exceeds an integer 𝐾 . First, let 𝜋𝑛 denote the optimal

Markovian policy that the agent can follow while satisfying the

covert constraint. Let’s construct a new policy 𝜋 ′𝑛 such that for

steps 1, 2, . . . , 𝑁 − 2, 𝜋 ′𝑛 is exactly the same as 𝜋𝑛 . At step 𝑁 − 1, if

the agent is at state 2, then the agent keeps following policy 𝜋𝑛 ; if

the agent is at state 1 and the number of “H” taken by the policy 𝜋𝑛
till this step is 𝑋 , the decision for the next two actions will consider

two different cases: 1) If𝑋 +2 < 𝐾 , then the covert constraint allows

two more “H” actions and the agent follows a finite-memory policy

that takes two “𝐻” actions. In this case, any Markovian policy will

have a reward at most the same as the finite-memory policy for the

last two steps. 2) If𝑋 +2 ≥ 𝐾 and𝑋 < 𝐾 , then the covert constraint

allows only 0 or 1 “𝐻” actions, then it is the case we discussed

previously when 𝑁 = 2, the best Markovian policy the agent can

follow is 𝜋2 at the last 2 steps. However, the total reward obtained

by following 𝜋2 is smaller than the reward obtained by following

the finite-memory policy 𝜋
†
2
given 𝑁 = 2. The newly constructed

𝜋 ′𝑛 that commits to some finite memory policy in the last two steps

is non-Markovian and satisfies the covert constraint. It also attains a
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better value than the optimal Markovian policy 𝜋𝑛 that satisfies the

covert constraint. Based on this constructed example, we conclude

that a finite-memory policy can perform better than a Markovian

policy when a covert constraint is enforced. □

Despite the theorem showing that finite-memory policy is more

powerful, it is intractable to compute because both the structure

(memory states and transitions) and the mapping from the memory

states to distributions over actions are unknown. Thus, in the next,

we restrict our solution to Markovian policy space.

3.1 Computing a Covert Markovian Policy
First, we review the sequential likelihood ratio test [7] for hypoth-

esis testing of hidden Markov models. Based on the hypothesis

testing methods, we then formalize the notion of (1 − 𝛼)-covert
policy.

The following notations are introduced: We introduce a set of

parameterized Markovian policies {𝜋𝜃 | 𝜃 ∈ Θ} where Θ is a

finite-dimensional parameter space. For any Markovian policy 𝜋𝜃
parameterized by 𝜃 , the Markov chain induced by 𝜋𝜃 from the MDP

𝑀 is denoted𝑀𝜃 : {𝑋𝑡 , 𝐴𝑡 , 𝑡 ≥ 0} where 𝑋𝑡 is the random variable

for the 𝑡-th state and 𝐴𝑡 is the random variable for the 𝑡-th action.

For a run 𝑥 = 𝑠0𝑎0𝑠1𝑎1 . . . 𝑠𝑛 , 𝑃 (𝑥 ;𝑀𝜃 ) is the probability of the run

𝑥 in the Markov chain𝑀𝜃 . We denote the distribution over a run

by a random vector 𝑋 with support X. Each sample of 𝑋 is a finite

run 𝑥 .

Softmax Parameterization. A natural class of policies is parame-

terized by the softmax function,

𝜋𝜃 (𝑎 |𝑠) =
exp(𝜃𝑠,𝑎)∑

𝑎′∈𝐴 exp(𝜃𝑠,𝑎′ )
. (5)

The softmax has good analytical properties including completeness

and differentiability. It can represent any stochastic policy. In this

work, we consider the policy to be in the softmax parameterization

form.

The observation distribution given policy 𝜋𝜃 is modeled by the

HMM that can be constructed similar to 𝑀0 in Def. 2. We denote

the observation as a random vector 𝑌 with a support Y. Each
sample of 𝑌 is a finite observation sequence 𝑦 = 𝑜0𝑜1 . . . 𝑜𝑛 . The

probability of observing 𝑦 given the policy 𝜋𝜃 is denoted 𝑃 (𝑦;𝑀𝜃 ).
Likewise, 𝑃 (𝑥 ;𝑀0)(resp. 𝑃 (𝑦;𝑀0)) is the probability of a run 𝑥 (resp.
an observation 𝑦) in the nominal model𝑀0,

Let’s consider the case with an informed defender who has access
to the policy 𝜋𝜃 (the alternative hypothesis). Under the Markov

policy 𝜋 , the stochastic process {𝑂𝑖 , 𝑖 ≥ 0} is a hidden Markov

model where𝑂𝑖 is the random variable representing the observation

at the 𝑖-th time step. Let 𝑌1:𝑛 B 𝑂0,𝑂1,𝑂2, . . . ,𝑂𝑛 be a sequence

of random variables for the finite observations with the unknown

model𝑀 . The likelihood ratio is defined as:

𝑆𝑛 B
𝑃 (𝑌1:𝑛 ;𝑀𝜃 )

𝑃 (𝑌1:𝑛 ; , . . . ,𝑂𝑛 ;𝑀0)
.

The sequential probability ratio test (SPRT) of 𝑀 = 𝑀0 versus

𝑀 = 𝑀𝜃 stops sampling at the stage

𝑇 B inf{𝑛 : log 𝑆𝑛 ≤ 𝜖 or log 𝑆𝑛 ≥ 𝛽},
where 𝜖 and 𝛽 are two parameters defined by SPRT and 𝜖 < 𝛽 . The

test accepts the null hypothesis that 𝑀 = 𝑀0 if log 𝑆𝑇 ≤ 𝜖 , and

accepts the alternative hypothesis𝑀 = 𝑀𝜃 if log 𝑆𝑇 ≥ 𝛽 . Here, the
thresholds 𝜖, 𝛽 are determined based on the bounds on Type I and

Type II errors in SPRT for hidden Markov models [7].

Thus, given a single observation sequence 𝑦, the SPRT cannot

reject the null hypothesis if

log

𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0)

≤ 𝜖.

Because each observation𝑦 is generatedwith probability 𝑃 (𝑦;𝑀0),
the following constraint enforces, with a probability greater than

𝛼 , that the null hypothesis not rejected:

Pr(log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0)

> 𝜖 ;𝑀𝜃 ) ≤ 𝛼,

where Pr(𝐸;𝑀𝜃 ) is the probability of event 𝐸 in the hidden Markov

model 𝑀𝜃 . For convenience, we refer the term Pr(log
𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0 ) >

𝜖;𝑀𝜃 ) as the detection probability and log
𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0 ) > 𝜖 as the de-

tection condition.

Definition 4. Given a small constant 𝛼 ∈ [0, 1], a policy 𝜋𝜃 is

(1 − 𝛼)-covert if it is the solution to the following problem.

maximize

𝜋𝜃
𝑉 𝜋𝜃 (𝑠0) (6)

s.t. Pr

(
log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0)

> 𝜖 ;𝑀𝜃

)
≤ 𝛼, (7)

where𝑀𝜃 is the HMM induced by policy 𝜋𝜃 given the MDP𝑀 .

Remark 1. In Def. 4, we conservatively assume an informed ob-

server who has access to the agent’s policy. In reality, the observer

is not informed and his detection performance can be worse than

the informed observer. The assumption of an informed observer

is also common in minimal information-leakage communication

channel design to ensure strong information security and privacy

[13]. In our case, this assumption provides a strong guarantee for

covertness.

3.2 Primal-dual Proximal Policy Gradient for
Covert Optimal Planning

By the method of Lagrange multipliers [3], we can formulate the

problem in (6) into an unconstrained max-min problem. For our

problem, the Lagrangian function is given by

𝐿(𝜃, 𝜆) = 𝑉 (𝑠0, 𝜃 ) + 𝜆
(
𝛼 − Pr

(
log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0)

> 𝜖 ;𝑀𝜃

))
,

where 𝜃 is the primal variable and 𝜆 ≥ 0 is the dual variable. Here,

we replace the policy 𝜋𝜃 with the policy parameter 𝜃 for clarity

and also rewrite 𝑉 𝜋𝜃 (𝑠0) as 𝑉 (𝑠0, 𝜃 ). The original constrained opti-

mization problem in (6) can be reformulated as

maximize

𝜃
min

𝜆≥0

𝐿(𝜃, 𝜆) .

Because the value function can be a non-convex function of the

policy parameters, we present a primal-dual gradient-based policy

search method aiming to compute a (locally) optimal policy that

satisfies the constraint. This method uses two-time-scale updates

for the primal and dual variables. The primal variable 𝜃 is updated
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at a faster time scale, while the dual variable 𝜆 is updated at a slower

time scale (one update after several primal updates).

When performing the gradient computation of 𝐿 with respect

to 𝜃 , it is observed that the constraint involves taking expectation

over a distribution that depends on the decision variable 𝜃 . To

mitigate the distribution shift [5] in stochastic optimization, we

then introduce a proximal policy gradient to bound the distribution

shift between two updates on the primal variable. That is, at the 𝑡-th

iteration, when computing the gradient of 𝐿(𝜃, 𝜆) with respect to

𝜃 , we include a KL-divergence between the trajectory distribution

𝑃𝜃𝑡 under the current policy parameterized by 𝜃𝑡 and the trajectory

distribution 𝑃𝜃 under the new policy parameterized by 𝜃 , similar

to the proximal policy optimization method [19]. After including

the KL-divergence, the Lagrangian function becomes

𝐿𝛽 (𝜃, 𝜆) = 𝑉 (𝑠0, 𝜃 ) + 𝜆
(
𝛼 − Pr

(
log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0)

− 𝜖 > 0;𝑀𝜃

))
− 𝛽𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 ),

where 𝛽 > 0 is a scaling parameter that can be dynamically adjusted

and

𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 ) = E𝑥∼𝑃𝜃𝑡

(
log

𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

)
=

∑︁
𝑥∈X

𝑃𝜃𝑡 (𝑥) log( 𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

),

where 𝑃𝜃 (𝑥) (resp. 𝑃𝜃𝑡 ) is the probability of the run 𝑥 in the Markov

chain𝑀𝜃 (resp.𝑀𝜃𝑡 ).

Taking the gradient of 𝐿𝛽 (𝜃, 𝜆) with respect to 𝜃 , note that

Pr

(
log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0 ) > 𝜖 ;𝑀𝜃

)
= E𝑦∼𝑀𝜃

[
1(log

𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0 ) − 𝜖 > 0)

]
,where

1(𝐸) is the indicator function that evaluates to one if 𝐸 is true and

zero otherwise. We have

∇𝜃𝐿𝛽 (𝜃, 𝜆) = 𝜆∇𝜃
(
𝛼 − E𝑦∼𝑀𝜃

[
1(log

𝑃 (𝑌 = 𝑦;𝑀𝜃 )
𝑃 (𝑌 = 𝑦;𝑀0)

− 𝜖 > 0)
] )

+ ∇𝜃𝑉 (𝑠0, 𝜃 ) − 𝛽∇𝜃𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 ).
We approximate the gradient using samples generated from

the current chain𝑀𝜃𝑡 . Each sample is a pair (𝑥𝑖 , 𝑦𝑖 ) that includes:
1) a run 𝑥𝑖 = 𝑠𝑖,0𝑎𝑖,0𝑠𝑖,1𝑎𝑖,1 . . . 𝑠𝑖,𝑇 , where 𝑇 is the length of state

sequence, and 2) an observation 𝑦𝑖 , sampled from the probabil-

ity distribution 𝑃 (𝑌 | 𝑥𝑖 , 𝑀𝜃𝑡 ). For each 𝑥𝑖 ∈ X𝑁 , let 𝑅(𝑥𝑖 ) =∑𝑇
𝑡=1

𝛾𝑡𝑅(𝑠𝑖,𝑡 , 𝑎𝑖,𝑡 ) be the total discounted rewards accumulated

with the run 𝑥𝑖 .

First, we compute the gradient of the value function with respect

to the policy parameter 𝜃 ,

∇𝜃𝑉 (𝑠0, 𝜃 ) = ∇𝜃
∑︁
𝑥∈X

𝑃𝜃 (𝑥)𝑅(𝑥) (8)

=
∑︁
𝑥∈X
∇𝜃

(
𝑃𝜃𝑡 (𝑥)

𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

)
𝑅(𝑥) (9)

=
∑︁
𝑥∈X

𝑃𝜃𝑡 (𝑥)
∇𝜃𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

𝑅(𝑥) (10)

=
∑︁
𝑥∈X

𝑃𝜃𝑡 (𝑥)
𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

∇𝜃 log(𝑃𝜃 (𝑥))𝑅(𝑥) (11)

≈ 1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

𝑃𝜃 (𝑥𝑖 )
𝑃𝜃𝑡 (𝑥𝑖 )

(
𝑇∑︁
𝑡=1

∇𝜃 log𝜋 (𝑎𝑖,𝑡 |𝑠𝑖,𝑡 )
)
𝑅(𝑥𝑖 ),

(12)

where X𝑁 = {𝑥𝑖 , 𝑖 = 1, . . . , 𝑁 } ⊆ X be a sample of 𝑁 finite-length

runs. Because the samples are obtained with policy 𝜋𝜃𝑡 , we use

importance weighting in the second step. In the last step, we ap-

proximate the gradient using the 𝑁 sampled trajectories.

The third term is the KL-divergence. Taking derivate with respect

to 𝜃 , we have:

∇𝜃𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 ) =
∑︁
𝑥∈X

(
∇𝜃𝑃𝜃𝑡 (𝑥) log

𝑃𝜃𝑡 (𝑥)
𝑃𝜃 (𝑥)

)
(13)

= −
∑︁
𝑥∈X

𝑃𝜃𝑡 (𝑥)∇𝜃 log 𝑃𝜃 (𝑥) (14)

= −E𝑥∼𝑃𝜃𝑡 [∇𝜃 log(𝑃𝜃 (𝑥))] (15)

≈ − 1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

(
𝑇∑︁
𝑡=1

∇𝜃 log𝜋𝜃 (𝑎𝑖,𝑡 |𝑠𝑖,𝑡 )
)
. (16)

For the first term, we need to compute the derivative of the

constraint with respect to the policy parameter.

∇𝜃
(
𝛼 − E𝑦∼𝑀𝜃

[
1(log

𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0)

− 𝜖 > 0)
] )

(17)

= − ∇𝜃
∑︁
𝑦

𝑃 (𝑦;𝑀𝜃 )
[
1(log

𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0)

− 𝜖 > 0)
]

(18)

= −
∑︁
𝑦

∇𝜃𝑃 (𝑦;𝑀𝜃 )
[
1(log

𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0)

− 𝜖 > 0)
]

(19)

= −
∑︁
𝑦∈𝑈
∇𝜃𝑃 (𝑦;𝑀𝜃 ) (20)

= −
∑︁
𝑦∈𝑈
∇𝜃

∑︁
𝑥∈X

𝑃 (𝑦 |𝑥)𝑃𝜃 (𝑥) (21)

= −
∑︁
𝑦∈𝑈

∑︁
𝑥∈X

𝑃 (𝑦 |𝑥)∇𝜃𝑃𝜃 (𝑥), (22)

where 𝑈 = {𝑦 ∈ Y | log
𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0 ) − 𝜖 > 0} is a set of observation

sequences at which the detection condition is met.

Using the logarithm trick again, we have∑︁
𝑦∈𝑈

∑︁
𝑥∈X

𝑃 (𝑦 |𝑥)∇𝜃𝑃𝜃 (𝑥) (23)

=
∑︁
𝑦∈𝑈

∑︁
𝑥∈X

𝑃 (𝑦 |𝑥)𝑃𝜃 (𝑥)∇𝜃 log(𝑃𝜃 (𝑥)) (24)

=
∑︁
𝑦∈𝑈

∑︁
𝑥∈X

𝑃𝜃𝑡 (𝑥)
𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

𝑃 (𝑦 |𝑥)∇𝜃 log 𝑃𝜃 (𝑥) (25)

≈ 1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

∑︁
𝑦∈𝑈

𝑃𝜃 (𝑥𝑖 )
𝑃𝜃𝑡 (𝑥𝑖 )

𝑃 (𝑦 |𝑥𝑖 )∇𝜃 log 𝑃𝜃 (𝑥𝑖 ). (26)

The approximation requires the computation of 𝑃 (𝑦 |𝑥𝑖 ), which is

the probability of observation 𝑦 given the run 𝑥𝑖 , for all 𝑦 ∈ 𝑈 . In

practice, the set𝑈 can be large and difficult to construct. We discuss

two approaches to compute the approximation.
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One approach is to uniformly sample a subset of 𝑈 , called 𝑈𝐾 ,

and compute the gradient as

(24) ≈ 1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

∑︁
𝑦𝑘 ∈𝑈𝐾

𝑃𝜃 (𝑥𝑖 )
𝑃𝜃𝑡 (𝑥𝑖 )

𝑃 (𝑦𝑘 |𝑥𝑖 )∇𝜃 log 𝑃𝜃 (𝑥𝑖 )

=
1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

∑︁
𝑦𝑘 ∈𝑈𝐾

𝑃𝜃 (𝑥𝑖 )
𝑃𝜃𝑡 (𝑥𝑖 )

𝑃 (𝑦𝑘 |𝑥𝑖 )∇𝜃 (
𝑇∑︁
𝑡=1

∇𝜃 log𝜋𝜃 (𝑎𝑖,𝑡 |𝑠𝑖,𝑡 )).

Alternatively, it is noted that 𝑃 (𝑦 |𝑥)𝑃𝜃𝑡 (𝑥) is the joint probability
𝑃𝜃𝑡 (𝑥,𝑦).

(25) =
∑︁
𝑥∈X

∑︁
𝑦∈𝑈

𝑃𝜃𝑡 (𝑦, 𝑥) ·
𝑃𝜃 (𝑥)
𝑃𝜃𝑡 (𝑥)

· ∇𝜃 log 𝑃𝜃 (𝑥)

≈ 1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

1(𝑦𝑖 ∈ 𝑈 )
𝑃𝜃 (𝑥𝑖 )
𝑃𝜃𝑡 (𝑥𝑖 )

· ∇𝜃 log 𝑃𝜃 (𝑥𝑖 )

=
1

𝑁

∑︁
𝑥𝑖 ∈X𝑁

1(𝑦𝑖 ∈ 𝑈 )
𝑃𝜃 (𝑥𝑖 )
𝑃𝜃𝑡 (𝑥𝑖 )

·
(
𝑇∑︁
𝑡=1

∇𝜃 log𝜋𝜃 (𝑎𝑖,𝑡 |𝑠𝑖,𝑡 )
)
.

That is, for each sampled trajectory-observation pair (𝑥𝑖 , 𝑦𝑖 ) from
the distribution 𝑃𝜃𝑡 , we check if log

𝑃𝜃 (𝑦)
𝑃0 (𝑦) − 𝜖 > 0, that is, using

the distribution 𝑃𝜃 to determine if 𝑦𝑖 ∈ 𝑈 .

Finally, the gradient of the dual variable 𝜆 is calculated as the

following:

∇𝜆𝐿𝛽 (𝜃, 𝜆) (27)

=𝛼 − Pr

(
log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0)

− 𝜖 > 0, 𝑀𝜃

)
(28)

=𝛼 − 1
(
log

𝑃 (𝑌 ;𝑀𝜃 )
𝑃 (𝑌 ;𝑀0)

> 𝜖

)
(29)

≈𝛼 − 1

𝑁

∑︁
𝑦∈𝑈

1

(
log

𝑃 (𝑦;𝑀𝜃 )
𝑃 (𝑦;𝑀0)

> 𝜖

)
, (30)

where𝑈 = {𝑦𝑖 | log
𝑃 (𝑦𝑖 ;𝑀𝜃 )
𝑃 (𝑦𝑖 ;𝑀0 ) > 𝜖} is a set of sampled observations

at which the detection condition is met.

Algorithm 1 summarizes the proposed Primal-Dual Covert Pol-

icy Gradient (Covert PG) method using two-time-scale updates.

Two-time-scale updates are a common technique used by first-

order algorithms for solving minimax or maximin problems (see,

e.g., [6, 11, 14, 15, 21]). The inner-loop updates are carried out more

frequently in order to compute an approximately optimal solution

to the inner-loop optimization problem, which can be subsequently

used for computing the gradient for the outer-loop updates. The

convergence analysis of the proposed primal-dual proximal policy

gradient method is left as future work. While several convergence

analyses of two-time-scale first-order methods exist, they do not

directly apply to the problem studied in this paper due to different

assumptions on the optimization problem such as strong convex-

ity/concavity of the inner problem [14] or that the primal-dual

solution forms a strict local Nash equilibrium [6, 11].

In our numerical experiments, we chose to terminate the algo-

rithm once the value of the Lagrangian did not change significantly

between two consecutive iterations, which is determined by the

choice of 𝛿0. The parameter𝑑 is the KL divergence target distance. If

the KL divergence is significantly different from the target distance,

𝛽 quickly adjusts. Finally, (𝑥)+ = 0 if 𝑥 ≤ 0, (𝑥)+ = 𝑥 if 𝑥 > 0.

Algorithm 1 Primal-dual proximal policy gradient for covert opti-

mal planning

1: procedure Primal-dual proximal policy gradi-

ent(𝜆1, 𝜃1, 𝛽1)

2: 𝑡 ← 1

3: 𝐿𝛽 (𝜃0, 𝜆0) ← ∞
4: 𝛿 ←∞
5: while |𝛿 | ≥ 𝛿0 do
6: for batches 𝑏 = 1, 2, ...𝑚 do
7: Generate trajectories X𝑡

𝑏
based on 𝜃𝑡

8: Calculate gradient term ∇𝜃𝐿𝛽 (𝜃, 𝜆𝑡 ) given gener-

ated trajectories X𝑏
9: 𝜃 ← 𝜃 + 𝜂∇𝜃𝐿𝛽 (𝜃, 𝜆𝑡 )
10: end for
11: Calculate 𝐿𝛽 (𝜃, 𝜆𝑡 )
12: Calculate ∇𝜆𝐿𝛽 (𝜃, 𝜆𝑡 ) based on all trajectories ∪𝑏X𝑡𝑏
13: 𝜆𝑡+1 ← (𝜆𝑡 − 𝜅∇𝜆𝐿𝛽 (𝜃, 𝜆𝑡 ))+
14: Calculate 𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 )
15: if 𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 ) ≤ 𝑑/1.5 then
16: 𝛽 ← 𝛽/2
17: end if
18: if 𝐷𝐾𝐿 (𝑃𝜃𝑡 | |𝑃𝜃 ) ≥ 𝑑 × 1.5 then
19: 𝛽 ← 𝛽 × 2

20: end if
21: 𝜃𝑡+1 ← 𝜃

22: 𝛿 ← |𝐿𝛽 (𝜃, 𝜆𝑡 ) − 𝐿𝛽 (𝜃, 𝜆𝑡−1) |
23: 𝑡 ← 𝑡 + 1

24: end while
25: end procedure

4 EXPERIMENT VALIDATION
We demonstrate our solutions using a gridworld planning envi-

ronment, depicted in Figure 2. A state of the agent is denoted by

(row, col). The adversary can move in one of four compass direc-

tions. When given the action “N”, the adversary enters the intended

cell with a 1−2𝛽 probability and enters the neighboring cells, which

are the west and east cells, with probability 𝛽 . Different values of

stochasticity parameter 𝛽 are used in the experiment. The purple ar-

eas are bouncing walls, which the agents can not enter. If the agent

takes an action that crashes into the bouncing walls or boundaries,

the agent will stay in his previous state. The black cells are penalty

states, in which the agent receives a penalty if he enters the state.

The robot icon in the figure indicates the agent’s initial state (for

both the nominal user and the adversary).

For both the adversary and the normal user, the cost of each

action is 0.2. They incur a cost of 2 if they enter the black states and

receive a reward of 20 upon reaching their respective goals. The

discounting factor is 0.95. The normal user’s goal is (7, 0) (marked

by the star icon) and the adversary’s goal is located at (0, 0) (marked

by the red circle). The normal user’s policy is computed as the

entropy-regulated optimal policy to maximize the total discounted

reward with respect to the normal user’s reward function.
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We consider the behavior of the agent is observed using a set of

sensors, whose configuration and the covering areas are shown in

Figure 3. The sensor icon indicates the sensor’s location and the

yellow area depicts the sensor coverage. Each sensor possesses a

default detection probability and can solely detect agents presented

within its coverage. The detection probability decreases with the

distance of the agent’s location to the sensor’s location. Once a sen-

sor detects an agent, the defender obtains an observation value of 1

from that particular sensor. Consequently, our experimental setup

results in the defender’s observation taking the form (𝑜1, 𝑜2, 𝑜3),
with each 𝑜𝑖 corresponding to the observation from sensor 𝑖 .

The detection probability for a given state is influenced by three

key factors: the range of the sensor, the sensor’s default detection

probability (0.8 for all sensors), the distance between the current

state and the sensor’s location, and the surrounding environment

(green states). For every unit of distance increase, the detection

probability decreases by 0.05. A dark (resp. light) green state further

decreases the probability by 𝑑1 = 0.2 (resp. 𝑑2 = 0.1). For example,

assume sensors one, two, and three are located at (4, 0), (6, 4), (1, 4)
respectively, if an agent is at state (6, 3), which is not in the range

of sensor one and three, thus the observations received from sensor

one and three are 0. For sensor 2, the probability of detecting the

agent is 0.8 − 0.05 × 1 − 0.2 = 0.55.

With this stochastic environment and sensor setup, we compute

the optimal (1−𝛼)-covert policy given 𝛼 = 0.2 and different system

stochasticity parameters 𝛽 = 0.05, 0.1, 0.15. In the experiments, the

learning rate of 𝜃 is 0.005, and the learning rate of 𝜆 is 0.01. In

each iteration, 800 trajectories are generated. These trajectories are

divided into 20 batches to update 𝜃 in the primal-dual proximal

policy gradient computation (Line 5-9 in Algorithm 1).

Figure 2: The 10 × 10 stochastic gridworld.

First, we compute the optimal policies without the covert con-

straint and evaluate the probability of detection of these policies.

Given a system’s stochasticity parameter 𝛽 = 0.05, without the

covert constraint, the adversary’s deterministic optimal policywould

attain a value of 6.76 at a cost of being detected with a probability

close to 99%. Similarly, the adversary’s value is 5.6 and 4.2 given

𝛽 = 0.1, and 𝛽 = 0.15 respectively if the adversary takes deter-

ministic optimal policies in these two environments. The detection

probabilities are close to 99% under both cases. If the adversary

uses the softmax optimal policy, then the values are close to the

deterministic optimal policies but the detection probabilities are

approximately 73%, given 𝛽 = 0.05, 0.1, and 0.15.

Figure 3: The Sensor Configuration.

Then, we solve for 0.8-covert policy that ensures the probability

of detection is no greater than 𝛼 = 20%. We set the detection

threshold 𝜖 to be 3, following from 𝜒2
distribution with 1 degree-of-

freedom and confidence interval 92%. It is conservatively selected

to model a detector that tolerates a relatively large false positive

rate. The performance of the algorithm is empirically analyzed from

three values: Lagrangian function value, adversary’s expected value,

and detection probability, as shown in Figures 4, 5, and 6. We select

the entropy-regulated optimal policy as the initial policy. Thus, the

values of policies are highest upon initialization. As the policy is

updated over iterations to enforce the covertness constraint, the

values decrease. The algorithm terminates in all three cases.

Figure 4: Lagrangian value over iterations given 𝛽 =

0.05, 0.1, 0.15.

Figure 4 shows the Lagrangian value change over iterations given

𝛽 = 0.05, 0.1and 0.15. When 𝛽 = 0.1, and 0.15, the initial value of

𝜆 is 10. The values of the Lagrangian functions change initially

increases and then decreases after 200 iterations. This is because

the detection constraint is satisfied after 200 iterations and after

that the value of 𝜆 decreases to 0, resulting in a decrease in the

Lagrangian value. It is observed that the initial value of Lagrangian

for 𝛽 = 0.05 is smallest, close to −14. This is because we have

picked the initial value of 𝜆 to be 40 for 𝛽 = 0.05 to achieve a faster

termination.
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Figure 5: Expected value over iterations given 𝛽 =

0.05, 0.1, 0.15.

From Figure 5, we conclude the adversary’s expected values

are 6.3, 5.1, and 3.47, given 𝛽 = 0.05, 0.1, and 0.15 respectively.

Compare the adversary’s covert policies’ expected values to the

adversary’s optimal expected values without enforcing covertness

constraint (6.76, 5.6, and 4.2), the decreases are 7.5%, 9%, and 18%,

for 𝛽 = 0.05, 0.1, and 0.15 respectively. This shows that in this cur-

rent environment setting, the adversary can satisfy the detection

constraint without too much loss in the task performance.

Figure 6: Detection probability over iterations given 𝛽 =

0.05, 0.1, 0.15.

Figure 6 depicts the change of the detection probabilities over

iterations. The result shows all three initial policies have large detec-

tion probabilities, and the detection probabilities decrease quickly

in the first 100 iterations and eventually satisfy the detection con-

straint. The final detection probabilities are 0.168, 0.089, and 0.088,

given 𝛽 = 0.05, 0.1, and 0.15 respectively. The policies obtained

upon termination all satisfy the 0.8-covertness.

To test the sensitivity of the policies concerning different system

stochasticities, we evaluated the detection probabilities of the com-

puted optimal policies for 𝛽 = 0.05, 0.1 and 0.15, under different

levels of system stochasticity. The results are presented in Table 1.

We observe that if the policy is optimized for the system with a

stochasticity level 𝛽 , then this policy can still ensure covertness for

𝛽′ ≥ 𝛽 (as shown in Boldface in the table). We hypothesize that

the increased noise can aid the covertness of the policy. However,

verifying this hypothesis requires further analysis and more general

classes of MDPs other than the gridworld dynamics. We leave this

to future investigation.

The experiments are conducted using Python on a Windows

10 machine with Intel(R) Core (TM) i7-11700K CPU and 32 GB

RAM. The average running time for 400 iterations is approximately

24 hours. The running time varies slightly with different system

stochasticities due to differences in trajectory length.

𝛽 0.05 0.1 0.15

𝜋∗ given 𝛽 = 0.05 0.168 ± 0.011 0.077 ± 0.006 0.083 ± 0.007
𝜋∗ given 𝛽 = 0.1 0.289 ± 0.018 0.089 ± 0.012 0.087 ± 0.009
𝜋∗ given 𝛽 = 0.15 0.332 ± 0.011 0.093 ± 0.009 0.088 ± 0.008

Table 1: The detection probabilities obtained by evaluating
different policies in different stochastic dynamics for the
system.

5 CONCLUSION
We study a class of covert planning problems against imperfect

observers and develop a covert primal-dual gradient method that

optimizes task performance given certain covertness constraints.

Despite the proof that finite-memory policies can be more power-

ful than memoryless policies under the covertness constraint, our

solution is limited to finding an optimal and covert Markov pol-

icy. Future work may investigate approaches to efficiently search

finite-memory policy space under covert constraints. By analyzing

the covert policy, observer can consider whether it is possible to

use the covert policy as a counterexample to improve the imperfect

observer and eliminate such covert policies. Additionally, through

empirical analysis, one can investigate theoretically how the detec-

tion probability can be influenced by the stochasticity in the system

and different levels of noise in the observations.
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