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Abstract

Anomaly detection is a critical problem in data analysis and pattern recognition, finding applications
in various domains. We introduce quantum support vector data description (QSVDD), an unsupervised
learning algorithm designed for anomaly detection. QSVDD utilizes a shallow-depth quantum circuit to
learn a minimum-volume hypersphere that tightly encloses normal data, tailored for the constraints of noisy
intermediate-scale quantum (NISQ) computing. Simulation results on the MNIST and Fashion MNIST
image datasets demonstrate that QSVDD outperforms both quantum autoencoder and deep learning-based
approaches under similar training conditions. Notably, QSVDD offers the advantage of training an extremely
small number of model parameters, which grows logarithmically with the number of input qubits. This
enables efficient learning with a simple training landscape, presenting a compact quantum machine learning
model with strong performance for anomaly detection.

1. Introduction

Quantum Machine Learning (QML) aims to overcome the limitations of classical counterparts in address-
ing various data analysis tasks by harnessing quantum information theory [1–3]. Notably, QML algorithms
achieved significant progress in the field of binary classification, a fundamental problem in pattern recognition.
These algorithms demonstrate the potential to surpass classical methods in terms of runtime efficiency,
trainability, model capacity, and prediction accuracy [4–7]. Anomaly detection (AD) is another important
branch of pattern recognition, spanning a wide range of applications, including finance [8–10], bioinformat-
ics [11, 12], manufacturing [13], computer vision [14, 15], and high energy physics [16]. However, the task of
constructing a machine learning model for AD is more intricate than binary classification due to the rarity of
anomalies within sample data. Consequently, the training of AD models encounters limited label information,
necessitating the adoption of unsupervised learning techniques [17, 18]. A notable example of such techniques
is one-class classification (OCC) [19–24], wherein a classifier is trained exclusively using a set of data samples
that share the same (normal) class. After training, the one-class classifier determines whether the test data
belongs to the same class as the training data. If not, the test data is classified as anomalous.

OCC tasks have been addressed by statistical machine learning approaches, such as one-class support
vector machine (OC-SVM) [22], support vector data description (SVDD) [23], and by deep learning-based
algorithms [24, 25]. SVDD is a kernel-based approach with an optimization procedure that can be interpreted
as identifying the smallest hypersphere that exclusively encloses normal data. The test data that lies outside
of the hypersphere is classified as anomalous. Deep SVDD (DSVDD) further enhances the SVDD technique
by identifying the feature space where the separation between normal and abnormal data is maximized
through deep learning [24]. Recent advances in QML has motivated the development of quantum AD
techniques to enhance existing classical methods [26–29]. However, several challenges remain to be addressed.
For instance, the quantum algorithms proposed in [26] promise exponential speedup in theory but rely on
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expensive subroutines such as the quantum linear solver [30] and matrix exponentiation [31], which are
not feasible for Noisy Intermediate-Scale Quantum (NISQ) computing [32]. Moreover, these algorithms
are tailored for quantum data, which limits their applicability when the input data is classical. Quantum
algorithms more suited for NISQ devices focus on applying quantum autoencoders (QAE) [29, 33–36], which
is optimized for data compression, to AD, rather than directly addressing the AD objective.

To address these limitations, we propose quantum support vector data description (QSVDD), a shallow-
depth variational QML algorithm that is purposefully built for AD and tailored for NISQ computing.
Drawing inspiration from DVSDD and the variational quantum algorithm (VQA) [37–40], QSVDD utilizes
the variational quantum circuit (VQC) to learn useful feature representations of the data together with the
objective inherited from SVDD. Within our framework, the VQC employs the quantum convolutional neural
network (QCNN) architecture [41]. This implementation enables logarithmic growth in both circuit depth and
the number of parameters relative to the number of input qubits. The former property is particularly beneficial
for NISQ devices, in which the size of quantum circuits that can be executed reliably is limited. Meanwhile,
the latter attribute positions QSVDD as an extremely compact machine learning model. In addition, the
absence of barren plateaus which guarantees trainability [42], good generalization capabilities [43], and the
excellent binary classification performance demonstrated across various tasks [41, 44, 45] make QCNN the
favorable choice.

Numerical experiments were conducted on the MNIST and Fashion MNIST image datasets using
Pennylane [46]. Each class within the dataset was treated as normal, resulting in ten independent AD tasks.
The performance of each method was assessed through the area under the receiver operating characteristic
(ROC) curve (AUC). For all ten AD tasks, QSVDD outperformed both QAE-based method and the classical
DSVDD under similar training conditions. QSVDD achieves these results while learning fewer parameters
than QAE and DSVDD, as well as employing a shallower circuit than QAE. This establishes QSVDD as an
efficient and effective algorithm for AD.

The remainder of the paper is organized as follows. Section 2 briefly reviews OCC, SVDD, and DSVDD to
establish the background for QSVDD. Section 3 presents the QSVDD method, explaining its main components
in detail. Section 4 describes the numerical experiments conducted to evaluate the performance of QSVDD
and compare it to existing methods, such as QAE and DSVDD. Conclusions and suggestions for future
research directions are provided in Section 5.

2. Related Work

Before introducing QSVDD, we briefly describe OCC to set up the problem. Following this, we review
SVDD and DSVDD, two widely recognized methods for OCC that serve as the basis upon which we develop
QSVDD.

2.1. One-class classification

The goal of classification in general is to predict the class label of a given test dataset denoted as x̃ ∈ RN ,
based on a labeled training dataset. Formally, a labeled training dataset can be represented as:

D = {(x1, y1), . . . , (xm, ym)} ⊂ RN × ZL, (1)

where L is the total number of classes within the dataset. The problem is commonly referred to as binary
classification when L = 2, and as multi-class classification when L > 2.

One-class classification (OCC) involves datasets with L = 1, indicating that all data samples share the
same label value. As a result, the dataset defined in Eq. (1) is reduced to D1 = {x1, . . . ,xm} ⊂ RN . The
goal of OCC is to identify data points that belong to the same class as the training data with a high success
probability [20, 21]. In the context of AD, the data samples contained in D1 are regarded as representing
normal instances. Thus, the one-class classifier decides whether the test data belongs to the normal set or is
anomalous. The OCC algorithm accomplishes this by constructing a decision function, denoted by f(x;D1),
which quantifies the degree of dissimilarity between the test data x̃ and the training dataset. The decision
rule is established by utilizing a predefined threshold b as follows: If f(x̃;D1) > b, then x̃ is classified as an
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anomaly. Conversely, if f(x̃;D1) < b, the test data is accepted as normal. If f(x̃;D1) = b, then the decision
can be made at random. The design of an appropriate decision function holds fundamental importance in
machine learning, as it significantly influences overall performance [47].

2.2. Support vector data description

Support vector data description (SVDD) [23] can be thought of as a derivative of the support vector
machine (SVM) [48], tailored for OCC. While SVM seeks a maximum margin hyperplane that separates two
classes, the objective of SVDD is to make a description of a training dataset by finding a hypersphere that
encompasses the dataset. To minimize the chance of including data that differs from the target training
samples, the volume of the hypersphere is minimized. The training data points located on the boundary of
the hypersphere are known as support vectors. Consequently, these support vectors succinctly describe the
entire dataset. In the mathematical formulation of SVDD, the data points only appear in the form of inner
products. This property permits the application of the kernel trick [49] to effectively handle nonlinear data
patterns. SVDD is particularly beneficial when dealing with limited data resources, which is common in
most AD scenarios [23, 50], as it provides a data description without the need to estimate data density.

The decision function of SVDD is expressed as

f(x) = ||Φ(x)− c||2 − r, (2)

with the threshold b = 0. In this formulation, Φ : Rd → Rd′ represents the feature mapping, while c and r
denote the center and the radius of the hypersphere, respectively. The optimization process for SVDD seeks
to determine optimal values for c and r in a way that minimizes the volume of the hypersphere enclosing
the normal data. Consequently, the decision function identifies data points lying outside this boundary as
anomalies.

Note that when all data is normalized to unit norm vectors, SVDD is equivalent to the one-class SVM [50]
which aims to find a maximum margin hyperplane that best separates the training dataset from the origin [51].

2.3. Deep support vector data description

Kernel-based approaches, such as SVDD, face several drawbacks. For instance, they are sensitive to the
choice of the kernel function, requiring explicit feature engineering tailored to the specific dataset [24, 52, 53].
Moreover, the construction and manipulation of the kernel matrix results in poor computational scaling, with
a complexity of O(m2) for m training samples [54]. Furthermore, prediction using kernel methods mandates
the storage of support vectors, a requirement that can consume substantial memory resources. Deep support
vector data description (DSVDD) overcomes these limitations by integrating deep learning. The primary
modification involves implementing the feature mapping through a neural network equipped with a set of
trainable parameters denoted as θ. The neural network is trained with the one-class classification objective,
ensuring that the learning process corresponds to the task of finding the optimal feature space for the data
and the minimum-volume hypersphere.

The decision function of DSVDD can be expressed as

f(x) = ||Φ(x,θ)− c||2 − r, (3)

where r is the radius of the hypersphere and the threshold is set to b = 0. Here, Φ : Rd → Rd′ represents
the neural network responsible for mapping the original data into the feature space. The neural network
comprises h ∈ N hidden layers and a set of weights θ = {θ1, . . . ,θh}. Typically, the number of output nodes
in the neural network is fewer than the input nodes, i.e. d′ < d, aiming to eliminate redundant information
and reduce computational complexity. Similar to SVDD, c and r are the center and the radius of the
hypersphere, respectively. Given a training set of normal data {xi}i=1,...,m, the loss function subject to
minimization is defined as

Lc(θ) =
1

m

m∑
i=1

||Φ(xi,θ)− c||2 + λR(θ). (4)
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In this equation, the second term represents the regularization term with a hyperparameter λ > 0, added to
prevent overfitting.

The center of the hypersphere c can be constructed by employing a deep convolutional autoencoder
(DCAE). The network architecture of the encoder is identical to that of the DSVDD, while the decoder is
designed symmetrically with the exception of using upsampling instead of max-pooling. After training the
DCAE with the mean squared error loss, the hypersphere center is determined to be the mean of the vectors
obtained through the encoder using a subset of training data samples (e.g. ten percent of the entire data).
Empirical studies have demonstrated the effectiveness of this strategy [24].

3. Quantum support vector data description

3.1. Overview

Quantum Support Vector Data Description (QSVDD) draws inspiration from DSVDD. However, QSVDD
utilizes quantum computing techniques to optimize the feature map, Φ : Rd → Rd′ . The potential advantage
of this approach lies in the ability of quantum computers to efficiently manipulate data encoded within a
quantum Hilbert space, which grows exponentially with the number of qubits [55–57]. To be more specific,
the feature mapping in QSVDD is given by Φ(x,θ) = g(U(θ)|ψ(x)⟩). This function begins with the process
of quantum data encoding [55, 56, 58–61], denoted by |ψ(x)⟩, which maps input data to a quantum state
in the exponentially large Hilbert space. It also involves a variational quantum circuit (VQC) represented
as U(θ), and g : C2n → Rd′ acts as an embedding function that projects into a lower-dimensional space to
ensure d′ < d. While comprehensive discussions of these individual components are deferred to subsequent
sections, it is important to highlight that QSVDD provides flexibility in selecting these components. This
freedom allows for customization of the algorithm to address specific tasks effectively. The concept of
transitioning from the high-dimensional quantum Hilbert space to a low-dimensional space resembles the
projected quantum kernel, which has been demonstrated to achieve better prediction accuracy than classical
machine learning models for quantum learning problems [57].

Since the trainable parameters of a quantum circuit typically range from 0 to 2π, the regularization term
is unnecessary. Therefore, the loss function to be minimized in QSVDD can be expressed as

Lq(θ) =
1

m

m∑
i=1

||Φ(xi,θ)− c||2, (5)

where {xi}i=1,...,m is the set of normal data samples and c represents the center of the hypersphere as
before. Here, the VQC is trained with the one-class classification objective, akin to the training process of a
neural network in DSVDD. Minimizing the loss function corresponds to learning the data representation
in the quantum Hilbert space, such that the normal data points converge tightly towards the center of the
hypersphere. The minimization of the QSVDD loss function in Equation 5 can be carried out by using a
classical optimization technique, such as the stochastic gradient descent.

The center of the hypersphere c in QSVDD can be determined in a manner similar to that in DSVDD,
with the exception of employing QAE instead of DCAE. Alternatively, one can opt for using a constant
vector, such as 0. We compared the performance of QSVDD using these approaches on the MNIST and
Fashion MNIST datasets and did not observe a significant difference. However, the former approach consumes
more computational resources. Therefore, our empirical studies indicate that setting the center as c = 0 is a
practical and effective strategy.

When testing an unseen data x̃, the following decision function is used:

f(x̃) = ||Φ(x̃, argmin
θ
L(θ))− c||2 − r, (6)

where r is the radius of the hypersphere and the threshold is set to b = 0. If the value of the decision function
for a test data point surpasses this threshold b, it is recognized as an anomaly; conversely, if it falls below the
threshold, it is considered normal.
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Figure 1: QSVDD consists of four main components: data encoding, variational quantum circuit, measurement, and optimization.
The classical input data is encoded into quantum data with n qubits, where n depends on the number of features. This encoding
produces the state |ψ(x)⟩. Subsequently, the quantum data undergoes a QCNN circuit. In the circuit diagram, the dashed line
on the convolutional gate indicates its connection through the top and bottom wires to fulfill the translational invariance and the
periodic boundary condition. During the measurement process, the expectation values of Pauli observables are computed, and
these values represent the engineered features projected to a low-dimensional latent space. Moreover, these values are used in
the optimization step. The trainable parameters within the variational quantum circuit are optimized using a classical optimizer
to minimize the loss function in Eq. (5). The optimization process seeks to construct the minimum-volume hypersphere that
encompasses the normal data points within the latent space. The support vectors of QSVDD are represented by the points on
the surface of the inner hypersphere. These boundary data points play a pivotal role in accurately describing the shape and
characteristics of the hypersphere. By effectively capturing the compact hypersphere, anomalies (depicted as yellow stars) that
exist outside its boundaries can be detected.

The general concept of a QSVDD for application to classical data is illustrated in Fig. 1. When the
data is already provided as a quantum state from a quantum device, the QSVDD algorithm skips the data
encoding part.

3.2. Data encoding

QML requires that the dataset is given in the form of a quantum state. Thus, to perform a QML
algorithm on classical data, classical data must be first mapped to a quantum state using a quantum feature
map, which can be represented by the function Ψ : X → H, where X is the original data space and H is a
quantum Hilbert space [44, 56, 62]. Encoding classical data x as an n-qubit quantum state |ψ(x)⟩ ∈ C2n can
be achieved by defining a unitary transformation Uψ(x) as a function of x and applying it to a fiducial state,
such as |0⟩⊗n. In this case, the quantum feature map can be expressed x ∈ X 7→ |ψ(x)⟩ = Uψ(x)|0⟩⊗n ∈ H.

QSVDD is compatible with any quantum feature map [55, 59–61]. In this work, we focus on amplitude
encoding as an example to deliver the main idea. Amplitude encoding represents an N -dimensional vector
x = (x1, . . . , xN )⊤ as the probability amplitudes of an n-qubit quantum state as

|ψ(x)⟩ = 1

||x||

N∑
i=1

xi|i⟩, (7)

where N = 2n, and |i⟩ corresponds to the ith computational basis state.
The depth and the number of parameters of a VQC grow at most polynomially with the number of input

qubits [6]. This implies that amplitude encoding permits an exponential reduction in the count of trainable
parameters. Some VQCs, such as the quantum convolutional neural network (QCNN) [41, 44, 45], can be
constructed with both depth and the number of parameters growing logarithmically in relation to the number
of input qubits. With amplitude encoding, this logarithmic scaling achieves a double-exponential reduction
in the number of trainable parameters, thus constituting the most compact QML model.

When the task at hand involves detecting anomalies in quantum data generated by quantum systems, the
data encoding step becomes unnecessary. Moreover, the quantum advantage of QSVDD is highly likely to be
achieved in this scenario, as the process of extracting classical information from a quantum state, which is
subsequently input to a machine learning model, is generally computationally demanding [1].
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3.3. Variational quantum circuit

The VQC is the sole trainable component within QSVDD, responsible for learning valuable feature
representations of the data in the Hilbert space based on the given data encoding and projection function.
Crucial aspects to be considered when designing the structure of the parameterized quantum circuit, also
known as the ansatz, are the absence of barren plateaus [63] and the circuit depth. The former ensures the
feasibility for training, while the latter addresses both computational complexity and resilience to noise.
While QSVDD is inherently compatible with any VQCs and ansatzes, the QCNN structure stands out for
several reasons. Notably, its hierarchical structure circumvents the issue of barren plateaus [42], and the
quantum circuit depth grows logarithmically in proportion to the number of input qubits. Moreover, an
information-theoretic analysis underscores the strong generalization capabilities of QCNN [43]. Furthermore,
machine learning algorithms based on QCNN have demonstrated excellent performance in binary classification
tasks involving both quantum and classical data [44, 45, 64]. Consequently, we focus on QCNN as our choice
for VQC.

The QCNN comprises quantum convolution and pooling layers [41], inspired by classical convolutional
neural networks (CNNs). The quantum convolution layer exhibits translational invariance, meaning that the
quantum circuit remains unchanged under the translation of qubits. Typically, it consists of parameterized
two-qubit gates between the nearest neighboring qubits with a periodic boundary condition. Translational
invariance implies that parameter sharing, a technique commonly employed to mitigate overfitting and
reduce computational resources in classical CNN [65], is applied and all two-qubit gates within the same
convolution layer share identical parameter values. While the two-qubit gate can be parameterized in
various ways, an arbitrary SU(4) operation can be generated using a circuit shown in Fig. 2 with fifteen real
parameters. Quantum pooling in QCNN reduces the number of active qubits by a factor of two, facilitating
the feature subsampling through the partial trace operation. Consequently, the depth of a QCNN circuit is
in O(log(n)) for n input qubits. Due to parameter sharing and the logarithmic circuit depth, a QCNN is
characterized by O(log(n)) parameters. The quantum pooling operation may include parameterized two-qubit
controlled-unitary gates prior to the dimensionality reduction, with control qubits being traced out after gate
operations. Quantum convolution and pooling layers are iterated until the remaining system size is sufficiently
small. For instance, the iteration can continue until only one qubit remains for binary classification [44].

An example circuit of QCNN with eight input qubits is shown in Fig. 1. The circuit begins with the
data encoding step that prepares the input data as a quantum state. In this specific case, two convolution
layers precede the pooling layer, and the sequence of convolution-convolution-pooling layers is iterated twice,
culminating in a final state with two remaining qubits. These qubits subsequently undergo an additional layer
of convolutional operations, succeeded by two-qubit measurements. The set of trainable parameters can be
grouped into five, each corresponding to a quantum convolution layer, as θ = {θ1,θ2,θ3,θ4,θ5}. Since each
parameter vector is associated with one convolution layer, dim(θi) ≤ 15 for all i. The rounded rectangles
within the circuit diagram symbolize the two-qubit unitary gate, applied to nearest neighbor qubits. This
operation is also extended to the top and bottom qubits to satisfy the periodic boundary condition.

The circuit that enables the generation of an arbitrary two-qubit unitary transformation is shown in Fig. 2.
In the figure, Ri(θ) = cos(θ/2)I − i sin(θ/2)σi represents the single-qubit rotation gate around the i-axis of
the Bloch sphere by an angle θ, where I is the 2-by-2 identity matrix and σi with i ∈ {x, y, z} is the Pauli
matrix. Moreover, U3(θ, ϕ, δ) = Rz(ϕ)Rx(−π/2)Rz(θ)Rx(π/2)Rz(δ) is capable of generating an arbitrary
single-qubit unitary transformation. The circuit also uses the controlled-NOT (CNOT) operation, which flips
the state of the target qubit if the control qubit is in the state |1⟩. In Fig. 1, the quantum pooling layer only
performs the partial trace operation without incorporating parameterized gates. This is particularly useful
when the convolution layer already uses the parameterized gate in the form of Fig. 2, which is capable of
learning arbitrary two-qubit operations. In such instances, introducing parameterized gates to the pooling
layers may not significantly alter the classification performance [44]. Therefore, considering computational
efficiency, it can be preferable to leave the quantum pooling layer unparameterized when the convolution
layer is parameterized using the SU(4) circuit.

If the nature of the target problem necessitates a significant increase in model complexity by utilizing a
larger number of parameters, it is possible to stack numerous convolution layers before each pooling operation.
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Figure 2: The two-qubit circuit capable of implementing an arbitrary two-qubit unitary transformation in SU(4).
Here, Ri(θ) represents a single-qubit rotation around the i-axis of the Bloch sphere by an angle θ, and U3(θ, ϕ, δ) =
Rz(ϕ)Rx(−π/2)Rz(θ)Rx(π/2)Rz(δ). Furthermore, the circuit includes the controlled-NOT gate. The total number of parame-
ters is fifteen. This circuit is utilized as the quantum convolution operation in this study.

Deactivating parameter sharing is an alternative strategy, permitting each two-qubit gate to independently
take distinct parameter values [66].

3.4. Measurement

The data encoded in the quantum Hilbert space and manipulated by the quantum circuit gets embedded
into the final low-dimensional feature (i.e. latent) space through a function g : C2n → Rd′ . As discussed in
Section 2.3, it is imperative to eliminate redundant information and reduce the computational complexity for
both computing and minimizing the loss function. Consequently, the condition d′ < d is imposed. Adopting
a QCNN as the VQC in QSVDD as described in the previous section naturally achieves dimensionality
reduction. Since QCNN involves entangling gates and partial trace operations, an initial n-qubit pure state
at the input transforms into a final no-qubit mixed state at the output. The former and latter states are fully
characterized by 2n − 1 and 4no − 1 parameters, respectively, accounting for the normalization condition. To
ensure that the output feature space is smaller than the input space, a minimum of two pooling layers is
required. This leads to no < n/2, satisfying the condition 4no < 2n. The QCNN circuit example illustrated in
Fig. 2 applies two pooling layers, resulting in a two-qubit reduced density matrix at the output. The fifteen
real values that completely characterize the two-qubit density matrix can be extracted by measuring the
expectation values of two-qubit Pauli observables. Specifically, the ith value is evaluated as vi = ⟨Pi⟩, where
Pi ∈ P2 = {I, σx, σy, σz}⊗2 and P2 denotes the set of two-qubit Pauli operators that forms a basis for the
real vector space of two-qubit density matrices. Thus, the maximum dimension of the feature space in this
particular example is fifteen. However, this does not mean that the size of the feature space always has to be
4no − 1. It can be further reduced by measuring Pauli observables from a subset S ⊂ P2, where |S| < |P2|.
Therefore, when no = 2, the size of the feature space can range from one to fifteen. The dimension of the
feature space can be adjusted to strike the optimal balance between accuracy and computational cost.

Note that the QCNN circuit shown in Fig. 1 uses a convolution layer before performing the expectation
value measurement. The expectation value of a Pauli observable Pi can be expressed as

⟨Pi⟩ = Tr
(
PiUc(θ5)ρ2U

†
c (θ5)

)
= Tr

(
P̃i(θ5)ρ2

)
, (8)

where Uc represents the two-qubit unitary gate in the convolution layer with the set of parameters θ5

taking the two-qubit reduced matrix, denoted by ρ2, as the input, and P̃i(θ5) = U†
c (θ5)PiUc(θ5). The last

expression is obtained by using the cyclic property of the trace operation, represented as Tr(ABC) = Tr(CAB).
Equation (8) shows that the measurement process and the last convolution layer can collectively be seen as a
parameterized measurement. Therefore, optimizing the final convolution layer corresponds to the process of
learning the optimal set of measurements to engineer features projected into the low-dimensional feature
space.

4. Numerical experiments

The numerical experiments are conducted on the MNIST dataset and the Fashion MNIST dataset with
eight input qubits using PennyLane [46]. The images are resized from their original dimension of 28×28 = 784
to 16× 16 = 28 using the bilinear interpolation method, a commonly used technique for image resizing [67],
to facilitate amplitude encoding for loading the data to eight input qubits.
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Figure 3: The average AUC scores for the MNIST dataset (solid line) and the Fashion MNIST dataset (dashed line) as a
function of the latent space dimension, which corresponds to the number of two-qubit Pauli observables. For each dataset, the
average is computed based on five repetitions of ten anomaly detection (AD) tests, each of which designates one of the classes
as the normal class. The shaded areas correspond to standard deviations. The optimal latent space size for both datasets is
determined to be nine.

Both datasets contain ten distinct classes, facilitating the establishment of ten independent AD tests for
each dataset. Each test considers one of the classes as the normal class. During each test, the QSVDD is
trained using approximately 6000 normal data samples. Each of these tests was repeated five times, with
parameters of the VQC being initialized randomly each time. The parameter initialization is carried out by
sampling from a standard normal distribution. Subsequently, an Adam optimizer [68] is employed to update
these parameters iteratively, aiming to minimize the loss function specified in Eq. (5). Following the training
phase, the area under the receiver operating characteristic (ROC) curve (AUC) is computed as the figure
of merit. The AUC is evaluated using 1000 normal samples and 900 abnormal samples, consisting of 100
samples randomly selected from each of the remaining classes.

Figure 3 presents the AUC scores averaged over all ten AD tests with five random seeds as a function of
the latent space dimension, determined by the number of two-qubit Pauli observables measured at the end of
the VQC. The solid and dashed lines represent the results for the MNIST and Fashion-MNIST datasets,
respectively, with shaded areas around each line indicating the corresponding standard deviation. The results
demonstrate that QSVDD’s performance steadily improves as the dimension of the latent space increases
until reaching nine, beyond which there is no significant improvement. Due to the increasing computational
time associated with a larger number of Pauli observables, we fix the latent space dimension at nine for all
subsequent simulations.

We compare QSVDD to the QAE-based OCC and DSVDD, each representing quantum and classical AD
methods, respectively. The QAE-based OCC used in this comparative study is sourced from Refs. [29, 34],
and its details are provided in Appendix A. The structures of the VQC and neural network are set up in
such a way that the number of parameters in the different methods is comparable. Specifically, QSVDD,
QAE, and DSVDD are configured with 75, 78, and 92 parameters, respectively. The simulation results are
presented in Fig. 4. In this figure, the heights of the empty, dotted, and hatched bars represent the average
AUCs in percentage obtained with QSVDD, QAE, and DSVDD, respectively, computed from five random
seeds. The error bars indicate the standard deviations.

The simulation results demonstrate the strong performance of QSVDD. Specifically, QSVDD outperforms
both QAE and DSVDD in all test cases where different normal classes are used for the MNIST dataset and
in seven out of ten test cases for the Fashion-MNIST dataset.
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(a) MNIST dataset (b) Fashion MNIST dataset

Figure 4: The bar chart presents the average AUC scores and standard deviations achieved by QSVDD, QAE, and DSVDD
under similar training conditions for (a) the MNIST dataset and (b) the Fashion MNIST dataset. In all cases, the latent
space dimension is fixed at nine. For each dataset, ten independent AD tests were conducted, with each test designating one
of the classes as the normal class. Each bar represents the average score computed from five repetitions of each AD test,
with random initialization of parameters. Error bars indicate the standard deviations. The results demonstrate that QSVDD
consistently outperforms the other methods for the MNIST dataset and in seven out of ten instances for the Fashion MNIST
dataset. Additionally, the standard deviations in the QSVDD method consistently show smaller variations compared to the
other methods, highlighting the stability of the proposed approach.

For the MNIST dataset, QSVDD achieved a mean AUC of 83.13 when averaged over all normal classes,
while QAE and DSVDD scored 70.54 and 70.32, respectively. Furthermore, QSVDD exhibited a smaller
average standard deviation of 2.15 compared to 5.34 and 7.29 in QAE and DSVDD, respectively. The
reduction in the standard deviation suggests that QSVDD is more reliable than the other two methods.

For the Fashion-MNIST dataset, QSVDD attained a mean AUC of 80.59 when averaged over all normal
classes, while QAE and DSVDD scored 76.69 and 76.05, respectively. QSVDD once again demonstrated
improved reliability, with an average standard deviation of 2.28, compared to 6.94 for QAE and 7.50 for
DSVDD.

As described in Sec. 3.3, both the circuit depth and the number of parameters of the QSVDD with the
QCNN ansatz grow logarithmically with the number of qubits. In contrast, the number of parameters grows
linearly, and the circuit depth grows quadratically with the number of qubits in the QAE-based AD (see
Appendix A). Therefore, QSVDD emerges as a more efficient QML method for AD than QAE. Moreover, the
reduction in the circuit depth is imperative from the practical perspective, as the size of the quantum circuit
that can be executed reliably is limited in NISQ devices. It is also noteworthy that QSVDD outperformed
DSVDD in most cases, despite using fewer model parameters.

5. Conclusion

Anomaly detection aims to identify data points or patterns that deviate significantly from expected or
normal behavior within a dataset, playing a crucial role in data science across various domains. This work
presented the QSVDD algorithm, the quantum analogue of deep SVDD, for one-class classification and its
application to anomaly detection. Our approach involves training a shallow-depth variational quantum circuit
and projective measurements to learn a low-dimensional feature space in which the normal data is enclosed
by the minimum-volume hypersphere. Utilizing QCNN as the trainable quantum circuit for QSVDD enables
logarithmic growth in both the number of parameters and the quantum circuit depth as the number of qubits
increases. This implies a doubly exponential reduction in the number of parameters and circuit depth relative
to the number of data features within the input quantum state, if the exponentially large quantum state
space is fully utilized. This compact design is also advantageous for implementation on near-term quantum
devices, which rely on limited quantum resources.
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Numerical simulations were conducted on 20 instances of AD tasks using the MNIST and Fashion MNIST
image datasets. These simulations demonstrated that QSVDD outperformed both QAE, a quantum machine
learning algorithm, and DSVDD, a deep learning algorithm. Notably, this improvement was achieved despite
QSVDD having a shallower circuit depth than QAE and fewer parameters than DSVDD. These results
strongly suggest that QSVDD holds great promise as a highly efficient quantum machine learning approach
for AD. Its advantage over classical approaches is expected to become even more pronounced when applied
to data that is inherently quantum, as produced by quantum devices such as quantum sensors [1].

While the primary objective of this work is to establish a general framework for QSVDD based on
VQC, the algorithm can be customized at various stages to accommodate specific tasks and data. For
instance, when applying QSVDD to classical data, optimizing the data encoding method beyond amplitude
encoding could result in a more efficient or practical quantum representation of the target input data. Further
refinement in selecting the VQC structure, measurement scheme, and optimization algorithm could tailor the
QSVDD algorithm to better suit other specific tasks and datasets. Furthermore, exploring the integration of
general quantum measurements, such as the positive-operator valued measure (POVM), beyond projective
measurements and optimizing it [69], represents an intriguing avenue for future research. Another intriguing
extension of this work involves applying classical-to-quantum transfer learning [45, 70] to the domain of AD
to enhance the utility of QML.
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Appendix A. Quantum autoencoder

Quantum autoencoder (QAE) [33] aims to learn a compressed representation of quantum data, ideally
without losing information, by training a variational quantum circuit. In the QAE framework, the data
originally represented by n input qubits is compressed to n− nt latent qubits, where nt > 0 is the number of
trash qubits that are eliminated. The training procedure for constructing a QAE is based on the following
intuition: if the encoder transforms trash qubits into the state |0⟩⊗nt , then the decoder can perfectly
reconstruct the original data by applying the inverse of the encoder to nt reference states initialized in
|0⟩⊗nt and the latent qubits. This also aligns with the goal that the trash qubits should not contain any
useful information about the original state. The reduced density matrix describing the trash qubits after the
parameterized encoding operator U(θ) can be expressed as ρtrash(θ) = Trlatent

(
U(θ)ρ(x)U†(θ)

)
, where ρ(x)

is the density matrix representation of the input data, and Trlatent(·) denotes the partial trace performed on
the latent qubits. The loss function is then expressed as

L(θ) =

nt∑
j=1

(1− Tr(σ(j)
z ρtrash(θ)), (A.1)

where nt is the number of trash qubits, and σ
(j)
z is the Pauli z observable whose expectation is measured on

the jth qubit. It is evident that this loss function is minimized when ρtrash(θ) = (|0⟩⟨0|)⊗nt . Inspired by the
loss function shown in Eq. (A.1), Refs. [29, 34] proposed an ansatz designed to disentangle the trash qubits
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Figure A.5: Illustration of the QAE ansatz used in this work for the benchmark study. In our implementation, we set n = 8,
nt = 6, and the last two qubits at the bottom represent the latent qubits of the QAE. The quantum state of the two latent
qubits is projected onto the 9-dimensional latent (feature) space using the expectation measurements of 9 Pauli observables,
similar to the QSVDD with the QCNN ansatz.

from each other, as well as from the latent qubits. The encoding circuit inspired by this principle, with n = 8
and nt = 6, is illustrated in Fig. A.5. The trainable parameters are the angles of the single-qubit rotation
around the y-axis of the Bloch sphere, denoted as Ry in the figure.

Several studies have demonstrated that QAE can effectively address AD problems [29, 35, 36]. When
the primary goal is anomaly detection, there is no need to reconstruct the original data through decoding.
Consequently, the quantum circuit depth is reduced by half. We adopted the QAE-based one-class classification
approach proposed in Ref. [29] and compared its performance with our QSVDD algorithm. In our study,
the QAE with n = 8 and nt = 6 as depicted in Fig. A.5 is trained to minimize the loss function shown in
Eq. (A.1). Subsequently, the quantum state of the two latent qubits is projected onto the 9-dimensional
subspace by the Pauli measurements, as outlined in Section 3.4. The center c and the radius r of the
hypersphere can then be determined as the mean of the normal data and the largest distance between the
normal data from the center, respectively. Finally, the decision function shown in Eq. (6) is used to identify
anomalies.

To compare the AD performance of the QAE-based algorithm and our QSVDD under similar training
conditions, we designed the QAE ansatz to employ 78 trainable parameters, while the QSVDD with the
QCNN ansatz employes 75 parameters. In general, the number of parameters and the circuit depth of the
QSVDD with the QCNN ansatz grow logarithmically with the number of input qubits. In constrast, in QAE,
the number of parameters (p) scales as

p = nt + nl, (A.2)

and the circuit depth (dc) scales as

dc = 1 +

((
nt
2

)
+ nt(n− nt) + 1

)
l, (A.3)

where l is the number of layers used in QAE. We can assume that nt = n/c, where c > 0 is a constant,
meaning that a fraction of the input qubits is used to store the compressed information. Therefore, p ∈ O(n)
and dc ∈ O(n2).
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Appendix B. QSVDD simulation results

In Section 4, we presented simulation results illustrating the performance of QSVDD. This appendix
contains the complete numerical values of these QSVDD simulation results.

Normal class
Dimension of latent space

1 3 6 9 12 15
0 79.55 ± 4.11 90.73 ± 2.65 91.08 ± 1.67 93.73 ± 1.44 94.47 ± 0.98 94.29 ± 1.26
1 85.89 ± 2.34 95.85 ± 1.12 97.31 ± 0.73 96.99 ± 1.68 97.97 ± 0.43 97.94 ± 0.18
2 68.12 ± 3.86 74.72 ± 1.46 74.88 ± 7.71 79.71 ± 1.08 76.78 ± 4.98 78.65 ± 2.56
3 70.46 ± 3.98 80.34 ± 1.64 84.37 ± 2.38 86.13 ± 1.44 84.98 ± 3.21 84.89 ± 2.52
4 68.36 ± 5.48 79.18 ± 3.88 82.84 ± 4.04 79.59 ± 2.58 79.45 ± 5.08 81.24 ± 3.57
5 62.90 ± 2.13 66.07 ± 3.46 70.2 ± 3.46 69.2 ± 3.11 68.68 ± 4.73 68.19 ± 2.65
6 67.57 ± 5.26 74.92 ± 3.78 76.86 ± 2.97 79.11 ± 2.74 79.09 ± 1.77 77.37 ± 0.81
7 75.36 ± 4.66 86.28 ± 1.95 86.19 ± 2.59 85.45 ± 2.14 85.11 ± 1.47 86.52 ± 1.9
8 68.88 ± 2.83 76.33 ± 2.37 80.06 ± 3.86 80.83 ± 2.83 82.08 ± 2.0 82.17 ± 2.87
9 69.74 ± 3.96 74.24 ± 2.03 78.34 ± 3.65 80.6 ± 2.51 77.41 ± 4.39 75.84 ± 1.65
Mean 71.68 ± 3.86 79.87 ± 2.43 82.21 ± 3.31 83.13 ± 2.16 82.60 ± 2.90 82.71 ± 2.00
T-shirt/top 67.36 ± 4.16 74.52 ± 1.53 76.72 ± 1.45 78.43 ± 1.08 78.17 ± 2.41 77.98 ± 0.90
Trouser 80.65 ± 4.27 87.37 ± 2.84 91.44 ± 3.18 90.09 ± 4.52 90.78 ± 3.32 87.64 ± 2.86
Pullover 67.91 ± 1.46 71.71 ± 2.07 73.21 ± 2.28 75.18 ± 2.29 73.70 ± 1.72 74.37 ± 1.13
Dress 71.49 ± 1.46 79.08 ± 1.59 81.64 ± 1.42 82.81 ± 1.13 82.04 ± 0.78 82.69 ± 0.92
Coat 74.43 ± 1.96 79.15 ± 0.57 81.22 ± 2.04 82.09 ± 0.75 81.42 ± 1.82 82.42 ± 1.03
Sandal 55.77 ± 6.38 69.63 ± 6.01 62.07 ± 5.91 66.67 ± 5.11 67.78 ± 7.98 61.42 ± 5.14
Shirt 65.82 ± 1.91 73.32 ± 1.74 74.45 ± 1.34 73.50 ± 1.74 75.43 ± 1.32 74.17 ± 0.69
Sneaker 94.78 ± 0.75 93.79 ± 1.31 94.53 ± 1.85 95.54 ± 0.87 96.17 ± 1.19 97.02 ± 0.67
Bag 72.04 ± 6.36 68.80 ± 6.16 76.79 ± 5.48 79.41 ± 3.03 74.35 ± 4.32 73.11 ± 4.63
Ankle boot 78.59 ± 3.46 78.83 ± 3.84 82.47 ± 3.45 82.15 ± 2.32 85.29 ± 1.71 77.97 ± 1.46
Mean 72.88 ± 3.22 77.62 ± 2.77 79.45 ± 2.84 80.59 ± 2.28 80.51 ± 2.66 78.88 ± 1.94

Table B.1: The table presents the average AUC (%) and standard deviations obtained by the QSVDD algorithm in five repeated
experiments, each with random parameter initialization. The experiments were conducted on both the MNIST and Fashion
MNIST datasets. Each column in the table corresponds to the dimension of the latent space, ranging from 1 to 15. Each row in
the table represents the normal class in the anomaly detection problem. For a visual representation of this table, see Figure 3.
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