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Abstract

Background: The increase in data volume in recent years has advanced the utilization of
various statistical and machine learning techniques, thus expediting research and development
activities. Not all industries, however, have benefited equally from the surge in data
availability, partly due to legal restrictions on data usage and privacy regulations, with
medicine being a prominent example. To address this issue, various statistical disclosure and
privacy-preserving methods have been proposed, including the use of synthetic data generation.
Synthetic data are generated based on some existing data, with the aim of replicating them as
closely as possible and acting as a proxy for real sensitive data. Patient data are often
longitudinal in nature, yet this aspect remains underrepresented in the existing reviews
concerning synthetic data generation in the medical field.

Objective: The objective of this paper is to map and describe existing methods for generating
and evaluating synthetic longitudinal patient data in real-life settings.

Methods: We conducted a systematic review following the PRISMA guidelines, incorporating
data from five databases until the end of 2022.

Results: Seventeen distinct methods were identified, ranging from traditional simulation
techniques to modern deep learning methods. Fourteen studies (82%) compared resemblance
and ten studies (59%) assessed utility between the synthetic and original data. Privacy was
addressed in eight studies (47%). Six studies (35%) evaluated all three aspects.

Conclusions: None of the 17 methods were found to address all challenges related to
longitudinal data generation simultaneously, underscoring the need for ongoing
methodological research. The heterogeneity in evaluation approaches observed across the
studies poses a significant challenge to meaningful comparisons between methods and their
real-world applicability. While standardized evaluation criteria could enhance method
assessment, it is crucial to acknowledge the importance of tailored approaches for different
applications and datasets. Additionally, transparent documentation and source code
accessibility are essential for method dissemination. Lastly, addressing privacy concerns in
synthetic data requires collaboration among method developers, medical practitioners, and
legislators, with empirical support and practical feasibility in mind.
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1 Introduction

The recent surge in data volumes has greatly facilitated research, development, and innovation
(RDI) activities. Yet, some sectors, particularly medicine, still face challenges in harnessing
existing data sources due to stringent data protection regulations. Sensitive and confidential
medical records fall under various international and national legislations, such as the General
Data Protection Regulation (GDPR)[1] or the Health Insurance Portability and Accountability
Act (HIPAA)[2]. Compliance with these policies typically leads to prolonged data processing
times and, in certain cases, restricted access. For instance, while the national regulation in
Finland permits using identifiable individual-level data for research, their use in development
and innovation activities remain prohibited [3].

If patient data are deemed sufficiently anonymous, they fall outside the rules of personal data
protection, streamlining data access and sharing. Synthetic data generation (SDG) offers a
promising approach to achieve such anonymity. The goal of SDG is to produce artificial data
that resemble real-world observations, referred to as original or input data, while maintaining
adequate utility and resemblance with the input. Here, resemblance refers to the level of
equivalence between synthetic and original data distributions, while utility pertains to the
extent the analyses and predictions based on the synthesized data align with those from the
original data. The two concepts are partially overlapping as good resemblance typically implies
high utility. However, while synthetic data often maintain high utility through resembling the
original data, a perfect match is not required. For instance, a classification model may perform
well in synthetic data even when the two distributions do not fully agree, as long as specific
data structures are preserved.

In the context of statistical disclosure control (SDC) [4] and privacy-preserving data publishing
(PPDP) [5], the third goal of SDG is to achieve privacy, i.e., to avoid releasing personal
information. Originally proposed by Rubin [6] in 1993, SDG has gained prominence in
enhancing data protection and expediting RDI activities. However, concerns regarding the
sufficiency of mere random data generation for privacy preservation have prompted
exploration of more effective privacy-preserving techniques [7-9]. Beyond privacy, SDG
offers value in model testing and data augmentation, where privacy concerns might be less
pertinent and the emphasis is on providing sufficiently realistic data.

1.1 Rationale

Previous reviews [9—14] on synthetic data generation in healthcare have primarily focused on
Generative Adversarial Networks (GANs) [15] or have not explored the specific challenges
posed by generation of longitudinal data although this gap has been acknowledged [13]. Yet,
longitudinal data (LD) which accumulate over time during patient treatment and follow-up, are
a common form of health data. LD contain at least one variable measured for each subject at
two or more time points [16]. These measurements can be collected at the same time points for
all subjects, constituting balanced data. Alternatively, the time points or the numbers of
measurements may vary across subjects, resulting in unbalanced data. These subject-specific
repeated measurements create a distinct dependency structure, absent in standard cross-



sectional data at a single time point [16]. At the same time, LD pose specific requirements for
data modeling and analysis. Typically, repeatedly measured variables are regarded as response
variables (outputs), while other variables are treated as covariates (inputs), with the goal of
modeling the relationship between the covariates and the evolution of the response in time.
Figure 1 depicts the defining characteristics of longitudinal data.
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Balanced longitudinal data
Patient ID | Sex Group Intervention | Age_B | Age_3 | Age_6 | Height_B| Height_3| Height_6 | Weight_B | Weight_3 | Weight_ 6 | CCI_B | CCI_3 | CCI_6 | Albumin_B
1 Male A Case 40 40 40 187 187 187 80 82 a1 5 5 5 37.3
2 Female B Control 27 28 28 164 NA 164 58 NA 58 12 12 13 421
n Female B Case 56 56 57 175 175 176 68 70 7 10 10 10 38.7

(c)

Figure 1. Illustration of key characteristics and different forms of longitudinal data. Subfigure (a) shows balanced
(subjects have identical visit sequences), and subfigure (b) shows unbalanced (differing visit sequences) longitudinal data in
long format (multiple rows per subject). The third subfigure (c) illustrates the same data as in (a) but in wide format (single
row per subject). The main difference to another common tabular data type, cross-sectional data, are precisely these repeatedly
measured variables from the same subjects over time. These repeated measurements create a unique temporal structure that is
essential to preserve when generating synthetic data. Moreover, missing data (NA), measurement errors (176 in (a)), and
dropouts (second row in (b)) are common issues encountered in longitudinal data and can impede synthetic data generation.

In this review, we categorize longitudinal datasets into three categories. If the data takes the
form presented in Figure 1, wherein the variables naturally divide into covariates (e.g., sex,
age) and responses (e.g., albumin, QoL), we call them “standard longitudinal data”.
Alternatively, when the data solely comprise repeated measurements without static covariates,
we call them “trajectory data”. As an example, a trajectory dataset may encompass a series of
diagnostic codes per visit, alongside additional repeated measurements linked to each visit.
Finally, if there is only one repeatedly measured variable type, such as disease codes, we call
the data “sequence data”. This trichotomy is later used when categorizing different methods of
longitudinal SD based on their input data type.

Longitudinal data are not the only type of time-dependent data. Other data types akin to LD
are time series and survival data. Unlike time series, characterized by frequent equi-spaced
repeated measurements [17], LD consist of numerous independent realizations of relatively
short subject-specific series of observations [16]. The key difference between longitudinal and



survival (time-to-event) data lies in their distinct conceptualizations of time. In LD, time is
treated as fixed index [16], whereas in survival data time is random and inherently of interest
[18].

Another related data type, electronic health records (EHRs), integrates unbalanced longitudinal
data alongside other data types such as imaging, time series (signals), survival, and omics data,
making them multimodal. As the focus in this review is on longitudinal data, we categorize
EHRs based on the characteristics of their longitudinal component, employing the previously
outlined trichotomy.

When generating synthetic LD, neglecting the longitudinal aspects of data may lead to flawed
generative models characterized by logical inconsistencies, such as treating repeated within-
subject measurements as independent entities. Consequently, additional research is warranted
to identify appropriate techniques for generating synthetic longitudinal patient data that are
reliable and of sufficient quality to be used in real-life settings. Such methods could be directly
offered to data controllers to facilitate the use of patient data in different RDI activities while
safeguarding patient privacy. This systematic literature review aims to address this need and
complies with the PRISMA [19] guidelines as applicable.

1.2 Objectives

The primary objective of this systematic review is to map and describe existing methods for
generating synthetic longitudinal patient data in real-life settings.

The research questions under the primary objective are:

RQI1. What methods are currently available for generating synthetic longitudinal patient
data?

RQ2. How do these methods address the key characteristics of longitudinal data, including
temporal structure, balance, different variable types, and missing values?

RQ3. How were these methods evaluated in terms of resemblance, utility, and privacy
preservation?

The secondary objective is to evaluate the comprehensiveness of reporting in the identified
literature to provide insights to method developers about areas requiring further research.
Comparing the identified methods in practice is beyond the scope of this review but presents
an intriguing prospect for future research.

The rest of the article is organized as follows: Section 2 outlines the review’s methodology,
Section 0 presents the findings of individual studies and their synthesis. Section 4 concludes
the article by offering general interpretations of the results, addressing limitations and
discussing practical implications.



2 Materials and methods

2.1 Eligibility criteria

Table 1 presents the eligibility criteria used to select the pertinent literature to address the
research questions RQ1-3.

Table 1. Eligibility criteria. The following criteria were used to select relevant literature from the search results.

Criterion

Description

Examples of exclusions

Includes synthetic
data generation

Synthetic data are generated via a randomized
algorithm using an existing dataset (i.e.,
original or input dataset) with the goal of
closely mimicking the original data
distribution and with the ability to generate
unlimited number of synthetic samples.

Deterministic algorithm, e.g., rule-based
Algorithm based naively on standard
probability distributions

Data simulation, i.e., data are generated
from theoretical models

Longitudinal input
data

The input dataset includes at least one
repeatedly measured variable and the authors
address this longitudinal aspect.

Not longitudinal data

Longitudinal data altered so that the
temporal structure is lost, e.g., through
aggregation

Variables included “incidentally” without
explicitly considering repeated
measurements or temporal correlation

Data comparability

In case the input data are not patient data,
variables in the original dataset should be
comparable to those found generally in
longitudinal patient data.

Data not comparable to longitudinal
patient data

Data sharing
capability

Method should support data sharing and
generate fully synthetic data which is void of
the original confidential data.

Publication focuses on data augmentation

Privacy-preserving
techniques

Consideration for privacy-preserving
techniques in SDG is optional.

Non-open-source and
commercial methods

Literature involving non-open-source and
commercially licensed methods are included.

Language

English

Language other than English

Publication types

Peer-reviewed journals and proceedings as
well as pre-prints, books, book chapters and
reviews.

Other than listed in Description

2.2 Information sources

We searched EMBASE (1947 to Nov 22, 2022), MEDLINE (Ovid interface, 1946 to Nov 22,
2022), Web of Science (1900 to Nov 22, 2022) and Google Scholar (Publish or Perish software
[20], first 1000 hits on June 18, 2021), and arXiv (open-source metadata [21]on Nov 22, 2022).
These databases were chosen because they have been found to provide the best coverage [22].
To discover the latest, yet unpublished methods, we included arXiv.



2.3 Search strategy

Literature search strategies (Supplemental Material A) were developed using topic (title,
abstract, keywords) and text words related to synthetic longitudinal patient data. The strategy
was reviewed by a review team member who was not involved in its development, using the
PRESS standard [23]. To ensure that the review was up to date, the search was conducted twice
(Jun/2021, Nov/2022).

2.4 Selection process

After removing duplicates using EndNote Online [24], the results were uploaded to Rayyan
[25]. Subsequently, the review authors (KP and JV) independently screened the titles and
abstracts against the eligibility criteria using a specific screening chart (Supplemental Material
B.1). Any remaining duplicates were removed by KP. Full texts, referred to as studies or
publications, were procured for records that met the eligibility criteria or exhibited any
uncertainty in eligibility. Inaccessible publications were excluded.

Subsequently, the potential publications were independently screened by KP and JV against
the eligibility criteria using a specific full-text screening chart (Supplemental Material B.2).
Disagreements were resolved through discussion and, if necessary, a third-party arbitration
(KA) was consulted. The reasons for exclusion were documented.

2.5 Data items and collection

KP collected and managed data from the eligible publications using a structured form
(Supplemental Material C) within the REDCap electronic data capturing tools hosted at the
University of Turku [26,27]. In unclear situations, KP consulted the authors and their webpages
to make sure that all relevant data were captured. For quality control, JV and KA conducted
spot checks on the data collection process. Unavailable or unclear information was recorded as
missing, and in cases of uncertainty, KP consulted JV and KA.

2.6 Risk of bias and reporting quality assessment

In adherence to the PRISMA guidelines [19], a systematic review is expected to consider and
assess potential biases present in the studies that are included. Due to the absence of a specific
evaluation framework in our context of a methodological review, we applied the existing
guidelines from the Cochrane Handbook for Systematic Reviews of Interventions [28]. We
considered events such as favoring data subsets for better results (selection bias), omission of
results (reporting bias), and ambiguity in model performance assessment (performance bias).
The detailed assessment framework is presented in Supplemental Material D.1.

Reporting quality was assessed by examining inconsistency, imprecision, or indirectness of
reporting, drawing inspiration from the Grading of Recommendations, Assessment,
Development and Evaluations (GRADE) framework [29]. Furthermore, KP collected data
related to disclosed conflicts of interest, peer-review status, and the comprehensiveness of
detailing the training process employed in SDG.



KP assessed the risk of bias and the reporting quality, sharing the findings with JV and KA to
obtain mutual agreement. Nevertheless, it should be noted that despite the utilization of a
structured framework, the assessment of bias risk and reporting quality inherently encompasses
subjectivity, a recognized characteristic even within the established frameworks [30].

2.7 Methods to address research questions

To address RQ1, we compiled a concise overview encompassing all SDG methods that were
predominantly applied in the eligible publications, subsequently referred to as the primary
methods (Section 3.4). This summary lists the fundamental operational principles, approaches
for modeling longitudinal data and potential limitations for all primary methods. In addition,
we recorded all SDG methods that were utilized for comparing and benchmarking against the
primary methods, later referred to as the reference methods.

To address RQ2, we generated a comprehensive table delineating the capabilities of the
primary methods in processing and generating unbalanced data or mixed-type variables,
handling missing observations, and the necessity of expert knowledge (Section 3.4). Here,
expert knowledge refers to highly context-specific information, necessary to be able to use the
method, such as choosing realistic generation sequences or variable distributions, and goes
beyond the basic functionalities, such as training a neural network or a machine learning model.

To address RQ3, we constructed summary figures and tables that outline the utilized datasets,
measures of resemblance, assessments of utility, and considerations of privacy (Section 3.5).
In addition, to gain insight into the broader evaluation framework, we examined whether each
evaluation task was conducted using a single or multiple independently generated synthetic
datasets, and whether the evaluation of the quality of synthetic data was conducted in relation
to the original data or in comparison to other datasets or methods.

In accordance with the secondary objective, we categorized the research objectives of the
eligible publications (Section 3.2), classified utilized methods and LD types (Section 3.4) and
assessed bias and reporting quality (Section 3.3). Finally, we discussed our findings in relation
to the existing literature to identify prospective areas for future research (Section 4).



3 Results
3.1 Study selection

The search initially identified 8 943 publications. After removing 2 027 duplicates, 6 916
studies underwent title and abstract screening, leading to selection of 377 publications for full-
text screening. Nine studies were unattainable, leaving 368 studies for evaluation against the
eligibility criteria (Section 2.1). Altogether 15 of the 368 studies met our criteria and were
included at this stage.

To augment the search, KP examined all references in the 15 included studies. This process
identified 22 potential publications, of which two were deemed eligible and incorporated in the
review. Ultimately, 17 eligible studies were included in the review. Figure 2 illustrates the
study selection process according to the PRISMA guidelines [19]. Examples of each exclusion
category are provided in Supplemental Material E.

‘4 Identification of studies via databases and registers | \ Identification of studies via other methods |

e Records identified from: Records removed before
e screening:
® Web of Science (n = 5 529) Records identified from
.h% Google Scholar (n = 980) » Duplicate records removed by
t MEDLINE (n = 976) automation tools (n = 1 478) Citation searching (n = 22)
% Embase (n = 830) Duplicate records removed by
- arXiv (n = 628) human (n = 549)
h 4
Records screened o Records excluded
(n=6916) 7 (n=6539)
h 4 v
Reports sought for retrieval Reports not retrieved Reports sought for retrieval Reports not retrieved
2 (n=377) 7] (n=9) (n=22) i (n=1)
= )
g )
3 Y
Reports assessed for eligibility Reports excluded: Reports assessed for eligibility
(n =368) (n=21) Reports excluded:
Wrong data type (n = 152)
Not synthetic data (n = 80) Wrong data type (n = 13)
Partially synthetic data (n = 47) Partially synthetic data (n = 2)
Eligibility unclear (n = 29) Duplicate (n=1)
Based on common pds (n = 28) Longitudinality ignored (n = 1)
— Longitudinality ignored (n = 14) Not synthetic data (n = 1)
¥ Duplicate (n = 2) Wrong literature type (n = 1)
. Wrong literature type (n = 1)
o
Q Reports included in review
°
= (n=17) <
= Distinct methods (n = 33)

FTgure 2. PRISMA flow diagram. The diagram illustrates the study selection process according to the PRISMA guidelines;
pds: probability distributions.

3.2 Study characteristics

The 17 included studies (Table 1) were published between 2016 and 2022, with seven studies
in 2022. The predominant research objective in the studies was privacy-preserving data
publishing (41%). Additionally, five (29%) of the studies emphasized data publishing but did
not employ privacy-preserving techniques or privacy evaluation for synthetic data. As per the
SCImago Journal & Country Rank [31], the most common publication fields were medicine
(35%) and computer science (35%).
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3.3 Risk of bias and reporting quality

There was no indication of selection bias in the included studies. However, five (29%) studies
had potential risk of performance bias, and a risk of reporting bias was observed in nine

publications (53%). Details regarding these assessments are available in Supplemental Material
D.2.

Inconsistency of reporting was observed in one study, imprecision in six (35%) publications,
and three studies (18%) showed evidence of indirect reporting (see details in Supplemental
Material D.3).

In three studies (18%) the documentation of the training processes was only partially provided
and seven (41%) publications lacked such descriptions altogether. Among the included
publications, only two (12%) were not peer reviewed. Conflict of interest was declared in four
(24%) publications, whereas this information was absent in six (35%) publications.

3.4 SDG methods for longitudinal patient data

We identified a total of 33 SDG methods, comprising 17 primary and 16 reference methods.
Detailed descriptions of each primary method are provided in Supplemental Material F and a
summary of the reference methods is provided in Supplemental Material G. Figure 3 illustrates
our classification of all identified methods according to their key operating principles while
Table 3 details the key characteristics of the primary methods.
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Figure 3 Classification of the identified SDG methods. The identified 17 primary methods (black) and 16 reference methods
(grey) were classified into five different groups: autoencoders (AEs), Bayesian Networks (BNs), Ensembles (methods that
combine three or more machine or deep learning models to generate SD), Generative Adversarial Networks (GANs) and Other
methods (those not fitting into the aforementioned categories).



Information of the method’s ability to generate unbalanced data was available for four primary
methods (24%), two of which were capable of the task. Two primary methods (12%)
demonstrated proficiency in generating missing observations by learning their distribution
from the input data. In contrast, five methods (29%) imputed missing observations in the
original data before generating SD.

All primary methods could generate categorical variables, but some methods required encoding
of these variables into indicator variables prior to SDG. Additionally, some methods were
restricted in that they generate specific categorical variables, e.g., sequencies of diagnosis
codes. Of the 17 primary methods, 11 (65%) could generate numerical, often continuous,
variables. The implementation of six (35%) primary methods required expert knowledge.

Source codes were available for 11 primary methods (65%), with two (12%) available in
another publication and two upon request. Pseudocodes were given for three methods (18%),
one of which was provided in a cited publication. Both the source and pseudocodes were
inaccessible for four methods (24%). Python was the most common programming language
(47%), followed by R (35%), and the programming language for four primary methods (24%)
was unverifiable. System requirements were detailed in four studies (24%).
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3.5 Evaluation approaches for synthetic data quality

All 17 studies implemented both qualitative and quantitative approaches to evaluate synthetic
data quality. Most studies (76%) generated a single synthetic dataset, while four studies (24%)
created multiple (< 50) datasets. Fifteen studies (88%) compared SD against the original data
in some way. The remaining two studies pursued alternative approaches: one compared
prevalence statistics in the synthetic data against empirical population data [47], while the other
focused solely on describing the characteristics of the synthetic dataset [36]. Additionally, one
study augmented its assessment with simulated data [37].

Seven studies (41%) explored the impact of adjusting tuning parameters or altering the
method's structural configuration on the quality of synthetic data. An equivalent number of
studies (41%) conducted comparisons between the primary method and reference methods. In
the following subsections, we expound the approaches employed to assess resemblance, utility,
and privacy. Supplemental Material H gives details about the datasets utilized for these
purposes within the studies.

3.5.1 Resemblance

Fourteen studies (82%) compared resemblance between the synthetic and original data. We
discerned four different domains of resemblance: the similarity of univariate distributions,
bivariate distributions, multivariate distributions, and temporal structure. In each domain, we
further classified the approaches into qualitative, quantitative, model-based, and statistical test-
based paradigms (Figure 4). Each approach was then further classified under its respective
paradigm (x-axis of Figure 4), with those not aligning with commonly used applications labeled
as "Other."
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Among the 17 studies, two studies (12%) evaluated all four domains using at least one
paradigm per domain. Similarly, five studies (29%) evaluated three domains, five studies
evaluated two domains and two studies (12%) evaluated one domain. One study did not
evaluate resemblance in any domain. Twelve of the studies (71%) assessed univariate
resemblance, eight studies (47%) examined resemblance of bivariate distributions, six studies
(35%) evaluated multivariate distribution resemblance, and nine studies (53%) investigated
temporal structure resemblance.

The assessment of resemblance of univariate distributions involved comparing marginal
distributions of a single variable in the synthetic data and the original data. Qualitative and
quantitative paradigms were applied in nine studies (53%), and statistical tests were employed
in five studies (29%). The “Other” approaches to quantitative comparisons included methods
such as root mean square error (RMSE) and Jensen-Shannon divergence (JSD).

Comparisons of bivariate distributions focused on contrasting the association between pairs of
variables in the synthetic data with the corresponding association in the original data. Both
quantitative and qualitative paradigms were used at an equal rate (47%), and statistical tests
were employed in one study (6%). The “Other” quantitative approach consisted mainly of the
Frobenius norm of correlation matrices and study-specific measurements.

The multivariate distribution domain included models aimed at differentiating synthetic
observations from real observations, validation by medical experts, and principal component
and factor analyses. Four studies (24%) applied quantitative and three studies (18%) qualitative
paradigms to evaluate multivariate resemblance. Model-based paradigms were used in four
studies (24%) and one study (6%) utilized statistical tests. The quantitative “Other” approach
included scores given by clinicians, discriminative area under curve (AUC) and discriminative
score. The “Other” model-based approach included factor analysis and naive-, transfer
learning-, and finetuning-based discriminators.

The assessment of temporal structure involved inspection of temporal relationships among the
synthetic and original variables using autocorrelation or data visualization. Temporal structures
were evaluated qualitatively in eight (47%) and quantitatively in three (18%) studies. A
visualization of the underlying Bayesian Network was considered as an “Other” qualitative
approach, and the computation of the RMSE of an autocorrelation function and a latent
temporal statistic derived from singular value decomposition were included in “Other”
quantitative approaches.

3.5.2 Utility

Utility was evaluated in ten studies (59%), with the focus on statistical inference and prediction
performance. These domains were divided in the same four-class paradigm classification as for
resemblance. Figure 5 summarizes the approaches adopted for utility assessment.

Three studies (18%) evaluated the similarity of statistical inference, all of them using both
qualitative and model-based paradigms. One study also used a quantitative paradigm that



consisted of ratios of standard errors based on the fitted logistic regression model (labeled as
“Other” in Figure 5).

Seven studies (41%) assessed predictive performance and applied model-based paradigms. In
addition, four studies (24%) used qualitative, two (12%) quantitative, and one (6%) statistical
test-based paradigms. The quantitative paradigms included the mean absolute relative
difference of AUC, and weighted Fl-score. The “Other” model-based category included
support vector machines (SVM), RNN, batch-constrained Q-learning and an unspecified
model.

Statistical inference Prediction performance
Qualitative Quantitative Models Tests Qualitative Quantitative Models Tests
Lietal
Bhanot et al
Kuo et al.
Lu et al
—— EEna .. RN
Wendland et al. [ [ [
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Figure 4. Approaches used to evaluate synthetic data utility in comparison to the original data. The figure illustrates the
utilization of various approaches (on the x-axis, indicated in blue) in assessing the utility of synthetic data in each included
study. The evaluation of utility encompasses two domains: similarity of statistical inference and prediction performance.
Furthermore, the approaches used for this assessment were categorized into qualitative, quantitative, model-based, and
statistical test-based paradigms. It should be noted that a study may encompass multiple assessments that belong to the same
approach. The approach “Histogram” also includes density plots, and the approach “Boxplot” includes violin plots. The
approaches labeled as “Other” are discussed in detail in the main text. SD: standard deviation; Reg.: regression; RF: random
forests; LSTM: long short-term memory; NA: not applicable, did not compare synthetic and original data.

3.5.3 Privacy

Privacy was addressed in eight studies (47%) to varying degrees. Three studies (18%)
[32,42,44] implemented differential privacy (DP) [51]. However, one of them [42] used DP
only partially without generating fully synthetic differentially private data.

Membership disclosure, i.e., unintentional or unauthorized disclosure of an individual's
inclusion in the original data, was evaluated in four studies (24%) [32,34,40,41] with various
techniques. Attribute disclosure, i.e., inadvertent or unauthorized exposure of specific
attributes or characteristics of an individual, was assessed in two studies (18%) [38,41].

One study [34] evaluated identity disclosure, i.e., unintended revelation of an individual's
identity or personally identifiable information. Another study [46] assessed inferential
disclosure, involving the derivation of sensitive information through statistical analysis.



4 Discussion

We identified 17 studies presenting methods able to generate synthetic longitudinal patient
data, with the majority published in 2022. This contrasts with earlier medical SDG reviews,
which primarily examined literature predating 2022 [9,10,14]. A further inspection revealed
that the earlier reviews focused mainly on “simple” forms of data such as cross-sectional and
time series data, and methods for generating synthetic longitudinal data, which exhibit elements
of both of the previous data types, have mostly emerged more recently. Nevertheless, our
findings align with prior literature reviews to the extent that research on this topic has
predominantly emerged from approximately 2016 onwards.

Most of the identified methods were deep learning (DL) models (GANs, AEs, Ensembles),
aligning with the previous reviews [9,10,14]. These models enable capturing complex patterns
and learning from data without requiring strict distributional assumptions, making them
versatile across diverse datasets. However, they do possess limitations. DL models typically
entail numerous training parameters and demand substantial sample sizes, which limits their
use on small datasets. Dealing with data containing multiple variable types is challenging and
often necessitates variable encoding and normalization, which may reduce information and
increase dimensionality. Moreover, the effectiveness of DL models in generating longitudinal
data relies heavily on their ability to discern relevant patterns within the input data, yet they
typically struggle with generating unbalanced observations or handling missing data. In the
context of synthetic longitudinal data generation, a progressive step forward would involve
developing and integrating components specifically designed to preserve temporal structures
and generate unbalanced data.

In addition to the characteristics listed in Section 3.2. (Table 3), we identified two prevalent
modeling choices that were used often in the 17 methods: (a) the Markov assumption that the
present depends on the past only through the previous time point, and (b) the ordered generation
of each subsequent variable, including the non-temporal variables, conditionally on all
previously generated variables (instead of just the most recent one). Of these, the former might
be too much of a simplification to capture the full complexity of LD, but the latter appears
promising as the repeated measurements in LD carry a natural ordering. It is noteworthy that
five of the 17 methods exclusively concentrated on generating diagnostic code sequences. As
such, these methods may not be deemed suitable for synthesizing standard longitudinal data,
which typically comprise a combination of categorical and numerical variables. Furthermore,
Table 5 reveals that only two methods of the 17 could be confirmed to generate unbalanced
data and both of these methods were restricted to sequence data (single type of variable, such
as medical codes, observed repeatedly in time). This, too, indicates the pressing need for
developing methodology specifically targeted to generate LD.

When evaluating the SD quality, only 35% of the studies assessed all three aspects
(resemblance, utility, and privacy), with diverse approaches. The absence of a standardized
evaluation framework has also been addressed in previous reviews [9,10,13,14]. Only initial
attempts have been undertaken to formulate one [52]. However, this framework, grounded in



cross-sectional data, lacks specific evaluations for other tabular data types, including LD.
Evaluating the preservation of temporal structures is essential to assess any given method's
suitability for LD and the fact that only half of the included studies evaluated temporal
resemblance is concerning. Moreover, the evaluations notably overlooked standard
longitudinal statistical models commonly employed in medical research, introducing
uncertainty regarding the reliability of statistical inferences drawn from SD generated by the
identified methods.

The classification employed in this review to characterize resemblance and utility aspects
provides a foundation for advancing the development of an evaluation framework. While
certain approaches are applicable to generic tabular data (e.g., univariate and bivariate
resemblance evaluation), the categorization allows for the integration of data-specific (e.g.,
temporal structure) and task-specific utility metrics, accommodating both statistical and
machine learning considerations. Objective quantitative metrics (such as numerical
comparisons of means and correlations) provide a foundation, while qualitative assessments
(such as visual comparisons) offer a more interpretable understanding of synthetic data. As
stated earlier, when dealing with LD, it is essential to assess the preservation of temporal
structures. This could be accomplished through, e.g., comparing autocorrelations of repeated
measurements or the statistical inferences obtained from mixed-effect models. However, the
detailed specification of metrics and approaches for evaluating resemblance and utility is
deferred for future research. Finally, regardless of the actual metrics, a crucial part of any
evaluation framework is the use of independent replications and averaging of the metrics across
them. If the evaluation metrics are computed only for a single synthetic dataset, any observed
outcome is possible to have occurred by chance alone. For reliable conclusions, the number of
replicates should be measured in tens, if not hundreds. Surprisingly, only four out of the 17
studies employed more than one independent replication.

While the incorporation of privacy-preserving techniques within SDG has garnered increasing
attention in recent years, we did not observe such a trend, with only half of the studies
addressing privacy in some manner. A similar observation was made by Murtaza et al. [13].
The lack of explicit emphasis on privacy is likely attributed to beliefs that random generation
of data is adequate to preserve privacy, and to the challenging nature of implementing and
evaluating effective privacy protection. Despite the introduction of various privacy-preserving
methods, including integrated approaches like differential privacy [51] and post-hoc
evaluations [53-55], achieving satisfactory privacy protection remains a formidable task. To
maintain the integrity of scientific research to uphold trust with research subjects, it is crucial
to assess SD for potential risks of identity disclosure. This holds true even when employing
privacy-preserving methods like DP, as recent studies suggest that certain DP implementations
may not consistently adhere to theoretical privacy bounds [56]. Moreover, the practical
interpretation of the privacy budget parameter regarding to what it means to any particular
individual and their associated disclosure risks is not straightforward [57], and choosing the
correct privacy budget especially in the case of SDG can be challenging. Additionally, the
examination of attribute and membership disclosure risks is strongly recommended. The
evaluation of inferential disclosure risk holds uncertain significance, given that data publication



primarily aims to facilitate inference. Concealing features in synthetic data constrains its utility
for various purposes. Nevertheless, an inherent tradeoff persists between privacy and utility,
necessitating the delineation of a precise balance between these two factors.

Lastly, none of the previous reviews [9,10,14] systematically assessed risk of bias or reporting
quality, although Hernandez et al. [14] recognized the potential for biases. Thus, our review
appears to be the first in this regard. Despite employing a structured framework and receiving
validation from all review authors, these assessments remain somewhat subjective.
Nevertheless, we found no indication of selection bias, aligning with our initial expectations
regarding the difficulty of its assessment (Supplemental Material D.1). Conversely,
approximately every third publication lacked a transparent description of comparison
procedures (performance bias), and selective reporting (reporting bias) was present in half of
the reviewed studies. Furthermore, like Ghosheh, Li and Zhu [10], we identified inadequacies
in the training process descriptions and source code availability. We stress that our findings are
not meant to criticize any single study. Indeed, given an individual study, we find that any
shortcomings are more likely to be oversights than consequences of any deliberate action.
Therefore, the review's findings should be regarded as overarching recommendations for
improving the transparency of SDG research and the accessibility of proposed methods.

4.1 Limitations

Although our review, as far as we are aware, is the first systematic literature review
concentrating on SDG that adheres to the PRISMA guidelines throughout the entire review
process, it is important to acknowledge its inherent constraints.

First, due to the lack of unambiguous definitions of synthetic and longitudinal data and the
dispersal of SDG evolution across diverse fields, formulating a definitive search algorithm was
challenging. Despite our efforts to encompass recognized synonyms and accommodate
different permutations, omitting relevant publications remains possible. Nevertheless, given
the large number of screened publications and exhaustive citation searching, coupled with our
accurate identification of intersecting publications observed in the prior reviews, we hold
assurance in the comprehensiveness of literature.

Second, longitudinal data analysis has mainly been used in medical statistics, while SDG
methods derive predominantly from computer science and associated applications. This
discrepancy poses challenges in assessing the applicability and characteristics of SDG methods
for LD generation. For instance, the notion of unbalanced data, though well-established in
medical statistics, appears to receive limited attention in computer science, resulting in its
underrepresentation and oversight in SDG research. This likely explains our inability to collect
the respective information from the included studies. Additionally, the inherent opaque nature
of DL models further complicates their evaluation.

Third, it is crucial to note that scientific advancements continue, and this review is confined to
data accessible until November 2022. Consequently, the review does not encompass eligible
methods, such as the novel language model-based HALO [58], published in 2023. Nonetheless,



we anticipate that this review will contribute to easing future research endeavors in the realm
of SDG methods for longitudinal data.

4.2 Conclusion

Ultimately, while we identified 17 methods which generate synthetic longitudinal patient data
(RQ1) and address various challenges related to LD (RQ2), none of the identified methods
tackled all challenges concurrently. This emphasizes the need for continued methodological
research. Due to the many different forms of longitudinal data, no single method is likely to be
sufficient for all of them and more focused approaches are advised. For example, for the type
of longitudinal data we termed as standard (covariates and time-varying responses), it could be
feasible to consider a hybrid approach where the static covariates are generated using a suitable
assumption-free generative model, while the unbalanced time-varying responses are modelled
conditionally on the covariates using hierarchical statistical models that properly take into
account the missingness and time-dependence of the measurements.

Any one method rarely accommodates all objectives and comprehending each method's
inherent limitations and advantages remains essential. This requires meticulous documentation
and transparent presentation of the method in question, including its evaluation. Moreover,
publishing a method which is accessible only to its developers is seldom pragmatic. Therefore,
including the source code as part of the publication is important and aligns with today’s
standards.

The observed heterogeneity in the evaluation approaches across the studies (RQ3) presents a
significant challenge in conducting meaningful comparisons between various methods and
their applicability in practice. While creating standardized evaluation criteria would enhance
method assessment, it is crucial to recognize the importance of tailored approaches for various
applications and datasets. Establishing a standardized evaluation framework offers a chance
for interdisciplinary collaboration among medicine, statistics, and computer science. The
categorization employed in this review to delineate different evaluation approaches for
assessing resemblance, utility and privacy provides a robust basis for subsequent research.

Lastly, further research is necessary to address privacy concerns related to synthetic data, along
with clear directives from data protection agencies to guide SDG implementation and progress.
There is a pressing need for official guidelines delineating criteria for determining privacy and
safety thresholds for publishing data. Currently, there appears to be a shortage in the
availability of synthetic patient data and platforms facilitating their use in comparison to the
progress made in SDG method development. This task requires increased collaboration
between method developers, medical practitioners and legislators, as the directives will require
empirical support and new methods should be developed with practical feasibility in mind.
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