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The complexity of solving a random polynomial system*
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1 Introduction

Randomness plays a fundamental role within cryptography. For example, it plays a pivotal role
within key generation and cryptographic algorithms are subject to randomness tests. In multi-
variate cryptography, one typically wishes for the public key be as close as possible to, or at least
appear as, a random system. A random system is expected to be hard to solve, since the Multi-
variate Quadratic Problem is not only NP-complete, but also known to be hard to solve on average
for a wide range of parameters. From this point of view, e.g., a digital signature scheme whose
public keys are sufficiently random is expected to be secure.

In this paper, we discuss what it means for a polynomial system to be random and how hard
is it to solve a random polynomial system. In Definition 7 we propose a mathematical formulation
for the concept of random system. The definition of randomness that we propose is broad enough
to include a vast majority of the systems which are of interest in cryptography. For example, every
polynomial system which has a finite number of solutions over the algebraic closure of the field
over which it is defined is random according to Definition 7, for a suitably chosen open set. We
then specify our definition further in Definition 13. One advantage of this definition is that the
property of being random according to Definition 13 can be computationally tested, at least in
principle.

In Theorem 21, Corollary 24, Corollary 25, Theorem 31, and Proposition 29, we prove upper
bounds for the degree of regularity and the solving degree of a random polynomial system, de-
pending on parameters of the system such as the number of equations, the number of variables,
and the degree of the equations. The usefulness of our bounds is threefold: On the one side, our
bounds can be used to directly produce bounds on the complexity of computing a Grobner basis,
hence of solving, many systems which are of interest in cryptography. Bounds on the complexity
produced in this way have the advantage of being widely applicable and the disadvantage of not
always being close to the actual complexity for each system to which they apply. On the other
side, our bounds give us an idea of what security one can hope to achieve for a system with given
parameters. In fact, our bounds on the degree of regularity are sharp, i.e., for any choice of the
parameters there are systems that meet the bounds. Last but not least, our bounds can be used
as a point of comparison for the security of a given public key, in the following sense. Say that, in
order to forge a signature produced with a given multivariate digital signature scheme, one has to
find a solution of a system of m equations of degree D in n variables. Suppose that such a system
is random according to our definition. Then our results provide an upper bound B for the degree
of regularity or the solving degree of such a system. Say that one can compute or estimate by a
different method the degree of regularity or the solving degree of the same system and suppose
that this turns out to be C. Clearly, it must always be that C' < B. However, how far C is
from B gives us a measure of how close to optimal the digital signature scheme is for its choice of
parameters. In other words, if B and C are close, then there is not much space for improvement,
since any system with those parameters can have degree of regularity or solving degree at most B.
If on the contrary B and C' are far apart, then potentially there is a lot of space for finding a more
robust system with the same parameters, since a system with those parameters can have degree of
regularity or solving degree up to B.

The paper is structured as follows. Section 2 contains some preliminaries which are useful
throughout the paper. In Section 3 we discuss the concept of randomness and propose two def-

*This research was funded by armasuisse through grant no. CYD-C-2020010.


http://arxiv.org/abs/2309.03855v1

initions of random system, in Definition 7 and Definition 13. We briefly review cryptographic
semiregular sequences and semiregular sequences and show that the latter are random according
to our definitions. In Section 4, after recalling some results from commutative algebra, we prove
some bounds on the degree of regularity and the solving degree of a random system consisting
of polynomials the same degree. The bounds appear in Theorem 21, Corollary 24, Corollary 25,
Theorem 31, and Proposition 29. Finally, in Section 5 we apply our results to the study of GeMSS
and Rainbow.

2 Preliminaries

The first algorithm for computing Grébner bases appeared in the doctoral thesis of Buchberger [7].
Modern algorithms for computing Grobner bases are based on liner algebra and are more efficient
than Buchberger’s. Examples of linear-algebra-based algorithms are Fy [16], F5 [17], the XL
Algorithm [14], MutantXL [8], and their variants. In all of these systems, one computes the
reduced row echelon form of the Macaulay matrix associated to the polynomial equations in a
given degree, for one or more degrees.

We now describe the basic structure of linear-algebra-based algorithms. We start from the
homogeneous situation, following [4, p. 54]. Let F be a field and let R = F[z1,...,z,] be the
polynomial ring in n variables with coefficients in F. Let F = {f1,..., fm} C R be a system of
homogeneous polynomials and fix a term order. The homogeneous Macaulay matrix My of F
has columns indexed by the terms of Ry sorted, from left to right, according to the chosen order.
The rows of My are indexed by the polynomials m; ; f;, where m; ; € R is a monomial such that
deg(m; ;f;) = d. The entry (i,j) of My is the coefficient of the monomial of column j in the
polynomial corresponding to the i-th row.

Now let fi,..., fm be any polynomials (not necessarily homogeneous). For any degree d € Z,
the Macaulay matrix M<, of F has columns indexed by the terms of R of degree < d, sorted
in decreasing order from left to right. The rows of M<4 are indexed by the polynomials m; ; f;,
where m; ; € R is a monomial such that deg(m; ;f;) < d. The entries of M<4 are defined as in
the homogeneous case. Notice that, if fi,..., fi, are homogeneous, the Macaulay matrix M<q is
just a block matrix, whose blocks are the homogeneous Macaulay matrices My, ..., My associated
to the same equations. This is the reason for using homogeneous Macaulay matrices in the case
when f1,..., fm are homogeneous. Some algorithms, as MutantXL [8] , use a variation called
mutant strategy of this algorithm in the non-homogeneous case: If the reduction of the Macaulay
matrix in degree d has produced new polynomials g1, ..., g of degree strictly smaller than d, one
appends to the reduction of M<q4 the polynomials m; jg;, where m; ; € R is a monomial such that
deg(m; jg;) < d, then computes the reduced row echelon form again. Throughout the paper, we
refer to the algorithms that employ the mutant strategy as mutant algorithms and to the others
as standard algorithms.

The size of the Macaulay matrices M<4 and Mg, hence the computational complexity of comput-
ing their reduced row echelon forms, depends on the degree d. This motivates the next definition.

Definition 1. Let F = {f1,..., fm} € R and let 7 be a term order on R. The solving degree
of F with respect to T is the least degree d such that Gaussian elimination on the Macaulay matriz
M<g4 produces a T-Grébner basis of F. We denote it by solv.deg, (F). Finally, when T is the
degree reverse lexicographic order, we omit the subscript T.

Notice that the solving degree may depend on the algorithm used to perform the Grobner basis
computation. In particular, for mutant algorithms it may be smaller than for standard ones.

The complexity of linear-algebra-based algorithms is dominated by the cost of computing a
degree reverse lexicographic Grobner basis of the system, see [9, Sections 2 and 3| for more detail.
Therefore, an upper bound on the solving degree with respect to the reverse lexicographic order
yields an upper bound on the complexity of computing the desired Grobner basis, hence on the
complexity of solving the polynomial system.

Let I be a homogeneous ideal of R. For an integer d > 0 we denote by Iy = I N Ry the
F-vector space of homogeneous polynomials of degree d in I. For g € R a polynomial, we denote
by ¢*°P the homogeneous part of g of largest degree. E.g., if g = 2® + 22y? —y + 1 € F[x, 3], then



g'°P = 2% + 2zy2. For a polynomial system F = {f1,..., fm} C R, we denote by F*P C R the

homogeneous system {f;°P, ..., f©P}. Up to doing Gaussian elimination in a matrix whose rows
correspond to fi,..., fm, We may suppose that fi°P, ..., ftP are linearly independent. We will

assume this throughout the paper.
The degree of regularity was introduced in [1, 3].

Definition 2. Let F C R be a polynomial system. The degree of regularity of F is

g () — { min{d= 0 (FP)u=Ra) if (F%), = Ry for d >0
res - 400 otherwise.

In the cryptographic literature, the degree of regularity is often used as a proxy for the solving
degree. This is the case, e.g., in the specification documents of GeMSS [11]. However, this does
not always produce reliable estimates. In fact, there are examples in which the gap between the
degree of regularity and the solving degree is large, see e.g. [6, Examples 3.2 and 3.3]. A recent
result by Semaev and Tenti [23, 24] however shows that, under suitable assumptions, the solving
degree of a standard algorithm is at most twice the degree of regularity. Thanks to this result, an
upper bound for the degree of regularity yields a proven upper bound for the solving degree.

Theorem 3 ([24, Corollary 3.67] and [23, Theorem 2.1]). Let F =F,. Let F = {f1,..., fm,z] —
z1,...,23 —x,} C R be a polynomial system. If dveg(F) > max{q,deg(f1),...,deg(fm)}, then

solv. deg(F) < 2dyeq(F) — 2.

Notice that, in almost all systems of cryptographic interest, the field size and the degrees of the
polynomials are relatively small. Therefore, one expects that Theorem 3 applies to such systems.
Another recent result by Salizzoni [22] shows that the solving degree of a mutant algorithm is
at most the degree of regularity plus one, unless the system contains polynomials of large degree.

Theorem 4 ([22, Proposition 3.10]). Let F = {f1,..., fm} C R be a polynomial system, then
solv. deg(F) < max{dreg(F) + 1,deg(f1),...,deg(fm)}

Another algebraic invariant connected to the solving degree of a polynomial system is the
Castelnuovo-Mumford regularity. We refer the reader to [9, Section 3.4] and [10] for its definition
and a discussion on its relation with the other invariants.

Remark 5. IfF = F, and the system F contains the field equations x] — x1,...,2% — x,, then
(FtP), = Ry for d > 0, therefore the degree of reqularity is finite.

Remark 6. If (F'°P), = Ry for d >0, then
dreg(F) = reg(F°P).
Therefore:
e By Theorem 4
solv. deg(F) < max{reg(F*P) + 1,deg(f1),...,deg(fm)}
for mutant algorithms.
o If dreg(F) > max{q,deg(f1),...,deg(fm)}, then by Theorem &
solv. deg(F) < 2reg(F™P) —2
for standard algorithms.

To conclude the section, we recall how a typical multivariate one-way function is constructed.
Let Fy be the finite field of cardinality ¢ and R = F,[x1,...,2,] be the polynomial ring over F, in

n variables. Let f1,..., f;m € R, and consider the evaluation map
F: Fy — Fy
Oé:(Oél,...,O[n> = (fl(ala'"aan)v"'vfm(ala"'aan))



To hide the structure of F, we compose it with two random invertible linear maps S : Fy — Fy
and T': FJ" — Fp'. We obtain P =T o F oS a set of m polynomials p1,...,pm in n variables over
F,. The public key of the multivariate scheme is P = (p1, ..., pm) and the private key is {F, S, T'}.
The trapdoor consists of constructing F such that F~! is efficiently computable. Notice that P
should be hard to invert without the knowledge of S, T, in particular it should be hard to recover
the structure of F from P.

3 Random polynomial systems

Consider a system of m equations of degrees di,...,d, in n variables. Over a finite field, one
often defines a random system as a polynomial system whose coefficients are chosen uniformly at
random in the given field. In this paper, we propose a different definition of randomness for a
polynomial system. Our definition still captures the intuitive idea of randomness, while allowing
us to estimate the degree of regularity of a random system.

Over an infinite field, one may use the concept of genericity from algebraic geometry to define
randomness. More precisely, fix a nonempty Zarisky-open subset of P (M)
where P? denotes t-dimensional projective space. Define a random system as an element of that
open set. This makes sense, since every nonempty Zarisky-open set is dense, hence a system of m
equations of degrees dy, ..., d,, in n variables whose coefficients are chosen uniformly at random is
generic with high probability according to this definition. The problem of extending this definition
to a finite field is that, over a finite field, a nonempty Zarisky-open set is no longer dense, so the
connection with our intuitive idea of randomness is lost. Nevertheless, for a finite field I, we may
define randomness using a Zariski-dense open set defined over the algebraic closure F_q. While it is
not necessarily the case that almost every polynomial system of given degrees with coefficients in
F, is random, this is the case whenever g is large enough, or if we consider a finite extension of F,
of large enough cardinality.

)

Definition 7. Let F be a field and F be its algebraic closure. Denote by Pt the t-dimensional pro-
jective space over F. Let dy,...,d,, be positive integers and let U C ]P’(nttdfllil)_1 .. x ()1
be a nonempty Zariski-open set. For a polynomial f, denote by [f] € P(n+d;gi({)71)_1 the projec-
tive point, whose coordinates are the coefficients of f. A system F = {f1,...,fm} C R with

deg(f;) = d; for 1 <i < m is random with respect to U if ([f1],-..,[fm]) € U.

In the cryptographic literature, random sequences of polynomials are often assumed to be
cryptographic semiregular sequences, see e.g. [1, 2]. This is the case in the cryptoanalysis of
several systems, as e.g. [11]. The next definition appears in [1, Definition 3.2.1 and Definition
3.2.4], [3, Definition 5], and [5, Definition 5 and Definition 9].

Definition 8. Let F = {f1,...,fm} € R be a homogeneous system. If F # Fo, we say that
fi,---, fm are a cryptographic semiregular sequence if for all 1 <i <m and all g; € R such
that g; fi € (f1,..., fi—1) and deg(gifi) < dreg(F), one has that g; € (f1,..., fi—1).

If F = Fy, we say that f1,...,fm € R/(22,...,22) are a cryptographic semiregular se-

n

quence if for all 1 < i < m and all g; € R/(23,...,22) such that g;fi € (f1,...,fi—1) and
deg(g:fi) < dyeg(FU {2z} +21,...,22 + x,}), one has that g; € (f1,..., fi)-

If f1,..., fm are not homogeneous, then they are a cryptographic semiregular sequence if

IOP, ooy JYoP gre a cryptographic semiregular sequence.

In this paper, we use the word cryptographic semiregular sequence in order to distinguish the
concept of semiregularity used in the cryptographic literature from the concept of semiregularity
originally introduced by Pardue [20, 21], which inspired it. The original definition by Pardue is
given over an infinite field F. As we are interested also in dealing with finite fields, we extend it in

the natural way.

Definition 9. Let F be an infinite field and let R = Flxy,...,2,]. Let I be a homogeneous ideal
and let A= R/I. A polynomial f € Ry is semiregular on A if for every e > d, the vector space
map Ae—q — Ae given by multiplication by f has maximal rank (that is, it is either injective or



surjective). If F is a finite field, let R = Flzy,...,z,]. Then f is semiregular on A if it is
semireqular on R/IR.

A sequence of homogeneous polynomials f1, ..., [ is a semiregular sequence if f; is semireg-
ular on A/(f1,..., fi—1) for all 1 < i< m.

It follows from [21, Proposition 1] that, if F # Fa, then a semiregular sequence is also a
cryptographic semiregular sequence. The converse does not hold, as shown in [21], see the example
just below [21, Proposition 1].

The next proposition presents a simple situation in which cryptographic semiregular sequences
and semiregular sequences coincide.

Proposition 10. Let g > 2 and let f1 = x{—z1, ..., fo =2 —2p, foy1 = f € R=TFglz1,..., 2]
The sequence f1,..., fn+1 s cryptographic semireqular if and only if the sequence ff‘)p =i, ...,
flop = gd, f1P = fYP s semiregular.

Proof. Tt suffices to show that, if the sequence fi,..., fn+1 is cryptographic semiregular, then the

sequence z9,...,z1, f*P is semiregular. We start by observing that the sequence z9,...,z% is
regular. Therefore, in order to show that z%,... 2%, f*P is semiregular, it suffices to show that
[P is semiregular on Fylz1, ..., 2z,]/(2], ..., 22). If f1,..., fay1 is cryptographic semiregular and

d = deg(f), then the Hilbert series of R/(F*P)is [(1 —2¢)(1+ z+ ...+ 2971)?] by [5, Proposition
6]. Here for p(z) = Y ioypiz" € Z[[2]], we denote by §(p) = min{i > 0 | p; < 0} — 1 and
define [p(z)] = Zfipo) piz'. Then f'°P is semiregular on Fy[z1,...,2z,]/(z%,...,2%) and F*P is a
semiregular sequence by [21, Proposition 1]. O

Pardue in [20, 21] shows that Froberg’s Conjecture [18], a conjecture which has attracted a lot
of attention within the commutative algebra community and that is widely believed to hold, is
equivalent to the following

Conjecture 11. Let F be an infinite field. A generic sequence of polynomials of degrees dy, ..., dn,
in R="F[x1,...,2z,] is semireqular.

If the conjecture is true, then a sequence of polynomials of given degrees is semiregular with high
probability, provided that the ground field has large enough cardinality. It follows that, if F = [F,
with ¢ > 0 and Froberg’s Conjecture holds, then a sequence of polynomials of given degrees
is a cryptographic semiregular sequence with high probability. In addition, most cryptographic
semiregular sequences are semiregular sequences, as semiregular sequences conjecturally contain a
dense open set.

In [1, Section 3.2], Bardet conjectures that a sequence of polynomials with coefficients in Fy
is cryptographic semiregular with high probability. This conjecture is motivated by experimental
evidence, see also [2, Conjecture 2]. The conjecture is later disproved by Hodges, Molina, and
Schlather, who in [19] prove that there are choices of the parameters for which no cryptographic
semiregular sequence exists over Fy. This is the case, e.g., for m =1 and n > 3d;.

In the next proposition we show that, when n is large compared to ¢, there exists no semiregular
sequence that contains the field equations, hence by Proposition 10 no cryptographic semiregular
sequence of n + 1 polynomials which contains the field equations.

Proposition 12. Let ¢ > 2 and n > d(q+ 1). Then there exists no semiregular sequence over
Folz1,...,2n]/ (2], ..., x) that starts with a polynomial f of deg(f) = d. In particular, there exists
no cryptographic semiregular sequence that consists of the n field equations and one polynomial of
degree d.

Proof. Let A = Fylz1,...,x,]/(2,...,2%). If a semiregular sequence as in the statement exists,
let e = max{a | f* # 0}. Then e < g—1and fT' = f¢. f =0 € Ayt1), so the map

¢ Age 15 Agiern)

is not injective. Since ¢ is not injective, it can be surjective only if the dimension of the codomain
is smaller than the dimension of the domain. This is equivalent to

(d(ez 1)) < (;e) —n<d2e+1).



It follows that, if n > d(2e + 1), then there exists no homogeneous semiregular sequence according
to Pardue of the form z{,...,2%, f, with deg(f) = d. The part of the statement concerning
semiregular sequences follows, since 2g — 1 > 2e + 1. Moreover, there exists no cryptographic
semiregular sequence consisting of the n field equations and one polynomial of degree d, since such
a sequence would be semiregular by Proposition 10. O

For relatively small values of ¢, one may want to add the field equations to the system that one
wants to solve. Therefore, we are interested in a notion of randomness that also applies to systems
that contain the field equations.

In this paper, we propose two dense Zariski-open sets, which can be used to formalize the

intuitive idea of a random system. The set V corresponds to systems of m polynomials in n
variables which contain a regular sequence of length n, while the set U parametrizes systems of m
polynomials which contain a regular sequence of n polynomials of the smallest possible degrees.
Notice that V contains U and, if m > n, it also contains the set of cryptographic semiregular
sequences and that of semiregular sequences.
Definition 13. Fixm >n >1and 1 < d; < ... < dn,. For any multiset A of cardinality n
contained in the multiset {dy,...,dn}, let Un be the subset of P2 )t e p(TRTT) L
whose points correspond to polynomials f1,..., fm € R such that {fimp | d; € A} is a regular
sequence. Let

U=Ua,. 4y and V= U Un.
AC{d1,edm },|Al=n
A random system of m polynomials of degrees di,...,d, in n variables is a system F =
{f1,- -y fm} C R such that deg(f;) = d; for all 1 <i<m and ([f1],...,[fm]) EU.

It is well-known that Uy, .. 4,1 is a dense open set for any choice of 1 < dy < ... < d,, if
m = n. This implies that any Ua as in Definition 13 is a dense open set, hence also U and V
are. Notice that the elements of V are exactly the systems of polynomials of degrees dy, ..., d,, for
which the degree of regularity is well-defined. Notice moreover that, if m = n, a random system is
a system for which F'°P is a regular sequence. Since this case is well-studied in the cryptographic
literature, in the sequel we often assume m > n.

Remark 14. For any system F, one has

Fufal —a,..., 22 —x,} € Ugq,....q}-

4 The degree of regularity of a random system

In this section, we establish an upper bound for the degree of regularity of a random system F
consisting of m polynomials of equal degree D. In combination with Theorem 3 and Theorem 4,
this provides us with an upper bound for the solving degree of a system of random polynomials of
the same degree.

Remark 15. Notice that F € Ugq,... qy for a given d > 0 if and only if T o F oS € Uy, 4y
In other words, when deciding whether a system of polynomials of equal degree is random, one
can safely ignore the random linear transformations S and T used to disguise the internal system
F. This also shows that, for system whose equations are all of the same degree, being a random
system according to our definition is an intrinsic property of the system and it is not affected by
the invertible linear transformations used to disguise the system.

In [6, Section 4], the authors provide an upper bound for the degree of regularity of a system of
quadratic polynomials which contains a regular sequence. In this section, we follow the same basic
approach and extend it to systems of polynomials of the same degree and systems of polynomials
of the same degree to which one adds the field equations. The cases that we treat in this paper are
technically more challenging and require the use of more sophisticated results from commutative
algebra. We start by introducing the family of lex-segment ideals. A conjecture by Eisenbud,
Green, and Harris will allow us to reduce to these ideals, when estimating the regularity of ideals
generating by random systems.



Definition 16. Let C be a positive integer. A monomial ideal L C R is a lex-segment ideal if
it has the property that if u,v € R are monomials of the same degree such that u >1ex v and v € L,
then u € L.

Let c; < ... < ¢, be non negative integers. An ideal L C R is a (c1,...,cn; C)-LexPlusPowers
(LPP) ideal if L = (27",...,25") + Lo, where L is a lez-segment ideal generated in degree C.

Notation 17. Let I C R be a homogeneous ideal containing a reqular sequence of polynomials of
degrees ¢1 < ... < ¢p. For each C > 0, we denote by LPP(I;cy,...,cn; C) the (c1,...,cn;C)-LPP
ideal L = (a7',...,2") + Lo such that dim(I¢) = dim(Le). We make Lo unique by choosing
the largest lex-segment ideal generated in degree C for which the equality £ = (z5',...,2%") 4+ Lo
holds.

The next conjecture [15, Conjecture (V;,,)] has been settled in several cases and it is widely
believed to hold within the commutative algebra community. For an introduction to the Eisenbud-
Green-Harris Conjecture and an excellent survey of known cases see [13]. Here we state the
conjecture in a weak form, which is what we need in the sequel.

Conjecture 18 (Eisenbud-Green-Harris Conjecture). Let I C R be a homogeneous ideal contain-
ing a reqular sequence of polynomials of degrees ¢y < ... < ¢,. Then

reg(l) < reg(LPP(I;c1,...,cn; C))
for all C' > ¢,.

In order to estimate the degree of regularity of our systems, we use the following result by
Caviglia and De Stefani.

Proposition 19 ([12, Lemma 2.3]). Let ¢ < ... < ¢, and 2 < C < Y [ (¢; — 1). Let L =
(7', ...,2") + Lo be a (c1,...,cn; C)-LPP ideal, and assume that £ # (x5',...,25). Set u =

zlov, witht, # 0 and v € Flwgt1, ..., xy], be the smallest monomial with respect to the lexicographic

order which belongs to Lo and has degree C'. Then
reg(L) =ta+ »_ (ci—1).
i=a+1

Our first result is an explicit bound for the degree of regularity of a random systems of poly-
nomials of the same degree. In order to make the proof more readable, we introduce the following
notation.

Notation 20. If u € Rp is a monomial that only involves the variables xg, ..., T, and it is
divisible by xf and not by xZ“, we say that u is a (D, k, a)-type monomial.

Theorem 21. Let F = {f1,...,fm} C R be a polynomial system and assume without loss of

generality that ff()p, ooy fEoP are linearly independent of degree D. Assume that Conjecture 18
holds. For 1 <k<n—-1and1<t<D—1, let
k—1D—1 . . .
n—i—1+4 n—k—1+
=2 2 ()X ()
i=1 j=1 J j=1 J
If F is a random polynomial system, then
dreg(F) =n(D—-1)+1
ifm=mn and
dreg (F) <
n(D —1) ifl<m-n<oyi,
D=t)+(n—k)(D—-1) ifogi—1 <m—n<og for somel <k<n-—1andt#1,
(n—k+1)(D-1) if ok—1,p—1 <m—n <oy for some2<k<n-1

ifm>n.



Proof. If m = n, then F*P is a regular sequence of n polynomials of degree D, hence dyeq(F) =
n(D — 1) + 1. Suppose therefore that m > n and let J be the ideal generated by F*°P. Consider
the lexicographic order on R and let

£ZLPP(J7D’7D’D):(‘r1Daa$£)+LDa

be the LPP ideal with Lp the largest lex-segment ideal generated in degree D such that dim(Lp) =
dim(Jp). Let £ = dim (Lp/(zP,...,z2)). Since both fi, ..., ffop and 2P, ..., xD are linearly
independent, we have

m = dim(Jp) = dim(Lp) =€+ n,

hence £ = m — n.
The number of (D, k, D — t)-type monomials is

. n—k—1+t
dim(Fg[@kq1,. .., Znlt) = < >,

t
hence
R n—i—1+j L n—k—1+]
Tt = 2
i=1 j=1 J j=1 J
k—1 D—1 ¢
= dim(Fo[ziy1, ..., 2n]); + Z dim(Fg[zgt1, ..., znl);
i=1 j=1 j=1
is the number of degree D monomials in F,[x1,...,z,]/(xP, ..., 22) which are bigger than or equal
to 2. "2l the smallest (D, k, D — t)-type monomial. In other words, the monomial z; ‘!, is in
position oy, is the ordered list of degree D monomials in Fy[zy,...,z,]/(zP, ..., zD).
Let u be the smallest monomial in Lp/{zP,... xP). In other words, u is the monomial in
position £ in the ordered list of degree D monomials in Fy[z1,...,z,]/(zP,...,2D). If 1 <{ <oy,

thenuisa (D, 1, D—1)-type monomial. If o441 < ¢ < oy, forsomel <k <n—land2<t<D-—
1, then wis a (D, k, D —t)-type monomial. Finally, if o1 p—1 < £ < 0y for some2 <k <n-1,
then w is a (D, k, D — 1)-type monomial. Since 1 < ¢ < dim(F,[x1,...,2,]p)/ (2P, ..., 20)p =
On—1,D—1, then £ always belong to one of the intervals above.

If u= xk:cﬁ)*l for some 1 < k < n — 1, then the smallest degree D monomial in Lp is sz+17
which is a (D, k + 1, D)-type monomial. For any other u, the smallest degree D monomial in Lp
is u. It follows that, if w is a (D, k, D — t)-type monomial, then

reg(L)=(D—-t)+(n—k)(D—-1)
by Proposition 19. The thesis now follows from observing that
dreg () = reg(J) < reg(L), (1)
where the inequality follows from Conjecture 18. O

Example 22. In this example we show how to compute the bounds from Theorem 21 for concrete
choices of the parameters. Let n = 6 and D = 3, so F = {f1,..., fm} C Fylz1,...,26]3. Then
1<k<5and1 <t <2 The values of o1+ are

Okt t=1 t=2
k=1 5 20
k=2 24 | %
k=3 37 | 43
k=4 45 | 48
k=5 49 50




Ifm=12, thenm —n=6 and 011 <6 < o012. Hencek=1,t=2, and
dreg(F) < (D—-2)+(n—1)(D—1) =11.
If m =42, then m —n = 36 and 022 < 36 < 03,1. Hence k =3 and
dreg(F) < (n—=3+1)(D—-1)=8.

Remark 23. The upper bounds produced in Theorem 21 are sharp for all values of m,n,D. In
fact, they are met by any system F such that (ftOp ., flopy s q (D, ..., D;D)-LPP ideal.

Combining Theorem 21 and Theorem 4, we obtain the following.

Corollary 24. Let F C R be a random system of degree D polynomials. If Conjecture 18 holds,
then for a mutant algorithm
solv.deg(F) <n(D —1)+2

ifm=mn and
solv. deg(F) <

n(D )+ 1 ifl1<m-—-n<oy1,

(D )Jr(n k)( 1) +1 ifogi—1 <m—n<op for somel<k<n-—1andt#1,

(n—k+1)(D- if ok—1,p—1 <m—n <oy forsome2<k<n-1
ifm>n.

Proof. The upper bound found in Theorem 21 for the degree of regularity of F is bigger than or
equal to D for all £ and ¢. The thesis then follows from Theorem 4. O

Combining Theorem 21 and Theorem 3, one obtains the following.

Corollary 25. Let F C R be a random system of degree D polynomials and assume without loss
of generality that D < n(q — 1). Assume that Conjecture 18 holds. If dieg(F) > g, then for a
standard algorithm

solv.deg(FU{z? —z1,...,29 —z,}) < 2n(min{D, ¢} — 1)

ifm=mn and
solv.deg(F U {z] — z1,..., 2! —x,}) < 2min{n(q — 1),d}

where
n(D-1)-1 if1<m-—n<oy1,
d=< D—t+n—k)(D—-1)—-1 ifori—1 <m—n<op for somel <k<n-—1andt#1,
(n—k)(D-1) if ok—1,p—1 <m—n <oy for some2<k<n-1
if m > n.
Proof. First, since (z,...,2%),q-1)+1 = Rn(q—1)+1, one has
dreg (FP U{af,...,28}) <n(g—1)+ 1.
If D < g, then

(FPU{at, . 2f g1 = (FP)g1 # Ry,

since dyeg(F) > ¢ by assumption. Therefore, dreg(F U {2 — z1,...,2% — 2,}) > ¢ = max{D, ¢}.
If g <D <n(q—1), then

(ftop U {1‘({7 cee 7$Z}>D*1 = (xtllv cee 7$21)D*1 # RDflv

hence dyeg(F U {z{ — z1,...,24 —x,}) > D = max{D,q}. This shows that the assumptions of
Theorem 3 are satisfied. The thesis now follows by combining Theorem 21, Theorem 3, and the
observation that

dreg(FU{a] —z1,...,28 — 2,}) < dreg(F).



Remark 26. While the estimates of Corollary 24 and of Corollary 25 hold for every D, they are
most relevant for D < q. In fact, for D > q we obtain tighter upper bounds on the degree of
reqularity - hence on the solving degree - of FU{z{—x1,...,24 —x,} in Theorem 31 by inspecting
the degree D part of the system FU{z{—x1,...,2% —x,} € Uyg,....qy- This corresponds to the fact
that, whenever the degree of the equations of the system is larger than or comparable to the field
size, it is convenient to add the field equations to the system before computing a Grébner basis.

Next we estimate the degree of regularity and the solving degree of F U{z% —z1,...,2¢ — z,}
in the case when D > ¢q. We start by observing that one can make a few simplifications and
assumptions without loss of generality.

Remark 27. After reducing the equations of F modulo the field equations, they have degree at
most ¢ — 1 in each variable, hence total degree at most n(q — 1). Therefore, when adding the field
equations to a polynomial system of degree D, we may always assume that

D <n(g-—1).

Remark 28. A simple Hilbert function computation allows one to show that the assumption that

t . .
1P [P are linearly independent modulo (z7,...,2%) holds on a dense open set, whenever

mindn L1} n\/n+D—-1—1iq
< —1)¢ o) 2
ms >()( - ) @)

If inequality (2) is not satisfied, then f;()p, ooy fYOP cannot be linearly independent.

The simplest case to treat is that of very overdetermined systems, more specifically the case

when f{°P, ..., fi are too many to be linearly independent modulo (z¢,...,z%), that is, when m

is larger than the bound from Remark 28. The next proposition shows that, in such a situation,
the degree of regularity is equal to the degree of the equations of the system.

Proposition 29. Let F = {f1,..., fm} be a polynomial system of degree D where ¢ < D < n(q—1).

D
Ifm > Z,tlé (—1)’“(2) ("'H?;ll_kq), then there is a dense open set W such that, if F € W, then
dreg(FU{z! —z1,...,2¢ —x,}) = D.

Moreover,
solv.deg(FU{z! —21,..., 22 —x,}) <2D — 2,

with respect to a standard Grébner basis algorithm, and
solv.deg(FU {2y —z1,...,20 —x,}) <D +1,
with respect to a mutant Grobner basis algorithm.

Proof. Notice that D < n(g — 1) implies that min{n, L%J} = L%J. Since by assumption

n —

. i(—l)k () ("0 = dmia s,

then there is an open set W of m-tuples of polynomials of degree D such that
(F1°P, ..o flopy (29, ... 2%)p = Rp.

Since (F*PU{z?,...,2¢})p_1 = (2f,...,29)p_1 # Rp_1, then
dreg(FU{z{ —21,...,20 —2,}) = D.

The rest of the statement now follows from Theorem 3 and Theorem 4. O
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One can also easily derive a lower bound on the degree of regularity.

Remark 30. Let F = {f1,..., fm} be a polynomial system of degree ¢ < D < n(q—1). Since
(FrrU{z!,....,24)p_1 = (2,...,2%)p_1 # Rp_1, then

dreg(FU{2{ —21,...,20 —2,}) > D.
The next theorem yields an upper bound on the degree of regularity of a random system of

equations of degree larger than the field size to which we add the field equations. The bound is
tighter than the one from Corollary 25.

Theorem 31. Let F = {f1,..., fm} be a polynomial system of degree D, where ¢ < D < n(q —
D , .
1). Assume that m < ZZ-L:"OJ (=1)I (") ("D and that fi°P, ..., fi°P are linearly independent

n—1

modulo (z1,...,2%). Assume that Conjecture 18 holds. Forlgkzgn—{%J and1 <t <q-—1,
let
i k k—1+D—(i+1)g+t
ifn— n—k—14+0D—-0+1)g+
D DG (o A A
=0
and
k—1qg—1
%*ZZ%#Z%
=1 j=1

Finally, let

5{ 1 ifm:Jkytforsomelgkgnf{ﬁJ and 1 <t<q-—1,

0 otherwise.

Then
dreg(FU{z] —z1,...,28 —2,}) <
n(g—1)—20 if1<m <oy,
g—t+n—k)(¢g—1)—38 if o 1<m<aktf07“somel<k:<n—{ = J and 1 <t <gq-1,
m—k+1)(qg-1)-9 if Ok—1,q— 1<m<ok1forsom62<k<nf{—fJ.

Moreover, making use of a standard Grébner basis algorithm,

solv.deg(FU{z? —z1,..., 2% —z,}) <

2n(qg—1) —2(6 + 1) if 1 <m <oy,
2q-t)+2(n—Fk)g—1)—2(0+1) ifoxi—1 <m <ok, for somel <k <mn-— LDTE and 1 <t <q-—1,
2(n—k+1)(¢g—1)—2(6+1) if Ok—1,q— 1<m<0k1f07"50m€2<k<n_{D—7J

Instead, using a mutant Grébner basis algorithm,

solv.deg(FU{z? —z1,..., 2L —z,}) <

n(g—1)—d+1 if 1 <m <oy,

g—t+n—Fk)g—1)—0+1 ifori—1 <m<opy for somel <k <n-— { = J and 1 <t <q-—1,

(n—k+1)(g—1)—d0+1 if Ok—1,g-1 <m < o1 for some2 <k <n-— L—’J
Proof. Fix the lexicographic order on R. We start by proving that ny, ; is the number of (D, k, ¢—1t)-
type monomials in R which are linearly independent modulo (z7,...,2%), that is

. Folxks1, ..., 2n
Mkt = dim % _ (3)
(Thgqse - s Th) D—(g—t)

11



Since xZH, ..., x% is a regular sequence in F[zx41, ..., Z,], a standard Hilbert Series computation
yields the explicit formula

F e k k—14+D—(i+1)q+t
dim q[zk+17'-'7$n]:| _ (_1)Z(n )(TL — 1+ *(’L+ )q+ )’
(zi-‘rl""?x%) D*(qft) =0 2 n*k* 1

where we notice that D +¢— ¢ < (n—k)(q — 1) implies that {%J — 1 < n — k. This establishes
the equality in (3). Similarly to the proof of Theorem 21, we notice that

k—1q-1 t

Okt = ZZm,j + ) Tk
i=1 j=1 j=1
is the number of monomials of degree D which do not belong to (z%,...,z%) and are greater than

or equal to 2f~‘xP=9*! the smallest (D, k, g — t)-type monomial.
Let I C Fylx,...,2,] be the ideal generated by F*PU{z{,...,22}. Let £L = (z{,...,29)+ Lp
be the (g, ..., q; D)-LPP ideal such that

Hence £ p has exactly m minimal monomial generators of degree D that do not belong to (x4, ..., z%).
Recall that, by assumption, Lp is the largest lex-segment ideal generated in degree D such that
L= (z,...,2%) + Lp. Let u be the smallest degree D monomial in £/(z{,...,2%). Then u is

a (D, k,q — t)-type monomial for suitably chosen 1 < k < n — {%—‘ and 1 <t < q—1. More

precisely:
e 1 <m < oy, corresponds tot =k =1,
® 0p_1,4g-1 <m < oy, corresponds tot =1 and k # 1,
® 0;t—1 <m < oy, corresponds to t # 1.

If wis a (D, k,q — t)-type monomial, then the smallest monomial in Lp is also a (D,k,q — t)-
type monomial, unless u = xz_tacﬁfl. Notice that this corresponds to m = oy,. In this case,
D =2q—t—1 and the smallest degree D monomial in Lp is xz_t_lxzﬂ. This a (D, k,q—t—1)-
type monomial if t # ¢ — 1 and a (D, k + 1, ¢)-type monomial if ¢t = ¢ — 1.

If Conjecture 18 holds, then

dreg(FU{z] —21,...,20 — 2, }) <reg(L). (4)
Moreover, by Proposition 19

fg—t-14+Mn—-k)(¢g-1) im=op,andt#q—1,
reg(£) = { g—t+(n—k)g—1) otherwise. (5)

The bound on the degree or regularity now follows from (4) and (5). The bounds on the solving
degree follow from the bound on the degree of regularity, Theorem 3, and Theorem 4. (]

5 Applications to the study of GeMSS and Rainbow

GeMSS and Rainbow were the only multivariate schemes in Round 3 of NIST Post-Quantum
Cryptography Standardization process. They are based on modifications of HFE (Hidden Field
Equation) and UOV (Unbalanced Oil and Vinegar), respectively.

In order to get a heuristic idea of how secure each of the proposed system is, we computed the
degree of regularity and the solving degree for some instances of both schemes and we compared
them to the results of Theorem 21 and Theorem 31. We used Magma to compute the solving
degree and Singular to compute the degree of regularity. The values that we obtain (and that we
indicate in the tables below) are almost always the same for systems with the same parameters.
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For each choice of the parameters in the table, we produce ten instances of the public key
PK = {p1,...,pm} C Fylx1,...,z,] of the chosen scheme. For each one of them, we choose a
random vector s = (s1,...,5m) € Fy' as a signature (in case the chosen vector is not a valid
signature, we replace it with another randomly chosen vector). In order to forge the signature,
an attacker may want to solve the system PKs = {p1 — s1,...,Pm — Sm}. We make the system
PKs square by assigning random values to the last n — m variables. This yields a system F =
{firoor fn} C Byl ).

Since in GeMSS we work over Fa, we add to the system F the field equations & = {x? +
T1,...,72, + Ty }. In the next table we compare the experimental results we obtained for GeMSS
with the bounds from Theorem 31. The experiments show that both the solving degree and the
degree of regularity of F can be more than twice the solving degree of F U . This confirms the
intuition that adding the field equations is a good strategy in order to solve the system F over Fs.

Unfortunately we were able to compute the degree of regularity of F U & only for small values
of the parameters. In the next table the first three columns contain the parameters of the cryp-
tosystem, and the fourth the number of polynomials and variables that appear in F. The columns
labelled 'dyeg (FUE)' and 'solv. deg(FUE)' contain the values computed with Magma and Singular.
The columns labelled 'maxsolv.deg(F U E)' and 'max dyeg(F U E)" are the bounds given by the
Theorem 31 for the chosen parameters and a standard Grobner basis algorithm.

n,D |a|v|m|de(FUE) | solv.deg(FUE) | maxdreg(F UE) | maxsolv.deg(FUE)
12,4111 |11 ) 3 18 10
8,9 | 1|17 3 3 10 6
89 |1 |2 | 7 3 3 10 6
8,9 |2|1| 6 3 3 8 5
8,9 | 2|2 6 3 3 8 5)
24,411 (1] 23 4 42 22
24,4 11|21 23 4 42 22
24,4113 23 4 42 22
24,4 12| 1] 22 4 40 21
24,412 |2 22 4 40 21
24,413 (1|21 4 38 20

While GeMSS is random according to Definition 13, the experimental results make it clear that
both the degree or regularity and the solving degree of GeMSS are far from the largest values that
one can find for a system of those parameters according to Theorem 31. This indicates that, for
the same parameters, one should be able to find systems for which the complexity of computing a
Grobner basis is much larger. This does not necessarily mean that GeMSS is insecure, just that it
may not be optimal for its parameters, i.e., a different choice of system with the same parameters
may offer more security.

For Rainbow, we choose to work over Fy and Fg. Since F is a square system, F is random
according to our definition if and only if F*P is a regular sequence. This turns out to be the case
in most of the examples that we computed and in that case

dreg(F) =m+1 (6)

by Theorem 21. This is confirmed by our computations.

Since the systems coming from this scheme are quadratic, adding the field equations may
increase the solving degree of the system. However, for the small values of ¢ that we tried in our
experiments, we find that in all cases but one the solving degree decreases when adding the field
equations. This makes sense, as the degree ¢ of the equations that we add is never larger than the
solving degree of the system to which we add them. In the next table we summarize the results
that we obtained in our computational experiments. Since in our experiments the solving degree
of F U €& is almost always smaller than that of F, in our examples F U £ is the relevant system
to consider, that is, the system that one wants to try to solve. Therefore, we consider the degree
of regularity and solving degree of 7 U . In our table, we compare the degree of regularity and
the solving degree of F U &£ with the upper bounds from Theorem 21 and Corollary 25. We use
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Corollary 25 as the algorithm implemented in Magma is a standard one. The first three columns
contain the chosen values for the parameters and the number of polynomials and variables that
appear in F. The columns labelled 'dieg(F)' and 'solv. deg(F U &)’ contain the values computed
with Magma and Singular. The column labelled 'max solv. deg(F U £)' contains the bounds from
Corollary 25. We do not include the values of the degree of regularity and solving degree of F in
the table, as we find that the system F U & can always be solved more efficiently than the system
F.

q | [vi,01,02] | m | dreg(F) | dreg(FUE) | solv.deg(FUE) | maxsolv.deg(FUE)
i 3,22 | 4] 4/5 4 4 8
1 3,33 |6 6/7 5 5 12
4 7,5,5 10 10/11 6 6 20
9 3,22 | 4 5 5 9 -
91 [7.5.5 |10] 11 9/10 10 20
Notice that Corollary 25 does not apply to the case ¢ = 9 and [v1,01,02] = [3,2,2], since

dreg(F) = 5. For these parameters, the bound from Corollary 25 would yield solv. deg(F UE) < 8.
However, the bound does not hold in this case, as our experiments show.

As for GeMSS, we observe that the values that we computed for the solving degree of F U &
are far from the upper bounds predicted by Corollary 25. We conclude that, also in this case, one
expects to find systems with the same parameters as these instances of Rainbow and for which the
complexity of computing a Grobner basis is larger.
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