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Abstract. This paper investigates the potential privacy risks associated
with forecasting models, with specific emphasis on their application in
the context of smart grids. While machine learning and deep learning
algorithms offer valuable utility, concerns arise regarding their exposure
of sensitive information. Previous studies have focused on classification
models, overlooking risks associated with forecasting models. Deep learn-
ing based forecasting models, such as Long Short Term Memory (LSTM),
play a crucial role in several applications including optimizing smart grid
systems but also introduce privacy risks. Our study analyzes the abil-
ity of forecasting models to leak global properties and privacy threats
in smart grid systems. We demonstrate that a black box access to an
LSTM model can reveal a significant amount of information equivalent
to having access to the data itself (with the difference being as low as
1% in Area Under the ROC Curve). This highlights the importance of
protecting forecasting models at the same level as the data.

Keywords: smart grid · forecasting models · black-box access · shadow
models, privacy

1 Introduction

The use of machine learning and deep learning algorithms has become widespread
across various industries due to their ability to analyze large datasets and ex-
tract valuable insights. While these models can greatly enhance decision-making
processes, there is a concern regarding the potential exposure of sensitive infor-
mation through their weights [1] or even through their predictions under black
box settings [16]. The leaked information can be related to specific records in the
dataset (such as membership inference attacks [13]), or to a global property that
could reveal private information about the training dataset or the data owner
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the work and are solely the responsibility of the authors.
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(such as the proportions of specific classes in the training dataset [16]). However,
previous studies have primarily focused on information leakage from classifica-
tion models, with less emphasis to risks associated with forecasting models.

Forecasting models involve creating mathematical models based on historical
trends to estimate future values. This technique has found extensive applications
ranging from financial market analysis to weather prediction. In the field of power
system management, time series forecasting has gained significant traction, par-
ticularly in smart grids. Deep learning forecasting models have become essential
components of modern power systems. These models (such as Long Short Term
Memory) are well-suited for smart grid applications due to their ability to han-
dle time series data [11]. The usage of these models enable efficient demand
response by forecasting electricity consumption of cities or neighborhoods, fa-
cilitating more effective demand response policies [3]. Additionally, forecasting
models trained on individual household data can provide feedback to occupants
regarding their energy usage patterns, empowering users to adjust their behavior
and potentially achieve energy savings. Furthermore, these models contribute to
the identification of anomalies in electricity usage, which can indicate electricity
theft or faulty appliances [8]. However, it is important to acknowledge that these
models can also introduce significant privacy risks.

The privacy of smart grid users has been a subject of interest over the past
decade, as it has impeded the widespread adoption of the smart meter paradigm
in certain countries [6]. This is because the fine-grained electricity consumption
data collected through smart grids has been shown to reveal sensitive informa-
tion about household occupants [15]. In response to this risk, various techniques
have been proposed in the literature to preserve privacy, including data aggre-
gation [2,9] and federated learning [12]. However, most of these efforts primarily
focus on addressing the privacy risk associated with the electricity data itself,
rather than considering the potential privacy implications of models trained on
this data. Consequently, this work aims to address these gaps by analyzing the
ability of forecasting models to leak global properties in the context of the smart
grid.

Contribution: This work focuses on analyzing the privacy risks of person-
alized forecasting models. The goal is to quantify the information an adversary
can extract from a black box access to a forecasting model. We propose an attack
that allows adversaries to extract global properties about the honest user, such
as the number of children, occupants, and the presence of desktop and console
devices. We evaluate our attack using the CER dataset collected from the Re-
public of Ireland [5]. The following is a summary of the key contributions of this
paper.

– To the best of our knowledge, this is the first global properties leakage attack
against black box forecasting models.

– We assess the effectiveness of the attack in leaking global properties of smart
grid electricity data using a real world dataset.

– We demonstrate that the proposed attack can effectively extract multiple
global properties under black box settings.
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Organization: The paper is organized as follows. Section 2 provides basic
background information about smart grids and forecasting models. Section 3
provides an overview of the related work. Section 4 describes the attack settings
and presents a formal modeling of the attack. Then, Section 5 outlines the val-
idation procedure. Section 6 presents and discusses the findings of the attack.
Finally Section 7 concludes the paper and discusses some future work directions.

2 Background

The smart grid relies on Advanced Metering Infrastructure (AMI), which enables
bidirectional communication between the utility provider and the consumer. The
AMI has two components: the smart meter, which collects fine-grained electricity
consumption data of the user, and a communication network, which enables data
transmission between the user and the utility provider in real time. The utility
provider can then use this data to provide feedback to the end user to promote
more efficient electricity consumption.

The adoption of AMI increases the amount of data available to the utility
provider. This data can be analyzed by various machine learning and data anal-
ysis techniques to extract valuable insights and help optimize the operation and
planning of the smart grid by providing accurate forecasting, anomaly detection,
fault diagnosis, state estimation, load balancing, demand response and energy
management. Data analytics and machine learning can also improve the security
and privacy of the smart grid by detecting and preventing cyberattacks, data
breaches and unauthorized access.

Among all research efforts that use deep learning in smart grid related prob-
lems, the Long Short-Term Memory (LSTM) is the most popular model [11].
LSTM is a type of recurrent neural network (RNN) that can capture long-term
dependencies and temporal patterns in sequential data. This enables LSTM al-
gorithms to provide state-of-the-art performance in many forecasting problems
in the smart grid, such as demand prediction and fault detection. Moreover,
LSTM models can help in integrating renewable energy with the smart grid,
as they can predict the output of solar power or wind power and adjust the
supply and demand accordingly. LSTM forecasting models can also support the
participation of consumers and prosumers in the smart grid by forecasting their
electricity consumption and generation and providing them with optimal pricing
and scheduling policies to reduce the overall consumption.

3 Related work

The privacy concerns associated with smart meters have hindered the widespread
adoption of the smart meter paradigm in certain countries [6]. Consequently, ex-
tensive research has been conducted to investigate the impact on user privacy
resulting from the usage of smart grid technologies. The findings of these stud-
ies indicate that the detailed electricity consumption data provided by smart
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grids can unveil significant user information, including employment status, pres-
ence of children, number of occupants, and types of home appliances [10,4,15].
Consequently, several approaches have been proposed to mitigate privacy risks
associated with smart meter data. These include techniques such as pattern
obfuscation using batteries [7], privacy-preserving aggregation [2,9], and the ap-
plication of federated learning techniques [12]. Resulting in a reduction on the
privacy threat of the smart meters.

However, the majority of these efforts try to protect the user’s privacy from
being exposed by the raw electricity signal. While this is one of the major threat
actors to user privacy, it is not the only one. An adversary with access to a model
trained on the user data can potentially leak a significant amount of information.
There are multiple ways to extract information from machine learning or deep
learning models. One of the early attempts was performed by Ateniese et al. [1],
where the authors proposed the usage of meta classifiers to extract significant
properties from classification models. Significant properties represent a property
that is correlated with the training data but not part of the data itself. For
example, in a dataset of voice conversations, a significant property can be the
accent of the recorded persons in the audio files. They demonstrated that an
adversary with a white box access to a classification model and a dataset with
the same distribution as the training data can potentially extract multiple infor-
mation regarding the training data, such as the accent of users in the datasets,
or the percentage of male or female users.

The limitation of the Ateniese scheme is that it assumes a white box access
to a classification model, which can be difficult to achieve. In a more recent
work, Zhang et al. [16] addressed this limitation. The authors proposed a black
box property leakage attack against a classification model. The authors assumed
that an adversary would have a black box access to the model, plus knowledge
of the training parameters and a dataset sampled from a similar distribution
to the target dataset. Their proposed attack is based on a modified version of
the Ateniese attack, where the adversary uses posterior probabilities (prediction
confidence values) as an attack vector instead of using the model itself. In their
attack, the adversary trains multiple shadow models with different distributions
of the target properties. For example, assuming that the target property is the
percentage of males to females in the dataset, the adversary would train a set
of shadow models for each possible distribution of males to females. Then, the
adversary would build a meta classifier on the posterior probability vectors re-
turned by the black box shadow model, and their corresponding distribution of
the target variable. The meta classifier can then be used to predict the distri-
bution of the target variable from the posterior probability of any black box
classification model. This attack is however limited to models that produce pos-
terior probabilities as outputs.

The previous works demonstrated the possibility of extracting significant
properties from machine learning models. However, most of the work in this
field focused on classification models, and thus may not be applicable to fore-
casting models. Forecasting is a popular problem in several critical domains such
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as the smart grid where most approaches use LSTM/RNN algorithms [11]. One
of possible attacks against LSTM/RNN models are model extraction attacks, in
which an adversary is able to train a replica of the target model. Takemura et
al. [14] proposed a scheme for efficiently conducting model extraction attacks
against black box access to LSTM models. The attack uses student-teacher pro-
tocol to train an RNN model as a replica of a more sophisticated LSTM model.
The attack assumes that the adversary has a black box access to the LSTM
with an access to part of the training data. The authors showed that you can
efficiently clone a forecasting model using only a black-box access and part of the
training data. In contrast to their technique, our proposal focuses on revealing in-
formation about the used training data rather than the model. The related work
indicate that there is a gap in studying the potential effect on the user privacy
when an adversary obtains a black box access to a user’s forecasting model. To
address this gap, we develop a modified version of the meta classification attack
that is tailored for attacking forecasting models.

4 Meta Classification Attack

This section provides an overview of the proposed meta classification attack.
The aim of the attack is to leak significant properties about the training data
using a black box access to a forecasting model. First, we will discuss the attack
settings and assumptions. Then we provide a detailed description of the attack
steps.

4.1 Attack Setting

The goal of the adversary in this attack is to extract significant properties about
the honest user’s training data. The significant properties are not explicitly part
of the training data but can be inferred from it. For example, in the context of
a smart grid where the training data is the user’s electricity consumption, a sig-
nificant property can represent the number of appliances in the user’s household
or the number of house residents.

More formally, let us assume an adversary denoted as E whose goal is to leak
one or more sensitive properties S of the honest user H using black-box access
to a forecasting model fh trained on the honest user’s private data Dh. In order
for the attack to be effective, the sensitive properties S need to be correlated
with the honest user data (S ≈ Dh). In other words, given Dh, one can extract
information about S.

The adversary is assumed to have access to domain auxiliary data denoted
as Daux that are of a similar type to the honest user data. This assumption
is applicable in real-life scenarios as such data can be publicly available. For
instance, in the context of a smart grid network, Daux can represent electricity
consumption data from public datasets. Additionally, we assume that the ad-
versary knows the type of forecasting model fh used by the honest user (e.g.,
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LSTM, RNN ,etc.) but does not know the training hyperparameters (e.g., num-
ber of nodes, learning rate, scaling function, etc.) and does not have access to
the model’s weights. This assumption is valid, as the general type of the model
is not sensitive information and is often publicly available.

4.2 Attack Description

The proposed attack consists of two stages: an offline preprocessing stage and an
active attack stage. The bulk of the computation cost needed to run the attack
happens during the offline preprocessing stage, which reduce the time needed to
execute the attack. Next we will describe both the offline and the active stages.

Offline Preprocessing Stage. This stage consists of three steps. The first
step is shadow model training, where an adversary trains multiple shadow fore-
casting models; one fshd for each subject in Daux. Assuming that Daux contains
n subjects, the adversary needs to train n shadow models fshd. Figure 1:a demon-
strates an overview of this step. Moreover, since we assume that an adversary
does not have access to the training hyperparameters of the honest user model
fh (e.g., number of nodes, learning rate, training epochs, etc.), the adversary
may perform hyperparameter tuning on Daux to determine the optimal set of
parameters.

The second step is model signature generation, where a model signature
mshd is generated for each shadow model fshd by recursively applying fshd on
an initially random input vector x0 through τ recursive operations as shown in
figure 1:b. This operation is represented by the following equations

x0 = U(0, 1) for |x0| = w

xn = f(xn−1) for 0 < n < τ

ms = xτ

(1)

The model signature generation operation is also used in the online stage,
thus in the previous equation we used f instead of fshd to indicate any forecasting
model. The last step of the offline stage is meta classifier training, where a meta
classifier Cm is trained to learn the relationship between the model signature and
the target significant property. Specifically, Cm is trained on pairs (ms, S) for
each user in Daux. This is shown in figure 1:c. After the meta classifiers training,
the adversary saves the generated meta classifier models in order to use them in
the active stage.

Active Attack Stage. During this stage, the adversary utilizes black box
access to the target user model to construct the model signature mh for the hon-
est user. This is achieved by applying equation 1. Then, using the meta classifier
Cm, the adversary predicts the probability of the significant property for the
target user: P̂(S)= Cm(mh). Figure 2 provides an overview of the active attack
stage, where the recursive operation needed to generate the model signature is
replaced with a query-response relation. Each recursive iteration is modeled as
querying the black box model and sending the response back as a new query.
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Fig. 1.Overview of the offline stage: Figure a) illustrates the training of shadow models,
while Figure b) depicts the generation of model signatures using the generated shadow
models. Figure c) showcases the process of training meta classifiers on the generated
model signatures.

5 Attack validation

As a use-case of our attack, we applied it in the context of the smart grid, where
the adversary aims to extract information about the honest user by accessing
a personalized forecasting model trained on the user’s private data. Personal-
ized forecasting models are commonly employed to identify outliers in electricity
consumption, which could be indicative of faulty appliances or inefficient usage
patterns. Users may utilize systems that offer services for detecting faulty ap-
pliances to improve methods for reducing overall energy consumption. In this
particular scenario, our objective is to measure the level of information leakage
that an adversary can achieve through black box access to such forecasting mod-
els. By quantifying this leakage, we can better understand the potential privacy
risks.

To evaluate this attack, we utilized the CER Ireland Electricity Customer Be-
havior Trial dataset [5], which provides half-hourly consumption data for 4,233
households in the Republic of Ireland over an average period of 536 days. We
chose this dataset specifically because it includes multiple households, enabling
us to effectively evaluate our attack. Additionally, the dataset provides a rela-
tively long duration of data for each household, which assists us in developing
personalized models for each household.

From the Irish dataset, we identified 8 properties that we believe an adversary
would be interested in knowing from the user data. These properties, listed in
Table 1, encompass information about the household and its occupants, such
as the retirement status of the chief income earner, the number of occupants,
and the number of children. Moreover, the identified properties also include
information about the appliances in the household, such as the type of cooking
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Fig. 2. Overview of the active attack stage. where fh represents the honest user fore-
casting model, x0 donates a randomly initialized vector, mh donates a model signature,
and Cm donates the meta classifier, finally p̂(S) represents the probability of the sig-
nificant property S

facility, and the presence of consoles and desktop computers. Finally, the table
includes properties about the house itself, such as the house type and age. One
may argue that these properties are not sensitive and can be accessible from
looking at the household (such as the house type) or any light weight interaction
with the household occupants (such as the number of children’s or occupants).
This is true assuming that the adversary has physical access to the household.
However, if the adversary managed to obtain a remote black box access to the
target forecasting model, gaining such information could lead to a potential risk
for the user.

To evaluate the effectiveness of our attack, we establish a comparison with
the amount of information that can be extracted directly from the raw electricity
data. For this purpose, we employ a 2D ResNet18 model as a baseline model,
trained to predict the significant properties listed in table 1 using the raw con-
sumption data. To ensure a fair and consistent evaluation, we also construct the
meta classifier based on the ResNet18 architecture, enabling a direct comparison
between our attack and the baseline model.

Furthermore, we sorted the user meter IDs in CER dataset in ascending
order and selected the first 80% of the sorted IDs to comprise the Daux dataset,
which is accessible to the adversary. The remaining 20% of the IDs were used to
evaluate the performance of the attack. Although the attack primarily targets a
single user (e.g., a single household), we chose to include 20% of the meters to
represent the honest user in order to evaluate the attack’s performance across
different user types and obtain a more robust understanding of its effectiveness.

For the choice of forecasting model, we employed an LSTM model, which is
a popular choice for forecasting in smart grid problems [11]. The architecture of
the LSTM model consists of two parallel branches: the first branch is fed with
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Table 1. Significant Properties extracted from the CER data set. The counts indicates
the number of household for each label. Also,Households with missing information
where removed.

Question Label Count

Chief income earner retired or not No 2947
Yes 1285

Cooking facility type Not Electrical 2960
Electrical 1272

Having children Yes 1229
No 3003

Living alone No 3424
Yes 808

House age Old (>=30) 2152
New (<30) 2077

House type Detached or bungalow 2189
Semi-detached or terraced 1964

Number of gaming consoles None 2794
One or more 1438

Number of desktop computers None 2231
One or more 2001

electricity consumption data, while the second branch receives time data. Then
the output of both branches is concatenated and passed to a final dense layer.
This parallel architecture ensures that the model is well aware of the relationship
between time and the user’s electricity consumption.

5.1 Attack Execution: Offline Preprocessing Stage

The first step in the offline preprocessing stage is to train the forecasting models.
In our attack, we do not assume that the adversary has access to the hyperpa-
rameters of the honest user’s data. Therefore, for the adversary’s model, we
performed a hyperparameter search using Bayesian optimization over a valida-
tion set of 10 smart meters chosen at random from Daux. The adversary’s goal
during this tuning stage is to find a set of hyperparameters that work best for
each household in the validation set.

As for the honest user model, conducting hyperparameter tuning for each
individual user is computationally expensive. Instead, we selected a subset of 10
households of the honest user meters and performed tuning for a single set of
hyperparameters that provided the best performance on average across the 10
households. Therefore, the same model hyperparameters were used for all honest
users. The hyperparameters used include the learning rate, L2 regularization,
LSTM layer nodes, fully connected (FC) layer nodes, scaling function (min-max
or standard scaling), and the window size of the model input.

After training the LSTM models, we extracted the model signatures based
on the procedure described in Section 4.2. For each forecasting model trained
by the adversary, we generated K model signatures. As our LSTM models take
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as input a history of predictions along with the corresponding timestamps, we
randomly sampled K dates from the range of available training data. In our
experiment, we used K= 100 to ensure an adequate number of samples that
represent the full duration of the training data. Once the model signatures were
generated, we trained ResNet18 models to predict the significant property based
on the model signature. This process was repeated for each significant property
of interest. The meta-classification models were then saved for use during the
active attack stage.

5.2 Attack Execution: Active Attack Stage

In this stage, the adversary takes advantage of their access to the forecasting
model of the honest user in order to extract information about the significant
properties of the user. The execution of this stage follows the approach described
in Section 4.2. Initially, the adversary interacts with the honest user’s forecasting
model and obtains K model signatures by using the K dates values generated in
the offline stage. Subsequently, these generated model signatures are utilized by
the meta classifiers to calculate probabilities for each of the significant properties.
It is important to note that regardless of the number of significant properties
being leaked,

5.3 Evaluation Metrics

The evaluation of this attack is based on the amount of information extracted
from the model signatures compared to the baseline model. Therefore, a smaller
difference between the attack results and the baseline indicates a better attack.
In the best-case scenario, the attack would produce the same performance as
the baseline, while in the worst-case scenario, the attack performance would be
similar to random guessing. Since the baseline model is a classification problem,
the attack is evaluated using the following metrics:

Area under the ROC curve (AUC) : The ROC curve is a graphical plot
that measures the trade off between True Positive Rate (TPR) and False Positive
Rate (FPR) for a binary classifier on all classification thresholds . The AUC
represents the area under this curve, which is used as a measure of the classifier’s
ability to distinguish between positive and negative instances. A higher AUC
indicates a better classifier performance.

TPR =
TP

TP + FN
(2)

FPR =
FP

FP + TN
(3)

Where TP , FP , TN , FN are the numbers of true positives, false positives, true
negatives, and false negatives respectively.

Precision : indicates the quality of the positive predictions, as it measures
correctly predicted positive instances out of all predicted positive instances.
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Fig. 3. Comparison between the MAE error and model size.

Precision =
TP

TP + FP
(4)

Recall : indicates the detection rate of all positive samples, as it measures
how many positive samples where correctly classified out of all available positive
samples.

Recall =
TP

TP + FN
(5)

F1 score : Is the harmonic mean between precision and recall, which quan-
tifies the balance between precision and recall.

F1 = 2× (Precision×Recall)

(Precision+Recall)
(6)

For the F1, Precision, and Recall we used the macro averaging in order to
give a representative reporting scheme for all class labels. By utilizing these
metrics, we obtained a comprehensive assessment of the attack’s performance in
comparison to the baseline model.

6 Results & Discussion

In this work, we aimed to demonstrate that having black box access to a forecast-
ing model can enable an adversary to extract a significant amount of information
about the user’s electricity consumption. However, one might argue that if the
model size is larger than the size of the user data, then the data may be easier to
obtain than the model. Furthermore, the model could easily memorize and leak
substantial information, which would make our attack trivial. To address this
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Table 2. Results of the attack

Significant Property Model AUC F1 Precision Recall

Chief income earner retired or not
Baseline 84.22 73.96 73.69 74.34
Random 50.00 49.41 50.32 50.36
Adversary 74.10 65.4 65.6 67.21

Cooking facility type
Baseline 75.66 66.8 67.95 67.03
Random 50.00 48.63 49.3 49.23
Adversary 68.32 59.48 61.96 62.79

Having children
Baseline 82.53 72.25 71.45 75.06
Random 50.00 46.73 50.43 50.53
Adversary 76.69 68.56 68.16 69.54

House age
Baseline 71.17 64.35 65.09 64.76
Random 50.00 50.85 50.87 50.87
Adversary 63.83 60.34 60.86 60.59

House type
Baseline 67.46 63.21 63.31 63.28
Random 50.00 49.96 50.02 50
Adversary 63.68 56.76 61.37 59.31

Living alone
Baseline 86.09 74.61 72.81 78.94
Random 50.00 46.01 49.51 49.27
Adversary 80.95 69.55 69.69 71.89

Number of gaming consoles
Baseline 80.07 70.48 71.41 70.1
Random 50.00 49.58 50.33 50.37
Adversary 73.96 66.26 67.44 66.05

Number of desktop computers
Baseline 69.26 63.45 63.62 63.47
Random 50.00 50.47 50.52 50.51
Adversary 68.22 62.27 63 62.45

Average
Baseline 77.06 68.64 68.67 69.62
Random 50.00 48.95 50.16 50.14
Adversary 71.44 63.58 64.76 64.98

concern, we carefully selected the LSTM architecture used by the honest user,
ensuring that the model size is smaller than the average size of available data
per user. We also compared different sizes of LSTM architectures (with different
numbers of hidden units) to find the optimal trade-off between model size and
performance.

Figure 3 depicts the relationship between the model size, forecasting Mean
Absolute Error (MAE), and the average data size per household in the CER
dataset. The figure illustrates the impact on model performance when varying
the number of nodes in the LSTM layer and the fully connected layer from the
base model acquired through Bayesian optimization. We denote the base model
as LSTM base (with 110 LSTM nodes and 174 Fully connected nodes), while
other models are denoted as LSTM 8 to LSTM 16, where the number of nodes
in the fully connected layer is always double the number of nodes in the LSTM
layer. For example, In LSTM 8, the model contains 8 nodes in the LSTM layer
and 16 nodes in the Fully connected layer.



Title Suppressed Due to Excessive Length 13

From Figure 3, we observe that increasing the model size is correlated with
a reduction in test MAE. However, the model reaches a point of diminishing
returns, where further doubling of the model size results in only minor improve-
ments in accuracy. To ensure that the model used is smaller than the size of the
data, we selected LSTM 32 as the honest user model.

Furthermore, we conducted the attack described in the previous sections on
the LSTM 32 model. The results of this experiment are presented in Table 2.
The table demonstrates that a significant amount of information can be extracted
from the black box forecasting model, which closely approximates the amount
of information extracted using the private data directly. Despite the honest user
deploying a model with a smaller weight size than the data itself, a substantial
amount of information can still be leaked. Specifically, the table reveals that the
information extracted using the model signatures can closely match the data
extracted from the original dataset, with an average difference in F1 score of
around 5%, which can reach as low as 1% in some properties such as the number
of desktops. Also, the table shows that the adversary can obtain a significant
advantage over random guessing that could reach up to 30% increase in the AUC
score.

Moreover, our analysis reveals that the adversary achieves a balance between
precision and recall at approximately 65% for both metrics, which is only 5%
lower than the performance of the baseline model. This indicates that the adver-
sary can successfully extract a significant amount of information from the black
box forecasting model, surpassing the performance of a random guessing model
by around 15%. Figures 4 and 5 present bar plots depicting the AUC and F1
score, respectively. These figures clearly illustrate that the adversary consistently
maintains a significant advantage over random guessing, while being only a few
points away from the baseline performance.

These findings highlight the vulnerability of forecasting models, similar to
classification models, to the meta classification attack. Such an attack has the
potential to lead to the leakage of sensitive information even when the adversary
has only black box access to the model.This paper underscores the importance of
implementing robust security measures to protect offline and private forecasting
models, as they contain a considerable amount of information comparable to the
raw data itself.

7 Conclusion

In this paper, we have presented a comprehensive investigation into the vulner-
ability of black box forecasting models in the context of smart grid applications.
Our goal was to assess the potential information leakage that can occur when
an adversary gains access to such models. Through our experiments and anal-
ysis, we have demonstrated that even with limited knowledge in a black box
settings, adversaries can extract a significant amount of information about the
user’s private data.
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Fig. 4. A bar chart representing the AUC scores of the proposed attack compared with
the baseline ResNet18 model and random guessing

Our research highlights the need for robust security measures in safeguarding
offline and private forecasting models. The results of our attack clearly demon-
strate that the information extracted from black box forecasting models closely
resembles the information obtained from the original private data. This finding
underscores the importance of treating forecasting models as potential sources
of sensitive information and prompts the development of stronger security pro-
tocols to protect user privacy.

Our work contributes to the growing body of research on the security and
privacy aspects of machine learning models in critical domains such as the smart
grid. By shedding light on the vulnerabilities of black box forecasting models,
we aim to raise awareness among researchers, policymakers, and industry pro-
fessionals about the risks associated with these models and the need for robust
defenses.

Moving forward, future research should focus on analyzing potential defense
mechanisms such as Differential Privacy and Knowledge Distillation. These tech-
niques can help enhance the security and privacy of forecasting models. Addi-
tionally, it is crucial to explore a wider range of attack settings and scenarios to
gain a better understanding of the threat landscape.
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