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Abstract—Reversible data hiding (RDH) has been extensively
studied in the field of information security. In our previous
work [1], an explicit implementation approaching the rate-
distortion bound of RDH has been proposed. However, there
are two challenges left in our previous method. Firstly, this
method suffers from computing precision problem due to the
use of arithmetic coding, which may cause the further embedding
impossible. Secondly, it had to transmit the probability distribu-
tion of the host signals during the embedding/extraction process,
yielding quite additional overhead and application limitations.
In this paper, we first propose an RDH scheme that employs
our recent asymmetric numeral systems (ANS) variant as the
underlying coding framework to avoid the computing precision
problem. Then, we give a dynamic implementation that does
not require transmitting the host distribution in advance. The
simulation results show that the proposed static method provides
slightly higher peak signal-to-noise ratio (PSNR) values than
our previous work, and larger embedding capacity than some
state-of-the-art methods on gray-scale images. In addition, the
proposed dynamic method totally saves the explicit transmission
of the host distribution and achieve data embedding at the cost
of a small image quality loss.

Index Terms—Reversible data hiding, Gray-scale signals, Em-
bedding capacity, PSNR, Asymmetrical numeral systems.

I. INTRODUCTION

EVERSIBLE data hiding (RDH) aims at secure transmis-
Rsion of secret data through communication media. This
is achieved through embedding of secret data into the host
media, and it has the property that the receiver can losslessly
reconstruct the host media and secret data from the received
steganographic (abbreviated as stego) media. A media used
to embed data is defined as the host media, including image,
text file, audio, video and multimedia, and the media that has
embedded secret data is called the stego media. RDH is widely
adopted in medical imagery [2], image authentication [3] and
law forensics, where the host media is so precious that cannot
be damaged.

In the past two decades, many RDH works have emerged
and they are categorized mainly into plain domain and en-
crypted domain. Plain domain approaches of RDH are de-
signed to achieve high embedding capacity and low distortion
without any protection of the host media, where embedding
capacity is defined as a ratio between the number of secret
data bits and host signals. The purpose of RDH in encrypted
domain is to embed additional data into the encrypted media
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without revealing the plaintext data. This paper focuses on
the RDH methods in the plain domain. Popular plain domain
works roughly categorized as i) difference expansion (DE) 4+
711, ii) histogram shifting (HS) [8H11] and iii) lossless compres-
sion [[12H15]]. In the DE-based RDH methods, the differences
of each pixel group are expanded, e.g., multiplied by 2, so
that the lowest significant bits (LSB) of the differences are all
zero and can be used to embed data. In [5]], Tian introduced the
first difference expansion method based on integer transform,
but it suffers from low embedding capacity and its overhead
cost was almost double the amount of hiding data. To remedy
this problem, A.M. Alattar [16] gave a generalized integer
transform, and pixel block of arbitrary size was considered
instead of pixel pairs, to improve the embedding capacity.
However, this method is applicable only for color images.

Histogram is a graphical representation of data points. The
maximum and minimum number of occurrence of elements in
the set of data points are called peak point and zero point,
respectively. Histogram shifting (HS) is an effective method
for RDH, it improves the embedding capacity by enlarging the
peak pixels. When images are selected as the host media, the
peak signal-to-noise ratio (PSNR) is often used as a metric
to measure the performance of an RDH scheme, and the
higher the PSNR, the better the stego image quality. In 2006,
Ni et al. [17] chosen the bins with the highest frequencies
in the histogram to embed the secret bits. In this method,
each pixel value is modified at most by 1, thus the PSNR
of stego image is guaranteed. Yet, this approach suffers from
the issues of multiple zero points, which requires the storage
for the coordinate of zero points. In [18], Fallahpour et al.
improved the embedding capacity of Ni et al.’s method by
applying HS on blocks instead of the whole image. However,
this technique bears zero and peak point information that needs
to be transmitted to the receiver for data retrieval. Tai et al. [[19]
presented an RDH scheme based on histogram modification.
In this method, the binary tree structure was exploited to solve
the issue of multiple pairs of peak points for communication.
But, its pure embedding capacity unexpectedly decreases with
increasing tree level and the overhead information increases
as well. In [20], Ou et al. proposed an RDH method based on
multiple histogram modification to achieve high embedding
capacity, by using multiple pairs of bins for every prediction
error histogram. However, the location map as overhead in-
formation is necessary to preserve reversibility, and it can be
large even after compression.

The lossless compression algorithm is extensively explored
in RDH technique. The main idea is to save space for hiding
additional data by performing lossless compression on the host
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media. Celik [12] introduced a generalization least significant
bit (G-LSB) method to enhance the compression effectiveness
by using arithmetic coding. In this method, the embedding
capacity was enhanced as higher level pixel was considered.
However, when the higher level was used, the distortion of
host media also increased. In [21]], Manikandan employed
run-length encoding and a modified Elias gamma encoding to
embed some additional bits during the encoding process itself.
Moreover, one natural problem is what is the upper limit of
the embedding capacity for a given host media and distortion
constraint. This problem was solved by Kalker et al. [22] for
independent and identically distributed (i.i.d.) host sequence.
In [22], Kalker and Willems formulated the rate-distortion
function, i.e., the upper bound R,,,, of the embedding rate
under a given distortion constraint A as follows:

R0 = maximize {H(Y)} — H(X), (1)

where X and Y denote the random variables of host media
and stego media respectively, and H (-) is the Shannon entropy
of a discrete random variable. The entropy is maximized over
all transition probabilities Py |x (y|s) satisfying the distortion
constraint

> Px(s)Pyix(yls)D(s,y) < A, )

seX,yey

where Px(s) is the probability mass function (pmf) of host
sequence X, and the distortion metric D(s,y) is usually
defined as the square error distortion, i.e., D(s,y) = (s —y)?.
Therefore, to evaluate the embedding capacity of an RDH
scheme, the optimal transition probability (OTP) Py |x (y|s)
needs to be calculated. For some specific distortion metrics
D(s,y), such as the square error distortion D(s,y) = (s —vy)?
or L1-Norm D(s,y) = |s—y], it has been proved that the OTP
has a Non-Crossing-Edges (NCE) property [23]]. Based on the
NCE property, our previous work [1]] found that the optimal
solution on Py |x(y|s) can be derived from the analysis of
pmfs Px(s) and Py (y). Because Px(s) is available from
the given host sequence X, this means that the encoder and
decoder only need to calculate the Py (y) for the distortion
metric that satisfies the NCE property.

In our previous work [1l], we proposed a backward and
forward iterative (BFI) algorithm to estimate the optimal pmf
Py (y). Also, we gave an arithmetic coding [24]-based scheme
that can approach the rate-distortion bound (I)). After that, Hu
et al. [23] introduced a fast algorithm to estimate the Py (y)
in our previous work. However, there are still two challenges
unresolved in our previous work [1]]. Firstly, we adopted
arithmetic coding as the underlying coding framework in [1]] to
embed a message in the i.i.d. host sequence. In the arithmetic
coding, there is a limit to the precision of the number that can
be encoded, which constrains the number of symbols to encode
within a codeword. As a result, our previous work [1] suffers
from the computing precision problem in some special cases.
For example, if the coding interval in the arithmetic coding is
narrowed to zero, then further data embedding is impossible.
Secondly, both the embedding and extraction processes of
methods [1f], [25]] require transmitting the host pmf Py (s) as
parameters (for the purpose of estimating Py (y)), which costs

quite additional overhead, and the overhead size is proportional
to the alphabet size. This is usually unacceptable for extremely
memory-constrained scenarios, and it has certain limitations in
practical applications.

To fully address the above two challenges left in our
previous work [[1]], we first propose a code construction scheme
that employs our recent asymmetric numeral systems (ANS)
variant [26]]. ANS [27H30] is a family of entropy coding
introduced by Jarek Duda in 2009. It has been popular
and incorporated into many compressors, including Facebook
Zstandard, Apple LZFSE and Google Draco 3D, because it
provides the compression ratio of arithmetic coding with a
processing speed similar to that of Huffman coding [31]. To
the best of our knowledge, this paper is the first that employs
ANS coding for RDH technique. More importantly, unlike
arithmetic coding, ANS coding is not subject to the computing
precision. Therefore, by using ANS coding as the underly-
ing coding framework, our proposal can avoid the precision
problem that may occur in our previous work [1]. Second,
we give a dynamic embedding/extraction implementation that
does not require to explicitly transmit the host pmf, thus saving
additional overhead costs.

This paper considers the host media composed of i.i.d. gray-
scale samples. The contributions of this paper are summarized
as follows.

1) A code construction scheme that employs our recent ANS
variant is proposed to address the computing precision
problem in our previous work [1]. To the best of our
knowledge, this paper is the first that employs ANS
coding for RDH technique.

2) A dynamic implementation is given that does not require
prior transmission of the host pmf during embedding and
extraction.

3) The simulations are given.

a) For the host sequences drawn from discrete normal
distribution: the proposed static method provides sim-
ilar embedding performance to our previous work; the
proposed dynamic implementation saves the additional
overhead of explicitly transmitting the host pmf at the
cost of a slight embedding distortion.

b) For the gray-scale images: the proposed static method
provides slightly higher PSNR values than our previous
work and larger embedding rates than some state-of-
the-art RDH methods; the proposed dynamic method
employs predicted pmf instead of true pmf to save
additional overhead and produces a small image quality
loss.

The rest of this paper is organized as follows. Section
lists the notations and related works. Section introduces
the proposed method to achieve the rate-distortion bound. In
Section [IV] we give a dynamic embedding/extraction imple-
mentation without the need to transmit the host pmf. Section
[V] shows the simulation results and Section concludes this
work.
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Fig. 1. An example of RDH on a gray-scale image.

II. PRELIMINARIES
A. Notations

Throughout this paper, the host sequence X =
(21,29, -+ ,xy) is composed of ii.d. samples drawn from
the probability mass function (pmf) Px = {Px(s)|s € X5},
where the set X5 = {0,1,---,B — 1} is an alphabet of
size B. Let Pox = {ch(s) = Z:ZQPX(i)|S € EB} de-
note the cumulative pmf of X. It is noted that we have
Pox(—1) = 0 and Pox(B — 1) = 1. Let fx(s) denote
the number of occurrences of signal s in the sequence X,
and cx(s) = Zf:_il fx (i) is the cumulative frequency
of signal s, where fx(—1) = 0 by default. The entropy
function H(X) of a discrete random variable X is defined
as H(X) =— Zf:ol Px (i) logy Px (7). The random variable
W' represents a message uniformly distributed in ¥y =
{0,1,--- , M — 1}. This paper considers embedding binary
secret data into gray-scale signals, so we have B = 256 and
M =2.

Given a binary stream S, we construct a LIFO (Last In First
Out) stack accordingly. The operation

Q + Reads(7)

pops i bits {Si}z;é from the bottommost position in the stack
that contains S, and these 7 bits form an integer Q = Sy X
2071 4 ...+ 8, 5 x 2+ S;_1. The operation Writes(Q,1)
pushes the least significant ¢ bits of an integer () to the stack.

In RDH, L bits of message W = (wy,ws,- - ,wy) are
embedded by the encoder into the host sequence X =
(x1,22, - ,xN), by slightly modifying its elements to pro-
duce a stego sequence Y = (y1,y2, - ,yn ), where w; € 3y
and z; € ¥, y; € ¥z forl <7 < L, 1 < j < N.
This paper considers the convention that host signals and stego
signals draw from the same set, i.e., Xz = Y. We denote the
embedding capacity, also called embedding rate, by R = L/N.
Schemes are usually constructed to minimize some distortion
measure D(s,y) between the host sequence X and the stego
sequence Y for a given embedding rate R. The distortion
metric D(s,y) in this paper is defined as the square error
distortion, i.e., D(s,y) = (s —y)?. The decoder can losslessly
reconstruct the message W and the host sequence X from the
stego sequence Y. Figure [I] shows the general framework of
RDH on a gray-scale image X, where Y is the stego image
with some distortion after embedding W.

B. Related works

1) A Near Optimal Coding Method using Arithmetic Cod-
ing: In our previous work [1], we proposed a backward and

Algorithm 1: The BFI algorithm [1] to estimate the
optimal cumulative pmf Pcy

Input: The cumulative pmf Pox of the host sequence
X, a real number « and the tolerance «.
Output: The cumulative pmf Poy of the stego
sequence Y.
1 Given an initial set
E={e,=(y+1)/B,y=—1to B — 1}, or the user
can design an arbitrary initialization as long as
0=e_1<ey<---<ep_q =1. Declare the
variable var = 0.
2 For y from 0 to B — 2, update each e, through

% if there exists e, €
tey-1, (Pex(s—1), Pox(s));
new if there exists
v = D)= D(s.y+1)
ey+1—Pox(s)
PCX (5)7 < Pox(5)—ey—1
< P lst1Ly)=D(s+1y+1),

3 After finding the new value ezew, record the maximal
offset by

var = max {var, )" — ezld|} .

4 For y from B — 2 to 0, update each e, and the
maximal offset var through the same criterion in
steps 2-3.

5 If var > €, set var = 0 and then go to step 2;
otherwise, output Poy = {Pcoy (y) = ey}

forward iterative (BFI) algorithm to estimate the optimal dis-
tribution Py of the stego signals. The BFI algorithm assumes
that the host and stego signals draw from the same set, i.e.,
Yz = Y. Algorithm [I] gives the details. Notably, the BFI
method controls an input parameter « for various embedding
rate and distortion pairs. The case @ = 1 admits the uniform
distribution Py = {Py(y) =1/B|y € ¥p} performing the
maximal embedding rate, and another case v = +0co generates
an unchanged distribution Py = Px with zero embedding
rate.

Based on the result of the BFI algorithm, we proposed
a coding scheme in [1] to embed a message W into the
host sequence X = (x1,x9, - ,xy) by the given cumu-
lative pmfs Pox and Pcoy. The coding framework is simi-
lar to arithmetic coding. The encoder maintains two values
(19,u®) C [0,1], ¢ = 1,2,---,N to interpret the joint
information of the host signal z; and the temporal information
produced at the last step. At the initialization, the vector
(1M, uM) = (Px(z1 — 1), Px(21)) represents the informa-
tion of the first host signal. At the i-th step, the encoder
transforms the vector (¥, (")) and the next host 241 to the
stego signal y; and the next vector (10+1), 4(i+1)) expressed
as (y;, 10D w(tD) = Encode (z;41,1, u). First, we
need to find the possible y; within the interval (1), u(?)], then
yi € [yﬁz)vyé”} if and only if [Py (y{"), Py (y5” — 1)) C
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10, u®) € [Py({? = 1), Py (y$")). Second, for the case
y(i) = y; , the stego signal y; = ygi) is determined. The
yii) determines the interval [Py(yy) - 1),Py(y§i))), which
is larger than (l(i)7 u(i)], so for lossless recovery, the decoder
needs more information, expressed as the information vector
(Py (y%l) — 1)1 @) Py(ygi))) for lossless decoding. One
can see that in order to determine y;, the pmf Py needs to be
known first, and it can be derived from the cumulative pmf
Pey, e, Py ={Py(y) = Poy(y) — Pey(y — 1)|ly € X5}
The next host signal x;; determines the interval [Px (x; 41 —
1), Px(zi+1)), and we scale the information vector to
[Px(zis1 — 1), Px(xi41)) to obtain ((0+D u0+D) =
(P9, 240, y;), F(u, 2541, 7;)), where

Px(s) — Px(S — 1)
Py(y) — Py(y—1)

F(kasay): (k_PY(y_l))+PX(3_1)a

3)

for k € R, s,y € Xp. Then, we proceed to process the next
host signal.

For another case yy) > ygi), the y; has several possible
values corresponding to each interval of

(0, A, A~ 1,0).

The adaptive arithmetic decoding is applied on the binary
representation of message W to determine the value y;.
To fit the usage requirement of arithmetic coding, the
two ends of the vector are scaled to 0 and 1, resulting in
(0’ G(PY(ygl))J(Z)vu(z))a T aG(PY(yg) - 1)> l(l)’u(l))’ 1)’

where

Gl ) = 2=

for k,l,u € R.

The arithmetic decoder determines the value w;, and the
corresponding residual information that depends on the y; is
discussed below. For the case ygz) +1 <y < yéz) -1,
the [Py (y; — 1), Py(y;)) is within the interval (1), u(],
so we don’t have the residual information, and the updated
vector is (10FD w(+D) = (Px (241 — 1), Px(2i41)) Tep-
resenting the next host signal. For the case y; = yy), the
residual information is interpreted as the vector (Py (y; —
1),1%, Py (y;), Py (y;)), which is scaled into the interval
[Px(zi+1 — 1), Px(x;41)) to obtain the updated vector
(10D D) = (P, 2541, ;), Px (2441)). For the case
Yi = yél), the residual information is interpreted as the vector
(Py(yi — 1), Py (y; — 1),u, Py(y;)), which is scaled into
the interval [Px(x;41 — 1), Px(x;41)) to obtain the updated
vector (l(iﬂ)au(iﬂ)) = (PX (Tig1 — 1), F(U(i), Tit+1, yz))
In summary, the updated vector (101, 4(i+1)) is as follows:

10+ = max {PX(*TZ'+1 - 1):F(l(i)’xi+1’yi)}
and
MHU:mm{Rﬂ%H%FW@w”h%&'

We continue the above steps until there is no next host signal.
When yy is designated, the encoder sends out a prefix-free

code value v € [N(I™) yx), N(u™), yy)) with minimal
code length, where
N(s,y) = oW
Py(y)—Py(y—1)
More details can be found in [L]].

There are two observations from the above description.
First, the practical implementation cannot store the real in-
terval (Z (i), u(i)) due to the machine precision. Therefore, our
previous work maintained the variables L = ([1(V ] + 1) x 2
and H = |u] x 2° with length b, where |-]| returns the
greatest integer less than or equal to the input number, and
b € NT. As the arithmetic coding proceeds, the L gradually
approaches the H and the two values may coincide in certain
cases. When L and H coincide, it is impossible to embed any
data. That is, the usage of arithmetic coding here may suffer
from computing precision problem. Second, it is necessary
to transmit the cumulative pmfs Pox and Pcoy, or only
transmit Pox and use the BFI algorithm to generate Poy . No
matter which strategy is chosen, it costs an additional overhead
proportional to the alphabet size.

2) A Variant of ANS Coding (ANS-Variant) [26]]: The key
idea of the pure form ANS coding is to encode a sequence of
input symbols into a single natural number (also called state),
unlike arithmetic coding that operates on a fraction. Before
encoding, ANS holds a start state . On a high level, the
ANS encoder always maintains a state that can be modified
by the encoding function 2’ = C(s,z) € N: C(s,z) takes
a symbol s and the current state x and produces a new
state 2’ that encodes both the symbol s and current state
x. Correspondingly, the decoding function D(z’) decodes
the state =’ to a symbol s and the previous state z, i.e.,
D(x') = (s,z). It is noted that the encoder and decoder in
ANS coding go through the same sequence of states, just in
opposite order. This paper uses the convention that the encoder
processes symbols forward, from the first to the last, and the
decoder recovers symbols backwards, from the last to the first.

Consider an input sequence X = (z1,22, - ,xN), it is
assumed that N = » o fx(s) is a power of two, i.e.
N = 2" for an integer n > 0. This is a standard assumption
like arithmetic coding for ANS coding to simplify arithmetic
operations. In our recent work [26], we proposed a new
ANS variant that forces the state x always at a fixed interval
I := [277»*" 2T) by renormalization, where T, v € N as
long as T — v x n > 0. Let I, := [fx(s) x 2T77vxn 2T)
denote the interval corresponding to the symbol s, which
ensures that the new state after encoding symbol s is within
the interval I. That is, if « € I, we have C(x,s) € I;
otherwise, we have C(z,s) ¢ I. The encoding function
C(z,s) is defined as C(x,s) = |x/fx(s)]. For the ease
of understanding, the encoding procedure is assumed to be
implemented using a stack, where each entry in the stack is a
bit. Below gives the encoding details. To encode each symbol
s, if the current state x is within /4, we first push n-bit value
ex(s) + (z mod fx(s)) to the stack and produce a new state
x by © < C(z,s) = |x/fx(s)], where mod denotes the
remainder operation. Otherwise, we first pop v X n bits from
the stack, and append them to the least significant v X n bits
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Encoder State x Decoder
write final state read final state
1 push(108) 13257555 | pop(108)
encode ‘b’ decode ‘b’
1272725289
x & I,; pop (63,41) x & I; push (41,63)
1 pusha1) 19420 | pop(a1)
encode ‘a’ decode ‘a’
1 push(3) 1864361 | Pop(63)
encode ‘a’ decode ‘a’
178978719
x & I; pop (255,159) x & I, push (159,255)
1 push(159) 2730 | pop(159)
encode ‘b’ decode ‘b’
1 push(255) 262143 | pop(2ss)
encode ‘¢’ decode ‘¢’
16777215
initial state (all done)

Fig. 2. Encoding example: coding a sequence X = baabc with Px (a) =
Px(b) = %, Px(c) = %. The encoder proceeds from bottom to top,
and the decoder proceeds from top to bottom (as indicated). Both go through
the exact same sequence of states and perform I/O in the same places.

of z to increase it. That is, if the decimal representation of the
popped v x n bits is D, we have x + (x < v xn)+ D. After
that, we push n-bit value cx (s) + (z mod fx(s)) to the stack
and perform C (x,s) with the increased state z. Notably, to
ensure that there are enough bits in the stack before the first
popping, we initialize the start state to be large enough, e.g.,
x = 2T — 1. We follow the above steps until all symbols are
encoded. Finally, it is necessary to transmit the final state of
encoding (which is also the start state of decoding) and the
remaining bits in the stack to the decoder for lossless recovery.

Next, we discuss the corresponding decoding details of our
recent ANS-Variant coding. The decoding procedure can also
be implemented using a stack, where each entry in the stack
is also a bit. First, in order to completely reconstruct the input
sequence X, the decoder needs to know the statistics of the
input sequence, including the total number N of symbols,
the frequency fx(s) of each symbol s and the selected fixed
interval I. Let éx (i) £ s if cx(s) < i < cx(s + 1) for
i € [0,N) and s € ¥p. Given a start state « for decoding
(i.e., the final state in the encoding) and the compressed bits
stored in the stack, we pop n-bit digit d from the stack and
decode it to a symbol s, i.e., s < ¢x(d). Then, we update the
state by x < fx(s) x x +r, where r = d — cx(s). It can be
seen that after a symbol is decoded, the value of state becomes
larger. As more and more symbols get decoded, its value will
eventually grow beyond a bound. When the state z exceeds
the upper bound 27 chosen during the encoding, i.e., x > 2T
we push the least significant v X n bits of x to the stack to
make x smaller, i.e., x < = > v X n. We repeat the above
steps, and the repetition stops when the reconstruction of input
sequence X 1is achieved. Figure [2| shows a worked-through
example for a partial sequence “baabc" with parameters n = 8§,
v =2 and T = 24. The start state for encoding is chosen as
x = 27 — 1 = 16777215. It can be seen that the encoder

and decoder go through the same state just in opposite order.
Also, the order of the symbols reconstructed by the decoder is
opposite to that received by the encoder, e.g., the last encoded
symbol is decoded first.

III. PROPOSED CODING SCHEME

The first limitation in our previous work [1l] is that it
uses arithmetic coding as the underlying coding framework.
Arithmetic coding assigns each symbol to a sub-interval
[L,H) C [0.0,1.0) according to the probability of that
symbol. When a symbol is encoded, the sub-interval narrows,
and L and H move closer together. Because the machine
system cannot represent infinite precision, as more and more
symbols are encoded, L gradually approaches H and the two
values eventually may coincide, then further data embedding
is impossible. In this section, we first propose a coding method
that employs our recent ANS variant [26] to embed a message
W into the host sequence X. Then, the data extraction of the
host sequence and the embedded message is given. Notably,
this section considers the case where the statistics of the input
sequence are known to the encoder and decoder, and refers to
them as static data embedding and static data extraction. In
the following, let x; and y; represent the values of host signal
and stego signal at position ¢ in the sequence, respectively.

A. Static Data Embedding

Our recent ANS-Variant coding (see Section for
details) can provide the compression ratio close to that of
arithmetic coding. More importantly, it does not suffer from
the computing precision problem that may occur in arithmetic
coding. As a result, we adopt ANS-Variant as the coding
framework to embed a message W into the host sequence
X = (z1,22, -+ ,xn). The framework consists of a combi-
nation of an encoder and a decoder of ANS-Variant coding,
where the encoder is used to embed the data, and the decoder
returns the corresponding stego signals. From the description
of ANS-Variant coding, one can see that in order to encode
a host signal x; into the current state z, the ANS-Variant
encoder outputs an n-bit value ¢, + (x mod f,,), and if the
state x is less than the lower bound of the selected fixed
interval, the encoder reads bits to increase it. This observation
can be exploited to realize data embedding, i.e., one can
choose to read bits from the message W to increase the
value of the state if necessary. In addition, the BFI algorithm
(described in Section can estimate the optimal pmf of
the stego sequence for a given host sequence. Therefore, we
can apply the ANS-Variant decoder on the statistics of the
stego sequence according to the n-bit value ¢, + (z mod f,,)
to decode the corresponding stego signal y;. That is, the n-
bit value ¢;, + (z mod f,,) produced by the ANS-Variant
encoder serves as the temporary information to decode the
corresponding stego signal y;.

The details of the embedding procedure are as follows.
First, we require knowledge of the host statistics Fy =
{fx(s)|s € ¥p} and Cx = {cx(s)|s € £p}, and get the cu-
mulative pmf Pox = {Pcx(x)|z € ¥}, where Pox(x) =
i o Px(i) and Px (i) = fXT(Z) Then, we apply the BFI
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Algorithm 2: Proposed static embedding algorithm

Input: A host sequence X = (z1,22, -+ ,2y), the
message W to embed, the alphabet size B, the
cumulative pmf Pox.

Output: A stego sequence Y = (y1,y2, -

final state x.
1 Get the host statistics Fx = {fx(s)|s € £p} and
Cx = {cx(s)|s € £} from the Pox;
2 Use the BFI algorithm to estimate the optimal Poy;
3 Get the stego statistics Fy = {fy (y)|y € £p} and
Cy = {ey (9)]y € S} from the Poy;
4 Set a start state x < 1;
sfori=1t N do
6 if ¢ < fx(x;) % 2T —vxn then
D < Readw (v x n);
L x+ (x <vxn)+D;

,yN), the

7
8
9 nx = cx(z;) + (z mod fx(x;));
0 |z [z fx(@)];

11 Yi < 6Y<77X);

12 < fy(y) xz+nx —ev(yi);
13 if © > 27 then

14 call Writew (x,v X n);

15 L T4 T >0 XN,

algorithm on the Pcx to estimate the optimal cumulative
pmf Pcy of the stego sequence Y. Once the distribution
Poy = {Pey(y)|ly € g} is known, we can further get
the stego statistics Fy = {fy(y)ly € Xp} and Cy =
{ev (y)ly € g}, where ¢y (y) = Poy(y) X N and fy(y) =
¢y (y + 1) — ¢y (y). During the embedding, we process the
host signals forward, i.e., from the first to the last signal.
Given a start state z, for each host signal x;, we first use
an ANS-Variant encoder to encode it. Let [ := [QT’”X", 2T)
and I, == [fx(z;) x 277v*" 27T). During the encoding, we
have the following two cases. In the first, if the current state
x < fx(x;) x 2T7v*" we read v X n bits from the message
W to increase z. That is, if the decimal representation of
the v x n bits read is D, we have z + (v < v x n) +
D. After that, we maintain an n-bit temporal information
nx = cx(z;) + (z mod fx(x;)) and update the state x by
x + C(x,z;) = |x/fx(x;)]. Tt is noted that the n-bit
temporary information produced by the host signal x; will
be used in the following steps to decode the stego signal y; at
the corresponding position. In the second, if the current state
x is within I,, we maintain an n-bit temporal information
nx = cx(z;) + (x mod fx(z;)) and produce a new state x
by z « C (x,x;). Next, we utilize the temporary information
nx maintained in the previous step and the stego statistics
Fy ={fy(y)|ly € g} and Cy = {cy(y)|ly € X} to decode
the corresponding stego signal y;. Precisely, we transmit the
temporary information 7x to an ANS-Variant decoder to
decode the stego signal y;, i.e., y; « ¢y (nx). Then, we update
the state x by = < fy (y;) X x+ry,, where 7, = nx —cy (y;).
From the description of ANS-Variant decoding in Section
I[-B2] one can see that the updated state = has the following

two cases. In the first, If the value of state x exceeds the
upper bound 27 chosen during the encoding, we write the
least significant v X n bits of z to the message W to make x
smaller, i.e., x <— = > v X n. In the second, if the updated
state is exactly within the interval I, no further changes to the
state are needed.

We repeat the above steps for the next host signal x;, until
there is no next host signal. As can be seen, an embedding
cycle consists of a combination of an encoder and a decoder
of ANS-Variant coding. Among them, the encoder aims to
embed the data, and the decoder is designed to obtain the
corresponding stego signal. Algorithm [2] presents the details.
In Algorithm [2] Line 1 aims to get the host statistics. Lines
2-3 first apply the BFI algorithm to estimate the optimal
cumulative pmf Pcy and then get the stego statistics from
the Poy. In Line 4, the start state x is chosen to be small
enough, e.g., set to 1, in order to make the encoder read the bits
from the message W as early as possible, thus increasing the
amount of embedded data. Lines 6-10 perform the encoding
of ANS-Variant coding. In particular, Lines 7—8 read bits from
the message W to enlarge the state if the current state is
too small. Lines 11-15 perform the decoding of ANS-Variant
coding to generate the corresponding stego signal y;. Finally,
we get a stego sequence ¥ = (y1,¥2,- - ,yn) and a final
state . The final state x needs to be transmitted along with
the stego sequence Y, so that the extractor knows what state
to start with. In addition, the shortened length (in bits) of the
message W is the amount of data embedded.

B. Static Data Extraction

In RDH techniques, data extraction includes extracting the
host sequence and the embedded message from the received
stego sequence. In the proposed static data embedding (see
Section for details), we first perform ANS-Variant en-
coding based on the known host statistics, and then perform
ANS-Variant decoding under the premise that the optimal
cumulative pmf of the stego sequence has been estimated.
The data extraction is just the inverse of data embedding.
Therefore, in order to achieve lossless data extraction, we
first perform the ANS-Variant encoding under the premise that
the optimal cumulative pmf of the stego sequence is known.
Then, we perform the ANS-Variant decoding based on the
host statistics to decode the host signal. It is worth noting
that the data extraction requires transmitting the cumulative
pmfs Pcox and Peoy as parameters. Another strategy is to
only transmit Pox and the extractor generates the Poy with
the BFI algorithm. The latter saves space but requires a
computational cost to run the BFI algorithm. This section takes
the latter as an example to introduce the process of static data
extraction.

Given a stego sequence Y = (y1,Y2, - ,Yyn), a start
state x, and the cumulative pmf Pox = {Pox(z)|z € g},
the details of data extraction are as follows. First, we apply
the BFI algorithm on the host Pox to estimate the optimal
cumulative pmf Poy = {Poy(y)ly € ¥p}. According to
the Pox and Pcy, we calculate the stego statistics Fy =
{fyW)|y € £} and Cy = {cy(y)|ly € X}, and the host
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Algorithm 3: Proposed static extraction algorithm

Input: A stego sequence Y = (y1,42, - ,Yn), a start
state x, the alphabet size B, the cumulative
pmf ch.

Output: A host sequence X = (z1,22, -+ ,2n), the

embedded message W.
1 Use the BFI algorithm to estimate the optimal Pcy;
2 Get the host statistics F'x = {fx(s)|s € ¥p} and
Cx = {cx(s)|s € £p} from the Pox;
3 Get the stego statistics Fy = {fy (y)|y € £p} and
Cy = {ey (9)|y € S} from the Poy;
4 fori=N1to1do
s | if z < fy(y;) x 277%™ then
6 D + Readw (v X n);
Lz<—(a:<<fu><n)—|—D;

8 | ny =cy(y:)+ (zmod fy(yi));
9 | @< |z/fy(ui)l;
10 | oz < cx(ny);
u | x4 fx(@i) Xx+ny —cex(2:);
12 if © > 27 then
13 call Writew (z,v X n);

L T4 T >0 XN,

statistics F'x = {fx(s)|s € Zp} and Cx = {cx(s)|s € g},
where cy (y) = Pey (y) X N, fy(y) = cy (y+1) —cy (y), and
ex(s) = Pox(s) X N, fx(s) = ex(s+ 1) — cx(s). These
statistics are used in the subsequent encoding and decoding
of ANS-Variant coding. As the encoder and decoder of ANS-
Variant coding run in reverse order, we process the stego sig-
nals backwards, i.e., from the last to the first signal. For each
stego signal y;, we first perform the ANS-Variant encoding
based on the obtained stego statistics Fy and Cy. Specifically,
let I := [277v*" 2T) and I, == [fy (y;) x 277> 27). In
the encoding, we have the following two cases. In the first,
if the current state x < fy(y;) X 2T—vxn e read v X n
bits from the message W to increase x. Then, we hold an
n-bit temporal information ny = cy(y;) + (x mod fy (y;))
and update the state © by x < C (x,y;) = |2/ fy (y;)]. In the
second, if the current state x is within I,;,, we directly maintain
an n-bit temporal information ny = ¢y (y;) + (x mod fy (v;))
and produce a new state x by z < C(z,y;). The above
n-bit temporary information 7y produced by encoding the
stego signal y; is used in the following steps to decode the
corresponding host signal z;.

Next, we utilize the temporary information 7y main-
tained in the previous step and the host statistics Fx =
{fx(s)|s € Zp} and Cx = {cx(s)|s € Ep} to decode the
host signal z;. Precisely, we transmit the temporary infor-
mation 7y to the ANS-Variant decoder to decode the host
signal x;, i.e., ¢; + éx(ny). Then, we update the state = by
x « fx(x;) X x + ry,, where 7, = ny — cx(x;). From the
description of ANS-Variant decoding in Section [[I-B2] one can
see that the updated state x has the following two cases. In the
first, if the value of state 2 exceeds the upper bound 27" chosen
during the data embedding, we write the least significant

v X n bits of x to the message W to make = smaller, i.e.,
T < x > v X n. In the second, if the updated state is exactly
within the interval I, no further changes to the state are needed.
We repeat the above steps for the next stego signal y;_1 until
there is no next stego signal. Algorithm [3] gives the details. In
Algorithm [3] Line 1 uses the BFI algorithm to estimate the
optimal cumulative pmf Pgoy. Lines 2-3 derive the host and
stego statistics from the known Pox and Pcy, respectively.
Lines 5-9 perform the encoding of ANS-Variant coding on the
stego signal and maintain a temporary information 7y . Lines
10-14 utilize the temporary 7y produced in the previous step
to decode the host signal z;. In particular, Lines 12—-14 write
v X n bits to the message W when the state exceeds a given
upper bound 27", Finally, we can reconstruct the host sequence
X = (z1, 9, -+ ,zn) and the embedded message W without
loss.

IV. DYNAMIC IMPLEMENTATION

Section [[II] presents the embedding/extraction procedure to
embed a message in the i.i.d. host sequence. One can see that
the proposed static RDH scheme, like our previous work [1],
requires the cumulative pmf Pox of the host sequence as a
parameter in both the embedding/extraction process. Namely,
the proposal involves using preset probabilities of signals that
remain static during the whole process. However, transmitting
the host pmf costs an additional overhead proportional to the
alphabet size B, which is usually unacceptable in extremely
space-constrained scenarios. Moreover, the usability of the
proposal is based on the premise that the pmf of the host
sequence is known, imposing certain limitations on the prac-
tical application. In this section, we present a dynamic imple-
mentation without any prior knowledge of the host pmf. The
implementation changes the probability after each host signal
is encountered, thus saving the prior transmission of Pcx.
First, we describe the dynamic data embedding algorithm.
Second, the corresponding dynamic data extraction algorithm
is given.

A. Dynamic Data Embedding

When any prior knowledge of the host pmf is not available,
the proposed dynamic embedding method becomes a two-pass
procedure. First, considering that the ANS-Variant decoder
reconstructs all symbols in the reverse order of those processed
by its encoder, so in order to ensure the synchronization of the
encoder and the decoder, it is necessary to follow the order
of the decoder run to collect the statistics of the host signal
at each location. Therefore, we first pass the host sequence
X = (x1,22, -+ ,xn) once in the decoder’s running order.
Precisely, we start with a frequency distribution Fx, e.g.,
Fx = {fx(s) =1,s € L}, where fx(s) denotes the num-
ber of occurrence of the signal s. If the ANS-Variant decoder
runs backwards, i.e., from the last to the first signal, we update
the frequency distribution F'x backwards based on the host
signals encountered. Details of the update are as follows. We
start with the last host signal xy and perform a backward
pass over the host sequence. During the backward pass, when
a host signal z; is encountered, the frequency corresponding
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Algorithm 4: Proposed dynamic embedding algorithm

Input: A host sequence X = (z1,22, - ,ZN), &
message W to embed, the alphabet size B.
Output: A stego sequence Y = (y1,¥2, -+ ,Yn), the
final state x.

1 Initialize Fx = {fx(s) = 1|s € ¥p};

2 fort=Ntoldo

L fx (@) « fx (@) + 1

4 Set a start state x <+ 1;

sfori=1t N do

6 Ix () < fx (@) — 1

7 Get the host statistic Cx = {cx(s)|s € £p} and
the cumulative pmf Pox from the newest

Fx ={fx(s)|ls € Zp};

8 Use the BFI algorithm to estimate the optimal

cumulative pmf Poy;

9 | Get the stego statistics Fy = {fy (y)|y € Zp} and

Cy = {cy(y)ly € X} from the Pey;

10 | ifz < fx(z;) x 2779%" then

1 L D « Ready (v X n);

w

12 z 4+ (x <vxn)+D;

13 nx = cx(x;) + (x mod fx(z;));
14 x <+ |z/fx(x)];

15 Yi < Cy (nx);

16 |z fy(y) X T +nx —cy(vi);
17 if z > 27 then

18 call Writew (z,v X n);

19 L T 4T >0 Xn,;

to signal x; is updated via fx(z;) < fx(z;) + 1. Next,
we backward continue with the next signal and update its
frequency in the same manner. When the frequency of the
first host signal x; is updated and there is no next host signal,
we get the newest frequency distribution F'x, which counts
the frequency of each signal in the host sequence X over the
start frequency distribution.

When the first backward pass is completed, with the help
of the newest statistics Fx = {fx(s)|s € g}, we then
use an ANS-Variant encoder followed by an ANS-Variant
decoder to perform data embedding. The dynamic embedding
procedure is similar to that of the static data embedding
described in Section [[[I-A] except that the dynamic version
employs a changing pmf. Given a host sequence X =
(21,29, ,xzN), a message W to embed and the newest
frequency distribution Fx = {fx(s)|s € ¥} obtained in
the first backward pass, the embedding details are described
below. Considering that the encoder and decoder of the ANS-
Variant coding run in opposite directions, and the first pass
in the same order as the decoder runs is backwards, we
perform a second forward pass (i.e., from the first to the
last signal) on the host sequence. For each host signal z;
encountered, we first update the corresponding frequency of
signal x; by fx(z;) + fx(z;) — 1. Then, we compute

the host statistics Cx = {cx(s) =S fx(i)s e ZB}

and the cumulative pmf Pox = {¢x(s)/cx(B —1)|s € g}
from the newest F'x = {fx(s)|s € Xp}. Next, we apply
the BFI algorithm on the Pgx to estimate the optimal
cumulative pmf Pcy of the stego sequence Y. Once the
Pcy = {Pcy(y)|ly € £p} is known, we can also get the stego
statistics Fy = {fy (y)|y € g} and Cy = {cy (y)|y € 5},
where ¢y (y) = Poy (y) X N and fy (y) = ey (y) —cy (y—1).
Once the host and stego statistics (i.e., Fix, Cx, Fy and
Cy) are both available, we then implement data embedding
using similar steps in static data embedding (see Lines 6-15 in
Algorithm [2]for details). We repeat the above steps for the next
host signal until there is no next host signal. Finally, we get
a stego sequence Y = (y1,%2, -+ ,yn) and a final frequency
distribution F'x. From the update rule of the F'x, it can be
seen that the final F'x is exactly the same as the start Fly
before the first backward pass. Algorithm [4] gives the details.
In Algorithm [ Lines 1-3 initialize the frequency distribution
Fx to all ones and perform a backward pass. Line 6 updates
the frequency corresponding to the signal x;. Lines 7-8 first
calculate the host statistics C'x and Pc x, and then use the BFI
algorithm to estimate the optimal Pcy. Line 9 gets the stego
statistics Fy and Cy from the Pgy. Lines 10-14 perform
the encoding of ANS-Variant coding. In particular, Lines 11—
12 read bits from the message W to enlarge the state if it is
too small. Lines 15-19 perform the decoding of ANS-Variant
coding to obtain the corresponding stego signal y;. Finally, we
get a stego sequence Y = (y1,y2,- - ,yn) and a final state
x.

According to the above description, it is clear that the host
pmf is not necessary in the proposed dynamic data embedding.
Therefore, unlike our previous work [[1]], the proposed dynamic
method overcomes the limitation of explicitly transmitting the
host pmf Pcx, and brings flexibility in practical applications.

B. Dynamic Data Extraction

In order to reconstruct the host sequence and the embedded
message from the stego sequence without any prior knowledge
of the host pmf, the proposed dynamic data extraction also
initializes a frequency distribution F'x- and changes it after a
host signal is decoded. The start Fx is exactly the same as
the start F'x before the first backward pass in the dynamic
data embedding, i.e., we have Fx» = {fx/(s) = 1,s € Zp},
where fx/(s) denotes the number of occurrence of signal s.
The dynamic extraction procedure is similar to that of the
static data extraction described in Section [[II-B| except that
the dynamic version employs a changing pmf to save the prior
transmission of the host pmf.

Given a stego sequence Y = (y1,%2, - ,yn), a final
state z in the dynamic embedding, the details of the dy-
namic data extraction are as follows. First, we initialize the
frequency distribution Fx: as Fxs = {fx/(s) =1,s € Xp}.
Then, considering that the encoder and decoder of the ANS-
Variant coding run in the opposite directions, we process
the stego signals backwards, i.e., from the last to the first
signal. For each stego signal y;, we first get the statistics
Cx = {cx(s)|s € ¥p} and the cumulative pmf Pox =
{Pcx(s)|s € Ep} from the newest F'xs = {fx/(s)|s € £},
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Algorithm 5: Proposed dynamic extraction algorithm

Input: A stego sequence Y = (y1, 2, - -
state x, the alphabet size B.
Output: A host sequence X = (z1, 22, - ,ZN), the
embedded message W.
1 Initialize Fx, = {fx/(s) =1|s € Zg};
2 fori=Nto1do
3 Get the host statistic Cx = {cx(s)|s € Xp} and
the cumulative pmf Pox from the
Fxr={fx/(s)|s € Xp};
4 Use the BFI algorithm to estimate the optimal
Peys
5 | Get the stego statistics Fy = {fy (y)|y € Zp} and
Cy ={cy(y)ly € Xp} from the Pey;
6 | ifz< fy(y;) x 277%™ then
7 L D < Ready (v x n);
8

z <+ (z<<vxn)+D;
o | ny =cy(y)+ (z mod fy(y:));
0 |z z/fy ()]s
1 z; + cx(ny);
12 T fx(r) X v +ny —ex(@);
13 if x > 27 then

14 call Writew (z,v X n);
T T >0V XN,

- ,yYn), a final

16 Ixr () < fxr(xi) + 1,

where cx (s) = Y571 fx:(4) and Pox(s) = ex(s)/ex(B—
1). Then, we adopt the BFI algorithm on the Prx to estimate
the optimal cumulative pmf Poy = {Pcy (y)|y € £5}. Once
the Poy is available, the corresponding stego statistics Fy =
{fr(y)yeLp} and Cy = {cy(y)ly € Zp} can also be
calculated, where cy (y) = Poy (y) x N and fy (y) = ¢y (y+
1) — ey (y). Next, we implement data extraction using similar
steps in static data extraction (see Lines 5-14 in Algorithm [3]
for details). Notably, when a host signal x; is decoded, we need
to update its frequency by fx-(z;) < fx:(x;)+ 1. We repeat
the above steps for the next stego signal y;_; until there is no
next stego signal. Finally, we can reconstruct the host sequence
and the embedded message. Algorithm [3] gives the details. In
Algorithm [5] Line 1 initializes F'x+ to all ones. Line 3 gets the
host statistics C'xy and Pgox from the newest F'x.. Lines 4-5
first use the BFI algorithm to estimate the optimal Poy and
then get the stego statistics Fy and Cy from the Pcy . Lines
6-10 perform the ANS-Variant encoding on the stego signals
and maintain a temporary information 7y-. Lines 11-12 utilize
the temporary 7y to decode the host signal x; and update the
state x. If the updated state exceeds the selected upper bound
2T, Lines 14-15 write the least significant v x n bits of x
to the message W to decrease x. Finally, Line 16 updates
the frequency of the corresponding host signal x;. From the
above description, one can see that the dynamic data extraction
procedure does not require any prior knowledge of the host
pmf. It dynamically adjusts the pmf based on the decoded host
signals to save the additional overhead.

w
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Fig. 3. The pmf of host signals drawn from discrete normal distribution versus
pmf of the corresponding stego-signals for various .

V. SIMULATIONS

In this section, we evaluate the embedding performance
of the proposed static/dynamic method in terms of the mean
squared error (MSE), embedding rate (in bits per pixel, bpp)
and PSNR value (in dB) for images. The proposed methods
are compared with three methods, including our previous
work [1]] and two high capacity RDH methods [20], [32]. The
proposed methods are implemented in Visual C++ code with
OpenCV image development kits. First, we show the experi-
mental results on the i.i.d. sequence. Second, all experiments
are conducted on gray-scale images (two common standard
images of size 512 x 512).

A. Experiments for i.i.d. Sequence

In this subsection, we test the embedding performance of
the proposed static/dynamic method and our previous work [1]]
on i.i.d. sequence. We consider the host sequence drawn from
discrete normal distribution. The host signals are 8-bit gray-
scale with B = 256, and the mean of the normal distribution
is at 127.5. Figure [3| shows the pmf of host signals for the
standard deviation o = 256, and the pmf of stego signals by
applying the BFI algorithm for o« = 1.01,1.001 and 1.0001. It
can be seen that the pmf of stego signals are more stationary
than that of host signals, thus the stego sequence has a larger
Shannon entropy. That is, more information is required on
average to represent it, and the increased volume can be
utilized to embed secret data.

We adopt two common metrics embedding rate (bpp) and
MSE to evaluate the embedding performance. For a host
sequence X = (z1,x2, -+ ,zy) and a stego sequence ¥ =
(y1,y2, - ,yn), the MSE is defined as

N

_ )2

MSE = (o )
The lower the MSE value, the better the quality. The secret
message W is generated by multiple calls to the operation
RANDC() * 65536, which returns a pseudo-random number
between 0 (inclusive) and 65536 (exclusive). Figures [AH6| show
the rate-distortion curves for the pmf Pox with various o.
The blue line, yellow line and gray line, respectively, depict
the expected rate-distortion curves for ¢ = 128, 256 and
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Fig. 4. Rate-distortion curves of a given normal distribution for various o,
and rate-distortion values of our previous code [T].
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Fig. 5. Rate-distortion curves of a given normal distribution for various o,
and rate-distortion values of the proposed static method.

512. We implement our previous work (Code [1I]), the
proposed static method (Ours_s) and the proposed dynamic
method (Ours_d) to embed the message in the 65536 host
signals for each corresponding pmfs Pox and Pcy, and
the rate-distortion values are respectively marked as circles,
rhombuses and triangles in Figures #H6] In the proposed
static/dynamic implementation, we use 32 bits to represent
the state and choose parameters 7' = 16, n = 16 and v = 1.
From Figures @3] one can see that the performance of the
proposed static method is similar to that of our previous work
[, both approach the expected rate-distortion bound. More
importantly, the proposed method uses ANS coding instead of
arithmetic coding for RDH, which does not cause computing
precision problems. Figure [] gives the performance of the
proposed dynamic method. It shows that the rate-distortion
values in the dynamic version have a small distance from the
expected rate-distortion bound. This is due to the fact that we
use a predicted pmf instead of the true pmf. Especially, our
proposal does not require transmitting the host pmf during data
embedding and extraction, which saves additional overhead
and enhances practicality.

B. Experiments for Gray-Scale Images

In this subsection, the embedding performance of the pro-
posed static/dynamic method on gray-scale images is com-
pared with three state-of-the-art methods, including our pre-
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Fig. 6. Rate-distortion curves of a given normal distribution for various o,
and rate-distortion values of the proposed dynamic method.
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Fig. 7. (a). Host image Lena. (b). Four neighboring pixels adopted in the
predictor.

vious work [1]] and two high capacity RDH methods [20]
and [32]. To reduce the correlation of the neighboring image
pixels, we preprocess the host image with predictive coding.
The predictive coding processes the host pixels from left to
right, and from top to bottom. Figure[7]shows a 512 x 512 host
image Lena and depicts the four neighboring pixels used for
predicting the host pixel h;. The predicted value h; is defined
as
ﬁizgxa1+gxa2+éxa3+éxa4. (4)
For the pixels at the leftmost column, e.g, as, we pick the
nearby right pixel as as the predicted value. For the pixels at
the rightmost column, e.g, a;, we pick the nearby lower pixel
a4 as the predicted value. For the pixels at bottom row, e.g,
as, we pick the nearby right pixel a4 as the predicted value.
We omit the bottom-right corner pixel and default it to 128.
In order to embed a message into the host image, the exist-
ing RDH methods usually utilize the differences between the
host and predicted pixels. However, these methods use Modulo
256 operation to avoid the overflow/underflow problem, i.e.,
the values of some pixels in the stego image may exceed the
upper or lower bound, e.g., 255 or O for an 8-bit gray-scale
image. This may cause the stego image to suffer from the
salt and pepper noise. To overcome this issue, we suggest to
develop a two-dimensional lookup table K of size B x B. The
row index 7 of the table denotes the predicted pixel and the
column index j denotes the true host pixel, where 0 < ¢ < B,
0 < j < B. The entry K[i][j] at the i-th row and the j-th
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column in the table K represents the number of host pixel j
predicted as predicted pixel 7. Next, we give the details of
static data embedding/extraction on gray-scale images. First,
we initialize the two-dimensional table K to all ones, i.e.,
K[i][j] = 1, where ¢,j € ¥p. Then, for each host pixel h;,
we use the predictor to get its predicted value h;, and update
the corresponding entry by K[h;][hs] < K[hs][hi] + 1. If the
predictor works accurately enough, i.e., lAzl ~ h;, one can see
that the larger values in the table K will be clustered on the
diagonal. When the two-dimensional table K has been built,
we then embed the message into host image by utilizing the
corresponding row as the host pmf. We process the host pixels
from left to right, and from top to bottom. Specifically, for each
host pixel h;, we first use the predictor to get its predicted
value fLZ-. Then, we take iLi as the row index to look up the

table K, and return a one-dimensional statistic K[h;] of size B.
Afterwards, the K[h;] is used as the frequency distribution to
calculate the Pox in Algorithm Once the P x is available,
we can embed the message by applying Algorithm We
repeat the above steps until there is no next host pixel. Finally,
we can get a stego image. In the static data extraction, we
reconstruct the host image in the reverse order from right to
left, and from bottom to top. Consider the step of decoding h;
shown in Figure [7b] the four neighboring host pixels a1, as,
a3 and a4 had been decoded by the previous decoding steps.
Therefore, we have the predicted value h; through (@). Then,
we take h; as the row index to look up the table K and return
a one-dimensional statistic K[h;] of size B. Also, the Kl[h;]
is used as the frequency distribution to calculate the Pox in
Algorithm [3| Once the Pcx is available, we can perform the
data extraction via Algorithm [3] We repeat the above steps
until there is no next stego pixel. Finally, we can reconstruct
the host image and embedded message.

Below, we discuss the details of dynamic data embed-
ding/extraction on gray-scale images. First, we initialize a
two-dimensional table K to all ones, i.e., K[{][j] = 1, where
1,7 € Xp. Then, we perform a backward pass over the host
image, and for each host pixel h;, we use the predictor to ob-
tain its predicted value h;. And, we update the corresponding
entry in the table by K[hs][h;] < K[hs][hi] + 1. We repeat the
above steps until there is no next host pixel. Next, the dynamic
data embedding is implemented on the basis of the newest
table K. We process the host pixels from left to right, and from
top to bottom. Specifically, for each host pixel h;, we first use
the predictor to get its predicted value h;. Notably, when a
predicted value h; is obtained, we update the corresponding
entry by K[h;][hi] < K[hi][h:] — 1. Then, we take h; as the
row index to look up the table K and return a one-dimensional
statistic K[h;] of size B. Afterwards, the K[h;] is used as the
frequency distribution to calculate the host statistics C'x and
Pcx in Line 7 of Algorithm Then, we can embed the
message via Lines 8-19 in Algorithm ] We repeat the above
steps until there is no next host pixel, and finally we can get a
stego image. In the corresponding dynamic data extraction, we
first initialize a two-dimensional lookup table K to all ones,
and predict the pixel h; in the reverse order from right to left,
and from bottom to top. Similarly, we then take h; as the row

index to look up the table K and return a statistic K[h;] of

size B. The K[h;] is used to calculate the host statistics C'x
and Pcx in Line 3 of Algorithm [5] Then, we can decode the
host pixel h; via Lines 4-15 in Algorithm [5] Notably, when a
host pixel h; is decoded, we update the corresponding entry
by Klhi][hi] < K[hs][hi] + 1. We repeat the above steps until
all host pixels are decoded. Finally, the host image and the
embedded message are reconstructed.

The PSNR (in dB) is often used as an objective measure of
image quality, which reflects the degree of similarity between
the stego image and host image. That is, the larger the value
of PSNR, the better the image quality. The PSNR is calculated
as

PSNR = 10 x log 10(M AX? /MSE).

where M AX is the maximum possible pixel value of the
image (e.g., 255 for 8-bit gray-scale images), and MSE is the
mean squared error between the host and stego image. Given
a noise-free Ly X Lo host image X and its stego image Y,
MSE is defined as

Li—1L>—1

MSE= 1 > 3" (X(0d) - Y (0.0)

i=0 =0

where X (4, j) and Y (i, j) represent the pixels at the i-th row
and the j-th column in images X and Y, respectively.

Next, we give the experimental results on gray-scale images.
First, Figures [8H9] shows the embedding rate (bpp) and PSNR
(dB) of the proposed static method on two 512 x 512 sized
standard gray-scale images, including Lena and Airplane from
the USC_SIPI image databas where the embedding rate
R is defined as the number of bits embedded divided by
the number of pixels in the host image. The larger R, the
higher embedding capacity. It can be observed that when the
embedded capacity decreases, the PSNR increases steadily.

Second, we show the embedding performance of the pro-
posed static/dynamic method, our previous work [1] and two
high capacity RDH methods [20] and [32] on the test image
Lena. We use 32 bits to represent the state and choose
parameters 7' = 16, n = 16 and v = 1. The embedding
performance with respect to the embedding rate versus the
PSNR curve are plotted in Figure [I0] It shows that for the
same embedding capacity, the proposed static method provides
slightly higher PSNR values than our previous work [1]].
Compared with the method [20], our static method can achieve
the similar performance at the low embedding rate. However,
the method [20] states that it can only produce 0.612 bpp
on average, while the proposed method is capable to achieve
larger embedding rates. Further, a location map is required
in [20] to prevent the underflow/overflow problem, which
brings additional storage consumption. Compared with the
method [32], our static proposal can obtain a slight PSNR gain
at the low embedding rate. But, the embedding capacity of the
method [32] is relatively low, e.g., for the test image Lena,
it has an embedding rate of at most 0.29 bpp. In addition,
the method [32] also requires a location map to avoid the
underflow/overflow problem. For the proposed dynamic im-
plementation, we initialize the two-dimensional lookup table

Uhttps://sipi.usc.edu/database/
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Fig. 9. (a). Host image Airplane. (b). Stego image, R=2.65, PSNR=22.68. (c). Stego image, R= 1.46, PSNR=33.7. (d). Stego image, R=0.3, PSNR=53.0.

‘ -e-Code [1] -e-Ours_s -=-Ours_d -e-Method [20] -e-Method [32] ‘

PSNR (dB)

0 0.5 1 15 2 25 3 35 4
Embedding rate (bpp)

Fig. 10. Comparisons in terms of capacity-distortion performance.

K as follows: K[h;][h;] = 32 if h; = hy; otherwise, we have
K[h][hi] = 1. As can be seen in Figure the proposed
dynamic method provides slightly lower PSNR values under
the same embedding capacity. This observation is mainly due
to the fact that we use the predicted pmf rather than the
true pmf. More importantly, unlike our previous work [1], the
proposed dynamic method does not require prior transmission
of the host pmf during both embedding and extraction. In
addition, compared with the existing methods [20], [32], our
dynamic proposal also allows for larger embedding rates to
achieve high capacity requirements.

VI. CONCLUSION

In this paper, we proposed a novel RDH scheme based on
our recent asymmetric numeral systems (ANS) variant [26]]. To

the best of our knowledge, this paper is the first that employs
ANS coding for RDH technique. Unlike our previous work [1]],
the proposed method can completely avoid the computing
precision problem. In addition, a dynamic implementation is
also adaptively introduced to save the additional overhead of
explicitly transmitting the host pmf during embedding and
extraction. The experimental results show that the proposed
static method provides slightly higher PSNR values than our
previous work [1]] and larger embedding rates than some state-
of-the-art methods [20], [32] on gray-scale images. Besides,
the proposed dynamic method saves additional overhead at the
cost of a small image quality loss.
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