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Abstract—Many operations in workflow systems are dependent
on database tables. The classical workflow net and its extensions
(e.g., workflow net with data) cannot model these operations, so
that they cannot find some related errors. Recently, workflow
nets with tables (WFT-nets) were proposed to remedy such
a flaw. However, when the reachability graph of a WFT-net
is constructed by their method, some pseudo states can be
generated since it does not consider the guards that constrain
the enabling and firing of transitions. Additionally, only the
soundness property of WFT-nets is considered that represents
a single design requirement, while many other requirements,
especially those related to tables, cannot be analyzed. In this
paper, we re-define the WFT-net by augmenting the constraints
of guards to it and re-name it as workflow net with tables and
constraints (WFTC-net). We propose a new method to generate
the state reachability graph (SRG) of a WFTC-net such that
the SRG can avoid pseudo states, due to the consideration of the
guards in it. To represent design requirements related to database
operations, such as design requirements and data flow errors,
we define database-oriented computation tree logic (DCTL). We
design the model checking algorithms of DCTL based on the
SRG of WFTC-nets and develop a tool. Experiments on several
public benchmarks show the usefulness of our methods.

Index Terms—WEFTC-nets, Guards, Pseudo states, Model
checking, DCTL.

I. INTRODUCTION

ITH the development of information technology and
service computing, workflow systems have become in-
creasingly popular and played an essential role in e-commerce
and intelligent medical enterprises [1], [2]. Some errors often
occur in workflow systems since they are increasingly com-
plex. If these errors cannot be found before implementing a
workflow system, some serious results are possibly caused.
The formal modeling and analysis of workflow systems have
become an important way to find these errors [3], [4], [5].
As a formal language, Petri nets (PN) are widely used
in modeling and analyzing workflow systems [6], [7], [8].
Using the structural characteristics of PN can effectively find
some control flow errors [9]. Although the traditional workflow
net (WF-net) can simulate the control flow of activities [10],
[11], [12] and analyze control flow errors [13], [14], it cannot
describe the data operations so that some errors related to them
cannot be checked by this class of PN. A data flow reflects
the dependence of data items in a workflow system [15], [16].
Unreasonable data operations can still lead to many errors,
such as data inconsistency and deadlock [9], [17].
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In order to make up for the lack of data description in
WF-nets, Sidorova et al. propose workflow net with data
(WFD-net) which extends WF-net with conceptualized data
operations (i.e., read, write and delete) [18], [19], [20].
Combi et al. propose another conceptual modeling method of
workflow and data integration in order to detect the possible
defects of data, using the concept of activity view to capture
the data operations and providing a more rigorous analysis
method [21], [16], [22]. Meda et al. use WFD-net to detect
data flow errors through anti-patterns [23], [24]. When work-
flow systems become larger and more complex, using data
refinement methods can check data flow errors and alleviate
the state explosion problem [25], [26].

In a workflow system, many operations depend on database
tables. Some data-related errors and logical defects are related
to these operations, but they cannot be reflected by the above
models. Therefore, we propose workflow net with tables
(WFT-net) [27] in which the operation statements of database
tables are bound to transitions, establishing a relationship
between a control flow and database operations. WFT-nets can
be used to detect some control flow flaws via representing the
changes of tables, while these flaws cannot be detected by
WF-nets or WFD-nets [27].

A coarse-grained data refinement method is proposed to
generate the state reachability graph (SRG) of a WFT-net in
[27]. However, because the constraint and dependence among
guards in a WFT-net are not considered in this refinement
method, pseudo states are possibly produced in an SRG. In
this paper, we re-define WFT-net named workflow net with
tables and constraints (WFTC-net) in order to describe these
constraints more accurately. Our method of generating the
SRG of a WFTC-net can effectively avoid pseudo states. Ad-
ditionally, only one property, namely soundness, is considered
in [27]. Soundness as a basic design requirement guarantees
that a final state is always reachable. However, many other
design requirements related to tables cannot be represented
by soundness. Therefore, in order to represent more design
requirements over WFTC-nets, we propose database-oriented
computation tree logic (DCTL) in this paper.

Model checking is an automatical technique used to ver-
ify the correctness of workflow systems [28], [29], [30]. A
temporal logic language such as linear temporal logic (LTL)
and computation tree logic (CTL) is usually used to specify
the design requirements of a system [31], [32], [33], [34]. A
computer searches the state space of a model to confirm if
a logic formula is true or false over the model. Generally,
if the formula is true, then the system satisfies the related
requirement or does not satisfy the requirement (a counterex-



ample is output) [35], [36], [37], [38]. Our DCTL considers
the descriptions of database tables as atomic propositions so
that they can represent some data-related design requirements.
We propose model checking algorithms and develop a tool. We
also do a number of experiments on a group of benchmarks
that illustrate the usefulness of our model and methods.

The rest of this paper is organized as follows. Section II
presents some basic notions and an example of motivation.
Section III defines WFTC-net and its firing rules and proposes
a data refinement method used to generate the SRG of a
WFTC-net. Section IV presents DCTL and the related model
checking algorithm. Section V evaluates our tool and a group
of experiments. Section VI concludes this paper.

II. BASIC NOTIONS AND MOTIVATING EXAMPLE

A. Basic Notions

A netis a 3-tuple N = (P, T, F'), where P is a finite set of
places, T is a finite set of transitions, F' C (P xT)U (T x P)
is a flow relation, and PNT = 0 A PUT # (. A marking
of a net is a mapping m : P — N, where N is the set of
non-negative integers and m(p) is the number of tokens in
place p. For each node x € P U T, its preset is denoted by
‘r={ylye PUT A (y,x) € F'}, and its postset is denoted
by 2* ={ylye PUT A (z,y) € F}.

Definition 1 (Petri net and firing rule [39], [40]). A net N with
an initial marking my is a Petri net and denoted as PN = (N,
mg). If Vp € P :p € *t — m(p) > 1, then transition t is
enabled at marking m, which is denoted by mlt). Firing an
enabled transition t at marking m yields a new marking m/,
which is denoted as mt)ym’, where ¥p € P:

m(p)—1, if pet—1t*
m'(p)=q mp)+1, if pet® =14
m(p), otherwise.

A marking m’ is reachable from m, if there is a firing
transition sequence t1, to, ..., t; and the marking sequence m,
ma, ..., my such that m[t1>m1[t2>m2...mk,1[tk>mk. The set
of all marking reachable from m is denoted as R(m). If the
transition sequence o = 1,19, ..., tx, then the above formula

can be denoted as m[o)m’.

Definition 2 (Workflow nets [41], [42]). A net N = (P, T,
F) is a workflow net (WF-net) if:

1. N has two special places, i.e., one source place start
and one sink place end in P such that *start = () and
end® = (); and

2. Vo e PUT : (start, z) € F* and (x, end) € F™*, where
F* is the reflexive-transitive closure of F.

In order to model the control flow and data flow in a
workflow system, workflow net with data (WFD-net) is formed
by adding data operations and guards to a WF-net.

Definition 3 (Workflow nets with data [19], [43]). A WFD-net
is an 8-tuple N = (P, T, F, D, rd, wt, dt, grd) where

() (P, T, F) is a WF-net;

(2) D is a finite set of data items;

(3) rd: T — 2P is a labeling function of reading data;

@) wt: T — 2P is a labeling function of writing data;

(5) dt: T — 2P is a labeling function of deleting data; and

(6) grd:T — G is a labeling function of assigning a guard
for each transition. G is a set of guards, while each
guard is a Boolean expression over a set of predicates
O = {m, 7 ., T} I' : Il = 2P is a predicate
labeling function, and it assigns the dependent data
items for each predicate. When I'(m) = {dy,...,dn}, we
use 7(dy,...,dy,) to represent. When performing a data
operation on a data item d;, the predicate m — {T, F, L }
has three possible values: true, false, and undefined.

Figure 1 (a) shows a WFD-net of a Vehicle Management.
The explanation of the predicate expressions and guards
are shown in Figure 1 (b). Its data item set is D = {id,
password, license, copy} and its predicate set is IT = {7 =
registered(id), mo = exist(license), w3 = true(copy)}. For
example, predicate 7, = registered(id) depends on the value
of id: if the value of the data item id belongs to a registered
user, then the value of the predicate 7 is true, and otherwise
it is false. However, because the data item id is independent
of the predicates 75 and 73, we have that mo = 1 and 73 = L.
Guard set is G = {91, g2, 93, 94> G5, g6 }» grd(t1) = g1 =
71, grd(tz) = g2 = —m, ete. In function wt, wt(ty) = {id,
password} means that a write operation on data items id
and password are performed when firing ty. In function rd,
rd(t13) = {license} means that a read operation on a data
item license is performed when firing ¢;35. Other labels can
be understood similarly.

Definition 4 (Table). A table R = {r1,ro,...,7n} is a finite
set of records. A record r; = {dy,ds,...,d} represents the
values of k attributes, where d; represents the value of the
i-th attribute value for each i € {1, ..., k}.

For example, a table User is shown in Figure 5 (b), which
contains two records r; = {idl,licensel,copyl} and ro =
{id2, license2, copy2}.

Definition 5 (Workflow Net with Table [27]). A workflow net
with table (WFT-net) is a 14-tuple N = (P, T, F, G, D, R,
rd, wt, dt, sel, ins, del, upd, guard) where

(1) (P, T, F) is a WF-net;

(2) G is a set of guards, var(QG) represents the variables in
the guards G;

D is a finite set of data items;

R = {r1, 7o, ..., ™o} is an initial table consisting of
n records; The data in D can be included in R or not.
Generally, D describes an abstract data operation, and
mapping to R is a concrete data item value.

rd: T — 2P is a labeling function of reading data;

wt : T — 2P is a labeling function of writing data;

dt : T — 2P is a labeling function of deleting data;

sel : T — 2% is a labeling function of selecting a record
in a table;

ins : T — 2% is a labeling function of inserting a record
in a table;

del : T — 2% is a labeling function of deleting a record
in a table;
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Fig. 1. (a) WFD-net modeling Vehicle Management System; (b) Guards.

(11) upd : T — 2% is a labeling function of updating a record
in a table; and

guard : T — Gy is a labeling function of guards. Gp
is a set of guards, each of which is a Boolean expression
over a set of predicates 11 = {my, 7o, ..., T, } where m; is
a predicate defined on D or R. I : I1 — 2PYR is q pred-
icate labeling function, and it assigns the dependent data
items for each predicate. When I'(m) = {dy,...,d,}, we
use w(dy,...,dy) to represent. When performing a data
operation on a data item d;, the predicate 1 — {T, F, L}
has three possible values: true, false, and undefined.

12)

The firing rules of WFD-net and WFT-net are described in
[19], [20], [27]. This article will not introduce them too much,
and they can be understood according to the firing rules of
our WFTC-net. Notice that sel, ins, del, and upd are used to
simulate the related operations in the relation database.

B. A motivating example

Since the construction process of an SRG of a WFD-net or
a WFT-net do not consider the constraints among different but
related guards, it will produce pseudo states. When the follow-
ing motivation case is modeled by the WFD-net or the WFT-
net, its SRG will have the same defect (i.e., pseudo states).

Therefore, we use the WFD-net model of this motivation
case to illustrate this defect. A university vehicle management
system is modeled with the WFD-net in Figure 1. Places start
and end represent the initial and final state, respectively. When
an employee inputs an account number(id) and a password,
s/he can login the system (Zg). If the employee has been
previously registered, s/he can successfully login the system
(t1), open the registration interface (t4), and access the system
directly. Otherwise, the login is failed (¢2), and the employee
must register a new account to access the system (¢3). After
entering the system, s/he can exit the system (¢; and t9). An
employee can need modify her/his existing driver’s license
information (¢g) if s/he has registered these information, or
s/he registers her/his driver’s license information (¢7). Note
that the purpose of registering a driver license is to allow
her/his car to enter the campus of this university; but these
processes are not described here for simplicity. A new user
can only choose to register her/his driver’s license information
(tg). When the employee chooses to modify information, a new
driver’s license information needs to be re-entered, and the
modified information will be saved in the system (¢10). When
the employee registers her/his driver’s license information
(t11), the system will check if this license has been in the
system. If yes, the employee is required to re-enter another
license information (¢12), otherwise it will be stored in the
system (t13). When this checking is approved, the employee
needs to submit a copy of id card and some other materi-
als (t14). If the materials are incorrect or incomplete after
reviewed by a manager, they (¢15) are required to re-upload. If
the materials are approved (Z1¢), a permission certification of
allowing her/his car enter the school is produced (¢;7). Figure 1
shows the WFD-net model of this workflow system. If we add
into the model a table recording the information of users as
well as some table operations on the transitions, then we can
obtain a WFT-net. Later we will see such a similar net, but
here we can illustrate the flaw of the methods of generating
its SRG, i.e., generating some pseudo states.

In a WFD-net or a WFT-net, according to their firing rules
[19], [43], [44], the read/write operations on a transition ¢
is associated with data items in k guards. Since their SRG
generation methods do not consider the constraint between
these guards, they need to consider all possible assignments
values of these guards and thus produce 2* states including
pseudo states. For example of the write operation on the data
item id at to in Figure 1 (a), g1 and gy are associated with
id. Therefore, when ¢ is fired at the initial state cg, guards g,
and gy have 22 = 4 possible values and thus 4 possible states
(c1, c2, c3, and ¢4 in Figure 3) are generated. However, c¢; and
cs are pseudo states. Three distribution tables of guards values
are generated according to the methods in [19], [43], [44], as
shown in Figure 2. The truth table in Figure 2 (a) describes
all possible values of g; and go where 0 means false (short:
F) and 1 means true (short: T'). Notice that the red values
in Figure 2 should not have occurred. In fact, g; and go in
this case are mutually exclusive so that they cannot take the
same value at the same time, i.e., neither g1 = 1 A go = 1
nor gg = 0 A go = 0 can take place, but they correspond to
c1 and c3 in Figure 3, respectively. Similarly, 7o and 73 are
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Fig. 2. The distribution tables of guards values without constraints.

Fig. 3. The state reachability graph of the WFD-net in Fig.1.

analyzed, and the results are shown in Figure 2 (b) and (c).
As shown in Figure 3, 147 states are generated, but 113 are
pseudo states represented by dotted circles, and the details of
each state are shown in Table VI.

According to the definition of soundness of a WFD-net, the
final state end is always reachable from the initial state start in
Figure 1 (a) [19], [20], [45], [28]. However, the control flow of
this workflow has a flaw actually but it cannot be reflected by
soundness. For example, when a user id1 register licensel, the
system finds that licensel has been registered by others (we
assume that this license has been registered by the employee
with id2). Therefore, the id1 needs to register a new license.
S/He may register with the information of license2 first and
then successfully modifies license2 into licensel. This case is
possible since the modification process of this system has not
the step of checking if a modified license has been registered
by others. This is also the reason why [27] defines WFT-net.
In other words, to find such a control-flow flaw, a model must
consider the changes of data items of some users.

Literature [27] has been able to detect this control flow
defect, because it only defines soundness, some design re-
quirements related to data items cannot be expressed and
detected, e.g., AG(Vr € R,r.id # O — r.license # (). Such
design requirements can be expressed by our database-oriented
computation tree logic (DCTL) and detected using our model
checking method. The analysis of the motivation case reveals
two problems with existing workflow models: (1) their analysis
methods can generate pseudo states; (2) these methods cannot
represent some data-item-related design requirements.
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Fig. 4. The distribution table of guards values with constraints.

III. WFTC-NET AND SRG

A WFT-net has the same defect as WFD-net, i.e., its SRG
has pseudo states. If there are unreasonable states in the SRG,
then the correctness of model verification results cannot be
guaranteed. Therefore, in order to avoid pseudo states, we
propose a new model called workflow net with tables and
constraints and a new refinement method to generate the
accurate SRG. This method effectively removes pseudo states
and enables more accurate description of system behaviors.

A. Workflow Net with Tables and Constraints

WFT-net and WFD-net do not consider the constraints
between guards, and they produce pseudo states. In order to
solve this problem, WFT-net is re-defined and these constraints
are considered in this new definition.

Definition 6 (Constraint Sets). Given a set of predicates
11 = {m1,72,...,m}, a predicate w; may be associated with
multiple guards. When different guards perform data opera-
tions on the same data items, it is necessary to consider the
constraint relationship between guards and form a proposition
formula w of guards through operators A, V, and —. The
V operator combines these propositional formulas to form a
constraint true, and Res is a set of constraints.

Constraint set Res can be used in any model. As shown
in Figure 1 (b) or Figure 5 (c), there is a set of predicates
II = {m,m2,73}. Since g1 and g, are associated with
predicate 7; and are both about the write operation on the data
item id, there exists a constraint between them. Therefore, we
define two proposition formulas, i.e., w; = g1 A— g2 and wy =
- g1 go. w1 means that if g; is true, then g is not true, and
wo means that if gs is true, then gy is not true. Therefore, the
constraint true = wi Vws is constructed, which means that g,
and go cannot have the identical value at any time. According
to constraint we know that (1,1) and (0,0) in Figure 2 (a)
can not take place, i.e., ¢; and c3 in Figure 3 are pseudo
states and should be deleted. Similarly, we should have the
following proposition formulas: w3 = g3 A = g4, wg = g3 A
g4, w5 = g5 N\ 71 gg, and wg = 7 g5 A g, and thus construct the
following two constraints true = wsVwy and true = ws Vwg.
Figure 4 shows the values of guards under these constraints.
The constraint set Res = {w; V wa,ws V wy,ws V we} is
constructed. After removing the dotted circles out of Figure 3
according to these constraints, a correct SRG is obtained.

Definition 7 (Workflow Net with Tables and Constraints). A
workflow net with tables and constraints (WFTC-net) is a 2-
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Fig. 5. (a) A WFTC-net; (b) An initial table; (c) Guards; (d) Constraint set.

tuple N = (N’, Res)= (P, T, F, G, D, R, rd, wt, dt, sel,
ins, del, upd, guard, Res) where

(1) N’ is a WFT-net; and
(2) Res is a set of constraints.

For example, Figure 5 is a WFTC-net that considers table
operations and guard constraints on the basis of the WFD-
net in Figure 1. Figure 5 (a) describes the business logic of
our motivation example, including the operations of its data
items and table, and guards associated with transitions; (b)
shows an initial table; (c) shows guards related to data and
table operations; and (d) lists the constraints satisfied by these
guards. In this WFTC-net:

(1) D = {id, password, license, copy} is a set of data
items, which can be viewed as intermediate variables via
which a user interacts with this system;

(2) R = User = {ry, ro} is an initial table, where each
record is composed of three attributes, i.e., Id, License, and
Copy;

(3) A write operation on the data item id is associated
with the transition tg, i.e., wt(ty) = {id, password}, and a
select operation on the attribute Id in User is also associated
with ¢, i.e., sel(tg) = {id1,id2}. Obviously, upd(ty) = {@},
del(tg) = {9}, and ins(tp) = {&}; and

@) T[ = {m1, m2, w3} is a set of predicates and the guard
set is G = {g1, 22, g3, 84, 5> Z6}. We define proposition
formulas w1 = = g1 A g2, wo =g A 7 gy, w3 = g3 A
84, wg =83 N &, w5 =7 85 N g6, We =85 A T g, and
thus the constraint set is Res = {w1 V wa, w3 V wy, ws V we}.
Notice that the meaning of these predicates and guards are
listed in Figure 5 (d) and we always require that the value of
a constraint is true.

A state is a smallest unit of an SRG, reflecting the detailed
information in each state. A state in WFTC-net consists of a
marking m, abstract data operation, data items in a table, and
guards.

Definition 8 (State). Let N = (P, T, F, G, D, R, rd, wt,
dt, sel, ins, del, upd, guard, Res) be a WFTC-net, ¢ = (m,
Op, O, o) is a state of N, where

(1) m is a marking of N;

(2) Op: D — {L, T} is the values of the data items in
the current state. At the initial state, every data item is
undefined which is represented as L. A write operation
is executed on a data item, it is assigned a value which
means that it is defined that is represented by T;

(3) Yr: R — {L, T} is the values of the data items in the
current table situation. Notice that if an attribute of a
record in the current table is not assigned a value, it
is undefined (L). An update or an insert operation is
executed on an attribute of a record in the current table is
assigned a concrete value, it is defined (T). In a WFTC-
net, a table is usually defined, and each data item in the
table is a defined concrete value; and

4) o : I — {true, false, L} represents the assignment
of each predicate. Since each predicate is associated
with some data items, after all related data items of a
predicate are written, this predicate is true (T') or false
(F). Otherwise, its value is undefined (). According to
the values of these predicates, we can compute the value
of each guard under the given constraints. In a state, we
list the values of all guards rather than the values of all
predicates.

For a WFTC-net in Figure 5, its initial state is cq = (start,
{id = L, password = L, license = L, copy = L}, {(idl,
licensel, copyl), (id2, license2, copy2)}, {g1 = L, go = L,
gs=1,g4=1,g5=_1, g6 =L}). In this initial state, only
a place start contains a token, where 6p assigns L to all data
items id, password, license, and copy, i.e., all data items are
undefined. Additionally, the table situation is the same as that
in Figure 5 (b), which means that the values of the data items
in ¥R are defined and all guards are undefined.

B. Generating the SRG of a WFTC-net using a Data Refine-
ment Method

The main reason of generating pseudo states in existing
methods are that constraints of guards are not considered in
the procedure of generating new states. Therefore, this section
provides a new data refinement method to avoid this situation.

Definition 9 (Data Refinement). Let N = (P, T, F, G, D, R,
rd, wt, dt, sel, ins, del, upd, guard, Res) be a WFTC-net,



¢ = (m, Op, YR, o) be a state and d € D be a data item. When
t is enabled at ¢, we use REF (¢, d) to represent a refinement
of d at c. Given a table R and an attribute d of it, R(d) denotes
the set of values occuring in R and corresponding to d. If
there exists a data item d at t needs to be modified via some
operation: d ";—0> dpew, where mo € {wt,ins, del, upd}, such
that if dyew € R, then it doesn’t need to be refined, REF (c,
d) = R(d). Otherwise, it needs to be refined, REF(c, d) =
R(d) U {dnew} wWhere dpeq, is a new value not occurring in
R(d).

The initial state of a WFTC-net is denoted as ¢y = (start,
{id = 1, password = L, license = L, copy = L}, {(idl,
licensel, copyl), (id2, license2, copy2)}, {g1 = L, go = L,
g3 =1,g4=1,¢g5=1, gg =L} in Figure 5. According
to Definition 9, the transition g is enabled at the initial state
co. After firing t(, a data item ¢d is written at tg, i.e. id —>

idpew, SO it should be refined. Because R(id) = {id1, zd2}
when the id = id1 or id2, we know that idl € R(id) or id2
€ R(id), it doesn’t need to be refined, i.e. REF (co,id) =
R(id) = {id1,id2}. However, when the id = id3, i.e. register
a new user, since 1d3 ¢ R(id), it needs to be refined, we have
REF(cy,id) = R(id) U {id3} = {id1,id2,id3}. This means
that the person using this system is possibly an existing user
(id1 or ¢d2) or a non-exiting one (we name it as id3).

After firing a transition ¢ at state c, if a refined data item d is
related to a table R, then ¥ in ¢ will be also changed accord-
ingly. For example, performing a select operation on ¢d at t,
will not change the values of all attributes in the R. Therefore,
the record (id1,licensel, copyl) and (id2, license2, copy?2)
in the table remain unchanged. A new tuple {id3, 1, L} will
be inserted in the R since a new data item id3 is inserted at
ta. At the same time, the R will be updated with a new R’
= {(id1, licensel, copyl), (id2, license2, copy2), (id3, L,
L)}. For convenience, we define ins(R’) to perform an insert
operation on an element in the R’, del(R’) to perform a delete
operation on an element in the R’, sel(R’) to perform a select
operation on an element in the R’, and upd(R’) to perform
an update operation on an element in the R’. gy represents
the operation performed by guard g on data item d. We are
inspired by [19], [27], [41] and Definition 9, the firing rules
of WFTC-net is defined as follows.

Definition 10 (The firing rule of WFTC-net). Letr N = (P,
T, F, G, D, R, rd, wt, dt, sel, ins, del, upd, guard, Res) be
a WFTC-net. A transition t € T is enabled at a state ¢ = (m,
Op, Ur, o), which is denoted by clt), if and only if:

(1) VteT:mlt);

2 Vde (rdit) N D) :60p(d) =T; Vde( t()ﬂD):
Op(d) = T;Vde (di(t) N D) : 0p(d) =

3) Vde (RNdel(t)): 9r(d)=L;Vde R (sel(t) U
ins(t) U upd(t))) : 9r(d) = T; and

4) o(G(t)) = true.

After firing a transition t, the t is enabled at state c. A new
state ¢ = (m/, 07, V', 0') is generated, which is denoted as
clt)d, such as:

(1) m[tym’

@) Yde dit): 0(d) = LV de (wt(t) Urd(t)) : 0 (d)
=T;Vd e REF(c d):05(d) =0p(d) U {d};

(3) ¥V d € (wt(t) \ dt(t)) : Op(d) = T; ¥V d € (DU
REF(c,d)) \ (dt(t) U wt(t))) : 04,(d) = Op(d):

(4) YR €ins(t),Vins(R')NR # {@} : V3 (R') = Ir(R);
V R €ins(t), Vins(R)NR=0:93(R") =9r(R)U
ins(R');

(5) V R € del(t), V del(R') C R : ¥3(R') = 9r(R) \
del(R'); ¥ R € del(t), ¥ del(R') ¢ R : 9(R)) =
ﬁR(R)a

(6) Y R € upd(t), upd(R') € R : 9x(R) = (I(R) \

upd(R')) U upd(R');

V R € sel(t), V sel(R') C R:V¥x(R) =T, VR €
sel(t), V sel(R') € R: 0x(R) =

Vga €G,de (wt(t) Urd(t) Uupd(t) Uins(t) U sel(t)
U dt(t) Udel(t) U REF (c,d)) : 0'(ga) = {true, false};
V gqs € G, d € REF(c,d) N g4 € Res : 0'(gq) =
{true}; ¥V g4 € G, d € REF(c,d) N\ g4 ¢ Res : 0'(g4)
= {false};

Vga€G,de (0pUdr) Nga=L:0"(gq) = {L}; and
Vg4 €G, (0pUVIr)NREF(c,d)) = {2} :0'(gq) =
o(8a)-

(M
®)
)

(10)
1)

For example, given an initial state co = (start, {id = L,
password = L, license = L, copy = L}, {(id1, licensel,
copyl), (id2, license2, copy2)}, {g1 = L, ga =1, g3 =1,
g4 =1, g5 = 1, gg = L}) of the WFTC-net in Figure 5
(a), the transition £y is enabled at cy. After firing ¢o at co,
the token in start will be moved into p;. Data items id and
password are written at ty. According to Definition 9, because
id belongs to the table, it needs to be refined. ¢d is defined and
REF(c,id) = {idl,id2,id3} is obtained. There is no read
or write operation performed on data elements license and
copy, so their values remain unchanged, i.e., license = 1 and
copy = L. Since the data items in the table are not modified
at to, they remain the same, i.e., User = {(idl, licensel,
copyl), (id2, license2, copy2)}. Guards g; and go are related
to the operation of the ¢d at ¢y, and thus we can calculate
two proposition formulas, i.e., w1 = g3 A = g and wy =
g1 N\ go according to the constraint true = wjy V wo. Since
g is associated with the data items in the User, it satisfies
constraint true. In consequence, when id1 or ¢d2 is written at
the transition tg, i.e., Op(id) = idl or Op(id) = id2, it makes
g1 =T and go = F. Similarly, for the case of 0p(id) = id3,
we have g, = F and g, = T, since id3 does not belong to the
User. Because guards gs, g4, g5, and gg are independent of
the id, their guard values are still undefined, i.e., g3 = 1, g4
=1, g5 =1, and gg = L. Therefore, firing ¢y generates three
new configurations:
c1 = (start, {id1, password, license = L, copy
licensel, copyl), (id2, license2, copy2)}, {T,
L1,
co = (start, {id2, password, license = L, copy = 1},
licensel, copyl), (id2, license2, copy2)}, {T, F, L, L
1}), and
cs = (start, {id3, password, license = L, copy = L}, {(id1,
licensel, copyl), (id2, license2, copy2)}, {F, T, L, L, L,

1}).

'_r—’—«
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Algorithm 1 A Novel Data Refinement Method to Generate
SRG

Input: WFTC-net N

Output: SRG

I: Cpew < 0, R(N,co) < 0, E « 0;

2: PutTail(cpew, co);

3: while c,0, # 0 do

4: ¢ + GetHead (cper);

5: R(N,cp) < R(N,cp) U {c};

6: for each ¢ € T such that c[t) do

7: Produce marking ¢’ such that c[t)c’ according to
Definition 10;

8: if ¢’ ¢ chew U R(N,co) then

9: PutTail (cpe, ¢);

10: E +— EU{(c,d )}

Subsequently, transition ¢, is enabled at cs. After firing ¢,
, the token in p; is moved into ps3, and the new user id3 is
inserted in R. Therefore, the data elements in the table are
updated from R = {(id1, password, licensel, copyl), (id2,
license2, copy2)} to R’ = {(idl, licensel, copyl), (id2,
license2, copy?2), (id3, L, L)}. By Definition 10, the values
of guards in the new state only need to be consistent with that
in c3, since to has no guards. Through the above analysis, a
new state cgs = (ps, {id3, password, license = L, copy =
13}, {(id1, licensel, copyl), (id2, license2, copy2), (id3, L,
OWA{F, T, L, 1, 1, 1}) is generated. Similarly, we get new
states ¢4 and ce3 by firing ¢; at states ¢; and ca3. As shown in
Figure 6, 54 states are generated and the details of each state
are shown in Table VII.

For a WFTC-net N, R(N,cp) is all reachable states of N
that forms the node set of the SRG where ¢y is called the
root node. E' is the set of all directed edges that are labeled
by transitions. According to transition enabling condition and
firing rule, we propose an algorithm for generating the SRG
of the NV, as shown in Algorithm 1.

Based on Algorithm 1, an SRG is shown in Figure 6
where the details of each state are shown in Table VII. The
SRG generated based on the guard constraints can restrict
the state space to a certain extent and effectively remove
pseudo states, which is more in line with actual demands when
characterizing the system’s dynamic behavior. The validation
of the correctness of a workflow model will be discussed in
the next section.

IV. LOGICAL VERIFICATION BASED ON WFTC-NET STATE
REACHABILITY GRAPH

We know that the correctness of a workflow model is closely
related to the data requirements [46]. Since a motivation case
lacks the verification of data operation and requirements, it
contains logical defects, so that the correctness of the model
cannot be guaranteed. During system operation, user opera-
tions cause changes to the data in the background database.
When we model the system related to database tables, some
logical defects and design specifications in the system cannot
be detected by traditional methods. In order to further verify

Fig. 6. State reachability graph of WFTC-net.

the logic errors and improve the correctness of the workflow
model. This section provides a database-oriented computation
tree logic (DCTL) method, which can effectively verify the
logical errors in the model.

A. Syntax and Semantics of DCTL

In a real system, the design specifications are related to
the data operations of multiple process instances. The system
is usually abstracted from the corresponding Kripke structure
or PN, and the specifications are represented by temporal
logic, e.g., CTL, LTL. By exhaustively searching each state
in the state space, results are given that confirm whether the
system model satisfies the system specification [44], [47],
[48]. A vehicle management system, as shown in Figure 5, to
verify a workflow system related to database tables operations,
such as specification, ie., p; = AG(V(idl € R,id2 €
R),[idl # id2 — idl.licensel # id2.license2]). Based
on the above analysis, we know that when the tables are in
dynamic change, the tables are not deterministic and cannot
be described concretely. Traditional CTL formulas cannot
describe requirements related to database operations. To solve
such problems, we extend the traditional CTL and named it
DCTL. The DCTL retains the syntax elegance of the original
CTL and significantly enhances its expression ability.

The syntax of DCTL is defined based on WFTC-net.
Secondly, the syntax, semantics, and truth values of DCTL
formulas are explained and verified on its SRG. The finite
SRG structure is a 5-tuple SRG = (AP, C, R, ¢y, L), where:

(1) AP is a set of atomic propositions;

(2) C is a finite set of states;

(3B) R C C x C is a transition relation, and it must be
complete, i.e., for all states ¢ € C, there is a state ¢’ € C' that
satisfies (¢,c') € R;

(4) ¢p € C' is an initial state; and

B)L:C — 247 isa labeling function used to label the
set of atomic propositions satisfied on a state.



An SRG of WFTC-net as shown in Figure 6, a set
of atomic propositions AP = {pg, ... pi3, idl, id2,
licensel, license2, copyl, copy2}, a set of states C' = {co,
¢1, -, Cs3}, a state transition relation is R = {(cg,c1),
(co,c2), (co,c3), ..., }, and a labeling function L(cg) =
{po, {(id1, licensel, copyl), (id2, license2, copy2)}}. Other
labeling function may be understood similarly.

A path in an SRG is an infinitely long state sequence ¥ =
Co, €1, ..., such that for all ¢ > 0, ¢; € C and (¢;,¢i41) € R,
cg is called the initial state of . We can think of path ¥ as an
infinite branch of the corresponding computation tree in the
SRG. Since the SRG has a finite set of states, one or more
states will appear multiple times on a path. In other words,
a path represents an infinite traversal over the state transition
graph.

A traditional CTL formula is composed of path quantifiers
and temporal modalities operators. A path quantifier describes
the branching logic of the computation tree. There are two
kinds of path quantifiers: V (universal path quantifier) and
3 (existential path quantifier). They are used to represent
all paths from a state and the properties of some paths,
respectively. There are four temporal modalities operators, and
they have the following meanings: (1) X 1 (next): Indicates
that the next state of the current state satisfies ¢1; (2) F' ¢
(eventually): Indicates that a state on the path in the future
satisfies ¢1; (3) G o1 (always): Indicates that all states on
the path satisfy 1; and 1 U s (until): Indicates that there
exists a state on the path satisfying (o, and all states before
this state satisfy ;.

DCTL is an extension of CTL, and its formal grammar is
shown below:

Definition 11 (Syntax of DCTL). Giving a WFTC-net
N = (P, T, F, G, D, R, rd, wt dt sel, ins,
del, wupd, guard, Re_s), the DCTL syntax is defined
as follows: ® :=d|D}|3deR,[PAd]|Vd €R,[®PAd]|3D]e
R[®AD!|VD! € R[PAD]]|~®|P A ®|P V §; and

¢ u=truelplople A ple V| @|AXp|EXp|AGp|EGy
A(@Up)|E(@U), ie., p € P, d € R is natural numbers,
A e{<,<,=,#,>,>}, ® and ¢ are represent DCTL and
CTL subformulas, respectively.

R € Table is a record set containing n tuples and each
tuple is m-dimensional. D] represents the data item of the j-
th (1 < j < n) dimensional vector of the i-th (1 < i < n)
record (tuple) in the T'able, e.g., Figure 5 (b) shows an initial
table R = {(idl,licensel,copyl), (id2,license2, copy2)},
we can compute D? = licensel. Other operators in DCTL
can be obtained through the transformation of the above
operators: deadlock = —EXtrue;, EFp = E(trueUyp);
AFp = A(trueUyp); AGp = ~EF-p; AXp = -EX—p A
—deadlock; and p1 — w9 = 1 V o.

Definition 12 (Semantics of DCTL). Given an SRG of WFTC-
net, @ is a DCTL formula. SRG, ¢ |= ¢ means that this formula
is satisfied at state ¢ of the SRG. If SRG is clear from the
context, it can be omitted. The semantics of relation = is
defined recursively as follows:

() ¢ Etrue;

2
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cEpepe Lc);

cEd&de L(c);

ckE D] < D! € L(c);

cE3deR,[pAd] < Id € R and ¢ = pAd;

cEVd e R, [pAd] < Vd € R and c = pAd; .
ck=3D] € R, [¢AD]] < 3D} € R and ¢ |= ¢AD];

¢ E=VD] € R, [pAD]] < VD] € R and ¢ = ¢/AD};
cEpe e

cE o1V &l g orclE gy

¢ = AXp & V(e 1) € R(e) and ¢1 = ¢; (R(e)is a
binary relation on state c)

c EEXp & 3(c,c1) € R(c) and ¢y = ¢

¢ E AGy & for all paths (c1,c2){ca, c3)..., and all ¢;
along the path, we have c; |= p, where ¢y = ¢;

¢ = EGy < for some paths {(c1,cz2)(ca, c3)..., and all ¢;
along the path, we have c; |= p, where ¢1 = ¢;

¢ = E(p1Ups) & for some paths {(c1,ca)(ca,c3)..., we
have: (1) 3k > 0,7w(k) E @2, (2) Y0 < j < k,w(j) =
1, and

(16) ¢ = A(prUyps) < for all paths (c1,c2){ca,C3)..., we
have: (1) 3k > 0,7(k) = 2, (2) V0 < j < k,7(j)
P1-

12)
13)

(14)

15)

We now illustrate some properties which can be expressed
in DCTL but not succinctly in CTL. A WFTC-net as shown
in Figure 5 (a), if the system requires that after the user
with id1 registers driver’s license licensel, then the user with
1d2 cannot register licensel again. Traditional CTL cannot
describe this specification based on database tables. However,
it can be expressed by DCTL formula ¢, = AG(V(idl € R,
id2 € R), [idl # id2 — idl.licensel # id2.license2]),
which means that when the ¢d1 and ¢d2 are not the same
person, their driver’s licenses cannot be the same. Model
checking algorithm verifies the DCTL formula and calculates
the satisfaction set Sat(e) from the syntax and semantics of
DCTL. Algorithm 2 summarizes the basic steps to calculate
the satisfaction set.

We assume that the number of states and transitions in
N are n and k, respectively. Given that the computation of
the satisfaction sets Sat(yp) is a bottom-up traversal over the
parse tree of o and thus linear in ||, the time complexity of
Algorithm 2 is in O((n + k).|¢|).

B. Model checking algorithms of DCTL

This section is concerned with DCTL model checking.
We give a transition system(TS) and a DCTL formula .
Our detection algorithms can determine whether TS | ¢
is satisfied. In order to verify the correctness of the system,
we need to abstract the system into a WFTC-net model. The
specification is abstracted into a formula ¢, C is the set of
all states, Post(c) is the successors of state ¢, and Pre(c)
is the predecessors of c. Algorithm 1 is used to generate its
SRG, and ¢ is verified on the SRG. The formula ¢ satisfies
the specification on the SRG. It is equivalent to the system
satisfying the specification.

The formula ¢ does not contain data item operations. Its
Sat(e) solution methods can refer to the traditional method[36],
[47], [48]. This paper only gives the algorithm for solving



Algorithm 2 Computation of the satisfaction sets
Input: A WFTC-net N, SRG, DCTL formula ¢
Output: Sat(p)={c € C|c = ¢};

. if o == true then
Return (C'); // C is the set of all states

1

2

3: if o == false then

4 Return ();

5. if p € pUdU D! then
6 Return ({c|¢ € L(c)});

7: if ¢ == —p; then

8 Return (Sat(C — Sat(p1)));
9: if ¢ == 1 V @4 then

10: Return (Sat(p1) U Sat(ps2));
11: if o == 1 A 2 then

12: Return (Sat(p1) N Sat(p2));
13: if o ==V d € R, [pAd] then

14: for c € C do

15: if V c(p)A d is true then
16: Add c into Sat(c);

17: Return Sat(c);

18: if p ==3 d € R, [pAd] then
19: for cc C do

20: if 3 c(p)A d is true then
21: Add c into Sat(c);

22: Return Sat(c);

23: if o ==V D! € R, [pAD’] then
24: for cc C do

25: for D} € R do ‘
26: if V c(p)AD? is true then
27: Add ¢ into Sat(c);

28: Return Sat(c);
29: if ¢ ==3 D! € R, [pAD!] then
30: for c € C do

31 for D] € Rdo
32: if 3 c(¢)AD! is true then
33: Add ¢ into Sat(c);

34: Return Sat(c);

35: if p == EX ¢, then

36: Return (c € C|(c,d) € RAC € Sat(v1));
37: if ¢ == EGy; then

38: Return (Satpa(p1));

39: if o ==
40: Return
41: if p == A
42 Return

p1 U o) then
Satpy(p1,92));
1 U o) then
Sat av(p1,92));

—~ N —~

propositions with data, i.e., ¢ A, which means that the propo-
sition formula contains data items related to database table
operations. Algorithm 2 describes the satisfaction set formulas
Satgx, Satga, Satpy and Sat Ay, but does not give detailed
steps. This section will provide specific algorithm steps for
these formulas. The algorithms Satgpx, Satpg, Satgy and
Satay of temporal operators £X, EG, EU and AU are

Algorithm 3 Computation of Satgx (o)

Input: A WFTC-net N, SRG, DCTL formula Satgx (©a)

Output: Satgpx(p)={c € Clc E EXpa}

1: States Qold’ Qnew;

2: force CAed = pa do

3: Qnew=Sat(pa); le.d represents the data value of
state ¢

4 Quag={c € C|Post(c) N Quew # 0}; I/ Post(c) is the
successors of state ¢

5: Return Qy4.

described in Algorithms 3, 4, 5 and 6, respectively.

Algorithm 3 shows the detailed steps for calculating Satgx.
Firstly, we calculate the set of states satisfying the formula ¢
and store it in a set of Jy,eq- Then, we find the predecessors
for all states in (¢, - If the intersection is not empty, we store
it in Q4. Finally, we find Satgx.

For example of the SRG in Figure 6, we can use Algorithm
3 computes the set Satgpx(pa), e.g., elA=EX (idl # id2).
Our recursive algorithms obtain the following sets in turns:

1. Sat(idl) = {co, c1, ..., C53};

2. Sat(id2) = {co, c1, ..., C53};

3. Sat(zdl 75 id2)=Qnew = {Co, Cly.-ny 653};

4. Sat(Post(c;)) = {co, 1, ..., C52}

5. Qoa=Sat(pla)= Sat(EX(idl # id2))=Sat(idl #
1d2) N Sat(Post(c;)) ={co,c1, ..., c52};

Let us consider a computation of Satgg(pa ), the algorithm
for computing EG (o) is based on the Definition 12. Algo-
rithm 4 shows the detailed steps for calculating Satgpg(oa).
First, we calculate the state set ()4 that satisfies the formula
@ and the state set ()¢, that does not satisfy pa from the
SRG. Then we use the iteration formula Qo = Sat(¢a) and
Quia = QbaN{c € Sat(pa)|Post(c) NQhy, # {1} to cal-
culate Satpc (e ). Finally, for all j > 0, it holds that QY ,2

(13ld 2 ledz zQi)ld = Qjoztll = ... = Qoia = Sat(pna).

Based on the SRG in Figure 6, we give a formula
©2,A=EG(idl # id2) and use Algorithms 4 to compute the set
Satga(p2a). Our recursive algorithms obtain the following
sets in turns:

1. Sat(idl) = {co,c1, ..., c53}3

2. Sat(id2) = {cg, c1, ..., C53};

3. Sat(idl # id2)=Qo1a = {co,c1, ..., C53};

4. Qnew = C—A{co, c1, ..., cs3} = {D}, count = [3,1,...,0];

5. Qoig=Sat(p2)=Sat(EG(idl # id2))={co, c1, ..., C53}.

Algorithm 5 shows a process of computing Satgy(p1a,
¢an). It involves computing a minimum fixed point U; Q% .,
of a function Qpew = Sat(p2aU(Sat(p1a)N{c € C|3u €
(R(e)NQnew)})- First, we calculate Qer, then Qpew (Qnew),
and so on, until Q% = QFFl ie., QFFl = ;QF_, . Finally,
all states contained in Qe satisfy EU(p1a,paa). Due to
the finiteness of the SRG and the DCTL formula, the algorithm
can be terminated.

Let us consider the SRG depicted in Figure 6, and
suppose we check the formula Satgpy(pia,p2n) with
EU(p1a, p2n)=EU(idl # 0, licensel # 0). We invoke
Algorithms 5 to compute the set Satgy (@14, P24 ). Our algo-



Algorithm 4 Computation of Satgg(pa)

Algorithm 6 Computation of Satu(p1a,P2A)

Input: A WFTC-net N, SRG, DCTL formula Satgc(pa)

Output: Satpc(pa)={c € Clc = EGpa}

1: States Qold9 Qnew;

2: force C Aedl=pa do

3: Qoia = Sat(pa); I Qoiq contains any ¢ for which
¢ = EGpa has not been disproven

4 Quew = C — Sat(oa); Il Quew contains any not visited
¢ with ¢ £ EGoa
for Vc € Sat(oa) do

Count[c] = |Post(c)l;
while Q.. # {2} do

let ¢ € Quew> @new = Qnew — 5 1/ Pre(d) is the
predecessors of state ¢/
9: for Ve € Pre(c’) do

A

10: if ¢ € Q4 then

11: Count|c] = Count[c] — 1;
12: if Count[c]=0 then

13: Qotd = Qotd — ¢

14: Qnew = Qnew Uc

15: Return Q4.

Algorithm 5 Computation of Satgy(p1a, p2n)
Input: A WFTC-net N, SRG, DCTL formula
Satpu(p1a, P2n)
Output: Satgy (1, an)={c € Clc = EU(o1n,p20)}
1. States Qolds Qnews
Qoa = {2}
force CAcd = pa do
Qnew = Sat(‘)D?A);
While Qold 7£ Qnew dO
Qold = Qnew;
Qnew = Sat(@2A) U (Sat(WIA) N {CHU € (R(C) n
Qnew)}); !l u represents a non-empty set.
8: Return Q4.

A O

rithm recursively computes Sat(EU (idl # 0, licensel # 0))
as follows:
. Sat(zdl) = {C(), Clyeeny 653};
. Sat(licensel) = {cg, c1, ..., C53};
. Sat(zdl # 0)={Co, Cly.eny 653};
. Sat(licensel # 0)={co,c1,..., 53 };
. Qotd = {9}, Qnew=Sat(licensel # 0)={cq, c1, ..., 53 };
. Qold=Qnew={CO7 Cly.ens C53}; lIsince Qora # Qnew
. Quew=Sat(licensel # 0) U Sat(idl # 0) N {R(c;) U
Qnew}={co,c1,...,c53}; Il i € [0, 53]

Algorithm 6 shows a process of computing Sat oy (¢1, 2)-
It is essentially computing a minimum fixed point U;Q?,.,, of a
function Qe = Sat(p2)U(Sat(p1)Ne € C|R(c) C Qnew)-
Loop to calculate Qrew, Qnew(@new)s---, there exists an inte-
ger k such that Q% =Qkt1 ie., QFfl = U,Qk,, . Finally,
all states contained in Qe satisfy AU (1, ps2). Due to the
finiteness of the SRG and the DCTL formula, the algorithm
can be terminated.

[ Y S S

~

Input: A WFTC-net N, SRG, DCTL formula Sat a¢ (1, ¢2)
Output: Satay(p1a,p20)={c € Clc = AU (11, p2n)}
1: States Qotd» Qnew:
: Qold = {Q}’
cforce CAcdlEpn do

Qnew = Sat<<p2A);

3
4
5. while Qold # Qnew do
6
7

[\

Qold = Qnew;
Qnew = Sat(@2A) U (Sa’t(gplA) N {C‘R(C) -
Qnew)}); /1 ¢ represents a non-empty set

8: Return Q4.

For example of the SRG in Figure 6, we can use Algo-
rithm 6 computes the set Satay(p1a,v2n), €8, AU(p1A,
wan )=AU (id1l # 0, licensel # 0). Our recursive algorithms
obtain the following sets in turns:

1. Sat(idl) = {co, 1, ..., C53};

. Sat(licensel) = {cg, 1, ..., C53};

. Sat(idl # 0)={co,c1, ..., C53};

. Sat(licensel # 0)={co, 1, ..., 53 };

. Qota = {9}, Qnew=Sat(licensel # 0)={cg, c1, ..., C53};
. Qold:Qnew:{007 Cly-ens 053}; //since Qold 7& Qnew

7. Qnew=Sat(licensel # 0) U Sat(idl # 0) N {R(¢;) C
Qnew}:{cm Clyuey 053}; /KRS [0, 52}

The time complexity of the CTL model-checking algorithm
is determined as follows. Let n be the number of states of NV
and k be the number of transitions of N. Under the assumption
that the sets of predecessors Pre(.) are represented as linked
lists, the time complexity of Algorithms 3, Algorithms 4,
Algorithms 5 and Algorithms 6 lies in O(n + k).

(o), I SO I ]

C. Model Correctness Verification and Completeness Analysis

Model checking can verify an abstract system model. In
order to better verify a workflow model under database tables,
a DCTL formula verification stage is further refined. The
general representation of the DCTL formula is ¢ = I'(T1, o),
where the operator Te{EX, AX, EU, AU, EG, AG, EF,
AF}. A precondition Y5 is a quantifier expression involving
data items, and a postcondition Y5 is a combination of one
or more propositional functions and logical connectors. Given
a WFTC-net N, a DCTL formula ¢, and an SRG. Then, the
T; and Y5 are judged in turn. If the Y is true in the SRG,
then we calculate Sat(Y;) that satisfies Ty according to the
SRG. Next, we calculate the set Sat(Y2) that satisfies T
according to Sat(Yq). If T is false in the SRG, then ¢
is judged to be false, indicating that the system does not
satisfy the specification. Finally, it is verified whether the
initial state ¢ satisfies Sat(Ys). If it does, it indicates that
the system satisfies the specification. Otherwise, the system
does not satisfy the specification. Algorithm 7 gives detailed
verification steps.

We use DCTL algorithms to verify the following formulas:

p1 = AG((Vidl € R, Vid2 € R), [idl # id2 —
idl.licensel # id2.license2]); and

w2 = EG((Vid10 € R), [id10.copy = true]).



Algorithm 7 DCTL Verifies the Model Correctness
[tt] Input: A WFTC-net N, SRG, DCTL formula ¢ =
I'(Y1,Y2)
Output: N F ¢ is true, N ¥ ¢ is false
1: According to Algorithm 1, the SRG of WFTC-net is
generated;
2: According to Algorithm 2, calculate Sat(Y;) on SRG;
3. if Sat(Y1)# {@} then

4: According to Algorithm 2, calculate the Sat(Y5) that
satisfies Yo from Sat(Y1);

S: if ¢y € Sat(Tg) then

6: » E SRG; return true;

7: else

8: ¢ = SRG,; return false;

9: else

10: Return false.

We first verify 1, its equivalent form is ~EF(V(idl €
R,id2 € R), [(idl # id2) N —(idl.licensel
1d2.license2)]). Based on the SRG in Figure 6, we calculate
the pre-formula Y; and post-formula Yo, respectively. Our
recursive algorithms obtain the following sets in turns:

1. Compute pre-formula to get Sat(Y;) = Sat(Vidl €
R,Vid2 € R) = {CO7 Clyeuny 053};

2. Compute post-formula to get Sat(Y3) = Sat([(idl #
id2) A —(id1.licensel # id2.license2)));

3. Sat(idl # id2) = {co, 1, ..., C53 };

4. Sat(idl.licensel # id2.license2) = {co,c1, ..., C53};

5. Sat(—(idl.licensel # id2.license2)) = {©};

6. Sat([(idl # id2) A —(idl.licensel # id2.license2)]) =
{2}

7. Sat(e1) = {co, 1,y 53}

According to the above analysis, since initial state ¢y €
Sat(p1) and thus N = ;.

Similarly, the equivalent form of o is “EF(V(id10 €
R),[-(id10.copy == true)]). From the SRG we know
that ¢d10 does not belong to R, and compute pre-formula
Sat(T1)=Sat(V(id10 € R))={@}. From Algorithm 7, the
returned value is false. we have that N [~ ¢s.

The time complexity of our model checking algorithm
consists of two parts. First, given the model size, including the
number n of states and the transition relationship 7. Second,
given the size of the DCTL formula, || represents the number
of atomic propositions and operators. The time complexity of
Algorithm 7 is O((n +7) - |¢]).

V. EVALUATION
A. IMPLEMENTATION

We have implemented our algorithm to develop a
tool named WFTC-net model checker (short: WFTCMC).
WFTCMC written in C++ programming language is developed
to automatically verify the correctness of a WFTC-net and
show an SRG/C. Then, we conduct a series of experiments to
validate our approach. We utilize a PC with Intel Core I5-8500
CPU (3.00GHz) and 8.0G memory to do these experiments to
illustrate the efficiency of our tool.

B. Benchmarks

Table I shows the detailed information of our benchmarks
(BM1-BMS). All these benchmarks are converted into the
corresponding WFD-Net or WFT-Net. From the table, we can
find that the scale in each model is different.

In particular, BM1-BM5 are come from BPMN 2.0 work-
flow models that provide scenarios [49], [24]. BM6 is the
Write-ups example that originated from Reference [50], BM7
is the Travel BPEL process example that originated from
Reference [51], and BM8 is our motivating case. We consider
the operation of data elements in these benchmarks and the
operation of data items in the database tables and make
experimental comparisons by adding the guards’ constraint set
in the corresponding workflow model.

TABLE I
BENCHMARK STATISTICS

Model

Benchmarks Description WFD WFT
[TITPITTEITIDIIGI TR
BM1 BM1 is an example of withdrawing money from an ATM. 16 | 17 | 37 3 4 2

BM2 is an online system for reviewing product defect reports
and replacing ified products.

BM3 is an online shopping platform system. Users can enjoy
discounts when they purchase products to a certain amount.
BM4 is a human resources system that selects candidates from
among applicants.

BMS is an example of school student registration management
system.

BMG6 is an example of a company seeks write-ups every month
from a selected set of employees for publication in its website.
BM7 presents a Travel BPEL process that queries two airlines to
identify the ticket with the lower price.

BMS BMS is our motivating example. 19 14 | 38 3 6 3

BM2 22| 18 |46 | 5 4 3

BM3 16 | 14 | 32 [ 10 | 4 3

BM4

BMS5

BM6

BM7

C. Effectiveness of Constraints

We add restrictions to WFT-net and WFD-net for experi-
ments, respectively, and show the effectiveness of constraints
through experiments. To describe information in database
tables and workflow models. We need to store this information
in a .txt file ( When a table information in WFTC-net and data
item operations related to table operations are empty, it is a
WEFD-net). After inputting a WFD-net described in a .txt file,
our tool can read them, then generate an SRG, several arcs,
and the construction time of the SRG. Figure 7 (a) shows a
WEFD-net of BMI in the benchmark experiment; (b) shows
predicate functions, guards, and guards constraint sets; (c)
shows an initial empty table; (d) shows the results of SRG; (e)
shows the results of State Reachability Graph with Constraints
(SRGC). From the experimental results in Table 1II, it is found
that when the WFD-net does not add guard constraints, a total
of 106 states and 151 arcs are generated. When we add guard
constraints to the WFD-net, i.e., WFDC-net, it generates 35
states and 45 arcs. Our method effectively removes 71 pseudo
states. It effectively reduces the state space to a certain extent.

We do a similar experimental analysis for a WFT-net,
Figure 8 (a) shows a BM1 modeled as the WFT-net (The red
dotted box represents operations on data items in the table);
(b) shows predicate functions, guards, and guards constraint
sets; (c) shows an initial table; (d) shows the results of SRG;
(e) shows the results of SRGC. The experimental results are
shown in Table II that when the WFT-net does not bind guard
constraints, it generates 262 states and 399 arcs. When the
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Fig. 7. (a) A WFD-net; (b) A constraint set; (c) An initial table; (d) SRG;
(e) SRGC.
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Fig. 8. (a) A WFT-net; (b) A constraint set; (c) An initial table; (d) SRG;
(e) SRGC.

guard functions are added to the WFT-net,i.e., WFTC-net, it
generates 88 states and 120 arcs. Compared with WFT-net,
WEFTC net reduces 174 pseudo states.

We do experiments to compare WFD-RG, WFDC-RG,
WFT-RG, and WFTC-RG regarding state space and construc-
tion time. Experiments are performed on 8 benchmarks. For
each benchmark, we first use WFD-net, WFDC-nets, WFT-
net, and WFTC-net to model it, then our tool obtains their

SRG and SGRC, respectively. Each benchmark was tested 10
times, and the result of running time is their average. Detailed
experimental results of the benchmark are shown in Table II.

TABLE I
EXPERIMENTAL RESULTS

State Reachability Graph without Constraints State Reachability Graph with C
) N WFD WFT WFDC WFTC
** Nos.of [ Nos.of | Time | Nos.of | Nos.of | Time | Nos.of | Nos.of | Time | Nos.of | Nos.of | Time
states | arcs (s) states | arcs (s) states | arcs (s) states | arcs (s)
BMI1 106 151 23.73 | 262 399 [20.637| 35 45 20.32 88 120 | 13.82
BM2 208 539 [22.649| 494 1317 [33.935| 67 165 [18.803| 189 487 |25.68
BM3 94 102 116233 | 141 173 [19.339| 35 35 13.46 68 80 [18.23
BM4 142 152 119.925| 266 304 [25.309| 61 64 14.069 | 127 140 |18.99

BMS 83 107 | 17.58 | 115 143 [17.881| 28 29 15.25 55 59 [21.53
BM6 114 191 |13.857| 325 556 | 17.585] 31 39 |11.416| 105 137 ]14.88
BM7 73 76 10494 | 286 298 | 18.67 32 31 8.326 | 125 124 | 14.39
BM8 227 334 [16.216] 629 976 [19.291] 54 65 [10.673] 67 81 10.35

We use constraints in the workflow nets, e.g., WFD-nets
and WFT-nets. These models show that our constraint method
is universal and effective. From Table II, we can see that the
scale of SRGC is much smaller than SRG. It takes less time
to produce the SRGC compared with the SRG.

D. Influence of Database Tables Size on State Space

In this subsection, we study the influence of the size of data
items (|R|) in the database tables on an SRG. We take the
above benchmark BM1, BM2, BM3, and BMS, increasing the
| R| number, and compare the size of WFT-RG and WFTC-RG
in the state space and the time to construct the corresponding
SRG. For each benchmark, we tested it 10 times, and the result
of running time is their average. Table III shows the results of
experiments. It shows the scales (i.e., the number of states and
arcs) and the construction time of WFT-RG and WFTC-RG
for all benchmarks. From this table, we can see that the scale
of WFTC-RG is much smaller than WFT-RG. It spends less
time producing a WFTC-RG compared to the corresponding
WFT-RG. We found that with the increase of the database
tables size, SRG and SRGC will increase. Compared with
SRG and SRGC in the same model, we found that the size of
SRGC decreases significantly with the increase of the database
tables size, which further demonstrates the effectiveness of the
constraint method, and shows that our method can effectively
reduce the rapid growth of the state space.

TABLE III
EXPERIMENTAL RESULTS
WFT-nets WFT-RG WETC-RG
Benchmarks IR| I\‘IOS.O‘f Nos.?f Time I\‘los.t)‘f Nos.f)f Tir‘ne
states arcs (s) states arcs (s)

3 349 532 18.095 117 160 15.662

BM1 6 610 931 23.153 204 280 18.699
9 871 1330 27.943 291 400 20.697

3 494 1317 20.935 189 487 17.312

BM2 6 947 2562 26.368 372 970 20.293
9 1400 3807 35.63 555 1453 23.223

3 141 173 18.339 68 80 11.432

BM3 6 201 260 22401 107 125 15.306
9 261 347 27.532 134 170 18.502

3 629 976 19.291 67 81 10.35

BMS 6 1055 1672 28.978 159 197 15.454
9 1481 2368 34.473 228 284 18.407

E. Evaluation of Tool Testing Pressure

Figure 9 is the results of our tool testing pressure on the
benchmark BM1, it shows the trend of SRGC’s number of
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Fig. 9. The ststes, arcs and running time of SRGC-based methods. All results
are obtained by the logl0 function.

states increasing linearly with the table size increase. We
expanded the scale of table from 100 to 2100. It shows the
scales (i.e., the number of states and arcs) and the construction
time of WFTC-RG for BM1. Figure 9 shows that the size of
an SRGC increases linearly as the scale of the table increases.
Especially when the BM1 size reaches 2100, our SRGC can
have more than 1.2e+5 states and 3.0e+7 arcs, and their
running time is 3.le+5 (S). The experimental results show
that our tool can also run normally when the tool deals with
large-scale database tables.

F. Effectiveness of DCTL Model Checking Method

We use the motivation case shown in Figure 5 to illustrate
the effectiveness of the DCTL model checking method pro-
posed in this paper and use the tool to verify the correctness
of the DCTL formula. After inputting a WFTC-net and one
DCTL formula ¢; = AG((Vidl € R, Vid2 € R), [id]l #
id2 — idl.licensel # id2.license2]), our tool can output a
verification result. Figure 10 (a) Shows a specification of the
WFTC-net in Figure 5; (b) Shows predicate functions, guards,
and guards constraint sets in WFTC-net; (c) Shows an initial
table; (d) Shows a specification of DCTL formula; (e) Shows
the results of SRGC and verification results; and (f) Shows the
results of SRGC. The experimental results show that WFTC-
net generates 67 states and 81 arcs. Our tool verifies that the
formula ¢ is correct.

To further illustrate that DCTL model checking can verify
more specifications, Benchmarks (BM1-BMS) are provided
in the previous section. Based on the WFTC-net, We give
5 different Behavioural Performance Metrics (PMI1-PM5 in
Table III) according to our own needs (researchers can also
write their requirements into corresponding Performance Met-
rics according to their own needs). For each PM, we give the
following explanation. PM1: Data items in the same region
in the table are increasing (short: increase); PM2: Data items
under the different regions in the table are different (short:
inequality); PM3: The process model reaches the end (short:
terminate); PM4: Check that those data items in the table are
not empty (short: non-empty); and PM5: Data items in the
detection table are empty (short: empty). At the same time,
the specification is given corresponding semantic explanations,
and different specifications are described in a DCTL formula,
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Fig. 10. (a) A WFTC-net; (b) A constraint set; (c) An initial table; (d) The
specification of ¢1; (€)SRGC.

which is illustrated in Figure 5 motivating case. Finally, the
tool is used to verify different PM, and the verification results
are given. The details of the PM are shown in Table IV.
From the experimental results in Table V, it can be seen
that the results of PM4 in BM4 and PMS5 in BMS are False,
and the rest of the results in the table are True. This system
error is that in the BM4 model, specification PM4 gives the
wrong data id10, which does not belong to the data item in the
table. BM8 shows the cause of the PM5 error is a user deletes
the data item License. So the corresponding data item in the
table is empty, and the verification result of PMS5 is False.

VI. RELATED WORK

In this section, we review the work related to control
flow and data flow in workflow models, as well as existing
model checking techniques for analyzing and verifying the
correctness of workflow models.

A. Control flow and data flow

A good modeling method can effectively and quickly an-
alyze the workflow system, and formal method is widely
used to verify the correctness of the workflow system. As a
formal language, Petri nets are widely used in modeling and
analysis of concurrent or distributed systems [16], [52], [29],
using its structural characteristics to find control flow errors in
business process design [44]. Business Process Modeling and
Notation (BPMN) and Unified Modeling Language (UML)
model the control flow part of business process and analyze
its related properties [18], [45]. WFD-net can model data
flow and control flow in business processes [40], it combines



TABLE IV
PERFORMANCE METRICS

PM Property

DCTL formula

Example

There exists some reachability paths,
the next state of a state satisfies that

PM1 between different tuples, the value
of the previous data item is smaller
than that of the latter.

01=EX((Vdl € R,Vd2 € R),
[d1 # d2 — d} < dj))

o1=EX((Vidl € R, Vid2 € R),
[id1 # id2 — idl.licensel < id2.license2])

Tn all reachability paths, it is always
satisfied that the values of data items
under the same attribute are different
between different tuples.

PM2

o3 = AG((Vdl € R,Vd2 € R),
ldy # do — dY # dj))

02=AG(¥dl € R, ¥d2 € R),
[d1 # d2 — d} # dJ]).

There exists some reachability paths

PM3 that eventually reaches the end.

03=EF Pypq

o3 =EF Pi3

In all reachability paths, the next state of a
state satisfies that if the tuple is not empty,
then the value of the corresponding data item
is not empty.

PM4

o4 = AX(3d1 # 0).[d} # 0)

o4 = AX((3idl # 0), [id1.copyl # B

There exists some reachability path such that
PM5 the tuple is not empty until the value of a
data item corresponding to the tuple is empty.

o5 =E(Vdl € R).[d1 # 0 U d} = 0)

o5 = E (Vid3 € R),
[id3 # 0 U id3.license3 = 0])

TABLE V
EXPERIMENTAL RESULTS OF PERFORMANCE METRICS

BM | DCTL | Correct | Time(s) [ BM | DCTL | Correct | Time(s)
PMI | TRUE | 19.326 PMI | TRUE [ 17.955
PM2 | TRUE | 16.855 PM2 | TRUE | 19.603
BMI [ PM3 | TRUE [ 17.084 | BM5 [ PM3 [ TRUE | 15.919
PM4 | TRUE | 18.795 PM4 | TRUE | 16.622
PM5 | TRUE | 15.946 PM5 | TRUE | 15223
PMI | TRUE | 18.556 PMI | TRUE | 16.447
PM2 | TRUE | 16.331 PM2 | TRUE [ 18.121
BM2 | PM3 | TRUE | 19.642 | BM6 | PM3 [ TRUE | 13.061
PM4 | TRUE | 18.34 PM4 | TRUE [ 15.536
PM5 TRUE 14.889 PM5 TRUE 18.47
PMI | TRUE | 16.32 PMI | TRUE [ 19.149
PM2 | TRUE | 20.226 PM2 | TRUE [ 20.336
BM3 [ PM3 | TRUE [ 21.896 | BM7 [ PM3 [ TRUE | 15.516
PM4 | TRUE | 17.005 PM4 | TRUE | 19.239
PM5 | TRUE | 15.977 PM5 | TRUE | 14.709
PMI | TRUE | 29.183 PMI | TRUE [ 13.26
PM2 | TRUE | 21.712 PM2 | TRUE | 15369
BM4 [ PM3 | TRUE | 26.386 | BM8 [ PM3 [ TRUE | 14.541
PM4 | FALSE | 19.76 PM4 | TRUE [ 19.454
PM5 TRUE | 24.676 PM5 | FALSE 18.77

traditional workflow nets with conceptualized data operations.
Each transition binds a guard to represent the impact of the
data flow on the activities in the business process [24], [28].
In order to detect possible defects in business process design
[53], C. Combi et al. [7], [46] propose an integrated conceptual
modeling method of business process and related data, using
the concept of activity view to capture the data operations
performed by process activities, providing a more rigorous
analysis method for business process management. Van Hee
et al. [54] generate the corresponding model for the execution
of database transactions and gave the Petrei nets that generated
the execution of these transactions. This model is consistent
with transaction execution to some extent. Ghilardi et al. [55],
[56] extend the existing coloured Petri nets to generate a
network called catalogue and object-aware nets (COA-nets).
The transitions are equipped with guards and extracts data
from the database through transitions. In order to study the
parametric verification problem of COA-nets, this paper points
out that it should be coded into a reference framework to
solve this problem. Li et al. [57] propose a method for
modeling event-conditional-action (ECA) rules by conditional
colored Petri net (CCPN). This method can rule representation
and processing in one model, which is independent of the
actual database system. Xiang et al. [58] propose a method to
transform BPMN into Petri net with Data (PD-net) to detect
data flow errors in the model.

The existing studies lack the constraints on guards when

formally modeling the workflow system, it’s easy to produce
Pseudo states. Although some studies have given modeling
methods with data operations or with database tables. How-
ever, they lack specific description of the state information
in each activity and difficult to describe many business rela-
tionships in the process. Therefore, some logical defects with
data flow errors are difficult to detect in the model. Therefore,
we give a modeling method of WFTC-net, it can accurately
and carefully describe the workflow system related to database
tables operation and more in line with the actual demand.

B. Model Checking

Model checking is a formal method to automatically verify
the correctness of finite state systems. A computer relies
on the executed algorithm to search finitely every state in
the state space, so as to confirm whether the system model
satisfies the system specifications and realize the correctness
verification of the business process model [11], [13], [26], [38].
In order to use logical expressions to verify the correctness
of process models, E.M. Clarke et al. [17], [3], [6] give a
model checking method, pointing out that model checking is
an automated verification technology for finite-state concurrent
systems. Jensen J F et al. [43] propose a method based on a
dependency graph, which introduced a new edge type into the
dependency graph and lifted the calculation of fixed points
from Boolean domain to a non-negative integer to handle
weights. It can be effectively applied to large-scale model
checking. H.S. Meda and S. Von Stackelberg et al. [36],
[49] propose to use WFD-net to model workflow systems,
detect data flow errors in process models by anti-pattern, and
use Computation Tree Logic (CTL) to detect process models.
Nikola Benes et al. [32] consider the problem of parametric
synthesis for HCTL properties evaluated over a parametrised
Kripke structure (PKS). They give a function that assigns to
each of the states of the PKS the set of parametrisations,
thus solving the original problem. In order to analyze the
modeling and analysis of time-interval specification languages
on real-time systems, Chen et al. [59] develope a validation
system using general theorem prover to facilitate formal
analysis of interval-based specification languages and provide
machine-aided proof support. Sun and Liu et al. [60] propose
a language named Stateful Timed CSP and a method for



automatically validating stateful timed CSP models capable of
specifying a hierarchical real-time system. Through dynamic
zone abstraction, finite-state zone graphs can be generated
automatically from Stateful Timed CSP models, and perform
model checking.

As workflow systems become increasingly complex, the
existing modeling methods and model checking methods are
difficult to detect the logic defects in the system, especially
the workflow systems related to database table operations. In
order to describe and verify the workflow system related to
database table operations, we propose a DCTL model checking
method, which can describe the specification formula in detail
and effectively detect the logic errors in the system.

VII. CONCLUSION

In this article, in order to accurately describe a workflow
system related to database tables operations, we propose a
new model, i.e., WFTC-net; its SRGC can effectively avoid
pseudo states and the rapid growth of state space to a certain
extent. Our experiments give a good demonstration. On the
other hand, in order to verify the logical errors in the work-
flow model, a DCTL model checking method is proposed.
Compared with existing model checking methods, DCTL can
describe database table operations and verify logical defects in
the workflow model. At the same time, we developed a model
checker named WFTCMC. It can automatically generate an
SRGC and give a DCTL formula verification result.

In future work, we plan to consider the following research:

(1) We use WFTC nets to detect more data flow errors, such
as data loss and data redundancy;

(2) We extend WFTC-nets to consider the deadline of tasks
via adding data items with deadlines into transitions, i.e.,
during the execution of some activities, if the time exceeds
the specified time, the system needs to give a corresponding
execution strategy. In this way, the system can run normally,
and the long wait is avoided;

(3) We consider a time based WFTC-net, transition firing
rule, and an SRG generation method;

(4) According to time based WFTC-net, we plan to give its
temporal logic expression formulas and verification methods.
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TABLE VI
CONCRETE STATE INFORMATION IN THE STATE REACHABILITY GRAPH IN FIGURE 3
C m Op S c m Op o
co | po {L, L I 1} {L, L L, I, L, I} [ cra [ pio | {id, password, license,copy T,TETEF
c1 p1 id, password, L, L {TTL, L,.I, I} crs | pio id, password, license,copy TTETET
c2 | p1 id, password, L, T TEL L, I, 1} c76 | P10 id, password, license,copy T,T,T,T,FF
c3 p1 id, password, L, L FEL I, 1,1} cr7 | p1o id, password, license,copy TT,T,TET
ca | p1 id, password, I, T FT,L, I, I, 1} c78 | P10 id, password, license,copy T, T,T,T,T,F
cs | p2 id, password, 1, T TT,L, I, 1,1 c79 | P10 id, password, license,copy TTTTTT
ce | p3 id, password, 1, T TT,L 1,1, 1T cg0 | P11 id, password, license,copy T,TETTT
c7 | pa id, password, 1, T TTL, I, 1,1 c81 | p12 id, password, license,copy T,TETTT
cs | p13 id, password, L, T TT,L,1,1,1 cg2 | p13 id, password, license,copy T,TETTT
co | pe id, password, 1, T TT,L, 1, 1,1 c83 | p11 id, password, license,copy T,TETET
cio | pr id, password, L, T TT,L L, 1,1T cg4 | p12 id, password, license,copy TTETET
c11 | ps {id, password, license, L} TT,L 1,1, 1T c85 | P13 id, password, license,copy T,T.ETET
c12 | p1o id, password, license,copy TT,L LTT cs6 | P9 id, password, license, | {T.EEEL, L}
c13 | P10 id, password, license,copy T.T,L,LEF c87 | P9 id, password, Ticense, L TETT,L, L
c14 | P10 id, password, license,copy TT,L,LET css | P9 id, password, license, | TETFEL,L
c15 | P10 id, password, license,copy TT,L, L TF cg9 | P9 id, password, license, | TEET, L, 1T
Cc16 | P11 id, password, license,copy TT,L,LET co0 | P8 id, password, license, L TETFEL,L
ci7 | p17 id, password, license,copy TT,L,LET co1 P8 id, password, license, L TETT,L,L
c18 | p1s id, password, license,copy TT,L,LET co2 | P10 id, password, license,copy {TET,EEF}
c19 | p11 id, password, license,copy TT,L LTT co3 | P10 id, password, license,copy TETETT
c20 | P12 id, password, license,copy TT,L,LTT o4 | P10 id, password, license,copy TETETF
co1 | P13 id, password, license,copy TT,L LTT co5 | P10 id, password, license,copy TETEFET
co2 | p13 id, password, L, T g O R I I Cco6 | P11 id, password, license,copy TETETT
c23 | p5 id, password, 1, T TT,L 1,1, 1T co7 | p12 id, password, license,copy TETETT
coq | pr id, password, L, T TT,L, L, 1,1 cos | p13 id, password, license,copy TETETT
Cc25 | P9 id, password, license, L TTTT,L, T co9 | p11 id, password, license,copy TETEFET
c26 | P9 id, password, license, L TTTFL,L Cc100 | P12 id, password, license,copy TETEFT
co7 | po id, password, Jicense, L TTET,L,L 101 | P13 id, password, license,copy TETEET
cos | ps id, password, license, | TTTTL,L c102 | P10 id, password, license,copy TET,T.EF
c29 | P10 id, password, license,copy TTTTTT €103 | P10 id, password, license,copy TETTTF
c30 | P10 id, password, license,copy T.T.T,T,ET Cc104 | P10 id, password, license,copy TETTET
c31 | pP1o id, password, license,copy T,T.,T,T,T,F c105 | P10 id, password, license,copy TETTT,T
c32 | p1o id, password, license,copy T,T.T,T,EF C106 | P11 id, password, license,copy TETTTT
c33 | p11 id, password, license,copy TTTTTT c107 | P12 id, password, license,copy TETTTT
c34 | P12 id, password, license,copy TT,TT,T.,T 108 | P13 id, password, license,copy TET,TT,T
c35 | P13 id, password, license,copy TTTTTT c109 | P11 id, password, license,copy TETTET
c36 | P11 id, password, license,copy TT T, T,ET Cc110 | P12 id, password, license,copy TETTET
c37 | p12 id, password, license,copy TTT,T,ET Cc111 | P13 id, password, license,copy TETTET
c38 | P13 id, password, license,copy T,T.T,T,F T ci112 | p3 id, password, L, T TFL, L, 1,1
c39 | ps {id, password, license, L} {T,TET,L, L} c113 | P5 id, password, T, T TFL L1, T
c40 | P10 id, password, license,copy {T.TETEF} c114 | P13 id, password, L, T TFL L 1,1
c41 | P10 id, password, license,copy T TETTT c115 | p7 id, password, L, T TELLIL,T
c42 | P10 id, password, license,copy T,T,ET,T,F c116 | po id, password, license, L {T.EEE L, L}
c43 | P10 id, password, license,copy T.T,ETET c117 | Po id, password, Ticense, L TETFEL,L
ci4 | P11 id, password, license,copy T TETTT c118 | po id, password, license, | TEET, L, L
c45 | P12 id, password, license,copy T,T.ETT,T c119 | P9 id, password, license, L TETT,L,L
Cc46 | P13 id, password, license,copy T TETTT c120 | Ps id, password, license, | TEET, L, L
ca7 | P11 id, password, license,copy TTETET ci121 | ps id, password, license, L TETT,L,L
c48 | P12 id, password, license,copy T.T,ETET c122 | P10 id, password, license,copy {TEETEF}
c49 | P13 id, password, license,copy TTETET c123 | P10 id, password, license,copy TEET,TF}
c50 | D2 id, password, L, T ELL LT c124 | P10 id, password, license,copy TEETTT}
c51 | pa id, password, 1, T TFEL L I1,T c125 | P10 id, password, license,copy TEETFET}
c52 | P13 id, password, 1, T TFL L I,T 126 | P11 id, password, license,copy TEET,T,T
c53 | D6 id, password, 1, T TFEL L I,T c127 | p12 id, password, license,copy TEET,T,T
csq | pr id, password, L, T TFL L 1,1 c128 | P13 id, password, license,copy TEETTT
c55 | D8 {id, password, license, L} TT,L, 1,1, 1T 129 | P11 id, password, license,copy TEETET
c56 | P10 id, password, license,copy TT,L, L EF 130 | P12 id, password, license,copy T,EETET
c57 | P10 id, password, license,copy TT,L,LET 131 | P13 id, password, license,copy TEETET
cs58 | P10 id, password, Ticense,copy TT,L,LET c132 | P10 id, password, license,copy TET,TEF
Cc59 | P10 id, password, license,copy TELLTT C133 | P10 id, password, license,copy TETTTF
Cc60 | P11 id, password, Ticense,copy TFELLFET Cc134 | P10 id, password, Ticense,copy TETTTF
ce1 | P12 id, password, license,copy TFEL,LET c135 | P10 id, password, license,copy TETTT,T
Cc62 | P13 id, password, license,copy TELLFET €136 | P11 id, password, license,copy TET,T.T,F
c63 | P11 id, password, license,copy TEL LTT c137 | p12 id, password, license,copy TETTTF
C64 | P12 id, password, license,copy TELLTT C138 | P13 id, password, license,copy TET,T.T,F
ce5 | P13 id, password, license,copy TFELLTT c139 | P11 id, password, license,copy TETTTT
Cce66 | P9 id, password, Ticense, | TTTT,L, LT Cc140 | P12 id, password, license,copy TETTTT
c67 | DP9 id, password, license, | TTTEL L Cc141 | P13 id, password, license,copy TETTTT
c68 | P9 id, password, license, L TTEF L, L c142 | P11 id, password, license,copy T,T,TT,T,T
Cc69 | P9 id, password, license, | TTETL,L 143 | p12 id, password, license,copy TTTTTT
c70 | ps id, password, license,copy TTET L, L Cc144 | P13 id, password, license,copy TTTTTT
c71 | ps id, password, license,copy TTTT,L,L C145 | P11 id, password, license,copy T,T,T,T,F T
cr2 | p1o id, password, license,copy {T.,TETTT} C146 | P12 id, password, license,copy TT,T,TEFT
c73 | P10 id, password, license,copy {T,TET,TF} 147 | P13 id, password, license,copy TT,T,T,FT




TABLE VII
CONCRETE STATE INFORMATION IN THE STATE REACHABILITY GRAPH IN FIGURE 6

c m D IR o

co | po {LL 1} (idT,licenseI,copyl),(id2,license2,copy?2) {L,LLIILI}
c1 | p id1, password, L, T (idT,licenseI,copyl),(id2,license2,copy?) TT,L, 1,1, 1T
c2 | ;1 1d2, password, L, T (idT,licenseI,copyl),(id2,license2,copy2) TELLI,T
c3 | p1 1d3, password, L, T (id1 licenseI,copyl),(id2,license2,copy?2) FT,L, L, 1,1
ca | p2 id1, password, I, T (idT licenseI,copyl),(id2,license2,copy?) TFELLIT,T
cs5 | pa id1, password, I, T (id1 licenseI,copyl),(id2,license2,copy?) TT,L, 1,1, 1T
c6 | P13 idI, password, I, T (idT,licenseI,copyl),(id2,license2,copy?) TELLIT,T
c7 | pe idI, password, I, T (idT licenseI,copyl),(id2,license2,copy?) TFELLIT,T
cs | pr id1, password, I, T (id1 licenseI,copyl),(id2,license2,copy?2) TELLIT,T
co | ps {idI, password, Ticensel, T} (idT,Ticensel,copyI),(id2,license2,copy?2) TFELLIT,T
c10 | p1o | {1dI, password, licensel,copy3 (idT,licensel,copyI),(id2,license2,copy?2) TFEL LTF
c11 | P1o idI, password, Ticensel,copyl (idT,licensel,copyI),(id2,license2,copy?2) TELLET
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c17 | ps 1idT1, password, Ticensel, L (idT,licensel,copyI),(id2,license2,copy?2) TEET, L, L
c18 | P10 idI, password, Ticensel,copy3 (idT,Ticensel,copyT),(id2,license2,copy?2) TEETTF
c19 | P10 idT, password, Ticensel,copy| (idT,licensel,copyT),(id2,license2,copy?2) TEETFET
c20 | P11 idI, password, Ticensel,copy| (idT,licensel,copyT),(id2,license2,copy?2) TEETET
c21 | P12 idI, password, Ticensel,copy| (idT,Ticensel,copyT),(id2,license2,copy?2) TEETET
c22 | p13 idI, password, Ticensel,copy| (idT,licensel,copyT),(id2,license2,copy?2) TEETET
c23 | p2 1d2, password, L, T (idT,licensel,copyI),(id2,license2,copy?2) FLI1, 1,1
c24 | pa 1d2, password, L, T (idT,Ticensel,copyI),(id2,license2,copy?2) TFEL L 1, T
c25 | P13 1d2, password, L, T (idT,Ticensel,copyI),(id2,license2,copy?2) TELLIT,T
c26 | P6 1d2, password, L, T (idT,licensel,copyI),(id2,license2,copy?) TFEL L 1, 1T
c27 | ps {id2, password, license2, L } (idT,Ticensel,copyI),(id2,license2,copy?2) TELLIL,T
c28 | P10 1d2, password, Ticense2,copy3 (idT,licensel,copyI),(id2,license2,copy?2) TFEL,LTF
c29 | P10 1d2, password, Ticense2,copy?2 (idT,Ticensel,copyI),(id2,license2,copy?2) TFL LET
€30 | P11 1d2, password, Ticense2,copy?2 (idT,licensel,copyI),(id2,license2,copy?2) TFL LET
c31 | P12 1d2, password, Ticense2,copy?2 (idT,Ticensel,copyI),(id2,license2,copy?2) TFL LET
c32 | P13 1d2, password, Ticense2,copy?2 (idT,licensel,copyI),(id2,license2,copy?) TFL LET
c33 | pr {id2, password, 1,1} (id1,licenseI,copy1),(id2,license2,copy2) {TEL, L L1}
c34 | po {id2, password, license3, L} (id1,licensel,copy1),(id2,license2,copy?2) {TETEL L}
c35 | p3 id3, password, L, [ (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) ET,L, L, 1,1
c36 | P5 id3, password, L, [ (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) FT,L,1, 1,1
c37 | p13 id3, password, L, [ (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) FT,L, 1, 1,1
c38 | pr id3, password, L, [ (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, L) ET,L, L, 1,1
c39 | po 1d3, password, license3, L (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) ET,TFEL, L
ca0 | po 1d3, password, licensel, L (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) FTET, L, L
ca1 | p8 1d3, password, licensel, L {(d1 Ticensel,copyl),(id2,license2,copy2),(id3,licensel, L)} FTET, L, L
ca2 | p1o 1d3, password, licensel,copy3 {(dI Ticensel,copyl),(id2,license2,copy2),(id3,licensel, L)} ETETTF
c43 | p1o 1d3, password, licensel,copy?2 (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, L) ETETET
c44 | P11 1d3, password, licensel,copy?2 (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, L) FTETFET
ca5 | P12 1d3, password, licensel,copy?2 (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) FTETFET
c46 | P13 1d3, password, licensel,copy?2 (id1,licensel,copyl),(id2,license2,copy?2),(id3, L, 1) FTETFET
c47 | po {id2, password, licensel, L} (id1,licenseI,copyl),(id2,license2,copy2) {TEET, L, L}
c48 | P8 {id2, password, licensel, L} (id1,licenseI,copyl),(id2,licenseT,copy2) {TEET, L, L}
cq9 | P10 1d2, password, licensel,copy3 (id1,licensel,copyI),(id2,licensel,copy?2) TEET,TF
c50 | P10 1d2, password, licensel,copy?2 (id1,licensel,copyI),(id2,licensel,copy?2) TEETFET
c51 | P11 1d2, password, licensel,copy?2 (id1,licensel,copyI),(id2,licensel,copy?2) TEETFET
cs2 | p12 1d2, password, licensel,copy?2 (id1,licensel,copyI),(id2,licensel,copy?2) TEETFET
c53 | P13 1d2, password, licensel,copy?2 (id1,licensel,copyI),(id2,licensel,copy?2) TEETFET




