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Lattice-Aided Extraction of Spread-Spectrum
Hidden Data

Fan Yang, Shanxiang Lyu, Hao Cheng, Jinming Wen, Hao Chen

Abstract—This paper discusses the problem of extracting
spread spectrum hidden data from the perspective of lattice
decoding. Since the conventional blind extraction scheme multi-
carrier iterative generalize least-squares (M-IGLS) and non-blind
extraction scheme minimum mean square error (MMSE) suffer
from performance degradation when the carriers lack sufficient
orthogonality, we present two novel schemes from the viewpoint
of lattice decoding, namely multi-carrier iterative successive
interference cancellation (M-ISIC) and sphere decoding (SD).
The better performance of M-ISIC and SD are confirmed by
both theoretical justification and numerical simulations.

Index Terms—Spread spectrum, Lattices, Successive interfer-
ence cancellation, Sphere decoding.

I. INTRODUCTION

ATA hiding describes the process of embedding secret

messages into different forms of multimedia and trans-
mitting over the open channel. As an important complement
to conventional cryptographic systems, it provides flexible
solutions for copyright protection, integrity verification, covert
communication and other information security fields. To meet
the requirements of various scenarios, the researchers’ goals
include reducing the distortion of the cover to get imper-
ceptibility, increasing hidden capacity, and improving the
robustness of the embedding scheme.

Watermark embedding and extraction are two crucial parts
in the data hiding model. There are many literature describe
various data hiding schemes over the past three decades [1]-
[5], one of the mainstream directions is spread-spectrum (SS)
steganography, because it has good robustness and security.
By introducing the principle analogous to spread-spectrum
communication, the concept of SS in data hiding was fist
proposed by Cox et al. [6]. The basis idea of SS in data hiding
is to disperse the message into many frequency bins of the host
data by pseudorandom sequences, so as to make the energy in
each one extremely small and certainly undetectable. This is
similar to transmitting a narrowband signal with a much larger
bandwidth and a lower power density. Some schemes have
been proposed to improve upon SS. E.g, using the technique of
minimum-mean-square error to reduce the interference caused
by the host itself [7], improving signature design to reduce the
decoding error rate [2], and using multi-carriers instead of a
single carrier to improve the number of payloads [8], [9].

Fan Yang, Shanxiang Lyu, Hao Cheng, Jinming Wen and Hao Chen
are with the College of Cyber Security/College of Information Science
and Technology, Jinan University, Guangzhou 510632, China. Corresponding
author: Shanxiang Lyu (Email: 1sx07 @jnu.edu.cn).

This work was presented in part at the 2022 International Conference on
Digital Forensics & Cyber Crime (ICDF2C).

Depending on whether the receiver has the pre-shared keys,
the extraction of information from the multicarrier SS water-
marking system consists of blind and non-blind extractions.

i) Blind extraction amounts to steganalysis via “Water-
marked Only Attack (WOA)” [10]. It is one of the scenarios
that has attracted a lot of attention since it models most of
the practical problems. It assumes that the attacker only has
access to the composed signal, without any information about
the host data and the spreading codes. Under this premise,
the process of fully recovering embedded data is called blind
extraction. To break the single-carrier SS method, Gkizeli et
al. [11] proposed a blind method named iterative generalized
least squares (IGLS) to recover unknown messages hidden
in image, which has remarkable recovery performance and
low complexity. However, steganographers may prefer multi-
carrier SS transform-domain embedding to improve security
or the amount of information in a single transmission. The
steganalysis for this situation seems more worthy of study.
Since the underlying mathematical problem of extracting mul-
tiple message sequences from a mixed observation is akin to
blind source separation (BSS) in speech signal processing,
classical BSS algorithms such as independent component
analysis (ICA) [12] and Joint Approximate Diagonalization
of Eigenmatrix (JADE) [13] can also be used to extract
the hidden data. Regrettably, these algorithms are far from
satisfactory due to the correlated signal interference caused
by the multi-carrier SS problem. In this regard, Li Ming et al.
[8] developed an improved IGLS scheme referred to as multi-
carrier iterative generalized least-squares (M-IGLS). The crux
inside M-IGLS is a linear estimator referred to as zero-forcing
(ZF) in lattice decoding literature [14], [15]. M-IGLS exhibits
satisfactory performance only when the carriers/signatures
show sufficient orthogonality. For instance, M-IGLS shows
the case of embedding (and extracting) 4 data streams by
modifying 63 host coefficients [8].

ii) Non-blind extraction of SS watermarking adopts linear
minimum mean square error (MMSE) estimator as the default
option [8], [16]. However, linear MMSE is optimal only
when the prior symbols admit Gaussian distributions, rather
than the discrete distribution over {£1} [15]. MMSE also
works well when the embedding matrix defined by carriers
features sufficient orthogonality, but this property may not be
guaranteed in the transmitter’s side.

As the discrete symbols (i.e., {£1}) in multicarrier SS
naturally induces lattices, it becomes tempting to adopt more
sophisticated lattice decoding algorithms to improve upon the
blind and non-blind extraction of multicarrier SS watermark-
ing. For this reason, this paper contributes in the following



aspects:

o First, we propose a new hidden data blind extraction
algorithm referred to as multi-carrier iterative successive
interference cancellation (M-ISIC). Like M-IGLS, M-
ISIC also estimates the mixing matrix and the integer
messages iteratively by alternating minimization princi-
ple. However, in the step when the mixing matrix has
been estimated, M-ISIC adopts successive interference
cancellation (SIC) rather than ZF. Due to the larger
decoding radius of SIC over ZF, the proposed M-ISIC
is deemed to enjoy certain performance gains. Moreover,
M-ISIC also features low complexity.

e Second, we present a sphere decoding (SD) algorithm
for the legit extraction of multicarrier SS watermarking.
While maximum-likelihood (ML) extraction can be im-
plemented via a brute-force enumeration, sphere decoding
(SD) [17] is the better implementation of ML to save
computational complexity. The magic of SD is to restrict
the search space to within a sphere enclosing the query
vector. Simulation results show that SD outperforms the
default MMSE estimator especially when the channel
matrix lacks sufficient orthogonality.

o Third, by formulating the problem of extracting multi-
carrier SS as a lattice decoding problem, it fosters a
deeper connection between the data hiding community
and the post-quantum cryptography community. Lattice-
based constructions are currently important candidates
for post-quantum cryptography [18]. The analysis of the
security level of lattice-based cryptographic schemes also
relies on sophisticated lattice decoding algorithms. This
implies that, in the future, a novel algorithm for one
community may also be explored for the other.

The rest of this paper is organized as follow. In Section
II, preliminaries on SS embedding and lattice decoding are
briefly introduced. In Section III, M-ISIC is presented and
the comparisons between M-IGLS and M-ISIC are made.
Section IV discusses sphere decoding and MMSE. Simulation
results and conclusion are given in Section V and Section VI
respectively.

The following notation is used throughout the paper. Bold-
face upper-case and lower-case letters represent matrices and
column vectors, respectively. R denotes the set of real num-
bers, while I denotes an identity matrix. (-)7 is the matrix
transpose operator, and || - ||, || - || denote vector norm,
and matrix Frobenius norm, respectively. sign(-) represents
a quantization function with respect to {—1,1}.

II. PRELIMINARIES
A. Basics of Multicarrier SS

1) Embedding: Without loss of generality, a standard gray-
scale image H € M™ >Nz ig chosen as the host, where M
denotes a finite image alphabet and N; x N» denotes the size
of the image. Then H is partitioned into M non-overlapping
blocks Hy,...,H,; (of size %). After performing DCT
transformation and zig-zag scanning for each block, the cover
object in each block can be generated as x(m) € R”, where
L< % and m=1,..,. M.

Multicarrier SS embedding scheme employs K distinct
carriers (signatures) s1, ..., Sx to implant K bits of information
b1,....,bx € {£1} to each x(m). Subsequently, the modified
cover (stego) is generated by

K

y(m) = 3 Agbi(m)s, +x(m) +n(m), m = 1,2,..., M,
k=1

(D

where Ay denotes the embedding amplitude of si, br(m)
denotes the messages of the mth block, and n(m) represents
the additive white Gaussian noise vector of mean O and
covariance o21;. For symbolic simplicity, we can express the
embedding of b(1),...,b(M) in the matrix form as

Y = VB + Z, )

where Y = [y(1),..y(M) € RLxM B =
[b(1), ... b(M)] € {£1}*M, V £ [Assy,..., Aysy] €
REXK 7 2 [x(1) +n(1),...,x(M) +n(M)] € REXM In
general, K < L, which avoids inducing underdetermined
system of equations.

By taking expectation over the randomness of si, the
embedding distortion due to Agbg(m)sy is

Dy, = E{||Agbr(m)si||*} = A3, k=1,2,.... K. (3)

Based on the statistical independence of signatures sy, the
averaged total distortion per block is defined as D =
Zli(:l Dy = ZkK:I AZ-

2) Legitimate Extraction: In the receiver’s side, with the
knowledge of secrets/carriers sy legitimate users can obtain
high-quality embedded bit recovery of messages by (m). By
the auto-correlation matrix of host data and noise, we can
define the auto-correlation matrix of observation data Y as
following form

K
Ry =Ry + Y _ Ajsis) + 071y 4)
k=1

For easy of analysis, equation (4) can be further written as
1
R, = MXXT +VV' 4021, (5)

where V = (A]_S]_7A252, s ,AKSK) and Rx = ﬁXXT.

The linear MMSE detector has the capable of minimizing
the mean square error between the true values and estimated
values by taking into account the trade-off between noise
amplification and interference suppression [19]. Via the linear
MMSE filter, the embedded symbols are estimated by

Buvse = Sigﬂ{(VTR;l)Y}- (6)

Using sample avera%ing for M received vectors, the estimate
of Ry Ry = 47 >.,,_1 ¥y ' can be obtained. Replace Ry in
(6) with f{y, we get sample-matrix-inversion MMSE (SMI-
MMSE) detector [16].



B. Basics of Lattices

1) Lattice Decoding Problem: Lattices are discrete additive
subgroups over m-dimensional Euclidean space R™, which
can be defined as the integer coefficients liner combination of
n linearly independent vectors

K
L(G) = {Z Tr8k | Tk € Z} (7

k=1

where G £ (g1, ..., gx] is called a lattice basis.

Computationally hard problems can be defined over lattices.
The one related to this work is called the closest vector
problem (CVP) [20]: given a query vector t, it asks to find
the closest vector to t from the set of lattice vectors £(G).
Let the closest vector be Gx, x € Z¥X, then we have

[Gx —t|| < [Gx —t||, vx € Z. (8)

In general solving CVP for a random lattice basis incurs
exponential computational complexity in the order of O(2%),
but for lattice basis whose gi,...,gx are close to being
orthogonal, fast low-complexity algorithm can approximately
achieve the performance of maximum likelihood decoding.
2) Lattice Decoding Algorithms: Zero-forcing (ZF) [14]
and successive interference cancellation (SIC) [21] are fast
low-complexity algorithms to detect the transmitted signals
at the receiving end. The former obtains the output by
multiplying the pseudo-inverse of V to the left of Y. The
latter introduces decision feedback to decode each symbol
successively, achieving better performance than the former.

L ZF

Fig. 1: The decision regions of ZF (parallelogram) and SIC
(rectangle) in a 2-dimensional lattice.

Fig. 1 plots the decision boundaries for ZF and SIC. The
elongated and narrow parallelogram is the decision region of
ZF. Because the basis vectors are highly correlated, a slight
perturbation of the noise can lead to a detection error. For SIC,
the decision region is rectangle as only one symbol is decoded
at a time [22]. Both ZF and SIC have worse performance than
the optimal maximum-likelihood (ML) estimation due to their
inherent nature of polynomial complexity. More comparisons
of ZF and SIC are presented in the section of blind extraction,
while the application of SD will be addressed in the non-blind
extraction.

Algorithm 1: The M-IGLS data extraction algorithm.
Input: Y, R,.
Output: V = V(@ B = B@,
1d=0, BO~ {£1}M;
2 while a stopping criterion has not been reached do
3 d+—d+1;
4 V(d) — Y(B(d—l))T[B(d—l)(B(d—l))T]—l;
5 B(@
sign { (VTR 1V @)~ (V<d>)TR;1Y}; >
Approximate lattice decoding via GLS/ZF.

III. BLIND EXTRACTION

The task of blind extraction requires estimating both V and
B from the observation Y, which is known as the noisy BSS
problem:

Pr:  min  |[Rs (Y — VB)|]%, 9)

Be{+1}KxXM
VerLXK

where R, £ R, + aiIL denotes the pre-whitening matrix.
Nevertheless, enumerating all the feasible candidates of V and
B is infeasible as it incurs exponential complexity.

In the following, we briefly describe the M-IGLS that was
proposed in [8] to solve P;. Then we improve the ZF detector
in M-IGLS from the viewpoint of lattices.

A. M-IGLS

The pseudo-code of M-IGLS is shown in Algorithm 1.
Specifically, M-IGLS estimates V and B iteratively by us-
ing an MMSE criterion: by either fixing B or V(9 and
using convex optimization, the formulas for B(Y) or V() are
derived.

Observe the step of estimating B(¥) in Algorithm 1, which
asks to solve the following problem:

min

_1 _1
Be{£1}KxM IRz *Y — R, 2VBH%'

(10)
Since {£1}*M ¢ ZKXM P, is a special case of CVP,
_1

which asks to find M closest lattlice vectors to Rz ?Y, and

the lattice is defined by basis R, EVI. Considering Ps, define

the set of query vectors as Y £ R, Y, and the lattice basis
as V2 R, 2V, then the ZF estimator is

B =V'Y'

- (V'V) W'Y (11

In Appendix A, we show that the geometric least square

(GLS) step in line 5 of M-IGLS is the same as ZF. The

ZF estimator is linear, which behaves like a linear filter

and separates the data streams and thereafter independently

decodes each stream. The drawback (i ZF is the effect of noise
amplification when the lattice basis V is not orthogonal.



Algorithm 2: The M-ISIC data extraction algorithm.
Input: Y, R,.
Output: V = V(@ B = B,

1d=0, BO~ {£1}ExM,

2 while a stopping criterion has not been reached do

3 d<—d+1;

4 V(d) p Y(B(dfl))T[B(dfl)(B(dfl))T]fl;

5 Employ Steps 1)-iii) of SIC to estimate B(%) >

Approximate lattice decoding via SIC.

B. M-ISIC

By using decision feedback in the decoding process, the
nonlinear Successive Interference Cancellation (SIC) detector
has better performance than ZF. Recall that for P,, the lattice
basis is V, and the set of query vectors are Y. The SIC
algorithm consists of the following steps:

Step i) Use QR decomposition to factorize V: V = QR !,
where Q € REXE denotes a unitary matrix and R € REXK
is an upper triangular matrix of the form:

Riqn Ripo Ry k]
0 Ropo Ry i
R=1| 0 0 Ri k (12)
0 0 .. 0
L0 0 .. 0 |

Step ii) Construct Y’ = Q7Y € REXM | which consists of
vectors y (1),...,y (M).
Step iii) For m =1, ..., M, generate the estimation as

bx (m) = sign (Z}I;KIYZ)) , (13)
/ 7 K 7
by (m) = sign (yk(m) ZE:ZI Rk,lbl(’”)) L4

where k = K —1,K — 2,...,1, and y,.(m) denotes the kth
component of y’ (m).

By substituting the Step 5 in Algorithm 1 with the SIC steps,
we obtain a new algorithm referred to as multi-carrier itera-
tive successive interference cancellation (M-ISIC). Its pseudo-
codes are presented in Algorithm 2. Notably, V(@) is estimated
in the same way as that of M-IGLS, and the performance
improvements rely on SIC decoding. The stopping criterion
can be set as when ||[B(Y — B(d-1D||2, < 1077,

Remark 1. The rationale of SIC is explained as follows. When
detecting multiple symbols, if one of them can be estimated
first, the interference caused by the already decoded can be
eliminated when solving another, so as to reduce the effective
noise of the symbol to be solved and to improve the bit

!For better performance, this paper adopts a sorted version of QR decom-
position, where the column vectors in V are sorted from short to long.

error rate performance. To be concise, denote the observation
equation corresponding to Po as

Y=VB+7Z, (15)

with Z being the effective noise. Then the multiplication of
Q' to (15) is simply a rotation, which maintain the Frobenius
norm of the objective function:

I[Y — VBJ|% = ||Z||% (16)
=11Q"Z|[% (17)
=||Q"Y - RB|}3. (18)

Regarding Step iii), bx (m),...,bi(m) are estimated in de-
scending order because the interference caused by these
symbols can be canceled. Moreover, the divisions of
Rk i, ..., 1,1 in Egs. (13) (14) imply that the effective noise
level hinges on the quality of Rg g, ..., Ri 1.

C. Performance Analysis

We show that M-ISIC theoretically outperforms M-IGLS, as
SIC has better decoding performance than ZF when approx-
imately solving Po. With a slight abuse of notations, Py can
be simplified as M instances of the following observation:

y=R'b*+z (19)

where y € RX, b* € {£1}¥ is the transmitted message,
R’ € RE*K jncludes only the first K rows of (12), and we
assume that z also admits a Gaussian distribution with mean 0
and covariance 02Ix. Then the lattice decoding task becomes

Ps: min |y — Rb|].

20
be{£1}K (20)

It has been demonstrated in the literature [14], [23] that SIC
outperforms ZF if the constraint of b in P3 is an integer set
ZX and a box-constrained (truncated continuous integer) set
B. Therefore, we employ a model reduction technique to show
that SIC has higher success probability when decoding Ps.

Proposition 2. Let the SIC and ZF estimates of P3 be bS1€
and b%F, respectively. Then the averaged decoding success
probability of SIC is higher than that of ZF:

Ep{Pr(b¥'¢ = b*)} > Ep-{Pr(b”F =b*)},  (21)

where the expectation is taken over uniform random b* €
{£1}5.
Proof. Firstly, Eq. (19) is rewritten as

(y +Rx1)/2=R(b* +1)/2 +2z/2. (22)

By updating the query vector y as y’ £ (y + R x 1)/2, the
bipolar constraint model Ps is transformed to the following
box-constrained model Py:

. r_ 2
Py min|ly’ — Rbl|%, (23)

where the constraint of the variable is B = {0,1}¥. Since
[23][Thm. 9] has shown that Eq. (21) holds in this type of
box-constrained model, the proposition is proved. O



If V is close to being an orthogonal matrix, then ZF and SIC
detection can both achieve maximum likelihood estimation.
The reason is that they are all solving a much simpler
quantization problem miny,e ¢y 1yx |y — Ixb|[?. In general,
the performance gap between ZF and SIC depends on the
degree of orthogonality of the lattice basis V. To quantify this
parameter, we introduce the normalized orthogonality defect
of a matrix as

X 1/K
5(V) = M 7 24)
det(V V)
where the column vectors of V. = [vy,...,Vk] are linear

independent. From Hardamard’s inequality, (V) is always
larger than or equal to 1, with equality if and only if the
columns are orthogonal to each other. Summarizing the above,
SIC performs better than ZF in general, and their performance
gap decreases as 6(V) — 1.

D. Computational Complexity

To compare with M-IGLS and exiting schemes, we give the
computational complexity of M-ISIC based on the following
conditions:
o The complexity of the multiplication of two matrices A €
RMXN and B € RV*K is O(MNK).

o The complexity of an inversion over the square matrix
A € RV*N js O(N?).

e The complexity of performing QR decomposition on
matrix A € RM*N M > N, is O(2M N?).

Notice that Y € RIXM VvV ¢ RLXK apnd B € REXM | the
computational complexity of Step 4 in M-ISIC is

O(K® + K*(L+ M) + LMK).

The computational complexity of Step 5 is dominated by the
QR decomposition, which is

O (K’L+ M(LK + K)) .

The computational complexity of each iteration of the algo-
rithm is summarized as

O (K*+2LMK + K*(3L+ M)+ KM).
With a total of T iterations, the overall complexity is
O (T(K?+2LMK + K*(3L + M) + KM)).

IV. NON-BLIND EXTRACTION

The difference between legitimate/non-blind extraction and
blind extraction lies in the availability of V. In the case of
legitimate extraction, it asks to solve

Pi:  min  |[RsZ(Y — VB)|]2.

Be{+1}KxM (25)
With the knowledge of carriers, non-blind algorithms exhibit
higher accuracy than the blind algorithms.

In this section, we describe the similarity between ZF
and MMSE criterion by using an extended system model.
To achieve better extraction performance when the channel
matrix lacks sufficient orthogonality, we introduce a sphere
decoding algorithm to extract SS hidden data. Subsequently,
its computational complexity is discussed.
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Fig. 2: Sphere decoding in 2-dimensional Euclidean space.

A. Egquivalence of linear MMSE and ZF

By introducing an extended system model, it is straightfor-
ward to show the similarity between linear MMSE and zero
forcing (ZF). The channel matrix V and the received matrix
Y can be reconstructed through
T

h
V= [Viod X7 ad Y=[¥YT0]". 6

Therefore, the output of the linear MMSE filter (6) can be
re-expressed as
Buuse =sign{V' (V' V)"'Y}
= sign{V'Y}.

27)
(28)

It is not difficult to find that (28) is analogous to the familiar
linear zero forcing detector By = sign{VTY?} [19], except
that V and Y are replaced by V and Y respectively.

Since P, amounts to the CVP of lattices, there is no free
lunch for linear complexity algorithms (such as ZF, SIC,
linear MMSE) to provide high-quality or exact solutions for
Ps. The default linear MMSE algorithm shows satisfactory
performance only when V has sufficient orthogonality (i.e.,
VTV is close to an identity matrix). To solve P, exactly,
exponential-complexity algorithms are indispensable.

B. Sphere Decoding

Sphere decoding is a popular approach to solve CVP in
the lattice community [20]. We only have to adjust a few
steps of the conventional sphere decoding to solve Py: 1)
The quantization of symbols is to {+1} rather than Z. ii)
We initialize the initial search radius of sphere decoding via
the solution of linear MMSE.

The principle behind sphere decoding is quite simple: we
attempt to search over those lattice points that lie inside a
sphere with radius r and find the nearest vector to the given
query vector x. An example in 2-dimensional space is given
in Fig. 2. If the channel matrix V represents lattice basis, then
the lattice point Vb is located in the sphere of radius d and
center x if and only if

d* > ||y - Vb7,

be {£1}X (29)

where | - || represents Euclidean norm, and ¥ and b are the
columns of Y and B respectively. Although it seems compli-
cated to determinate which lattice points are contained within
the sphere in m-dimensional space, it becomes effortless to do



so when m = 1. The reason is that the sphere degenerates into
a fixed length interval in one-dimension. Then the lattice points
are the integer values falling in the interval centered on x. With
this basic observation, we can generalize from &k dimension to
k + 1 dimension. Assume that the lattice points contained in
the sphere with radius r are obtained. Then, for the sphere with
the same radius in £+ 1 dimension, the desirable values of the
k + 1 coordinate of these lattice points form a finite set or a
fixed length interval. It implies that one can obtain the lattice
points contained in the sphere with radius r in m dimension
by means of solving all the lattice points in the sphere of the
same radius from 1,--- ;m — 1 dimension successively.
Through the above brief introduction, the sphere decoding
algorithm consists of the following steps:
Step i) Perform QR decomposition to factorize V: V =
QR.Q = [Q1Q:] € RE*E denotes a unitary matrix with
pair-wise orthogonal columns and R € RE*X denotes an
upper triangular matrix.
Step ii) On the basis of QR decomposition, (29) can be
rewritten as

>y - [ aa] [T v =1 @]y - [ v

= [1Q{'y — Rub|* + Q3 ¥ 31
where (-)¥ denotes Hermitian transpose. To simplify the

symbol, let us define d = d? — |QUF|]? and ¥ = QFy
to represent (31) as

2 o

d > |y - Rib|*. (32)

In accordance with the upper triangular property of R, the
right hand side of (32) can be expanded to a polynomial

ZRKlj

j=K-1

-2
d > (U — Rr.xbr)? + 1 —

K
— Y Ryjb;)? (33)
j=1
Step iii) Provided that Y and V are known, then y is also
known for the receiver. By observing the right hand side of
(33), it is straightforward to deduce that the first term of (33)
only hinges on {bk }, while the second hinges on {bx,bx_1},
and so on. If the admissible values of by have been estimated,
the decoder will exploit this set to further estimate by 1. Let’s
start from one dlmensmn The first necessary condition for Vb

to fall in the sphere is T > (U — Ri xbi)?, ie., bk must
meet y v
—d+ Yk + Yk
— 2 <bhg < 34
[ Ry i | L Ry | 34)

where [-] and |-] denote rounding up and rounding down,
respectively. There is no doubt that (34) is definitely not
sufficient enough. We need stronger constraints in order to
keep the search space shrinking. For any by satisfying (34), let
&y = &~ (G~ R xcbx)® and Ty =Tgc 1~ Ric—1.x0bx.
the integer interval that bx 1 belongs to can be found.

dy + ?IKA
Ry _1,x-1

—dg + ?lel
Ry _1.x-1

] (33)

<bg-1 <

Algorithm 3: The M-SD data extraction algorithm.

Input: ¥ = Qy, Ry, Radius.
Output: b.
1 Initialization : K = size(Rq,2),dist =0,k =
K,b = zeros(K,1);

2 if £ == K then

3| ¥V =¥

4 else

5 Ly/:yle(:,k+1:end)*b(k+l:6nd);

iy y(k) Y
6 ¢ = sign <W> ,b(k) =c¢; 2
7f{wm—mwwwmmwwm0+mw

8 if 32 < Radius then

9 ‘ go to 12;

10 else

11 L go to 19;

12 if K == 1 then
13 save b;

14 | Radius = 32;
15 else

16 k=k-—-1;

17 dist = 82;

18 | goto2;

19 ci=cx* (1), b(k) =ci, go to 7;

| candidates

layer=
layer=2
layer=3 (1)
pafh—-‘
Fig. 3: A 3-dimensional binary search tree.
Similarly, the intervals that the remaining symbols
bg_o,--+-,b; belong to can be calculated in the same

way recursively. Finally, we obtain all the candidate lattice
points, the potential closest vectors to y, after the program
terminates.

Algorithm 3 gives the pseudo-code of sphere decoding. The
radius is initialized to the solution of linear MMSE. As the
message space is {41}, the rounding operation simply invokes

C. Computational Complexity

The computational complexity of sphere decoding has been
studied thoroughly in the literature [17], [24]. In the worst
case, we have to visit all 2 nodes. But in generally the actual
complexity is significantly smaller than that, as the algorithm
is constantly updating the search radius. According to [24],



the expected complexity of sphere decoding is of polynomial-
time. Fig. 3 shows a binary search tree in 3-dimensional space,
where the nodes in k-th layers correspond to the lattice points
in k-dimension and the height of tree is K.
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B
(f) No.6148

(e) No.6120

Fig. 4: Representative images in the BOWS-2 database.
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Fig. 5: Representative audio signals in [26] and [27].

V. EXPERIMENTAL STUDIES

This section performs numerical simulations to validate the
effectiveness and accuracy of the algorithms we proposed.
The simulations investigate the scenarios with blind extraction
in part A and non-blind extraction in part B separately. The
experimental setup is described in detail below.

Datasets: Without loss of generality, we use the images in
BOWS-2 [25] database and the audios in [26] and [27] as
the embedding covers. BOWS-2 database consists of 10,000
grey-level images, with different statistical properties. Fig. 4

TABLE I: The normalized orthogonality defect of the
simulated carriers.

8 x8 12x10 | 15x12 | 10x4 | 12x6 | 15x8

1.6887 1.3819 1.3475 1.0892 | 1.1417 | 1.1695

displays some typical samples, and the labels of the subgraphs
indicate their ordinal numbers in the dataset. Audio datasets
consist of 9 MP3 and 70 FLAC files, containing different types
of audio. Fig. 5 shows three audio signals samples, and the
labels of the subgraphs represents their file name in datasets.

Indicator: The bit-error-rate (BER), as a common perfor-
mance index, is employed to measure the extraction perfor-
mance.

Preprocessing: By performing 8 x 8 block-wise DCT trans-
form, zig-zag scanning and coefficient selection on the original
images, we obtain transform domain hosts for embedding.
Then invoking additive SS embedding, the watermarked im-
ages are generated. Similarly, we can use the same process to
generate the watermarked audio signals.

For image cover, the entries in the matrix V are taken from
standard Gaussian distribution; while for audio, the elements
in the matrix V are taken from {—1,1}. The normalized
orthogonality defect of the simulated carriers are shown in
Table 1. By varying the size of L x K, the carriers exhibit
different 6(V). The noise power of image and audio are fixed
as 02 = 3 and 02 = 1 respectively, and the signal-to-noise
ratio is controlled by varying the distortion D.

A. Blind Extraction

Benchmark algorithms in this subsection include: i) M-
IGLS [8], ii) SMI-MMSE [16], iii) Ideal-MMSE, iv) JADE
[13], where Ideal-MMSE represents the ideal version of SMI-
MMSE because the autocorrelation matrix Ry is exactly
known.

For image cover, we consider the cases with §(V) =
1.6887, 1.3819, 1.3475 for the sake of showing the impact
of the orthogonality of the lattice bases. In the first example,
we consider the case with L = 8 K = 8, §(V) =
1.6887. The BER versus distortion performance of different
algorithms are plotted in Fig. 6(a). With the exact carriers’
information, the SMI-MMSE and Ideal-MMSE algorithms
serve as the performance upper bounds. The BSS approach,
JADE fails to exhibit satisfactory performance. Moreover, M-
ISIC outperforms M-IGLS in the whole distortion range of
24 ~ 38dB. The second example examines the case with
L =12, K = 10, 6(V) = 1.3819. As depicted in Fig.
6(b), when the carriers become more orthogonal, both M-IGLS
and M-ISIC get closer to SMI-MMSE and Ideal- MMSE. The
performance gap between M-IGLS and M-ISIC has become
smaller. Similar results can be replicated when we further
reduce the normalized orthogonality defect. We post one of
such figures in Fig. 6(c).

Audio signal is another type of cover for our experiment,
with a sampling frequency of 44.1 KHz. We also compare
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the BER performance for three cases with different quality of
carriers, i.e., 6(V) = 1.0892, 1.1417, 1.1695. Fig. 7 depicts
the corresponding experimental results in turn, where the
value on horizontal axis controls the distortion degree of
audio signal. It is obvious that for the whole alpha range of
0.5 ~ 1.2, M-ISIC has lower BER than M-IGLS in the cases
we have listed. From the audio experiments, it can be found
that our scheme is superior to M-IGLS even if the value of
§(V) is relatively small.

From the above, we observe that M-ISIC performs better
than M-IGLS in general. When the carriers V represents a
bad lattice basis, M-ISIC apparently outperforms M-IGLS. On
the other hand, when the carriers are highly orthogonal, the
decision regions of M-IGLS and M-ISIC become similar in
shape, then the performance of the two algorithms tends to be
the same.

B. Non-blind Extraction

When the carriers are known for the receiver, more so-
phisticated decoding algorithm can be employed to achieve
higher accuracy. Next, we examine the BER comparison of
each algorithm for non-blind extraction. We adopt the same
setting of carriers as in the previous subsection.

From Fig. 8(a), we observe that ZF and SIC struggle to
exhibit satisfactory performance due to the bad orthogonality
of lattice basis. Sphere decoding significantly outperforms

SMI-MMSE and even Ideal-MMSE in the whole distortion
range from 24 to 38 dB. If 6(V) decreases, as shown in
Fig. 8(b) and Fig. 8(c), the distance between the BER curves
of sphere decoding and SMI-MMSE/Ideal-MMSE becomes
smaller gradually. However, in the low distortion range, sphere
decoding still enjoys the best performance.

The experimental results of audio signals are given in Fig.
9. In the examples listed below, we find that SIC performs
much better on audios rather than on images. Notably, sphere
decoding shows a more prominent advantage, especially when
alpha increases. Even if the value of §(V) trends to 1, meaning
the basis vectors more orthogonal, the BER of sphere decoding
is still much lower than other algorithms.

From the above, we observe that the performance of sphere
decoding is generally not worse than that of SMI-MMSE and
Ideal-MMSE. When the carriers V represents a bad lattice
basis, sphere decoding apparently outperforms SMI-MMSE
and Ideal-MMSE. On the other hand, when the carriers are
highly orthogonal, the performance of MMSE and SD tends
to be the same.

VI. CONCLUSIONS

This paper studies both blind and non-blind extraction of
spread-spectrum hidden data from the perspective of lattices.
To achieve better decoding performance, we employ more
accurate lattice decoding algorithms in blind and non-blind
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extraction. The experimental results demonstrate that our
schemes are superior to the existing solutions especially when
the channel matrix lacks sufficient orthogonality.

APPENDIX

Assuming V is known, the least-squares estimation [8] of
B used in Step 5 of Algorithm 1 is:

Bas = (VIR,'V) " VTR, 'Y
- ((VTRZ—lv)f1 + I) VT
X (R;l RV (VIR;WV4T) VTR;1>
= (VTR—lv)’lvTR—lY
_ (vTR RV VTR, R, Y
_1 -1 1 1
_ [ T(R, QV)} (R, 2V)T(R;7Y).
(36)

— _1
In the language of ZF, recall that Y = R,;?Y, and
V = R, >V, Thus Eq. (36) equals to (VTV)_lvT?T,
which justifies BGLS = BZF
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