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Abstract
Large integer factorization is a prominent research challenge,
particularly in the context of quantum computing. This holds
significant importance, especially in information security that
relies on public key cryptosystems. The classical computation of
prime factors for an integer has exponential time complexity.
Quantum computing offers the potential for significantly faster
computational processes compared to classical processors. In this
paper, we propose a new quantum algorithm, Shallow Depth
Factoring (SDF), to factor a biprime integer. SDF consists of three
steps. First, it converts a factoring problem to an optimization
problem without an objective function. Then, it uses a Quantum
Feasibility Labeling (QFL) method to label every possible solution
according to whether it is feasible or infeasible for the optimization
problem. Finally, it employs the Variational Quantum Search
(VQS) to find all feasible solutions. The SDF utilizes shallow-
depth quantum circuits for efficient factorization, with the circuit
depth scaling linearly as the integer to be factorized increases.
Through minimizing the number of gates in the circuit, the
algorithm enhances feasibility and reduces vulnerability to errors.

. Introduction

Quantum computing has emerged as an exciting new field
that seeks to harness the principles of quantum mechanics to
perform computational tasks that are beyond the capabilities
of classical computers. Recent advances in quantum
hardware have led to the construction of quantum computers
with large numbers of qubits. For example, in 2019 IBM
created the 27-qubit Falcon quantum computer and in the
next year 65-qubit Hummingbird was introduced. The 433-
qubit Osprey has the largest number of qubit and was
introduced by IBM in 2022 and the company plans to build
a 1000-qubit quantum computer by 2024. In addition to the
fast development of the quantum hardware, quantum
algorithms, for example, pure quantum algorithms such as
Shor's algorithm (Shor 1994) and Grover's algorithm
(Grover 1996), quantum simulation algorithms that can be
used to simulate quantum systems (Ortiz et al. 2001),
variational quantum algorithms that use a hybrid classical-
quantum approach (Peruzzo et al. 2014; McArdle et al.
2018), quantum error correction algorithms (Cai et al. 2021;
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Reed et al. 2012), have already demonstrated significant
advantages in areas such as cryptography, optimization, and
simulation, with potential applications in fields ranging
from chemistry (Cao et al. 2019) and materials science (Yost
et al. 2020) to finance (Stamatopoulos et al. 2020) and
machine learning (Biamonte et al. 2016).

Prime factorization is a fundamental problem in computer
science and cryptography that involves decomposing a
composite number into its prime factors. While this task can
be accomplished efficiently using classical algorithms for
small numbers, the time required to factor large integers
increases exponentially with the number of digits. The
security of cryptocurrencies, such as Bitcoin and Ethereum,
depends on cryptographic hash functions that employ prime
numbers. Therefore, factoring large numbers could
potentially compromise the security of the entire
cryptocurrency network. The development of an efficient
algorithm for factoring large numbers would pose a
significant threat to information security in the digital age,
as it would render encryption schemes vulnerable to attacks.
This would have profound effects on the protection of
sensitive data such as financial transactions, personal
information, and government secrets.

The problem of prime factorization has been of interest to
mathematicians for centuries. The earliest known algorithm
for factoring integers was developed by Euclid over 2000
years ago (Euclid 2002; Pettofrezzo and Byrkit 1970), and
it remains in use today due to its simplicity and efficiency.
Euclid’s algorithm is a sequential process that repeatedly
divides the input number by smaller primes until the
remaining factor is prime. However, due to its exponential
time complexity, Euclid's algorithm is limited in its ability
to factor large numbers. In the 20th century, several more
advanced algorithms were developed for prime
factorization, including the Pollard-Rho algorithm (Pollard
1975), the Quadratic Sieve algorithm (Pomerance 1982),
and the General Number Field Sieve algorithm (Lenstra and
Hendrik Jr 1993). The Pollard-Rho algorithm (Pollard
1975), proposed in 1975, is a probabilistic algorithm that
uses random numbers to search for a non-trivial factor of a
composite number. While it is more efficient than Euclid's
algorithm for large numbers, it is still not practical for
factoring numbers with hundreds or thousands of digits. The



Quadratic Sieve algorithm (Pomerance 1982), introduced in
1981, is a deterministic algorithm that uses modular
arithmetic and linear algebra to factor large integers. This is
more efficient than the Pollard-Rho algorithm (Pollard
1975), however, its time complexity is still too high for
factoring very large numbers. Finally, the General Number
Field Sieve algorithm (Pettofrezzo and Byrkit 1970; Mollin
2002), developed in the 1990s, is currently the fastest known
classical algorithm for factoring large integers. Despite its
efficiency, the time required to factor large numbers using
this algorithm is still exponential and increases rapidly with
the size of the input.

Quantum computing is motivated by limitations of
classical computers in solving certain problems, particularly
those related to cryptography and number theory. Prime
factorization (Aoki et al. 2007; Long 1972; Hardy 2008) is
a key problem in number theory. It can be approached from
two major perspectives, namely, factoring a number based
on Shor’s algorithm and factorization as an optimization
problem. One of the most notable quantum algorithms is
Shor's algorithm, which can efficiently factor integers up to
a few hundred digits long. This is one of the quantum
algorithms that allow quantum computers to outperform
classical supercomputers. However, the numbers that have
been factored using Shor's algorithm on actual quantum
computers to date have been relatively small, with the
largest being only 21 (Skosana and Tame 2021). The
primary challenge in implementing Shor's algorithm lies in
the modular arithmetic part, which requires a large number
of qubits and operations with high accuracy. Furthermore,
the algorithm'’s circuit depth and complexity, along with the
need for error correction, make it challenging to implement
on current quantum hardware. In 2013 (Gamel and James
2013), a paper based on a compiled version of Shor’s
algorithm proposed a verification scheme to avoid the
bottleneck of the Shor’s algorithm, modular exponentiation.
However, when the values of the base, exponent, and
modulus, which are parameters of the modular
exponentiation become more complex or larger, the task of
designing an efficient circuit for modular exponentiation
becomes much more difficult using existing technologies.
This method (Gamel and James 2013; Geller and Zhou
2013) is interesting only when it comes with simple
intermediate steps which provide a significant simplification
of a complex periodic (modular exponentiation) circuit. The
compilation process relies on known information, such as
the period or order of the solution, to simplify the circuit
from its complex general form to a more manageable size.
This limits the performance of the method. Nevertheless,
Shor's algorithm remains a potent demonstration of quantum
computing's potential and has motivated further research
into developing more efficient and scalable quantum
algorithms.

The second approach converts the factorization problem
into an optimization problem and solves it using methods

like Adiabatic quantum computation and quantum annealing
principles. The Adiabatic quantum computation method
(Farhi et al. 2000; Peng et al. 2008) utilizes optimization in
the preprocessing part. This preprocessing part can be
subsequently reduced to a set of equations. Complex
Hamiltonian is derived from these equations and encodes
the solution in its ground state. Number 143 was factored
out using this method which required 4 qubits (Xu et al.
2011). In terms of complexity, although the implementation
time of this method shows polynomial behavior with the
size of the problem, the proof for the complexity of the
adiabatic quantum algorithm remains an open question
(Peng et al. 2008). In 2018, a group of authors proposed a
new method, variational quantum factoring (VQF)
(Anschuetz et al. 2019). The VQF simplifies equations over
Boolean variables in a preprocessing step to reduce the
required qubit count. It then employs variational circuits
trained with the quantum approximate optimization
algorithm (QAOA) to approximate the ground state of the
resulting Ising Hamiltonian. However, the limitation of the
mentioned approach is that it assumes prior knowledge of
certain information, such as the bit length of the factors. In
2020 (Wang et al. 2020), another method for decoding RSA
was proposed by a group of authors who successfully
factored all integers within 10000 using the optimistic
capability of a D-wave quantum computer. A D-Wave using
guantum annealing provides a novel approach that
demonstrates significant advantages of factoring 20-bit
integers (1028171). Moreover, their method requires more
qubits than Shor’s algorithm. Its complexity is O(log?(N)),
where N is the number to be factored and, the Shor’s
algorithm is better than their approach in terms of theorical
complexity.

In 2018, a new approach utilizing Grover's algorithm
with a combination of classical algorithm/analytic algebra
(Dash et al. 2018) was proposed for factoring integers. The
authors employed IBM's 5- and 16-qubit quantum
processors to find the factors of two integers, 4088459 and
966887. In their work, they employed a pre-processing step
using the minimization method, similar to the adiabatic
approach, followed by directly implementing a unitary
operation. The unitary operation is an exponential function
of the non-unitary Hamiltonian, which is also used in the
adiabatic method. These numbers were deliberately chosen
to demonstrate that the complexity of the factorization
problem through this approach is not contingent on the
largeness of the number. Instead, it relies on a particular
characteristic of the factors involved.

Recently, a novel algorithm (Yan et al. 2022) has been
introduced. It can factor integers up to 48 bits using 10
superconducting qubits, marking the largest integer factored
on a quantum computer to date. The algorithm combines
classical and quantum parts, utilizing the lattice reduction
method for the classical part and the quantum approximate



optimization algorithm (QAOA) for the quantum part.
However, the classical part of the algorithm involves
solving the closest vector problem (CVP) on a lattice, which
is a well-known NP-hard problem. The number of qubits
required for their method is O (log N / (loglog N)) (Yan et
al. 2022).

This paper presents a novel approach for factorizing
biprime integers, which utilizes both the quantum labeling
algorithm proposed in (Zhan 2023b) and the variational
quantum search (Zhan 2022). The main contributions of this
paper are: (1) the introduction of a novel approach, Shallow
Depth Factoring (SDF), to factoring biprime integer
numbers, which combines three distinct schemes, namely
factoring as optimization, QFL, and VQS, (2) the
implementation of a method named bit length estimation
that operates without requiring prior knowledge of the bit
length of the factors associated with the given integer, and
(3) design of a shallow depth QFL quantum circuit that
accommodates the constraints of the optimization process.
The effectiveness of this approach is demonstrated by
successfully factoring both integers 143 and 391, with the
potential to extend to larger numbers. In Section Il, the
method and circuit construction procedure are detailed.
Results of the experiments are presented in Section I1l. The
conclusion is drawn in Section IV.

1. Method

This section describes the SDF method, comprising three
main steps. The first step is to convert factoring into an
optimization problem without objective function, which is
described in Section I1-A. The second and third steps are
QFL and VQS, which are discussed in more detail in Section
I1-B. Sections II-C and II-D illustrate how to construct
quantum circuits using the QFL for two examples,
respectively. Section II-E analyzes the complexity of the
SDF.

A. Factoring as Optimization

Optimization model: Integer factoring can be converted to
binary optimization, as described in (Burges 2002). We
consider a biprime integer number N to find its factors,
represented as N=pxgq, where p and g represent prime
factors of M. We can express binary representation of A, p,
and gas:

N =3Vt 2kN, (1)
-1
p =X.7 2kp, @)
ng-1
q =20 2"k (3)

where Ny, px, qx € {0,1} represent the k®* bit and ny,
ny, ng are the binary bit length of A, p, and g, respectively.
Table 1 illustrates binary multiplication operation. The first
row of Table 1 is the notion of binary arithmetic. We can
construct clause C; using the following equation:

Ci =2i=0qDi-j + Xi=0%ji — Ni — 2?21 2774 4)
where 0 < i <n. and z;; € {0,1} represents the carry bit
from bit position i into j (see Appendix A for details). When
{ = n,ori=ng, the terms q;p;_; in (4) become 0. Based
onTablel,n =n, +n, —1 + k, where k is the number of
additional columns required for carry bits. A total of (n,, +
ng — 1) equations can be obtained from Table 1.

P190 + Poq1 = Ny + 224, Q)
D290 + P1G1 + Poqz + Z12 =Ny + 2253 + 42,4 (6)

Z(n-1),n + Z(n-2)n = NnN—l (7

We can further simplify these equations and construct
simplified clauses using pre-processing rules outlined in

Table 1: Binary Multiplication.

2" 22 2 2°0

p Pnp-1 P2 D1 Po

ng-1 a2 41 qo
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Pny-192 D292 D192 Doq2
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Figure 1: Quantum Feasibility Labeling Circuit for a General Factoring Problem

Appendix A to reduce the complexity of calculations by
eliminating some variables and equations.

Bit length estimation: The proposed method offers a
distinct advantage in that it does not require prior knowledge
of the bit length of p and g, which sets it apart from certain
previous works (Xu et al. 2011; Dash et al. 2018). Instead,
our method uses bit length estimation described in this
section to reduce the computational complexity. As N=px g
and NV is biprime, it follows that one of the factors, n, and
ng, must be at least 2 while the other can be at most (2-1)-bit
number to satisfy N=pxgq.

We also find that at least one of the factors (p and g) has
to be equal to or less than +/N, which can be expressed as p<
VN or g< VN. We can prove this via proof by contradiction.
Assume p>/N and g>/N, then we have p x ¢ > VN x
VN, that is pxgq >N, which contradicts N=pxgq.
Therefore, we know that either p or g will be equal to or less
than v/N.

Now we show an illustrative example to enhance the
understanding of bit length estimation. We use an 8-bit
number N=143. As per bit length estimation, one of p and q
is less or equal to v143=11.96 (approximately equal to a 4-
bit integer). Since p or g must be less than or equal to /143
(a 4-bit number) and 143 cannot be divided by any number
with 2 and 3 bits, we can determine that n, is 4. Now
consider choosing ng, it can range anywhere from 2 to 7.
When multiplying a 4-bit binary number by a 2-bit binary
number, the maximum value that can be obtained is 45. This
can be achieved when multiplying 11 (the largest 2-bit
number) by 1111 (the largest 4-bit number), resulting in
101101 (45 in decimal). Similarly, when multiplying a 4-bit
binary number by a 3-bit binary number, the maximum value
that can be obtained is 105. This can be achieved when
multiplying 111 (the largest 3-bit number) by 1111 (the
largest 4-bit number), resulting in 1101001 (105 in decimal).
Since 45 and 105 are less than 143, g cannot be 2 and 3 in bit
length. When ¢ is considered as a 4-bit number, the

minimum and maximum possible values are 64 and 225,
respectively (1000x1000 = 1000000 and 1111x1111=
11100001). As we observe that 143 falls within the range of
64-225, without loss of generality we can consider both n,,
and n, are equal to 4.

B. Quantum Feasibility Labeling and Variational

Quantum Search in Shallow Depth Factoring

Before delving into the SDF, we first briefly describe the
VQS and QFL here. The VQS, introduced in (Zhan 2022),
has the remarkable ability to identify good element(s) from
an unstructured database, achieving exponential speedup in
terms of circuit depth for up to 26 qubits. VQS with a single
layer of Ry gates as its Ansatz exhibits near-perfect
reachability, making it a promising candidate for efficiently
solving NP-complete problems and potentially providing an
exponential advantage, in terms of circuit depth, over
Grover's algorithm for any number of qubits beyond 26
(Zhan 2023a). While its performance beyond 26 qubits is
promising, the trainability of the VQS needs further
validation.

In (Zhan 2023b), the author proposed a QFL algorithm
that efficiently assigns labels to all potential solutions for the
vertex coloring problem. QFL generates a feasible label,
expressed as state |0) or |1) of a single qubit, indicating
whether the solution is infeasible or feasible for all
constraints, respectively. With the labels generated by QFL
and the associated possible solutions as input, VQS can
effectively identify all feasible solutions of vertex coloring
problem.

In the SDF, we utilize both QFL and VQS to identify
feasible solutions for simplified clauses derived from binary
optimization of the factoring problem, as detailed in the rest
of this subsection. Note that the QFL in this paper shares a
similar structure with the QFL in (Zhan 2023b), but the
circuits are different.

QFL: Assuming that after simplifying, m clauses are
required to be satisfied for obtaining the prime factor. We
employ a C module (represented as C;, 1 < i < m, as shown



in Figure 1 where m=3) to represent a simplified clause of
the factoring problem. Each C module uses a single qubit
(denoted as L; in Figure 1) to indicate whether the
corresponding clause is satisfied. The data qubits (the qubits
before Hadamard gates in Figure 1) represent the variables
within a specific simplified clause. These variables are
inputted into the C module to determine the feasibility of the
corresponding clause. To ensure a feasible solution, all
clauses (C modules) must be satisfied. Consequently, we
combine two C modules sequentially using an AND circuit.
More information about QFL circuit construction is provided
with examples in section I1-C and I1-D.

VQS: Using the final labeling qubit L from the output of
QFL, together with all possible solutions as input, VQS can
find all feasible solutions of the simplified clauses, as
detailed in the next three paragraphs. From the feasible
solutions found by the VQS algorithm, we can extract the
prime factors, denoted as p and g, for a given integer M.

In the context of the SDF method, a final labeling qubit,
denoted as L, is utilized. This qubit assumes the state |1) for
feasible solutions and |0) for infeasible ones. When
combined with all possible solutions, this labeling qubit
collectively represents an unstructured database. Each
element in this database corresponds to a solution,
accompanied by its feasibility label. A feasible solution is
akin to a good element, while an infeasible solution
corresponds to a bad element. This framework effectively
links feasible and infeasible solutions to the concept of an
unstructured database.

Grover's search algorithm (GSA) applies a negative
phase to a good element to increase the probability of finding
it. In contrast, VQS attaches a label state, |1), to the good
elements. Both GSA and VQS employ this approach to
amplify the likelihood of identifying the good elements
within an unstructured database, as described in (Zhan 2022).

Considering the feasible and infeasible solutions are like
good and bad elements in an unstructured database, as
described above, VQS can amplify the probability of the
feasible solutions, which is the last stage within the SDF. In
other words, the VQS leverages the label state |1) on the final
labeling qubit to amplify the probability of finding feasible
solutions, just as it amplifies the probability of identifying
good elements in an unstructured database.

C. Circuit Construction for Example 1

According to the last paragraph in Section I1-A, both n, and
n, are equal to 4 for N/=143. It is noteworthy that since
N=143 is odd, both pand g must be odd. The reason is that
if either p or g were even, the product N = pxq would result
in an even number. In order to ensure that p and g are odd,
we set their least significant bit (LSB) (rightmost bit) to 1 as
shown in the rightmost column of Table 2. By implementing
binary multiplication, as explained in Section II-A, we can
obtain equations (8)-(14) from Table 2:

prtq =142z, (®)

P2t P11+ + 2z, =1+ 223 +42,,  (9)

D3 +D2G1 + P1G2 + Q3 + 233 =1+ 223, + 4235 (10)
P3G +P2q2 + D143 + 234 + 254 =0+ 22,5 + 42,6 (11)
P3Gz + D23 + 245 + 235 =0+ 2254 + 4257 (12)

P3q3 + Zs6 + Zs =0+ 2247 (13)

Zg7 t 257 =1 (14)

By applying the specific pre-processing rules outlined in

Appendix A, equations (8) to (14) can be further simplified
to be (15)-(18):

ps =1l,g3=1 (15)
p1taq =1 (16)
P2 tq; =1 (17)

P19z +P2q1 =1 (18)

Table 2: Binary Multiplication for Example 1.

27 28 25 2t 23 22 2t 20

4 Ps 2 p1 1
q qs 9z q 1

D3 D2 P1 1
D391 P21 P191 G
P3qz2 P24z P19z Q42
P3q3  P293 D143 q3

Carries  zZg; Zsg Zys  Z3a Zy3 Z1,
Zs57  Zae 235  Zza
N=143 1 0 0 0 1 1 1 1

We have designed the quantum circuit shown in Figure 2
to solve the factoring problem of 143, where p;, p,, ¢4, 9>
are data qubits, used as inputs for modules C;, C,, and Cj,
which correspond to (16)-(18), respectively. The qubits
L,to Lg represent the feasibility labeling qubits (FLQ), and
a, denotes an ancillary qubit. The initial state of all qubits
is |0).

In module C,, the solution of (16) is evaluated, and
depending on the output, labeling qubit L, is labeled with
the state |1). Otherwise, L, is labeled with the state |0). Table
3 presents the truth table for the feasible solutions of module
C;. In module C;, the first CNOT is used to realize the
equation and store the result in g,. Subsequently, a second
CNOT gate is used to label the QFL qubit L,. Finally, the
third CNOT resets the input q,, ensuring that its state
remains unchanged before and after C; such that it can be
reused in the subsequent C modules.



Table 3: QFL Truth Table for C; of Example 1.

Input Output
P1 91 Ly
0 0 0
0 1 1
1 0 1
1 1 0

Module C, is associated with (17). We replicate module
C; to construct module C, because both modules require the
same operations, but with different input variables. The FLQ
qubit L, is in state |1) for feasible solutions, and in state |0)
otherwise, following the execution of module C,. To
determine whether a solution satisfies both (16) and (17) or
not,
we use an AND circuit that take the label qubits L; and L,
as input. The label qubit L5 stores the output of the AND
circuit. When the label qubit L5 is in the state |1), it indicates
that both (16) and (17) are satisfied.

Module C; is associated with (18), which involves four
variables. This equation is similar to (16) and (17) if we let
X = p;1q, and y = p,q,. We apply binary multiplication to
calculate xand y. We employ an AND gate to achieve binary
multiplication of two qubits. The first Toffoli of module C;
calculates the product, p, q,, and stores the result in ancillary
a,. The second Toffoli calculates p,q, and stores the result
in L,. Then, a CNOT is used to store the result of the whole
module in L,. Appendix B provides the truth table for
module C;. Since the current module is the final one, we do
not reset the qubits for future use.

At last, we use an AND circuit to determine whether a
solution satisfies (16), (17), and (18) by taking the label
qubits L; and L, as input. The label qubit Lg stores the
output of the AND circuit. For any feasible solution that
satisfies the three clauses (16)-(18), the quantum state
associated with this solution should have [1) in qubit L.
Then we apply VQS to extract all the feasible solutions from
the possible solutions for p,, p,, g1, q,.- We can determine

| AND
T

——— BB ! AND

Figure 2: Quantum Feasibility Labeling Circuit for
Example 1
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Figure 3: Quantum Feasibility Labeling Circuit for
Example 2

the prime factors pand g using the values we get from VQS
as described in Section IlI.

D. Circuit Construction for Example 2

In this example, we consider N=391, a 9-bit number.
According to the bit length estimation method described in
Section I1-A, we determine that both p and g are at most 5
bits in length. We can further simplify the equations we get
from multiplication table (provided in Appendix C) by using
the pre-processing rules described in Appendix A. This
simplification process helps to reduce the complexity of the
calculations involved. The simplified clauses derived from
the multiplication table shown in Appendix C are as follows:

Py =1,qs =1,p3 =0,95 =0 (19)
p1t+q =1 (20)

p2tqy =1 (21)

P1dz + P2q1 =0 (22)

The quantum circuit for factoring 391 is given in Figure
3. Equations (20)-(22) represent modules C;,C,, Cq
respectively. In Figure 3, p;, p2, 41, q, are data qubits, used
as inputs to modules. The feasibility labeling qubits are L,to
Ls. The ancillary qubits are a, and a,.

Since (20) is identical to (16), we employ the same C,
circuit from Figure 2 to realize (20) in Figure 3. After
evaluating (20) using module C, , if the equation is satisfied,
the QFL qubit L, will be in state |1).

We construct module C, in the same way as the C,. This
is because equations (20) and (21) are like each other. The
label qubit L, stores the result of module C, in a similar
manner to the previous module. After C,, an AND circuit
takes L; and L, as input and store the result in L. If L5 isin
state |1), it indicates that both (20) and (21) are satisfied.



Module C; in Figure 3 is to verify (22). There is no reset
operation as this is the last module. The truth table for
module C5 is given in Table 4. The first two CCNOT gates
in C; compute p, g, and p,q, from (22), and store outputs in
ancillary qubits a, and a,, respectively. The label qubit L,
stores the result of module C; in a similar manner to the
previous modules.

Table 4: QFL Truth Table for C, of Example 2.
Input Output

=
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We construct the final AND circuit to provide a logic
AND to label qubits L; and L,. The label qubit L stores the
output of final AND circuit. If the state of Lg is |1), all 3
clauses (20)-(22) are satisfied. Then, we apply VQS to
extract the feasible solutions for the clauses and determine
the factors pand q.

E. Complexity Analysis

To analyze the depth complexity of the SDF, we first
calculate the complexity of the method without pre-
processing. Let us consider integer N with its prime factor p
and q. ny,ny,n, represent bit length of N, p and g
respectively. The total number of equations is given by n, =
n, + ng — 1, resulting in a total of n, clauses. Among these,
we focus on the clause with the highest number of terms,
containing at most n, = n,+ 2 log,(n;) + 1 terms, where n;,
is the maximum of n, and n,. The terms refer to p;q; and
carries z,, ,,. From the circuit construction, each term can
have a circuit depth of at most 2. Hence, we require a
maximum of 2n, circuit depths to realize a single clause.
Additionally, an extra 2n, depths are needed for the reset
operation, plus one for labeling qubit. Thus, each clause
requires at most 4n, + 1 circuit depths. With a total of n,
clauses, the maximum required depths become n.(4n, +
1). Furthermore, 2n, — 1 circuit depths are needed for the
AND operation, along with one for the Hadamard operation.
In total, the maximum circuit depth isn.(4n, + 1) + 2n,.
The complexity of the circuit depth can be written as 0(8n2)
or 0(8(log, N)?). However, this paper uses pre-processing

rules, which are anticipated to yield a substantial reduction
in circuit depth. For instance, in example 1, the calculated
circuit depth without pre-processing rules is 217, whereas
implementing pre-processing rules brings it down to only
12. Again, in example 2, the circuit depth is 315, but
applying pre-processing rules reduces it to just 13. This
implies that the proposed method offers the advantage of a
reduced circuit depth.

Here we consider the complexity in terms of qubit
utilization. The number of data qubits required is n, + n,.
The bilinear terms in equation (4) require a maximum of
n, X ng ancillary qubits. The upper bound for the number
of carry qubits is n, X log,(ny). There are 2n, — 1 label
qubits. In total, all these qubits add up to n, + n, + nyng, +
n, log,(n;)+2n,. — 1. The complexity of the number of
qubits can be written as O (n,n,).

I1l. Results

We implemented the quantum algorithm using PennyLane
(Bergholm et al. 2018). For the case of N=143, the circuit
depicted in Figure 2 was executed, and VQS was applied to
determine the feasible solution using the label qubit Ls and
the corresponding states as input. Following execution of
the circuit in Figure 2 and VQS, we got the feasible solutions
(indicated by L = 1) which are tabulated in Table 5.

Table 5: Results of Example 1 Obtained from Execution of SDF

Algorithm
D1 D2 q1 q2 L
1 0 0 1 1
0 1 1 0 1

Based on Table 2, we express p and q as:

P = (p3p2p11)2
d= (939291 1)

From Table 5, we have two feasible solutions of p and g
when L is 1. Using both solutions, we get 11 and 13 as the
factors of 143. Taking the first solution of p and g from
Table 5 (the 2" row), we obtain:

p=1011, = 11
g =1101, = 13

Note that, the values of p5, gsare taken from (15).

For N=391, after executing the circuit in Figure 3 and
then the VQS, we obtain the feasible solutions, following
the same method as for N=143. The feasible solutions are
listed in Table 6.

According to Appendix C, we express p and q as:



P = (PaP3p2p1 1)

d = (949392911)>

Table 6: Results of Example 2 Obtained from Execution of SDF

Algorithm
D1 D2 q1 92 Lg
0 0 1 1 1
1 1 0 0 1

Using the first feasible solutions in Table 6 (the 2™ row),
we can obtain the factors of 391 as below:

p =10111, = 23
q =10001, = 17

Taking the second solution from Table 6, we obtain:
p =10001, = 17
q =10111, = 23

where the values of p,, q4, ps and g5 are taken from
(19). Both feasible solutions from Table 6 yield 17 and 23
as the factors of 391.

IVV. Conclusion

Integer factoring has been an important area of research
for the last few decades because of its application in public
key cryptosystems. In this paper, we propose a new method,
SDF, for integer factoring. Using the labels obtained by the
QFL and all the corresponding possible solutions as input,
the VQS can find all feasible solutions for the clauses of the
factoring problem. Based on these feasible solutions, we get
factors of the given integer. The SDF algorithm utilizes
shallow-depth quantum circuits for efficient factorization,
with the complexity of the circuit depth being
0(8(log, N)?). The complexity of the number of qubits is
O(n,ng). While the method's progress in reducing the
number of qubits remains limited, it notably offers a
significant advantage in terms of circuit depth. Further
advancements in reducing the number of qubits represent a
promising direction for future research exploration.
Through minimizing the number of gates in the circuit, the
algorithm enhances feasibility and reduces vulnerability to
errors. Our proposed SDF method shows promise for
factoring large integers, holding implications for the field of

cryptography.
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Appendix
A. Preprocessing Rules

Pre-processing rules are applied to simplify the clauses from
the multiplication table. The carries calculated by (4),
depend on the values of the terms in the first part
(Zj'-zo q;pi-;), Which can be either 1 or 0. In the case of 2
and 3 terms, we normally need 1 carry bit along with 1 LSB.
This is because the binary addition of 2 and 3 terms results
at most in the binary representations of 10 and 11,
respectively, which require 2 bits. We do not need any carry
bit for only 1 term as binary of 1 is 1 which requires only 1



bit. That is why the two rightmost columns of Table 1 do not
have carries. For 4 to 7 terms, we need 2 carry bits along
with 1 LSB (denoted as N; in Table 1) as binary
representation of 4 to 7 is 100 to 111 (3 bits). Therefore, for
example 1, we assign one carry (z;,) for i =2 and two
carries (i.e., z, 3 and z, 4) for i > 2 and the remaining terms
of z;; terms of the 23-:0 z;,; expression from (4) are set to
zero. We derive (8) as the first equation from the second
rightmost column of Table 2. In equation (8), the term 1 on
the right-hand side represents the LSB of the sum (p; + q,).
The most significant bit (MSB), which is the carry bit, is
denoted as z, ,. When adding two binary digits, the possible
outcomes for their sum are: 00 (both digits are 0), 01 (one
digitis 1 and the other is 0), or 10 (both digits are 1, resulting
in a carry bit of 1). We can know that when the LSB of sum
is 1, the MSB is 0. Since the LSB of the sum of p; and g, in
(8) is 1, the MSB z, , (carry bit) must be 0. This simplifies
(8) to (16).

Indeed, if the sum (p, + q,) is equal to 1 in binary
representation, it implies that one of the bits must be 0, while
the other is 1. Therefore, it follows that the product p,*q,
must be 0, as the multiplication of 0 with any other bit yields
0. We write the rule for binary as:

x+y=1,thenxy =0 (23)

We derive (9) as the second equation for example 1 from
the third rightmost column of Table 2. Here, the LSB is 1
(from the right-hand side of (9)), z, 5 isthe second LSB, and
Z, 4 1S the MSB. As per previous deduction, p;q; = 0 and
z1, = 0, we can convert (9) to:

P2t0+q,+0 =1+22,5+4z,, 24)

If we add 4 binary digits based on the left-hand side of
(24), we can get one of 000, 001, 010 as a result. Matching
with these possible results, we can infer that when the LSB
of the sum is 1, the second LSB and MSB both are 0. Since
the LSB of the sum of 4 terms of left-hand side of (24) is 1,
the second LSB and the MSB both are 0. Hence, both the
second LSB, z, 3, and the MSB, z,,, are set to 0 and we
obtain (17) as a simplified version of (24).

Similarly, we use following binary pre-processing rules
to get the simplified clauses:

xy=1,->x=y=1 (25)
2ixi=0,-x=0 (26)
X+y=2z,->x=y=2z 27)
x+2y—-2z=0,-x=0,y=2z (28)

x—2z4+1=0,-x=1,z=1 29)

The pre-processing rules mentioned above serve as
examples to simplify the factoring problem into an
optimization problem. One can produce their own pre-
processing rules as needed. By applying these rules, the
clauses become easier to solve.

B. QFL Truth Table for Equation (18)

Table 7 is the truth table for module C; of example 1
(Factoring 143).

Table 7: QFL Truth Table for C; of Example 1.

Input Output
D1 D2 91 92 L,
0 0 0 0 0
0 0 0 1 0
0 0 1 0 0
0 0 1 1 1
0 1 0 0 0
0 1 0 1 0
0 1 1 0 0
0 1 1 1 1
1 0 0 0 0
1 0 0 1 0
1 0 1 0 0
1 0 1 1 1
1 1 0 0 1
1 1 0 1 1
1 1 1 0 1
1 1 1 1 0

C. Binary Multiplication Table for Example 2

Table 8 presents the binary multiplication table for the
integer 391. C stands for carries in Table 8. Similar to Table
2, both pand gmust be odd since N=391 is odd. Thus, we
set p, and g, as 1.

Table 8: Binary Multiplication for Example 2 (N=391).
29 28 27 26 25 24 23 22 21 20

|21 P3 D2 P1 1
q G 95 9 491 1

Da D3 P2 P1 1
Paq1 P3q1 P2qx D191 G1
Paqz2 P3qz D292 P192 Q2
Paq3 P3q3 D243 P193 Q3
Psqs D394 P2qs Piq, Ga

c 289 Z78 Ze7 Zse Zas  Z3a  Z23  Z12

Z79 Zeg Zs7  Zae 235  Z24

N=
391




