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Abstract

In this paper we present the first REST API for the generation and evaluation of
bijective S-boxes. We also present the first Single Page Application tool for researchers
and students that allows the use of a graphical interface. We give a small dataset of
classical S-boxes to test the properties evaluations. We show how to define experiments
and we include two local search experiments into the proposed tool.

Introduction

The S-box is a primary component of block ciphers and it is essential for keeping the
confusion in encryption/decryption process [1]. The evaluation of an S-box corresponds
to the values of several properties that reflect the S-box’s resistance against attacks.
Some of the most important properties are Balance [1], Non-Linearity (NL) [2, 3],
Differential Uniformity (DU) [4, 5], Confusion Coefficient Variance (CCV) [6] and
Transparency Order [7, 8].

The S-boxes can be generated. Main methods are random generation - including
chaos-based - [9–11], algebraic construction [4, 12–14] and evolutionary
computation [15–17]. There also exist hybrid methodologies [18,19].

In the actual days there are some tools for the generation and evaluations of S-boxes.
The S-box Evaluation Tool (SET) and the Generation and Evaluation Tool (GET) were
presented by Picek [15]; both were developed using the C programming language. In
the case of the GET tool, it includes generation using evolutionary computation
experiments. Recently, Banmagrupta et al. [20] create a new C++ program: Boolean
function and S-box Analysis Tool (BSAT), improving the speed of properties evaluation.
A graphical tool is presented in [21] for the chaotic-based random generation of S-boxes,
this tool includes the evaluation of diffusion properties like Strict Avalanche Criterion
and Bit Independence Criterion [1]; it was conceived under the C# programming
language.

Most of actual tools has been developed in C/C++ languages, because they
provide good performance and portability across operating systems. SET, GET and
BSAT are Command Line Interface applications that can be executed into a terminal
emulator. Banmagrupta et al. in [20] pointed out the convenience of having a graphical
user interface tool. The application presented in [21], despite being graphical, used the
weak definition of Non-Linearity, where take relevance the average of the Non-Linearity
of the coordinate boolean functions that belongs to the S-box.

Today, applications are looking for accessibility across all platforms and devices. The
web applications or web-apps are great for this goal, and in a particular case a Single
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Page Application (SPA) [22,23]. Also REST API [24] provide to all developers the
possibility of use different programming languages and platforms to create new
applications - experiments in the case of researchers -.

In this paper we present the first REST API for generate an evaluate S-boxes. We
also present a new web tool for researchers and students. The paper is organized as
follow: in the next section are shown the main materials and methods used to build and
conform the tools; in the Results section we describe the software architecture of the
web tool and also the experiments and tests. Finally, we continue with the Discussion
and Conclusion sections, and give new research directions.

Materials and methods

In this section we present the essential notions of S-boxes properties. We show the
actual state of the REST API and Single Page Applications technologies.

S-box properties

An S-box is a mapping from the vector space {0, 1}n into the vector space {0, 1}m, n,m
positive integer numbers. It also can be seen as a vector of its coordinate boolean
functions F = (f1, ..., fm), where a boolean function f : {0, 1}n → {0, 1} makes the
correspondence between n input bytes with one output bit. In the particular case of
actual block ciphers, it is common that m = n. In this work we denote an S-box as a
bijective vector boolean function F : {0, 1}n → {0, 1}m,m = n.

There are some main S-box properties. For our application, we take into account the
confusion coefficient variance, the transparency order, the non-linearity, the delta
uniformity and the balance.

Side-Channel related properties

In [6] is proposed the Confusion Coefficient Variance (CCV) using the Hamming Weight
power model to simulate the leakages. It’s formula, for all sub-keys ki, kj , ki ̸= kj and
all input text in, is Eq (1):

CCV (F ) = V ar(E[(HW (F (in⊕ ki))−HW (F (in⊕ kj)))
2]) (1)

In [7], Modified Transparency Order (MTO) takes into account the cross-correlation
spectrum of the coordinate functions of the S-box F = (f1, ..., fm), denoted by

Cfi,fj (α) =
∑

x∈{0,1}n

(−1)fi(x)⊕fj(x⊕α)

The property is computed as:

MTO(F ) = maxβ∈{0,1}m(m− 1

22n − 2n

∑
α∈{0,1}n−{0}n

m∑
j=1

|
m∑
i=1

(−1)βi⊕βjCFi,Fj
(α)|)

(2)
In the same fashion of MTO, the Revised Transparency Order is computed as follow:

RTO(F ) = maxβ∈{0,1}m(m− 1

22n − 2n

∑
α∈{0,1}n−{0}n

|
m∑
j=1

m∑
i=1

(−1)βi⊕βjCFi,Fj (α)|) (3)
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Algebraic related properties

The Walsh-Hadamard transform of a boolean function f is defined as

WHf (w) =
∑
x∈Fn

2

f̂(x)L̂w(x) (4)

where f̂ represents the polar form of boolean function f and L̂w is a linear function
specified by w. The maximum value of Walsh-Hadamard transform for a boolean
function f is denoted by

WHmax(f) = maxw∈Fn
2
|WHf (w)| (5)

in which represents the absolute value.
The non-linearity (NL) of a boolean function f is defined as

NLf =
1

2
(2n −WHmax(f)) (6)

Then the non-linearity of an S-Box is the lowest value of non-linearity among its
component functions (non-zero linear combinations of the m coordinates).

The differential uniformity of a bijective S-Box F is calculated as follows

δF = maxa,b∈{0,1}n,a ̸={0}nδ(a, b) (7)

where δ(a, b) = |{x ∈ {0, 1}n|F (x⊕ a)⊕ F (x) = b}|.

Remark 1 The Hamming-Weight (HW) of a vector α ∈ FN
2 is the number of

non-zero positions in the vector. Two S-Boxes Φ1,Φ2 are within the same
Hamming-Weight class if ∀x ∈ FN

2 HW(Φ1(x))=HW(Φ2(x)).

Statistical related properties

All bijective S-boxes are balanced.

REST API

The REST API is the main type of API used over the HTTP protocol. It provides a
way of transfer application state and data between the web client and the web server.

The main methods for state transfer are GET, POST, PUT and DELETE. However,
the most used methods are GET and POST, because they can simulate the other two.

The GET method is frequently used to recover resources from the server. The
resource type is specified in the url, including search parameters like count, pagination,
or particular properties. The response is generally in JavaScript Object Notation
(JSON) format.

The POST method is frequently used to create or update one or more resources into
the server. The request body is generally in a JSON format, and the response status
indicates if the actions was successful or not.

The urls defined for GET and POST are called the endpoints of the application. In
our tool we set some endpoints and in the next section we will describe the action of
each one.
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Single page application

A single page application (SPA) is an actual form of build web apps. It relies in the use
of only one page instead of using several pages as a rich web site app does.

The app is structured as components and services. Most recognized frameworks that
can build SPA are React, Angular and Vue. React is a set of decoupled javascript
libraries that together define a framework. Angular, in the other hand, is a full
typescript-frontend framework that provides all components and services to build an
app. Finally, Vue is also a set of libraries like React but tends to present the template
language and project structure in the way that Angular does.

Results

In this section we present the main results of our research: the web tool architecture,
the small test dataset, the API experiments and the Local Search experiments.

Software architecture

The Ceibaco web application is hosted under the url https://www.ceibaco.nat.cu/.
The main architecture of the application, Fig 1, consists of a REST API backend (PHP
code) and a Single Page Application frontend (React/TypeScript code). The backend
contains one endpoint for 8x8 bijective S-boxes random generation, and others
endpoints for calculate general bijective S-boxes properties. Also in the backend there is
an endpoint to get a very small dataset of classical S-boxes.

UI

Browser client

Endpoints

/randomSBox

/checkBalanceSBox
/nonlinearitySBox

/differentialUniformity

/confusionCoefficientSBox
/transparencyOrderSBox
/rtransparencyOrderSBox

/wcfSBox

/classicalSBoxes

Server

HTTP request

HTTP response

Fig 1. Main architecture. User interface on browser client communicates to the
server’s endpoints by HTTP request/response scheme.

The endpoints for properties’ calculations should receive a JSON with the S-box to
evaluate and the size of it (N and M). The response is also a JSON with the value of
property evaluation.

In the Fig 2 we show the main view of the application. There is a menu for the
application’s options, a component for upload the S-box from file and another for
evaluate the S-box’s properties.
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A

B C

Fig 2. Main view. Application contains three components. A: Menu component. B:
S-box’s loader component. C: S-box’s evaluator component.

Dataset of classical S-boxes

Our dataset Table 1 contains four classical S-boxes that could be used to check the
properties values. We select S-boxes of different size to test the correct properties
calculations. These S-boxes can be recovered by REST API using the
/classicalSBoxes.php endpoint.

Table 1. Classical S-boxes.

S-box NxN NL DU Ref.

AES 8x8 112 4 [2]
KASUMI 7x7 56 2 [25]
PRESENT 4x4 4 4 [26]
PRINCE 4x4 4 4 [27]

These S-boxes have good values for Non-Linearity and Differential Uniformity.

API experiments

Using the given endpoints, see Fig 1, the developers can define experiments for search
S-boxes with good values in its properties. The REST API can be accessible from any
programming language through an HTTP library.

As we mention before, the developer can define their own experiment using their
preferred programming language. Fig 3 shows how to communicate to the REST
endpoints. The C# code in .NET 6 platform describe the random generation of an
S-box, the creation a swapped S-box, the evaluation of CCV property for both S-boxes,
and finally, the comparison of those values.

Testing

The effectiveness of the application can be also tested using API experiments. In Fig 4
we define a Python code for evaluate the NL of S-boxes obtained by AES’s rotation,
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Fig 3. C# code. Experiment for compare the CCV value of a swapped S-box.

those S-boxes should have a NL value of 112.

Fig 4. Python code. Experiment for testing the NL value of AES’s rotation S-boxes.

Local Search experiments

Using the TypeScript language in our proposed SPA tool, we define two local search
experiments, which can be executed by options in the menu component. The
experiments follow the same local search algorithm presented in [28], a fast algorithm
for find S-boxes with high NL values that relies in the WalshHadamard Cost Function
(WCF, /wcfSBox.php endpoint). The S-boxes obtained can have 100 or 102 of NL,
depending of which option the user takes.

When the experiment is running, the user can check the progress of it in a bar, see
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Fig 5. The progress represents how much close is the NL value of the actual solution
with the expected NL value (100 or 102).

Fig 5. Progress of the local search experiment.

Discussion

The web application architecture is different of the other tools implemented in C/C++.
The properties evaluation is slower because the network calls and the use of PHP - an
interpreted language -. We think some other languages should be consider for backend,
like C# of Java. Also, some properties and representations could be solved in the
client. However, the benefits of using a REST API architecture is not negotiable; the
API experiments allows developers do whatever they want as we show in the Results
section. Local search experiments can be seen as an API experiment, but it is included
inside the application.

In the case of application’s graphical components, the three we define: menu, loader
and evaluator, seems to be the essential components for this first software iteration. We
really miss loading and evaluate more than one S-box, and this feature will be a top
priority in the next version.

Although the classical dataset of S-boxes is too small, we decide to let it this way
because there are not too much research about which S-boxes are very relevant; this
important decision must take into account the relevance in literature and industry, good
properties values and even the S-box size.

Conclusion

The first REST API for the generation and evaluation of bijective S-boxes and the first
SPA tool is presented. We also provide the way to define API experiments.

New directions to improve the tool could be including more properties to evaluate
and other ways of generation. Processing multiples S-boxes is desirable.

May 30, 2023 7/9



References

1. Van Tilborg HCA, Jajodia S. Encyclopedia of cryptography and security. vol. 43.
Springer Science & Business Media; 2006.

2. Nyberg K. On the construction of highly nonlinear permutations. In: Workshop
on the Theory and Application of of Cryptographic Techniques. Springer; 1992. p.
92–98.

3. Carlet C, Ding C. Nonlinearities of S-boxes. Finite fields and their applications.
2007;13(1):121–135.

4. Nyberg K. Differentially uniform mappings for cryptography. In: Lect. Notes
Comput. Sci. (including Subser. Lect. Notes Artif. Intell. Lect. Notes
Bioinformatics). vol. 765 LNCS. Springer; 1994. p. 55–64.

5. Carlet C, Crama Y, Hammer PL. Vectorial Boolean Functions for Cryptography.;
2010.

6. Picek S, Papagiannopoulos K, Ege B, Batina L, Jakobovic D. Confused by
confusion: Systematic evaluation of DPA resistance of various S-boxes. In: Lect.
Notes Comput. Sci. (including Subser. Lect. Notes Artif. Intell. Lect. Notes
Bioinformatics). vol. 8885. Springer Verlag; 2014. p. 374–390.

7. Chakraborty K, Sarkar S, Maitra S, Mazumdar B, Mukhopadhyay D, Prouff E.
Redefining the transparency order. Des Codes, Cryptogr. 2017;82(1-2):95–115.
doi:10.1007/s10623-016-0250-3.

8. Li H, Zhou Y, Ming J, Yang G, Jin C. The notion of transparency order,
revisited. The Computer Journal. 2020;63(12):1915–1938.

9. Lambić D, Živković M. Comparison of random S-box generation methods.
Publications de l’institut mathematique. 2013;93(107):109–115.

10. Alkhayyat A, Ahmad M, Tsafack N, Tanveer M, Jiang D, El-Latif A, et al. A
Novel 4D Hyperchaotic System Assisted Josephus Permutation for Secure
Substitution-Box Generation. Journal of Signal Processing Systems.
2022;94(3):315–328.

11. Abduljabbar ZA, Abduljaleel IQ, Ma J, Al Sibahee MA, Nyangaresi VO, Honi
DG, et al. Provably Secure and Fast Color Image Encryption Algorithm Based
on S-Boxes and Hyperchaotic Map. IEEE Access. 2022;10:26257–26270.

12. Bergman E, Coulter RS. Constructing Functions with Low Differential
Uniformity. Mediterranean Journal of Mathematics. 2022;19(2):1–22.

13. Jeon Y, Baek S, Kim H, Kim G, Kim J. Differential uniformity and linearity of
S-boxes by multiplicative complexity. Cryptography and Communications. 2022;
p. 1–26.

14. Shah D, Shah T, Naseer Y, Jamal SS, Hussain S. Cryptographically strong SP
boxes and their application in steganography. Journal of Information Security
and Applications. 2022;67:103174.

15. Picek S. Applications Of Evolutionary Computation to Cryptology. University of
Zagreb. Faculty of Electrical Engineering and Computing˜. . . ; 2015.

May 30, 2023 8/9



16. Freyre-Echevarŕıa A, Mart́ınez-Dı́az I, Pérez CML, Sosa-Gómez G, Rojas O.
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21. Ibrahim H, Özkaynak F. A Random Selection Based Substitution-box Structure
Dataset for Cryptology Applications. In: IEEE EUROCON 2021-19th
International Conference on Smart Technologies. IEEE; 2021. p. 321–325.

22. Fink G, Flatow I, Group S, et al. Pro Single Page Application Development:
Using Backbone. Js and ASP. Net. vol. 1. Springer; 2014.

23. Puskaric H, Djordjevic A, Stefanovic M, Zahar Djordjevic M. DEVELOPMENT
OF WEB BASED APPLICATION USING SPA ARCHITECTURE. Proceedings
on Engineering Sciences. 2019;1:457–464. doi:10.24874/PES01.02.044.

24. Subramanian H, Raj P. Hands-On RESTful API Design Patterns and Best
Practices: Design, develop, and deploy highly adaptable, scalable, and secure
RESTful web APIs. Packt Publishing Ltd; 2019.

25. Matsui M, Tokita T. MISTY, KASUMI and camellia cipher algorithm
development. Mitsubishi Electric Advance. 2002;100:2–8.

26. Bogdanov A, Knudsen LR, Leander G, Paar C, Poschmann A, Robshaw MJ,
et al. PRESENT: An ultra-lightweight block cipher. In: International workshop
on cryptographic hardware and embedded systems. Springer; 2007. p. 450–466.
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