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Abstract. Signer-anonymity is the central feature of ring signatures,
which enable a user to sign messages on behalf of an arbitrary set of users,
called the ring, without revealing exactly which member of the ring ac-
tually generated the signature. Strong and long-term signer-anonymity
is a reassuring guarantee for users who are hesitant to leak a secret,
especially if the consequences of identification are dire in certain sce-
narios such as whistleblowing. The notion of unconditional anonymity,
which protects signer-anonymity even against an infinitely powerful ad-
versary, is considered for ring signatures that aim to achieve long-term
signer-anonymity. However, the existing lattice-based works that con-
sider the unconditional anonymity notion did not strictly capture the
security requirements imposed in practice, this leads to a realistic attack
on signer-anonymity.

In this paper, we present a realistic attack on the unconditional anonymity
of ring signatures, and formalize the unconditional anonymity model to
strictly capture it. We then propose a lattice-based ring signature con-
struction with unconditional anonymity by leveraging bonsai tree mech-
anism. Finally, we prove the security in the standard model and demon-
strate the unconditional anonymity through both theoretical proof and
practical experiments.

Keywords: Ring signatures · Unconditional anonymity · Bonsai tree ·
Lattices.

1 Introduction

Ring signatures, originally introduced by Rivest et al. [36], enable a signer to
hide in a ring of potential signers, without requiring any central coordination,
as the rings can be formed in a spontaneous manner. Ring signatures have many
natural applications, such as the ability to leak secrets while staying anony-
mous within a certain set, i.e., whistleblowing [36], and recently certain types
could be used as a building block for cryptocurrencies [24,38,39]. Ring signatures
have been extensively studied in various flavors, including RSA [20], symmetric-
key [19,26], bilinear pairings [10,18,31], (non)interactive proof systems [3,6], and
lattices [5,17,24,27,32,35].

http://arxiv.org/abs/2305.16135v2
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The infinitely powerful adversary’s ability was underestimated. The
notion of unconditional anonymity was initially presented by Rivest et al. [36],
which claimed that the signer-anonymity is preserved even when confronted
with an infinitely powerful adversary, i.e., an adversary with unlimited compu-
tational resources and time. Although this work lacks a formal model to capture
the unconditional anonymity notion, an exact description was given: “Even an
infinitely powerful adversary with access to an unbounded number of chosen-
message signatures produced by the same ring member still cannot guess his
identity”. There is one word in this description that needs to be highlighted,
that is “unbounded number of chosen-message signatures produced by the same
ring member”. However, it was not given serious consideration in the subsequent
works [27,38,39,40,41,42].

On the anonymity model, these works did not sufficiently capture the adver-
sary’s ability, i.e., allow the adversary to obtain an arbitrary number of chosen-
message signatures produced by the same ring member. On the construction,
these works employed rejection sampling method [28,29] or Gaussian sampling
method [25,34] to generate signatures. These sampling algorithms have the prop-
erty of producing signatures that are statistically close to uniform, meaning that
even an unbounded adversary cannot distinguishing the real signer’s identity
from the signatures distribution, as the distinguishing advantage is only negli-
gible. Based on this fact, these works claimed the unconditional anonymity is
hold in their proofs. However, the point that the infinitely powerful adversary
can exploit is the negligible distinguishing advantage on these signature tuples,
which is all-but-one (cf. Section 2 for details). The all-but-one negligible distin-
guishing advantage on the signatures can accumulate to be non-negligible when
the adversary collected a sufficient amounts of signature instances with respect
to the same ring member. We confirmed this observation through a theoretical
attack strategy and experimental results as shown in Section 2.

Relying on random oracle heuristics isn’t reassuring. Almost all the
ring signatures with unconditional anonymity prefer to rely on the ideal random
distribution of a cryptographic hash function that is modeled as a random oracle.
However, there is also a negligible distinguishing advantage with the uniform
distribution when the random oracle is instantiated by a hash function such as
SHA-3 [37] in practice, and hence, it also suffers the threat from the infinitely
powerful adversary.

Prior works [14,21] have pointed out that the proof in the random oracle model
could lead to insecure schemes when the random oracle is implemented in prac-
tical scenarios. Quantum random oracle [8] can be seen as a stronger notion of
random oracle, but as shown in [23], the security holds in the quantum random
oracle does not imply security in the standard model. Chatterjee et al. [17] for-
malized the security models for ring signatures in quantum setting, attempting to
capture adversaries with quantum access to the signer, but as pointed by [16], it
behaves differently from ordinary signatures, and it is unclear if their models are
as strong as the standard security notion when restricted to the classical world.
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And recently, Branco et al. [13] presented a novel ring signature in the standard
model, explained why their work cannot rely on random oracle, and introduced
the ramifications of relying on random oracles in their construction. Therefore,
proving unconditional anonymity in the standard model is more desirable and
reassuring for preserving long-term signer-anonymity.

1.1 Our Contributions

Our contributions are mainly three-folds: A realistic attack on the ring signa-
tures’ unconditional anonymity, the unconditional anonymity model for ring sig-
natures, and a new signer-unconditional-anonymous ring signature scheme.

A simple yet effective realistic attack on the unconditional anonymity
of ring signatures. The strategy under our realistic attack is simple, that
is accumulating the negligible distinguishing advantage to be non-negligible by
employing a basic fact of ring signatures and the classic measurement tool – sta-
tistical distance. Furthermore, our attack algorithm is effective, we first demon-
strate it by presenting a theoretical attack strategy, then the strategy is firmly
affirmed by conducting a double experiments. Specifically, due to the statistical
distance is defined on the concrete probability for each element of instance, so
we first evaluate the average probability that our attack procedure successfully
identifying the real signer for a ring signature scheme with a minimum ring size.
Based on that, we conduct the second experiment to show the distinguishing
advantage on the signature distributions of prior works can be accumulated to
a non-negligible level.

Formalize the unconditional anonymity model. We formalize the uncon-
ditional anonymity model for ring signatures, which sufficiently considers the
ability of an infinitely powerful adversary, rather than simply change the ad-
jective of the adversary from ‘PPT’ to ‘any’ as previous works. Specifically, we
redefine the challenge phase so that the adversary is allowed to obtain an ar-
bitrary number of signatures with respect to the same ring member. In this
setting, our model captures the realistic attack presented above strictly since it
provides a more comprehensive understanding of unconditional anonymity for
ring signatures.

A new signer-unconditional-anonymous ring signature scheme: New
construction method, Standard model, Strong security notions, and
Practical feasibility.

– We introduce the bonsai tree mechanism [15] to construct unconditional
signer-anonymous ring signature scheme. By using insights on the bonsai
tree, we are able to eliminate the all-but-one negligible distinguishing ad-
vantage for the signature distributions. As a result, the realistic attack men-
tioned earlier is immune as the attack result cannot be considered as evidence
to identify the real signer. We elaborate it in Section 2.
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– We prove the security (unforgeability and unconditional signer-anonymity)
in the standard model, i.e., without resorting to any (quantum) random
oracle. Due to the ideal distribution of random oracle heuristics cannot be
guaranteed in practice, and given the significant power of an unbounded
adversary, realizing the unconditional anonymity in the standard model is
more reassuring for preserving long-term signer-anonymity.

– The security notions of our work is strong. On the unforgeability, the ad-
versary is allowed to corrupt honest ring members within a ring and obtain
their signing keys and even the randomness used to generate these keys.
This is referred to as unforgeability w.r.t. insider corruption, which is the
strongest one among the unforgeability notions presented by Bender et al.
[6]. As for anonymity, the signer-anonymity w.r.t. full key exposure (it is also
the strongest one among the anonymity notions presented by Bender et al.
[6]) is implied by our model.

– Our ring signature scheme is tightly secure and has an asymptotically effi-
cient signature size. Specifically, by leveraging the key homomorphic evalu-
ation algorithm, the signature size is effectively reduced in our construction.
And in the unforgeability proof, the Gaussian parameter σSaml, which dom-
inates the concrete signature size in practice, is sublinear with the ring size
rather than linear as the scheme theoretically shows. Additionally, we in-
stantiate our work from compact lattices over rings, and we also provide the
implementation results to prove its practical feasibility.

1.2 Related Work

We give further details with respect to the related works. Since the ring signa-
tures have been presented, it has been studied extensively from various assump-
tions. The initial work [36], presented an elegant construction with the only
assumption of classical RSA. This work is unconditional signer-anonymity but
their proofs only hold in the random oracle model and without formal models.

The ring signature schemes in standard model are proposed concurrently by
Chow et al. [18] and Bender et al. [6]. Specifically, Chow et al. [18] proposed a
ring signature scheme in the standard model from pairings, namely, is not post-
quantum secure. As aforementioned, Bender et al. [6] formalized a hierarchy of
security models to model the realistic attacks in practice for ring signatures,
based on that this work presented a generic ring signature scheme from ZAP
proof system in the standard model, and the construction is asymptotically-
efficient. Backes et al. [3] presented an improved work from [6], which preserved
the merits of asymptotically-efficient and in standard model, but did not consider
the unconditional anonymity. Bose et al. [10] presented a constant size ring sig-
nature scheme in the standard model, i.e., the signature size is independent with
the ring size, but the based assumption is not quantum resistant. Malavolta and
Schröder [31] proposed an efficient ring signature scheme from bilinear groups



Title Suppressed Due to Excessive Length 5

and knowledge of exponent assumption, which is the first almost practical ring
signature in the standard model, but is not post-quantum secure.

The research on lattice-based ring signatures has drawn more attention from
the community since cryptographic primitives when instantiated from lattice
assumptions enjoy distinctive merits such as post-quantum secure. The work
of Lu et al. [27] presented a generic ring signature construction based on the
framework of Rivest et al. [36], which is almost as efficient as discrete-log or
pairing-based counterparts, but the random oracle is required. Esgin et al. [24]
presented a scalable ring signature, as the building block for their cryptocurrency
protocol, which has the shortest signature size at the time, but relied on random
oracle. Chatterjee et al. [17] proposed a compact ring signature scheme and
without random oracle, which is taken as the state-of-the-art work, but it did
not consider the unconditional anonymity. The work of Melchor et al. [32] is
adapted from a standard signature scheme, which is asymptotically-efficient, and
its anonymity model is strong even compare with the classic full key exposure
model [6], but need to rely on random oracle heuristics. Recently, Park and
Sealfon [35] proposed ring signatures with novel security notions, among that,
the ring signature with the security notion of unclaimability is instantiated from
standard lattice assumption and in the standard model. However, this work did
not consider the unconditional anonymity and not asymptotically-efficient since
its signature size grows quadratically with the ring size.

There are also ring signatures which are post-quantum secure but not lattice-
based. Katz et al. [26] instantiate the “MPC-in-the-head” paradigm by employing
MPC methods, which induces a post-quantum secure scheme with asymptotically-
faster and concretely efficient, but needs to rely on the random oracle. Derler et
al. [19] proposed post-quantum secure accumulators from symmetric-key primi-
tives, based on that, this work constructed an asymptotically-efficient ring sig-
nature scheme, but its signer-anonymity is not unconditional and also rely on
the random oracle.

2 Our Methods

In this section, we will begin by demonstrating our attack strategy on the un-
conditional anonymity of existing works, as mentioned earlier. Then we describe
how to employ bonsai tree to construct a ring signature scheme that provides
unconditional anonymity.

Attack strategy. To describe the attack strategy, it is instructive to abstract a
basic construction from prior works [27,38,39,40,41,42]. Let R = {vk(1), . . . , vk(N)}
be a ring with size |R| = N , each ring member has a pair of verification/signing

key (vk(i) = a(i), sk(i) = t(i)) for i ∈ [N ]. Let a(i)(·) be the hash function, that
belongs to some hash family, defined by a(i). Let H be a function for hashing
the message µ. The signing procedure is one of the N members who samples
e(1), e(2), . . . , e(N) ← D from a specific distribution D such that the following
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ring equation holds

a(1)(e(1)) + a(2)(e(2)) + · · ·+ a(N)(e(N)) = H(µ) (1)

More specifically, the ring equation (1) is generated in two steps. Assume the

index of the signer is s s.t. s ∈ [N ], the signer first selects preimage e(i)
$←− D

randomly for ring members with index i ∈ {N}\s, i.e., except the signer himself,
then the signer using his signing key t(s) to sample the e(s) by specific sampling
algorithm such that the ring equation (1) holds and e(s) is distributed statistically
close to the distribution D. Finally, output e := (e(1), e(2), · · · , e(N)) as the
signature. The verification procedure checks if the signature e is well-formed
and if the ring equation (1) holds, accept, otherwise reject the signature.

The signer-anonymity property is preserved by the property of the based sam-
pling algorithm such as the Gaussian sampling algorithm employed in works
[27,41,42] or the rejection sampling algorithm used in works [38,39,40], which
makes the distribution on the e(s) statistically close to D. It means the advan-
tage to distinguish that is negligible even for an infinitely powerful adversary.
However, the negligible distinguishing advantage is not zero, and the advantage
is an all-but-one negligible distinguishing advantage1, which is still can be ex-
ploited by the infinitely powerful adversary. Recall the general definition of ring
signatures, the ring is an ordered set, it means the signer’s index is corresponded
to the signature component e(i) of the signature tuple e.

In this setting, the all-but-one negligible distinguishing advantage all locate on
the same position, i.e., the position on index s (cf. the dashed box depicted in
Figure 1). Therefore, the adversary can accumulate the negligible advantage to
be non-negligible when obtained sufficient amounts of instances from the same
ring member (assume his index in the ring is s). As we know, for sufficiently
large n and every constant c > 0, a function f in n is negligible if it vanishes
faster than the inverse of any polynomial in n i.e., f(n) < n−c, and a function f
in n is super-polynomial if f(n) > nc. Super-polynomial and negligible functions
are reciprocals of each other. Therefore, theoretically if the adversary obtains
sufficient amounts of message-signature tuples w.r.t. a fix ring member, then the
advantage to distinguish the distribution on e(s) from D can accumulate to be
non-negligible i.e., ≥ n−c.

As the prior works [27,38,39,40,41,42], we also use the statistical distance to
measure how different are two probability distributions. The algorithmic form
of our attack strategy is the computation of the statistical distance with respect

1 The all-but-one negligible distinguishing advantage is that all the elements of an
instance is randomly selected from uniform distribution (whose distinguishing ad-
vantage is zero) except one element is selected by specific algorithms (whose dis-
tinguishing advantage is negligible rather than zero). For example, the signature
instances given in Figure 1 are with all-but-one negligible distinguishing advantage
since the elements in the dashed box are all sampled by specific algorithms while the
remained are sampled randomly.
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Fig. 1: Distinguishing advantage accumulation. An infinitely powerful adversary
is able to accumulate the negligible distinguishing advantage to be non-negligible
when the adversary obtains sufficient amounts of message-signature tuples w.r.t.
a fix ring member (e.g., the ring member with index s in the dashed box). The
symbol∞ represents an uncertain numerical value whose magnitude depends on
the number of samples required by the adversary to accumulate a non-negligible
advantage.

to two distributions X and Y , that is

∆(X,Y ) =
1

2

∑

x∈S

∣

∣Pr[X = x]− Pr[Y = x]
∣

∣ (2)

where we assume S as a finite set that X,Y taking values. Below we show that
when the size of the set S exceeds certain amount, the non-negligible distinguish-
ing advantage can be accumulated from the evaluation on statistical distance.

Implementation. Below we examine the attack strategy in practice. Due to the
precisely emulating the ability of an infinitely powerful adversary is impractical,
we have to show the experiment with conservative parameters setting. Specif-
ically, we set the n = 232 sufficiently large so that the adversary’s ability is
captured sufficiently, set the constant c = 1 and ring size |R| = N = 2 so that
the computational cost of the cryptographic operations involved is minimized.

The rationale under our experiment is to exploit the statistical distance, i.e.,
probability differences between two different distributions. Therefore, we first
evaluate the average probability of the attack procedure correctly pointing out
the real signer with the varying instance number 212 to 232 (cf. Figure 2a). The
experimental result shows that as the number of instances increases, the aver-
age probability exhibits a clear increasing trend towards 1, which confirms the
effectiveness of our attack strategy. This is further supported by our subsequent
experiment (cf. Figure 2b), where we compare the distinguishing advantage eval-
uated on two different types of signature instances, the one is from uniform while
the other is from the real scheme. Under our parameters setting, the experimen-
tal result shows that the distinguishing advantage can be effectively accumulated
to non-negligible.



8 Mingxing Hu and Yunhong Zhou

(a) Evaluate the average probabil-
ity of correctly pointing out the real
signer. The signature instances with
respect to ring member-1 are truly
generated while for the ring member-
2 are sampled uniformly.

(b) Evaluate the distinguishing advan-
tage on two different distribution types
of signature instances: from real ring sig-
nature scheme and uniform distribution.
The result is based on the result of Fig-
ure 2a.

Fig. 2: Attack strategy implementation.

Achieving the unconditional anonymity. We achieve the unconditional
anonymity by using the bonsai tree mechanism [15] which samples the elements
of signature in one shot rather than samples them in a sequence as in previous
works. Specifically, we employ the Bonsai-Tree instantiated by Micciancio and
Peikert’s work [34] and the associated trapdoor generation algorithm TrapGen,
trapdoor delegation algorithm TrapDel, and the underlying Gaussian sampling
algorithm GauSample. In this setting, the aforementioned verification/signing
key pair (a(i), t(i)) is instantiated as the matrix A

(i) and its trapdoor T
(i)

which are generated by TrapGen. In the signing phase, the signer (with index
s ∈ [N ]) concatenates all ring member’s matrix A

(i) to an augmented matrix
F = [A(1) | A(2) | · · · | A(N)], then obtains a delegated trapdoor TF of F

by TrapDel with input the signer’s trapdoor T
(s). Then the signer samples the

signature e by GauSample with input the delegated trapdoor TF.

We note that the process to sample the signature is in one-shot, i.e., sampling
all the items that is e = [e(1) | e(2) | · · · | e(N)] in one time, instead of sampling
in a sequence. In this way, each item e

(i) of e has a negligible statistical distance
with the uniform distribution, rather than only the item e

(s) as prior works.
Therefore, the negligible distinguishing advantage cannot be exploited as above
since the all-but-one negligible distinguishing advantage is eliminated, namely,
the accumulated non-negligible statistical distance cannot be taken as evidence
to determine the identity of the real signer. This is theoretically confirmed by
our anonymity proof (cf. proof of Theorem 2) and practically confirmed by our
experimental result (cf. the implementation in Section 5.3).
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3 Definitions

In this section, we present the definitions of algorithms and security models for
our ring signature.

Definition 1 (Ring Signature). A ring signature scheme consists of the fol-
lowing algorithms:

– Setup(1n) → PP. The system setup algorithm takes as input the security
parameter n, and outputs the public parameters PP.

The PP are common parameters used by all ring members in the system, for

example, the message spaceM, the modulo, etc. To guarantee that the public

has no concerns on the existing of trapdoors for PP, the randomness used in

Setup can be included in PP.

In the following, PP is an implicit input parameter to every algorithm.

– KeyGen() → (vk, sk). The key generation algorithm outputs a verification
key vk and a signing key sk.

Any ring member can run the KeyGen algorithm to generate a pair of verification

key and signing key.

– Sign(sk, µ,R) → Σ. The signing algorithm takes as input a signing key sk,

a message µ ∈ M, and a ring of verification keys R = (vk(1), . . . , vk(N)).
Assume that (1) the sk and the corresponding verification key vk is a valid
key pair output by KeyGen and vk ∈ R, (2) the ring size |R| ≥ 2, (3) each
verification key in ring R is distinct. The algorithm outputs a signature Σ.

– Ver(µ,R, Σ)→ 1/0. The verification algorithm takes as input a message µ, a
ring R, and a signature Σ, the algorithm outputs 1 if the signature is valid,
or 0 if the signature is invalid.

Correctness. A ring signature scheme is correct if, for any n ∈ N, any N =
poly(n), any i ∈ [N ], any messages µ ∈ M, any PP ← Setup(1n) as an im-
plicit input parameter to every algorithm, any N verification/signing key pairs

(vk(1), sk(1)), . . . , (vk(N), sk(N))← KeyGen(), and any Σ ← Sign(sk(i), µ,R) where

R = (vk(1), . . . , vk(N)), it holds that

Pr
[

Ver(µ,R,Σ) = 1
]

= 1− negl(n)

where the probability is taken over all the random coins in the experiment.

3.1 Unforgeability Model

We use the unforgeability w.r.t. insider corruption model, which is the strongest
among the hierarchy of unforgeability models proposed by Bender et al. [6]. This
model is designed to capture realistic attacks, where the adversary can adaptively
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corrupt honest participants within a ring and obtain their signing keys and even
the randomness used to generate these keys.

Unforgeability. A ring signature scheme is considered unforgeable w.r.t. insider
corruption if, for any PPT adversary A, the advantage of A in the following
experiment is at most negligible.

– Setup. The experiment generates PP ← Setup(1n; ρst) and (vk(i), sk(i)) ←
KeyGen(ρ

(i)
kg) for i ∈ [N ], where (ρst, ρ

(i)
kg) are the randomnesses used in

Setup and KeyGen, respectively. The experiment sets S = (vk(1), . . . , vk(N))
and initializes two empty sets L and C. Finally, the experiment sends (PP,
S, ρst) to A.

Note that we give A the randomness ρst used for the Setup algorithm, which

implies that the algorithm is public and does not rely on a trusted setup that may

incur concerns on the existence of trapdoors hidden in the output parameters.

– Probing Phase. A can adaptively query the following oracles:

• Signing oracle OSign(·, ·, ·):
On input a message µ ∈ M, a ring R, and an index s ∈ [N ] such that

vk
(s) ∈ R∩ S, this oracle returns the signature Σ ← Sign(sk(s), µ,R) and

adds the tuple (µ,R, Σ) to L.

• Corrupting oracle OCorrupt(·):
On input an index s ∈ [N ] such that vk

(s) ∈ S, this oracle returns ρ
(s)
kg

and adds vk
(s) to C.

– Forge.A outputs a forgery (µ∗,R∗, Σ∗) and succeeds if (1) Ver(µ∗,R∗, Σ∗) =
1, (2) R∗ ⊆ S \ C, and (3) (µ∗,R∗, Σ∗) /∈ L.

3.2 Anonymity Model

In our anonymity model, the adversary is allowed to obtain all the ring members’
randomness for key generation, as well as the randomness of the Setup algorithm.
Moreover, to capture the realistic attack described in Section 2, in the challenge
phase, the adversary is allowed to obtain Q signatures for any positive integer
Q with respect to the same ring member.

Anonymity. A ring signature scheme satisfies the unconditional anonymity, if
for any adversary A, it holds that A has at most negligible advantage in the
following experiment.

– Setup. The experiment generates PP ← Setup(1n; γst) and (vk(i), sk(i)) ←
KeyGen(γ

(i)
kg) for all i ∈ [N ], where N = poly(n) and (γst, {γ(i)

kg}i∈[N ]) are
randomness used in Setup and KeyGen, respectively. Finally, the experiment

sets S = {vk(i)}i∈[N ] and sends (PP, S, γst, {γ(i)
kg}i∈[N ]) to A.
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Note that we not only give A the randomness γst used in Setup, but also

the randomness γkg used in KeyGen. This means that A can issue signatures

arbitrarily.

– Challenge. The challenge phase has two sub-phases:

• A provides a message µ∗ and two indexes (s∗0, s
∗
1) such that s∗0 6= s∗1 and

s∗0, s
∗
1 ∈ [N ]. The experiment chooses b

$←− {0, 1}.

• For l ∈ [Q], A provides a ring R∗
l such that vk

(s∗0), vk(s
∗
1) ∈ S ∩ R∗

l , the

experiment computes Σ∗
l ← Sign

(

sk
(s∗b ), µ∗,R∗

l

)

and sends Σ∗
l to A.

– Guess. A outputs a bit b′. If b′ = b, the experiment outputs 1, otherwise 0.

4 Lattice Backgrounds

In this section, we review some lattice backgrounds: the lattices basics and hard-
ness assumption in Section 4.1, the concept of bonsai tree and its associated
algorithms in Section 4.2, as well as the key-homomorphic evaluation algorithm
in Section 4.3.

4.1 Lattices and Hardness Assumption

We consider lattice problems restricted to compact lattices defined over polyno-
mial rings [30]. These are rings of the form R = Z[X ]/(Φ2n(X)) or Rq = R/qR
where n is a power of 2, q is an integer, and Φ2n(X) = Xn +1 is the cyclotomic
polynomial of degree n. The n-dimensional Gaussian function ρs : R

n → (0, 1] is
defined as ρs(e) = exp (−π · ‖e/s‖2) for any standard deviation s > 0 and vector
e ∈ R

n. For any countable set E ⊆ R
n, let ρs(E) =

∑

e∈E ρs(e). The discrete
gaussian distribution DΛ,s over a lattice Λ is defined as DΛ,s(e) = ρs(e)/ρs(Λ).

Definition 2 (Ring-SIS Assumption [25]). Short Integer Solution over Rings
problem RingSISq,n,m,β is, given a row vector A ∈ R1×m

q , to find a nonzero vec-
tor x ∈ Rm such that Ax = 0 (mod q) and ‖x‖ ≤ β.

4.2 Bonsai Tree

The concept of the bonsai tree is a lattice-based cryptographic structure was
introduced by Cash et al. [15]. In this work, we employ the bonsai tree instan-
tiated by Micciancio and Peikert’s work [34], which has the following associated
algorithms and properties.

Lemma 1 (TrapGen Algorithm [34]). For a positive integer k, a modulus q =
3k, and integer dimension n. There is a PPT trapdoor generation algorithm
TrapGen(q, n, σtg) that on input q, n, and a parameter σtg > ω(

√
lnnw), outputs

a trapdoor T ∈ Rw×k for A ∈ R
1×(k+w)
q such that s1(T) ≤ σtg ·O(

√
w +
√
k +

ω(
√
logn)). Moreover, if w ≥ 2(⌈log q⌉ + 1) then with overwhelming probability

the distribution of A is statistically close to uniform.
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Lemma 2 (TrapDel Algorithm [34]). There is a PPT trapdoor delegation al-
gorithm TrapDel(T,A′ = [A | A1], σtd) that on input a concatenate matrix

A
′ = [A | A1] where A ∈ R

1×(k+w)
q and A1 is an arbitrary matrix in R1×w

q , a

trapdoor T ∈ Rw×k of A, and a parameter σtd ≥ s1(T) · ω(√logn), outputs a
delegated trapdoor T

′ ∈ R(k+w)×k of A
′ such that s1(T

′) ≤ σtd · O(
√
k + w +√

k + ω(
√
logn)) and T

′ is distributed statistically independent with T.

Lemma 3 (Trapdoor Indistinguishability of TrapDel). Let T
′
0,T

′
1 be any

two delegated trapdoors generated by TrapDel(T,A′
0, σtd) and TrapDel(T,A′

1, σtd),
respectively, i.e., T

′
0,T

′
1 are two trapdoors for the same A

′, the T
′
0 and T

′
1

are within negl(n) statistical distance. Furthermore, it is also holds for the case
A

′
0 = A

′
1.

We note that the Trapdoor Indistinguishability property of TrapDel will be useful
in our anonymity proof (cf. the proof of Theorem 2). This is achieved by the
underlying Gaussian sampling algorithm GauSample. We also use the GauSample

algorithm to sample signatures in the Sign algorithm.

Lemma 4 (GauSample Algorithm [22]). There is a PPT Gaussian sampling

algorithm GauSample(A,T,u, σSaml) that on input a matrix A ∈ R
1×(k+w)
q , a

trapdoor T ∈ Rw×k of A, a syndrome u ∈ Rq, and a sufficiently large parameter
σSaml ≥ s1(T) ·ω(√logn), the algorithm samples a preimage e ∈ Rk+w which is
distributed statistically independent with the trapdoor T and satisfies that Ae =
u (mod q) and ‖e‖ ≤ σSaml

√
k + w holds with overwhelming probability.

4.3 Key-Homomorphic Evaluation Algorithm

In our construction, the key-homomorphic evaluation algorithm Eval(·, ·) that
developed from the works [9,12], is employed in the Sign algorithm to effectively
reduce the ring signature size. Additionally, in the simulation, we reconstruct
the matrix A

(i) by the gadget matrix G and the random matrix R
(i), that is

A
(i) = AR

(i) + b(i)G ∈ R1×m
q

G = [1, 3, 9, . . . , 3m−1] ∈ R1×m, R
(i) $←− {1,−1}m×m ⊂ R(m/n)×(m/n)

q

where m = k + w. In this setting, we employ the key-homomorphic evalua-
tion algorithm to implicitly evaluate a PRF function by taking these recon-
structed matrices into a NAND Boolean circuit. Below we review a fact of the
key-homomorphic evaluation algorithm which shows the implicit evaluated ma-
trix RC has a low-norm, and also review the PRF definition.

Lemma 5 ([9,12]). Let d = c log ℓ for some constant c. Define C : {0, 1}ℓ →
{0, 1} be a NAND boolean circuit with depth d. Let {A(i) = AR

(i) + b(i)G}i∈[ℓ]

be ℓ different matrices correspond to each input wire of C where A
$←− R1×m

q ,

R
(i) $←− {1,−1}m×m, b(i) is a bit over R. The algorithm Eval(C, (A(1), · · · ,A(ℓ)))

runs in time poly(4d, ℓ, n, log q), the inputs are C and {A(i)}i∈[ℓ], the output is
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AC = ARC + C(b(1), . . . , b(ℓ)) ·G = Eval(C, (A(1), . . . ,A(ℓ)))

where C(b(1), . . . , b(ℓ)) is the output bit of C on the arguments (b(1), . . . , b(ℓ)) and
RC ∈ Rm×m is a low norm matrix has ‖RC‖ ≤ O(ℓ logm+

√
m).

Definition 3 (Pseudorandom Functions). Let κ, t, and c be polynomial in
n. A PRF function PRF : {0, 1}κ×{0, 1}t→ {0, 1}c is a deterministic two-input
function where the first input, denoted by K, is the key. Let Ω be the set of all
functions whose domain is t bits strings while the range is c bits strings, then

∣

∣Pr
[

APRF(K,·)(1n) = 1
]

− Pr
[

AF (·)(1n) = 1
]
∣

∣ ≤ negl(n)

where the probability is taken over a uniform choice of key K
$←− {0, 1}κ, F $←− Ω,

and the randomness of A.

5 The Ring Signature Scheme

In this section, we present a ring signature scheme from the lattices over rings.
The construction is presented in Section 5.1, the correctness and parameters
setting are given in Section 5.2, the implementation is given in Section 5.3, and
the unforgeability and anonymity is proven in Appendix ??.

5.1 Construction

Setup(1n) :

1. On input the security parameter n, sets the modulo q, lattice dimension m,
PRF key length κ, message length t, and Gaussian parameters σtg, σtd, and
σSaml as specified in Section 5.2.

2. Select a secure PRF : {0, 1}κ×{0, 1}t → {0, 1}, express it as a NAND boolean
circuit CPRF.

3. Output the public parameters PP = (q,m, κ, t, σtg, σtd, σSaml,PRF).

In the following, PP are implicit input parameters to every algorithm.

KeyGen() :

1. Compute (A,T)← TrapGen(q, n, σtg).

2. Select A0,A1,C0,C1
$←− R1×m

q and u
$←− Rq.

3. Select a PRF key k = (k1, . . . , kκ)
$←− {0, 1}κ.

4. For j = 1 to κ, select Bj
$←− R1×m

q .

5. Output vk = (A, (A0,A1), {Bj}j∈[κ], (C0,C1),u) and sk = (T,k).
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In the rest of the construction, for a ring R = (vk(1), . . . , vk(N)), we implicitly

parse each verification key vk
(i) = (A(i), (A

(i)
0 ,A

(i)
1 ), {B(i)

j }j∈[κ], (C
(i)
0 ,C

(i)
1 ),u(i)),

and the corresponding signing key sk
(i) = (T(i),k(i)).

Sign(µ,R, sk) :

1. On input a message µ = (µ1, . . . , µt) ∈ {0, 1}t, a ring of verification keys R,

and a signing key sk
(s) where s ∈ [N ] is the index of the signer in ring R.

2. Compute d = PRF(k(s),µ).

3. For i ∈ [N ], compute A
(i)
µ = Eval(CPRF, ({B(i)

j }j∈[κ],C
(i)
µ1 ,C

(i)
µ2 , . . . ,C

(i)
µt )),

then set F
(i)
µ,1−d =

[

A
(i) | A(i)

1−d −A
(i)
µ

]

∈ R1×2m
q .

4. Let F
′
µ,1−d =

[

F
(1)
µ,1−d | · · · | F

(N)
µ,1−d

]

∈ R1×2Nm
q . Delegate the trapdoor

TF′
µ,1−d

for F
′
µ,1−d by

TF′
µ,1−d

← TrapDel
(

T
(s),F′

µ,1−d, σtd

)

.

5. Let i′ be the index for which A
(i′) is lexicographically first2 in {A(i)}i∈[N ].

6. Sample e = (e(1), . . . , e(N)) by GauSample(F′
µ,1−d,TF′

µ,1−d
,u(i′), σSaml).

7. Output the signature Σ = e.

Ver(µ,R, Σ) :

1. On input a message µ, a ring of verification keys R, and a signature Σ = e,
parse e = (e(1), . . . , e(N)).

2. For i ∈ [N ] and d ∈ {0, 1}, set F
(i)
µ,d =

[

A
(i) | A(i)

d − A
(i)
µ

]

where A
(i)
µ is

computed as in Sign algorithm.

3. Select u(i′) from {u(i)}i∈[N ] for which the corresponding A
(i′) is lexicograph-

ically first in {A(i)}i∈[N ].

4. Let F
′
µ,d =

[

F
(1)
µ,d | · · · | F

(N)
µ,d

]

, check if each ‖e(i)‖ ≤ σSaml

√
m for i ∈ [N ],

and F
′
µ,d · e = u

(i′) (mod q) holds for d = 0 or 1, accept the signature;

otherwise, reject3.

5.2 Correctness and Parameters

The correctness of the scheme is easily verified: By Lemma 4, the vector e satisfies
that F

′
µ,d · e = u

(i′) (mod q) holds for d = 0 or 1, and the length of each e
(i) is

2 The signer-anonymity is immediately broken if we use the u
(s) of the signer. To

avoid that, we select the parameter u
(i′) in the lexicographically first way as the

works [11,35].
3 The setting of ‘d = 0 or 1’ and the difference that we use F

(i)
µ,1−d in Sign algorithm

while F(i)
µ,d in Ver, are for the unforgeability proof. (cf. proof of Theorem 1 for details).
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at most σSaml

√
m with overwhelming probability. Therefore, the signature can

be accepted by the Ver algorithm. We then explain the parameters choosing.

We parameterized the ring signature scheme by the security parameter n which
we assume is a power of 2, and a modulus q = 3k which we assume to be a
power of 3. These parameters define the ring Rq = Z[X ]/(Φ2n(X), q) where
Φ2n(X) = Xn + 1 is the cyclotomic polynomial of degree n. For the PRF, we
instantiate it by the work [4] in which the poly(n)-bounded modulus q = poly(n)
and key length κ = poly(n) are allowed. Let ℓ = t+k be the input length of PRF
where t is the message length. The scheme also uses the following parameters:

σtg = ω(
√
lnnw), w = 2⌈log q⌉+ 2

σSaml = O(
√
Nkℓ logm+

√
Nkm) · ω(logn)

σtd = s1(T) · ω(
√

logn), β = O(m3/2) · σtgσSaml

where the (σtg, w) and σtd is given by Lemma 1 and 2, respectively. The σSaml

and β is given by our unforgeability proof (cf. the proof of Theorem 1). Specifi-
cally, in order to guarantee the distribution on the output of GauSample statis-
tically indistinguishable between the real and simulated world, we need to set
the Gaussian parameter σSaml sufficiently large; To ensure the preimage vector
e sampled by GauSample are not trivial to find (otherwise, the unforgeability is
broken), we need to set a norm bound, i.e., the parameter β on the preimage
vector. In the following implementation, we give a concrete parameters setting.

5.3 Implementation

To generate our specific discrete Gaussian distributions, we employ two build-
ing blocks: the AES-based pseudorandom number generator from [33] which
is implemented using AES-NI instructions for x86 architectures, and the DM-
sampler [22] which can generate samples in constant time and these samples are
distributed independently with the input trapdoor and the sampled preimages.
On the concrete implementation, we implement our ring signature scheme using
C++ language in the 3.4GHz Intel(R) Core(TM) i7-6600U CPU, 16GB Memory,
and the operating system ubuntu 20.04 LTS, and based on the NFLlib library
which is available at https://github.com/quarkslab/NFLlib.

Concrete Parameters. Gaussian sampling is the most basic sub-algorithm of our
bonsai tree mechanism, according to the employed DM-sampler [22], we use the
computation instantiation of the sampler with n = 512 and k = 30. Therefore,
we have q = 3k = 330, by Lemma 1, w = 2⌈log q⌉ + 2 = 98, then m = w +
k = 128. To guarantee the hardness of the RingSISq,n,m,β instance, we follow
the general framework of [7]. Specifically, to ensure that the shortest vector
outputted by BKZ is a solution of RingSISq,n,m,β instance with norm bound β,

the root Hermite factor δ should satisfy that β√
q = δ2n.

https://github.com/quarkslab/NFLlib
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To minimize the computational cost of the cryptographic operations involved in
PRF, we set N = 2, κ = 128, t = 1, and ℓ = κ + t = 129. According to the
parameters relations given in Section 5.2, we can calculate the parameters σSaml

and β. Table 1 shows the concrete parameters setting.

δ n k w m q σtg σtd σSaml β

1.002985 512 30 98 128 330 3.3 55.1 63740.1 303, 684, 288.2

Table 1: Concrete parameters of our ring signaure scheme.

Benchmark of performance. We benchmark the concrete computation time of
algorithms KeyGen, Sign, and Ver) and signature size with varying ring size (cf.
Figure 3). From Figure 3b, we can observe the experimental result is better since
the signature size is sublinear with the ring size rather than linear as our scheme
theoretically showed. The reason is the signature size is actually dominated by
the parameter σSaml in which the ring size is

√
N rather than N .

(a) Clock time for KeyGen, Sign, and
Ver with varying ring size.

(b) Concrete signature size with
varying ring size.

Fig. 3: Concrete computation time and signature size of our ring signature
scheme.

Benchmark of our attack strategy. In our anonymity proof (cf. proof of Theorem
2), we theoretically proved that the signer-anonymity is hold even the adversary
is unbounded, now we examine it in practice. By the attack strategy given in
Section 2, there is also a non-negligible distinguishing advantage on our scheme,
namely, the attack procedure will finally point out one ring member by out-
putting its index, but which cannot be taken as an evidence to determine the
identity of the real signer since the outputted index is distributed uniform over
the index distribution. We demonstrate that by the following example.
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(a) Evaluate the average probability
for our ring signature with |R| = 2.

(b) Evaluate the average probability
for our ring signature with |R| = 128.

(c) Evaluate the average probability
for our ring signature with |R| = 1024.

(d) Evaluate the distinguishing disad-
vantage based on the results of Fig-
ures 4a,4b,and 4c.

Fig. 4: Attack strategy implementation.

We fix one ring member to generate Q signature sets Sig1, . . . , SigQ indepen-
dently, let l ∈ [Q], each Sigl contains enough signature instances for the attack
procedure to output a result. The attack procedure takes as input one Sigl each
time, then outputs an index i(i) for i ∈ [N ] (assume the ring size is N). Let

Ind = {i(1), . . . , i(N)} be the set of all output indexes. The goal is to prove the

i(i) is distributed uniform over Ind.

We define ∆(X,Y ) by two variables X,Y which takes values from the index set
Ind, so the statistical distance between X,Y is

∆(X,Y ) =
1

2

∑

ii∈Ind

∣

∣Pr[X = ii]− Pr[Y = ii]
∣

∣
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As the statistical distance is computed from the concrete probability of each
element, so we first evaluate the probability of the attack procedure correctly
pointing out the real signer with the varying instance number for ring size 2, 128,
1024, respectively (cf, Figure 4a, 4b, and 4c). The experimental results indicate
that the evaluated probability ultimately converges to a uniform distribution.
This is reaffirmed by the next experiment that we evaluate the distinguishing
advantage based on these converged distributions, where the experimental result
(cf. Figure 4d) indicates the distinguishing advantage is finally converged to zero.

5.4 Unforgeability

We prove the unforgeability w.r.t. insider corruption of our ring signature scheme
by giving a reduction from the hardness of the RingSISq,n,m,β assumption (cf.
the Definition 2). The barrier of the reduction is how to simulate the corrupting
and signing oracles when embedding the RSIS challenge in the ring. At the be-
ginning of the simulation, the simulator embeds the RSIS challenge A ∈ R1×m

q in

the ring by picking a random index i⋄ ∈ [N ] then set A(i⋄) = A. In this setting,
the simulator can generate the trapdoor T

(i) by trapdoor generation algorithm
for each one except the i⋄-th member, and hence the simulator can response the
queries with respect to all ring members except the i⋄-th member. But under
this setting, the question is how to simulate the signing oracle with respect to the
index i⋄. We resolve that by the public trapdoor TG of the gadget matrix G, i.e.,
using TG to extract signatures for the queries on index i⋄. But the public basis
TG also can be exploited by the adversary to trivially forge signatures. To guard
that, we add a step in the forgery output phase. Moreover, the Gaussian param-
eter σSaml should be compensated so that the signatures distributed statistically
indistinguishable between the real and simulated world. Additionally, we employ
the following simulation tools, the algorithms of SampleR and TrapExdABB, both
of which can directly transfer to ring setting since the underlying algorithm is
actually the Gaussian sampling algorithm GauSample.

Lemma 6 (SampleR Algorithm [2]). There is a PPT preimage sampling algo-
rithm SampleR(B,TB,A, σtg) which takes as input B ∈ R1×m

q and its a trapdoor
TB, a matrix A ∈ R1×m

q , and a standard deviation σtg. Then it outputs a ma-
trix R ∈ Rm×m and its distribution is statistically close to DRm×m,σtg

such that
B = AR

−1 (mod q) and ‖R‖ ≤ σtg

√
m.

The SampleR algorithm is actually a sub-algorithm of the SampleRwithBasis al-
gorithm of [2], which is used to build the relation between the RingSIS challenge
A and the ring of verification keys.

Lemma 7 (TrapExdR Algorithm [1]). There is a PPT trapdoor extend algo-
rithm TrapExdR(A,B,R,TB) which on input A ∈ R1×m

q , B ∈ R1×m
q and its

trapdoor TB, and R ∈ Rm×m, outputs an extended trapdoor TF of F such that
s1(TF) < (‖R‖+ 1) · s1(TB) where F = [A | AR+B] ∈ R1×2m

q .
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The TrapExdR algorithm is actually a sub-algorithm of the SampleRight algo-
rithm of [1], which is useful in the simulating of signing oracle. Specifically, as
aforementioned, the simulator cannot simulate the signing queries with respect
to the index i⋄ since there is no corresponding trapdoor, which can be resolved
by using TrapExdR algorithm to generate trapdoor from the public trapdoor TG

of G.

Theorem 1 (Unforgeability). When set the parametes

σSaml = O(
√
Nkℓ logm+

√
Nkm) · ω(logn), β = O(m3/2) · σtdσSaml

the ring signature scheme presented in Section 5.1 is unforgeable w.r.t. insider
corruption in the standard model.

Proof. Consider the following security game between an adversary A and the
reduction S. Upon receiving a challenge A ∈ R1×m

q , S simulates as follows.

Setup Phase. S invokes PP← Setup(1n; ρst) and does as follows.

– Select a random index i⋄ ∈ [N ], set A
(i⋄) = A. For the remaining index

i 6= i⋄ i.e., for the i ∈ [N ] \ i⋄, it does as follows:

1. Compute (A(i),T(i))← TrapGen(q, n, σtg; ρ
(i)
kg).

2. If A(i) is lexicographically behind the A
(i⋄), else goto Step 1.

This step is to ensure A
(i⋄) is lexicographically first in the set {A(i)}i∈[N ].

3. Sample R̄
(i) ← SampleR(A(i),T(i),A(i⋄), σtg). By Lemma 6, it holds

that A
(i) = A

(i⋄)(R̄(i))−1.

– For i ∈ [N ] and d ∈ {0, 1}: Choose R
A

(i)
d

,R
C

(i)
d

$←− {1,−1}m×m. Construct

the “PRF output” matrix A
(i)
d = A

(i)
R

A
(i)
d

+dG and the “message matching”

matrix C
(i)
d = A

(i)
R

C
(i)
d

+ dG.

– For i ∈ [N ], select a PRF key k
(i) = (k

(i)
1 , . . . , k

(i)
k )

$←− {0, 1}κ.

– For i ∈ [N ], j ∈ [κ], choose R
B

(i)
j

$←− {1,−1}m×m and construct the “PRF

key matching” matrix B
(i)
j = A

(i)
R

B
(i)
j

+ k
(i)
j G.

– For i ∈ [N ] \ i⋄, select u
(i) $←− Rq.

– For i = i⋄, sample a random preimage ē
$←− DRm,σtg

, set u
(i⋄) = A

(i⋄)
ē.

– Set S = {vk(i)}i∈[N ] where each vk
(i) = (A(i), (A

(i)
0 ,A

(i)
1 ), {B(i)

j }j∈[κ], (C
(i)
0 ,

C
(i)
1 ),u(i)), then sends (PP, S, ρst) to A.

Simulating Signing Oracle. For the query tuple (µ,R, s) provided by the ad-
versary, S replies that as below.
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– Compute d = PRF(k(s),µ).

– Select u(i′) ← {u(i)}i∈[N ] for which the corresponding A
(i′) is lexicographical

first in the set {A(i)}i∈[N ].

– For i ∈ [N ], compute A
(i)
µ = Eval(CPRF, ({Bj}(i)j∈[κ],C

(i)
µ1 , . . . ,C

(i)
µt )), that is

A
(i)
µ

= A
(i)
R

(i)
µ

+ dG

Note that the PRF function with inputs (message µ and PRF key k
(s)) is

also evaluated since the message µ was embed in the matrix C
(i)
d while the

PRF key was in matrix B
(i)
j .

– Let F
(i)
µ,1−d =

[

A
(i) | A(i)

1−d −A
(i)
µ

]

, we have

F
(i)
µ,1−d =

[

A
(i) | A(i)

(

R
A

(i)
1−d

−R
(i)
µ

)

+ (1− 2d)G
]

.

– If i 6= i⋄, use T
(i) to sample the preimage e as Sign algorithm.

– If i = i⋄, it first extends the public trapdoor TG to the augmented trapdoor
T

F
(i⋄)
µ,1−d

by the TrapExdR algorithm

T
F

(i⋄)
µ,1−d

← TrapExdR
(

A
(i⋄),G,

(

R
A

(i)
1−d

−R
(i)
µ

)

,TG

)

Then let F
′
µ,1−d =

[

F
(1)
µ,1−d | · · · | F

(N)
µ,1−d

]

, the delegated trapdoor is

TF′
µ,1−d

← TrapDel
(

T
F

(i⋄)
µ,1−d

,F′
µ,1−d, σtd

)

Now we can sample e by e← GauSample(F′
µ,1−d,TF′

µ,1−d
,u(i′), σSaml).

– Return the signature Σ = e for the tuple (µ,R, s) to A and adds (µ,R, Σ)
to a list L which S initialized in prior.

Simulating Corrupting Oracle. A queries the corrupting oracle OCorrupt(·)
with index i, S returns the randomness ρ

(i)
kg to A and adds vk

(i) to a set C which
S initialized in prior, while if i = i⋄ then S aborts.

Exploiting the Forgery. A outputs a forgery (µ∗,R∗, Σ∗). Let N∗ = |R∗|.
Parse µ

∗ = (µ∗
1, . . . , µ

∗
t ), R∗ = (vk(1), . . . , vk(N

∗)), and Σ∗ = e
∗. S does the

following to exploit the forgery.

– Check if (µ∗,R∗, Σ∗) ∈ L or ‖e(i∗)‖ > σSaml

√
m or i⋄ /∈ R∗ or exists vk

(i∗) ∈
C, S aborts. This step is used to guarantee that the forgery (µ∗,R∗, Σ∗)
is well-formed, had not been queried to the signing oracle and corrupting
oracle, and the desired index i⋄ is included in the ring R∗. Note that the
event that the index i⋄, that the simulator previously selected in the Setup
phase, is involved in R∗ happened less than 1

N , so there is a reduction loss
of 1

N .
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– Compute d∗ = PRF(k(i⋄),µ∗). Choose u
(i′) from {u(i∗)}i∈[N∗] for which the

corresponding A
(i′) is lexicographically first in {A(i∗)}i∗∈[N∗]. Due to our

prior setting in Setup phase, it holds that u
(i′) = u

(i⋄).

– For i∗ ∈ [N∗], compute A
(i∗)
µ∗ = A

(i∗)
R

(i∗)
µ∗ + PRF

(

k
(i⋄),µ∗)

G by

A
(i∗)
µ∗ = Eval

(

CPRF,
(

{Bj}(i
∗)

j∈[k],C
(i∗)
µ∗
1
,C

(i∗)
µ∗
2
, . . . ,C

(i∗)
µ∗
t

)

)

.

– For i∗ ∈ [N∗], construct

F
(i∗)
µ∗,1−d∗ =

[

A
(i∗) | A(i∗)

1−d∗ −A
(i∗)
µ∗

]

, F′
µ∗,1−d∗ =

[

F
(1)
µ∗,1−d∗ | · · · | F(N∗)

µ∗,1−d∗

]

.

F
(i∗)
µ∗,d∗ =

[

A
(i∗) | A(i∗)

d∗ −A
(i∗)
µ∗

]

, F
′
µ∗,d∗ =

[

F
(1)
µ∗,d∗ | · · · | F(N∗)

µ∗,d∗

]

.

– Check if F′
µ∗,1−d∗ · e∗ = u

(i⋄) (mod q) holds, S aborts. This step is used to
check if the forgery is produced by employing the public basis TG.

– Check if F′
µ∗,d∗ · e∗ = u

(i⋄) (mod q) holds, otherwise S aborts. The step is
used to verify if the ring equation is hold.

– Note that the equation F
′
µ∗,d∗ · e∗ = u

(i⋄) (mod q) can be transformed to
the following

∑

i∗∈[N∗]

[

A
(i∗) | A(i∗)

d∗ −A
(i∗)
µ∗

]

· e(i∗) = u
(i⋄)

Recall the “PRF output matching” matrix A
(i)
d∗ = A

(i)
R

A
(i)

d∗
+ d∗G con-

structed in Setup phase. It holds that
∑

i∗∈[N∗]

[

A
(i∗) | A(i∗)(

R
A

(i∗)

d∗
−R

(i∗)
µ∗

)

+ (d∗ − PRF(k(i⋄)
,µ

∗))G
]

· e(i∗) = u
(i⋄)

∑

i∗∈[N∗]

[

A
(i∗) | A(i∗)(

R
A

(i∗)
d

−R
(i∗)
µ∗

)]

· e(i∗) = u
(i⋄)

– To avoid the cumbersome notation,

let R̂
(i∗) = R

A
(i∗)
d

−R
(i∗)
µ∗ and R̂

(i⋄) = R
A

(i⋄)
d

−R
(i⋄)
µ∗ , so we have

∑

i∗∈[N∗]

[

A
(i∗) | A(i∗)

R̂
(i∗)] · e(i∗) = A

(i⋄)
ē

– By the construction on {Ai∗}i∗∈[N∗]\i⋄ in the Setup phase, it holds that

[

A
(i⋄) | A(i⋄)

R̂
(i⋄)]

e
(i⋄) +

∑

i∗∈[N∗]\i⋄

[

A
(i⋄)(R̄(i∗))−1 | A(i⋄)(R̄(i∗))−1

R̂
(i∗)]

e
(i∗) = u

(i⋄)

– Let e
(i∗) = (e

(i∗)
0 | e(i

∗)
1 ) and e

(i⋄) = (e
(i⋄)
0 | e(i

⋄)
1 ). Note that u

(i⋄) = A
(i⋄)

ē

that we set in Setup phase. Therefore, it holds that A
(i⋄)

ê = 0 (mod q)
where

ê =

(

e
(i⋄)
0 + R̂

(i⋄)
e
(i⋄)
1 +

∑

i∗∈[N∗]\i⋄

(R̄(i∗))−1
e
(i∗)
0 + (R̄(i∗))−1

R̂
(i∗)

e
(i∗)
1

)

− ē
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– Return ê as the RingSISq,n,m,β solution.

Claim. The set of verification keys S that simulated by S has the correct distri-
bution.

Proof. In the real scheme, all the matrices {A(i)}i∈[N ] of each ring member’s vk
(i)

is generated by TrapGen. In the simulation, only the matrix with index i⋄, i.e., the
matrix A

(i⋄) is chosen from uniform since it comes from the challenger, while the
remained matrices, i.e., {A(i)}i∈[N ]\i⋄ are also generated by TrapGen. Therefore,
by Lemma 1, the property of TrapGen is that the output matrix which is sta-
tistical close to the uniform distribution. For the vectors {u(i)}i∈[N ]\i⋄ , it is im-
mediate that both distributions are statistically indistinguishable, since both of

which were uniformly random selected. For the matrices (A
(i)
0 ,A

(i)
1 ), {B(i)

j }j∈[κ],

(C
(i)
0 ,C

(i)
1 ), and the vector u

(i⋄), all of which are constructed with the random
item A

(i) or R
(i), so we can conclude which are statistically close to uniform.

Consequently, the distribution on the set of verification keys S is statistically
indistinguishable from those in the real attack.

Claim. When set σSaml = O(
√
Nkℓ logm+

√
Nkm) · ω(logn), the replies from

OSign(·, ·, ·) that simulated by S has the correct distribution.

Proof. Let σSaml,r and σSaml,s be the Gaussian parameter for sampling preim-
ages in real scheme and simulation, respectively. Recall the fact given in Lemma
4, when the Gaussian standard deviation σ is set sufficiently large, the preim-
age e is distributed statistically indistinguishable with the uniform. Therefore,
we should set the σSaml as the larger one between σSaml,r and σSaml,s, i.e.,
σSaml = max{σSaml,r, σSaml,s}. The answer is obvious, that is σSaml = σSaml,s.
This is because the input trapdoor T

F
(i⋄)
µ,1−d

of the TrapDel algorithm has a larger

norm than in the real scheme, since the T
F

(i⋄)
µ,1−d

is derived from the evaluated

matrix R
(i)
µ (cf. the phase of the simulating signing oracle above). Concretely, we

analyse as follows. Recall in the Simulating Signing Oracle phase, the signature e

with respect to the index i⋄ was responsed as below.

F
(i⋄)
µ,1−d =

[

A
(i⋄) | A(i⋄)

(

R
A

(i⋄)
1−d

−R
(i⋄)
µ

)

+ (1− 2d)G
]

∈ R1×2m
q

The trapdoor T
F

(i⋄)
µ,1−d

is generated by algorithm TrapExdR. Then the trapdoor

T
F

(i⋄)
µ,1−d

is taken as input in the TrapDel algorithm and outputs the delegated

trapdoor TF′
µ,1−d

. Finally, the signature e is sampled by the trapdoor TF′
µ,1−d

.

Below we will use the properties with respect to these algorithms to analyze the
parameter σSaml,s.

For simplicity, we set R̄
(i) = R

A
(i)
1−d

−R
(i)
µ .

– By Lemma 5, ‖R̄(i)‖ ≤ O(ℓ logm+
√
m) for some constant c.
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– By Lemma 7, s1(T
F

(i⋄)
µ,1−d

) <
(

‖R̄(i) +1‖
)

· s1(TG). By our definition on the

gadget matrix G, the s1(TG) is some constant in our setting.

– By Lemma 2, s1(TF′
µ,1−d

) ≤ σtd ·O(
√

(N − 1)k + w+
√
k+ω(

√
logn)) and

σtd ≥ s1(T
F

(i⋄)
µ,1−d

) · ω(√logn).

– By Lemma 4, it requires to set σSaml ≥ s1(TF′
µ,1−d

) · ω(
√
logn).

To satisfy these requirements, set σSaml = O(
√
Nkℓ logm+

√
Nkm) ·ω(log n) is

sufficient.

Claim. When set β = O(m3/2) · σtdσSaml, A can generate a valid solution for
RingSISq,n,m,β with overwhelming probability.

Proof. We argue that

ê =

(

e
(i⋄)
0 + R̂

(i⋄)
e
(i⋄)
1 +

∑

i∗∈[N∗]\i⋄

(R̄(i∗))−1
e
(i∗)
0 + (R̄(i∗))−1

R̂
(i∗)

e
(i∗)
1

)

− ē

that S finally outputs in simulation is a valid SISq,n,m,β solution.

– We first explain it is sufficiently short i.e., has a low-norm bounded by the

parameter β. Note that e
(i∗)
0 and e

(i∗)
1 follow the distribution DRm,σtg

.

• By Lemma 4, ‖e(i
⋄)

0 ‖, ‖e(i
⋄)

1 ‖, ‖e(i
∗)

0 ‖, ‖e(i
∗)

1 ‖, and ‖ē‖ ≤ σSaml

√
m.

• By Lemma 6, ‖R̄(i∗)‖ ≤ σtg

√
m.

• Since R̂
(i∗), R̂(i⋄) ∈ {1,−1}m×m ⊂ R

(m/n)×(m/n)
q , so its ℓ2-norm is

bounded as c
√
m for any constant c.

To satisfy these requirements, it requires to set

β = O(m3/2) · σtgσSaml

– Then we argue that ê is a non-zero RSISq,n,m,β solution with overwhelming

probability. Note that ē is selected by the simulator, R̂(i⋄), R̄(i∗) and R̂
(i∗)

are statistically close to DRm×m,σtd
and remain hidden from the adversary.

Therefore, for a valid forgery e
∗, ê∗ 6= 0 holds with overwhelming probability.

Finally, we analyze A’s advantage. Assume the PRF is secure, A cannot distin-

guish PRF from random functions, it will randomly pick either {A(i∗)
0 }i∗∈[N∗]

or {A(i∗)
1 }i∗∈[N∗] to make a forgery. Therefore, with 1

2 chance A will forge the
one that S will be able to use to break the SISq,n,m,β problem. Moreover, the
probability Pr[i⋄ ∈ R∗] ≥ 1

N . Therefore, we have

AdvSISq,n,m,β
(SA) ≥ AdvUnf(A)/(2N)− AdvPRF − negl(n)

where negl(n) denote the negligible statistical error in the simulation.
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5.5 Anonymity

We prove the unconditional anonymity of our ring signature scheme by two ex-
periments E0 and E1. The E0 and E1 correspond to the anonymity experiment as
defined in Section 3.2 with b = 0 and b = 1, respectively. We will show a reduction
to prove that once if the experiments of E0 and E1 can be distinguished by any
adversary (even unbounded) then the Trapdoor Indistinguishability property of
the TrapDel algorithm (cf. Lemma 2) is not holds.

Theorem 2 (Anonymity). The ring signature scheme presented in Section
5.1 is unconditional anonymity in the standard model.

Proof. The proof proceeds in experiments E0, E1 such that E0 (resp., E1) corre-
sponds to the experiment of Anonymity in Definition 1 with b = 0 (resp., b = 1).
We will show a reduction to prove that once if the experiments of E0 and E1

can be distinguished by any adversary (even if unbounded) then the underlying
hardness can be broken.

E0: This experiment first generate the public parameters PP ← Setup(1n; γst)

and key pair {vk(i), sk(i)}i∈[N ] by repeatedly invoking KeyGen(γ
(i)
kg), and A is

given (PP, S = {vk(i)}i∈[N ]) and the randomness (γst, {γ(i)
kg}i∈[N ]). Then A out-

puts a message µ∗ and two indexes (s∗0, s
∗
1) such that s∗0 6= s∗1 and s∗0, s

∗
1 ∈ [N ].

Then for l ∈ [Q], A provides a ring R∗
l such that vk

(s∗0), vk(s
∗
1) ∈ S ∩ R∗

l , the

experiment computes Σ∗
l ← Sign

(

sk
(s∗0), µ∗,R∗

l

)

and sends Σ∗
l to A. Finally, A

outputs a bit b′.

E1: This experiment is the same as experiment E0 except that the experiment

uses sk
(s∗1) to response the challenge rather than sk

(s∗0).

Then we show that E0 and E1 are statistically indistinguishable for A, which
we do by giving a reduction from the trapdoor indistinguishability property of
TrapDel algorithm given in Lemma 2.

Reduction. Let A be an adversary that has the ability to distinguish the above
described experiments E0 and E1 with a non-negligible advantage. Then we can
construct an algorithm S which runs A as a subroutine for breaking the property
of TrapDel.

Simulating Setup Phase. S generates PP and S = (vk(1), . . . , vk(N)) as above

experiments. S sends (PP, S, γst, {γ(i)
kg}i∈[N ]) to A.

Challenge. The challenge phase has two sub-phases:

– A provides a message µ∗ and two indexes (s∗0, s
∗
1) such that s∗0 6= s∗1 and

s∗0, s
∗
1 ∈ [N ]. S chooses b

$←− {0, 1}.

– For l ∈ [Q], A provides a ring R∗
l such that vk

(s∗0), vk(s
∗
1) ∈ S∩R∗

l , S response

it as same as the Sign algorithm, except the delegation of trapdoor T
(s∗b )

F′
µ,1−d

.
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Concretely, S sends the trapdoors (T(s∗0),T(s∗1)) to its challenger, then the

challenger pick a random bit b and compute the T
(s∗b )

F′
µ,1−d

as response. Then

S uses T
(s∗b )

F′
µ,1−d

to issue signature Σ∗
l for the challenge.

Exploiting. When A outputs b′, S outputs b′.

Note that when the bit b that challenger randomly selected is b = 0 then the
view of A is distributed exactly according to E0, while if b = 1 then the view
of A is distributed exactly according to E1. By Lemma 2, we know the dele-

gated trapdoor T
(s∗b )

F′
µ,1−d

is statistically independent with the original trapdoors

(T(s∗0),T(s∗1)). By Lemma 4, we know the signature Σ∗ is statistically indepen-

dent with the delegated trapdoor T
(s∗b )

F′
µ,1−d

. Therefore, by the trapdoor indis-

tinguishability property of TrapDel (cf. Lemma 3), E0 and E1 are statistically
indistinguishable.
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