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Abstract. Based on d-dimensional quantum full homomorphic encryption, an
efficient and secure quantum network coding protocol is proposed in this paper. First, a
quantum full homomorphic encryption protocol is constructed utilizing d-dimensional
universal quantum gates. On this basis, an efficient quantum network coding protocol is
proposed. In the protocol, two source nodes encrypt their respective prepared quantum
states with the quantum full homomorphic encryption protocol. The two intermediate
nodes successively perform homomorphic evaluation of the received quantum states.
Finally, the two sink nodes recover the quantum states transmitted by the two
source nodes in the butterfly network depending on their measurement results. The
performance analysis shows that the proposed quantum network coding protocol is
correct and resistant to attacks launched by dishonest intermediate nodes and external
eavesdroppers. Compared to related protocols, the proposed protocol not only enables
to transfer information in d-dimensional quantum system, but also requires only 1
quantum gate and a key of length 2 in the encryption phase, which makes the protocol
has higher efficiency.

1. Introduction

with the rapid development of wireless communication technology, we are moving
towards the era of 6G wireless networks. Quantum 6G wireless networks [1,2] become
one of the high-profile research areas, which takes advantage of quantum technology to
provide a higher level of data security and reliability for wireless communications. As
one of the key technologies for quantum 6G wireless networks, quantum network coding
plays an important role.

Network coding, since it was first proposed by Ahlswede et al. [3] in 2000, has
made significant advances in theory [4] and applications [5]. It allows intermediate
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nodes in networks to encode multiple data. In classical networks, intermediate nodes
only have storage and forwarding capabilities, and encoding operations only occur at
the receiving and sending ends. Therefore, compared to traditional routing [6], network
coding can improve network throughput and save bandwidth. However, with the rapid
development of quantum information and quantum computing, the transmission of
classical networks has faced new challenges. It has prompted the gradual introduction
of classical network coding with powerful throughput and robustness into the quantum
field, forming quantum network coding (QNC), which aims to improve the efficiency
of quantum communication in quantum networks. Different from classical network
coding, the security of quantum network coding is guaranteed by the quantum mechanics
principle. It is one of the reasons why quantum network coding has become a hot
research topic.

In 2007, Hayashi et al. [7] first introduced the concept of QNC and proposed a QNC
protocol based on universal cloning [8]. The protocol implements crossing two qubits,
i.,e. XQQ protocol, in the butterfly network, but its fidelity is less than 1. To optimise
this protocol, Hayashi et al. [9] proposed a QNC scheme with a priori entanglement in
the same year. It used two pairs of Bell states shared in advance by the two senders to
achieve perfect transmission of two qubits in the butterfly network. Since then, more
and more scholars have started to focus on this area, and various QNC protocols [10-24]
have been proposed. In 2009, Kobayashi et al. [10] introduced classical communication
into quantum network coding, and achieved lossless quantum state transmission with
fidelity of 1 by simulating a classical linear network coding scheme. Subsequently, by
sharing non-maximal entangled states among the senders, Ma et al. [11] came up with
an efficient QNC protocol for transmitting M-qudit states over the butterfly network.
In 2014, Shang et al. [12] put forward a controlled quantum network coding scheme
based on the XQQ protocol and priori entanglement. The scheme made use of the GHZ
controlled teleportation.

The above studies [7,9-12] did not discuss the security of QNC when attackers
attack quantum networks. Since improving the security of QNC is one of the most
essential requirements for the development of quantum networks, scholars have started
to analyse the security of QNC. In 2016, Shang et al. [15] presented a QNC scheme
based on homomorphic signatures. The scheme can resist pollution attacks, it improves
the security of quantum network coding. In 2018, Owair et al. [18] considered the
possibility of external eavesdroppers attacking quantum networks, and proposed a single-
shot secure QNC protocol on a butterfly network with free and open communication.
In 2021, Chen et al. [19] came up with a controlled QNC scheme based on quantum
walks. The scheme initially realised the entanglement distribution of butterfly networks,
which reduced entanglement resources and enhanced scalability. In addition, the
scheme not only analyses external attacks but also discusses possible internal attacks
(dishonest intermediate nodes). Recently, Cheng et al. [20] pointed out that the
protocol [9] is insecure under the assumption that intermediate nodes are dishonest.
They then put forward an improved secure XQQ protocol based on 2-dimensional
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quantum homomorphic encryption. Although the protocol can resist both external
and internal attacks, it is not efficient enough as the protocol requires 2 quantum gates
and a key of length 8 during the homomorphic encryption phase. Furthermore, most
of the above protocols are implemented in 2-dimensional quantum systems, which are
less universal and information transmission efficient (considering information capacity
issues) compared to d-dimensional quantum system. Therefore, it is worthwhile to
investigate how to design an efficient and secure quantum network coding protocol in a
d-dimensional quantum system.

Based on the above research on QNC protocols, this paper proposes an efficient and
secure QNC protocol based on d-dimensional quantum full homomorphic encryption
(QFHE). First, we propose the first QFHE protocol with d-dimensional universal
quantum gates. Further, in accordance with the QFHE protocol, we propose an efficient
QNC protocol. In this protocol, firstly, two source nodes encrypt their respective
prepared particles using the constructed QFHE protocol during the communication
between the two source nodes and the first intermediate node. They send the encrypted
particles to the first intermediate node for homomorphic evaluation. Next, the first
intermediate node sends the homomorphic evaluated particles to the second intermediate
node for homomorphic evaluation. Then, The second intermediate node sends the
homomorphic evaluated particles to two sink nodes respectively. Finally, the two sink
nodes recover respectively the quantum states transmitted by the two source nodes
based on the measurement results, thus enabling perfect transmission of the quantum
states over the butterfly network. The protocol analysis shows that the proposed QNC
protocol can resist both external and internal attacks. Compared with Cheng et al.’s
protocol [20], the proposed protocol not only achieves the transmission of particles in d-
dimensional quantum system, but also, and more importantly, requires only 1 quantum
gate and a key of length 2 to encode quantum states in the encryption phase, all of
which greatly improve the efficiency of the protocol.

The rest of the paper is organized as follows. In Sec. 2, we briefly introduce the
relevant preliminaries. Then, a d-dimensional quantum full homomorphic encryption
protocol is first constructed, furthermore, an effcient and secure quantum network coding
protocol is proposed. in Sec. 3. In Sec. 4, the correctness and security of the proposed
QNC protocol are analyzed. Finally, a brief discussion and conclusion is given in Sec.
5.

2. Preliminaries

2.1. d-dimensional quantum system

In a d-dimensional quantum system H = C?, there exists a set of computational basis
B ={]0),[1),...,|d — 1)}, which is used to measure a single qudit. In addition, there
exists a set of Bell basis (EPR pairs) [25], which is denoted as



Efficient and secure quantum network coding based on quantum . .. 4

1 d—1

ﬁzwjml 17,7 +ma), (1)
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, “+7 denotes mod d add. Quantum measurement in

W(mhmz)) =

where, my,my € Zy, w = €27/4

d—1
the Bell basis is called Bell measurement. When my; = msy = 0, [¢g) = ﬁ 17 9)s
j=0

which is used as the quantum entanglement resource for the quantum network coding
protocol proposed in Sec. 3.2. Bell measurement is commonly used to jointly measure
two-particle state over H = C?. It can be used to achieve quantum teleportation [25],
which is described below.

Assume that the sender, Alice has a d-dimensional single-particle state

=3 ol @)

and that she and Bob each possess one of the particles of the Bell state [1q0). The state
of the whole system can be written as

) [Y00) = Z ajl i)y [k)o|k) s, (3)
]k 0
where, Alice has particles 1 and 2, Bob has particle 3. If Alice performs the Bell
measurement on the particles 1 and 2, she obtains the measurements m; and ms.
Simultaneously, the particle 3 owned by Bob collapses to

d—1
1 m
Ut (ma, ms) [9)5 = fza]w TG+ ma)s. (4)
Here, Ut(m;, ms) is the conjugate transpose of the unitary operation
d—1
U(mi,ma) =3 w’™ [j) (7 +mal. (5)
5=0

Once Bob learns Alice’s measurements m; and ms, he can recover the quantum state
|¢) transmitted by Alice by performing the unitary operation U(my,ms) on the particle
3. The quantum teleportation circuit between Alice and Bob is shown in Figure 1.

Next, we will describe some qudit gates involved in this paper. In H = C¢, the
Clifford gate includes the single-qudit Pauli operations, Hadamard gate H, the phase
gate S, and the two-qudit controlled-X gate C'X. The single-qudit Pauli operations
consist of X, Y and Z gates, which are defined [26] as follows:
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Figure 1: The quantum teleportation circuit of a qudit. The double line indicates
transmission of classical dits.

d—1
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d—1
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X, Y and Z satisfy the properties: X? = V¢ = Z¢ = I, Y = —w'/2XZ. The
Hadamard gate H and the phase gate S are denoted [26] as

<.

1 d—1 d—1
= — wl* k) (
Va2 W
e (7)
d—1
S = Wi=d+2)j/2 |] ( |
7=0

The two-qudit controlled-X gate is described [26] as follows:

d—1
ox =Y lj) o X7 0
§=0
Here, the operation X7 on the second qudit of C'X is controlled by the value j of the
first qudit. In addition to Clifford gates, this section also introduces a non-Clifford gate,
i.e. qudit 7/8 gate T;. When d > 3, T} can be expressed [27] as

The above given quantum gates are collectlvely known as universal quantum gates,
and they can be used to construct any universal quantum circuit. Without considering

the global phase, there are the following conditional commutation relations among
X, Y Z H,S, T;, and CX,
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(XXPZ9 = XPZIX,

YXPZ1=XPZY,

ZXP71 = X717,

HXPZ%= X17PH, (10)
SXPZ9 = X17PT4S,

XT’ZT”SthXpZtJ — Xp+rzp+q+r’Tt’

CXio (Xqu ® XsZt) = (Xqu+t ® Xp+5Zt) CXy 9.

\
Here, p,q, s, t,r, 7" € Zy. Eq. (10) is the basis for the QFHE protocol presented in Sec.
3.1. Furthermore, since there is a constant relationship between X, Z and U(m, msy) as
follows:

U(ml,mg) = (XT)mZZml. (11)

Therefore, in order to reduce the communication complexity, the unitary operation U is
used as the homomorphic encryption algorithm in proposed QNC protocol in Sec. 3.2.

2.2. The XQQ protocol based on quantum teleportation

In this section, we briefly introduce the XQQ protocol proposed by Hayashi [9]. In
this protocol, there are two source nodes P; and P, two intermediate nodes V; and V5,
and two sink nodes )7 and (). It is assumed that P, and P, pre-share two pairs of
maximally entangled states [®);, and [®); ¢, where P has particles 3 and 5, P has
particles 4 and 6. The quantum states transmitted by P and P, are |x), and |x),
respectively. The butterfly network of the protocol is shown in Figure 2.

In Hayashi’s [9] protocol, the two intermediate nodes V; and V5, can be considered
as internal participants since they can perform encoding operations. V; and V5 are by
default honest and they are not aware of the encryption rules between the two source
nodes and the two sink nodes. However, in the practical application, the intermediate
nodes may be dishonest and he tries to launch attack to recover out the quantum
states sent by the source nodes. In addition, the intermediate nodes may also be the
source nodes of another butterfly network in a certain large quantum network, hence
the consistency of the encryption rules will make the network more universal.

Based on the above two situations, Cheng et al. [20] pointed out that Hayashi’s
protocol [9] is insecure, and proposed an improved XQQ protocol. The butterfly network
of this protocol is shown in Figure 3. The protocol exploits 2-dimensional homomorphic
encryption scheme to encode measurement particles and achieve secure transmission of
measurement results, thus resisting attacks by dishonest intermediate nodes. However,
the protocol requires 2 quantum gates and a key of length 8 in the encryption phase,
which makes the protocol less efficient. In addition, compared to d-dimensional quantum
systems, the protocol is implemented using 2-dimensional quantum systems, which
are not sufficiently universal and information transfer efficient. In response to these
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Figure 2: The butterfly network of Hayashi’s protocol.

problems, we propose an efficient and secure QNC protocol based on d-dimensional
QFHE in next section.

3. Quantum network coding protocol based on quantum full homomorphic
encryption

Considering that the existing d-dimensional QHE protocol [28] only involves single-
particle quantum gate operations and is not applicable to arbitrary quantum gates.
It cannot satisfy the needs of the QNC protocol proposed in Sec. 3.2. Therefore,
this section first constructs a QFHE protocol with d-dimensional universal quantum
gates. Then, based on the proposed QFHE protocol, we propose an efficient and
secure quantum network coding protocol. The correctness of both schemes has been

theoretically proven.
3.1. Quantum full homomorphic encryption protocol

In this section, a QFHE protocol with d-dimensional universal quantum gates is
constructed, which is a a four-tuple of quantum algorithms (key generation, encryption,
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Figure 3: The butterfly network of Cheng et al.’s protocol.

evaluation, decryption) [28,29]. The client generates encryption keys and decryption
keys using the key generation algorithm. He uses the encryption algorithm to encrypt
quantum state plaintext to generate quantum state ciphertext. After that, the client
sends the quantum state ciphertext to the server via the quantum-secure channel. After
receiving the quantum state ciphertext, the server executes the evaluation algorithm.
He then sends the calculation result to the client. The client decrypts the calculation
result sent back by the server, and it is the calculation result expected by the client.
The set of quantum operations allowed by the protocol is F' = {X,Y, Z, H,S,T;,CX}.
The proposed QFHE protocol is described in detail as follows.

(1) Key generation (KeyGena): When a single (double) qudit gate G €
{X,Y,Z,H,S,T,}(CX) acts on the quantum state plaintext oy (0, and o3), the client
randomly generates the encryption keys p,q € Zg (p, q, s, t € Zg) according to the key
generation algorithm.

(2) Encryption (Enca): Based on the keys p, q (p, ¢, s, t), the encryption algorithm
Enca performs encryption on the quantum state plaintext oy (o7, 09). The obtained
quantum state ciphertext is (are) p.,, = X?Z%(X?Z9)" (p., = XPZ90,(XPZ?)" and
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Pey = XPZ05(XPZ9)T). Finally, the client sends the quantum state ciphertext p., (pe,
and p,,) to the server via a secure quantum channel.

(3) Evaluate (Ewvala): After receiving the quantum state ciphertext p., (pe,
and p.,) from the client, the server performs the evaluation operation on it (them).
The acquired evaluation result is p/ = Evala(G € {X,Y, Z, H,S, T;}, pe,) = Gp.,G'
(p" = Evala(CX12, peys Pey) = CX12(pey ® pCQ)CX372). He sends p’ (p”) to the client
via a secure quantum channel.

(4) Decryption (Deca): Upon receiving the evaluation result p' (p”) from the
server, the client performs the decryption operation on it with the decryption keys
v.d (', ¢, s, t). That is, o/ = Deca(p),q.p) = Z 99XV (Z-9X )
(0" = Deca(p', ¢, s, t',p") = (Z79X P @ 27" X)p"(Z 79XV @ Z7V X~*)1). The
decryption keys is generated by the key generation algorithm.

The scheme takes advantage of the conditional interchangeability between qudit
gates, and exchanges the evaluation operator and the encryption operator by means of
equivalent multiplication to complete homomorphic encryption. The correctness of the
protocol is guaranteed by the calculation of the evaluation and decryption results. The
specific correctness analysis is shown below.

Theorem 1 When the evaluation operators X, Y, Z, H, S, T, and CX act
respectively on the quantum state ciphertext, the following equations are obtained.

0 = Evala (X, pe,) = XPZ9X o X1 (XP 2T,
py = Evala (Y, pe,) = XPZY 0, YT(XP 29T,
Py = Evala (Z, p,) = XPZ9Z0 ZH(XP 29T,
oy = Evala (H, pe,) = X ZPHo  H (X92P)T 12)
ph = Bvala (S, pe,) = XPZ1Zoy ZF(XP29)T,

ph = Bvala (Ty, pe,) = X1 2P T,y T, (X0 2P)T,

P = Evala (CX12, peys Pey)

= (XPZT @ XPHZY) OX) 5 (00 ® 02) OX| o (XP 20+ @ X7+ 21,
proof Based on the conditional exchangeability between quantum gates in Eq.

(10), we get
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0, = Evala (X, pe,) = Xpe, X1 = XXP 290 (X 20 X1
= XX?Z% (X XPZ0)" = XP 79X 0y XT(XPZ29)T
oy = Evala (Y, pe,) = Ypo, YT = Y XPZ90,(XP29) YT

= XPZ9Y o, YT(XPZ9)T,
oy = Evala (Z, pe,) = Zpe, 2" = ZXP 290, (XP 29 21
= X?P29Z0, 21 (XP 29T,
oy = Evala (H, p,) = Hpe, H' = HX? Z%, (X? 2% H' (13)
= XZPHo HY(X12P)T,
ph = Evala (S, pe,) = Spe, ST = SXPZ%0,(XP27)1 ST
— Xpr+qSO'15T(Xpr+q)T,
ps = Evala (Th. poy) = X' 27 P Typey (X727 ST,)!
= X727 SPT,X? 290, (X7 2) (X7 27 sPT,)!
— Xp+er+q+r’Tt01TtT(Xp+er+q+r’)T’

P = Buvala (CX12, pey, Pes) = C X1 (pey @ pey) CX 1
=CX15 (U(p.q)on Ul (p,q) @ U(s,t)oxU" (s,)) CXT ,
= CX12 (Up.q) @ U(s,1)) (01 @ 03) (U(p,q) ® U(s, 1)) CX], (14)
= (Ulp+s,q) ®U(s,q+ 1)) CX15 (01 ® 03)
CX{,(U(p+5,q) @U(s,q+1))".

From Eq. (13) and (14), it is clear that when the evaluation operator acts on the
quantum state ciphertext, it is equivalent to directly encrypting the evaluation operator
on the quantum state plaintext. Therefore the evaluation algorithm for the proposed
QFHE protocol is correct.

Theorem 2 The decryption algorithm Decy is correct when the following equation
holds.

o' = Deca (P, ¢, p) = Go,GT,

15
0" = Deca (¢, ¢, 8, p") = CX12 (01 @ 03) CX] . -

Proof According to Theorem 1 and the conditional interchangeability between
qudit gates in Eq. (10), we obtain the homomorphic transformation results of the
evaluation algorithm. When the decryption algorithm Deca decrypts the evaluation
result of the quantum state ciphertext, we discuss it in the following several cases.

(1) When the evaluation operator G € {X,Y, Z}, the decryption key is the same as
the encryption keys based on Eq. (10), i.e. (p',q') = (p,q). Then the decryption results
corresponding to the evaluation operators X, Y and Z are
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o = Deca (¢, p'1) = 27X Pp (279X )]
= 79X PXP 71X oy X (XP 20 (Z71x P

= Xo XT,

o'y = Deca (9, pla) = Z7IX P ph(Z71X ")
= 779X PXPZ2Y o, Vi(XP 2 (270 x P (16)
=Yoo, YT

of = Deca (9. q ph) = Z7X Py (271X )]
= 29X PXP 770, 7N (XP 20 (779X P!
= Zo 7",

(2) When the evaluation operator G = H, the decryption key is updated as
(p',q") = (¢, p) according to Eq. (10). Then the decryption result

oy = Deca (¢, py) = ZPX 7 9p, (277X~
= 7 PXIX7PHo HY (X 27\ (77X ) (17)
= Ho H'.

(3) When the evaluation operator G = S, the decryption key is renewed as
(¢',¢") = (p,p+ q) depending on Eq. (10). Then the decryption result is

0'/5 = DeCA (p/’ q/’ pg) = Z—(p-i-q)X—ppg (Z—(p—l—q)X—p)T
— 7wt x P XP zrtase §T(xPzrta)t (7=t x )T (18)
= SalST.

(4) When the evaluation operator G = T;, the decryption key is renewed as
(P',q¢)=(p+r,p+q+1") in accordance with Eq. (10). Then the decryption result is

Ué = Deea (p/7 qu pé) — Z—(p-i-tl—l-r’))(—(;D—I-T)di(Z—(p+q—|—r’))(—(p+r))]L
— Z—(erquT”)X—(err)XJDJH’Zerqur’TNthT(XerrZzﬂqurr’)T(Z—(erqu?“’)X—(JDJH’))Jr (19)
=Tio 1TtT-
(5) When the evaluation operator is C'X; o, the decryption keys are updated to
(p',q¢)=(p+s,q) and (s',t') = (s,q + t) depending on Eq. (10). The decryption result

is
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0" = Decp (p/,q',s',t',p”):( T, ) U (¢, t))p U, ¢)oU(S,t))
= (U (p+s5q9@U'(s,qg+1)p" (U(p+s,q9) U (s,qg+1))
:(UT(p+s,q)®UT(s q+t) (Up+s,q) @U(s,q+1) CX1 (01 ® 09)
CX{,(U(p+5,9)@U(s,q+ 1) (U(p+s,9) @U (s, +1)) (20)
= (U (p+5.q)Up+sq U (s,q+1t)U(s,q+1)) CX15 (01 ® 03)
C’Xi2 (Ulp+5,9U (p+s.q) @U'(s,q+t)U (s,q + 1))
=CXi5 (01 ® 09) C’Xfo.

From the above analysis, it can be seen that the direct evaluation result of the
quantum state plaintext can be obtained by the decryption algorithm. Therefore, the
decryption algorithm of the proposed QFHE protocol is correct.

In summary, according to the above proofs of Theorem 1 and Theorem 2, we fully
demonstrate that the proposed QFHE protocol is correct.

3.2. Quantum network coding protocol

In this section, an efficient and secure QNC protocol is proposed using the constructed
d-dimensional QFHE protocol, as shown in Figure 4. The task of this protocol is to
transmit the quantum states |¢); and |p)s possessed by the two source nodes Py and Ps
to the corresponding sink nodes ()1 and (s, respectively, through a quantum butterfly
network consisting of intermediate nodes V; and V5 and edges e(1), e(2),...,e(7). In the
butterfly network, assume that the two source nodes P; and P, as well as the two sink
nodes ()1 and ) are both honest, they share two common random keys. While the two
intermediate nodes V; and V5 are dishonest, who try to obtain the secret information of
the others to recover the transmission quantum states. The specific steps of the protocol
are as follows.

Step 1: Quantum key distribution process. P, and P, shares two random
keys s1, 2 € Zq4 utilising a secure quantum key distribution protocol [30]. Similarly,
the protocol [30] is executed respectively between P, and ()3 together with P, and @,
such that both ); and ()» obtain information about the keys sq, ss.

Step 2: Quantum information transmission process. The quantum states
transmitted by P; and P2 are |¢p); = Z; “oajl)y and |p)y = Z?;é B;l7)2, respectively.
The two pairs of Bell states that they share are |¢go)ss = % Z?;é |7)s]7)4 and
|Y00)56 = %Z?;é |7)5]7)6. Here, P, has particles 3 and 5, P, has particles 4 and

Py (P,) performs Bell measurement on particles 1 and 3 (2 and 6), and obtains the
measurement M; = {mq1, mia} (My = {ma1, mas}), ma1, mia, Moy, mag € 1,2,...,d — 1.
At the same time, the particle 4 (5) owned by P, (P;) collapses to the state |¢'), =
UT(m117m12)|¢>4 (l¢")s = UT(m21,m22)|¢>5).



Efficient and secure quantum network coding based on quantum . .. 13

QKD protocol <“—>
Quantum channel —>

v,
‘¢>1 e O 3 ‘ 00 >3:4 4 ‘:_:)
Woo b
o> ¥ols ‘o olo),
{5155, }

U(Sl,sz)‘nql)? U(SIDSE)‘?”21>9

e(3) =
e(4)
:: gg U(51,252)‘mn + 11y, }Q ; ::
Ne U(szsz)‘mlz Ty, >10 -

U(0.2s,) "”11 + 1y >11 U(s,,2s,) ‘ my, +m,, >9

[o"), 2",

Figure 4: The process of quantum secure multi-party summation protocol

Step 3: The encryption process of the transmitted particles. P,
(P,) performs the unitary operation U'(miy,mi3) (Uf(mar,me)) on the particle
©")s (|¢')4), which is evolved to |¢")s = Ut(muy, mio)Ut(mar, maa)|)s ([¢")s =
UT(ma1, mag)UT(my1,mi12)|@)s). Then, Py (P) sends the particle |¢")s (|¢”)4) to Qo
(Q1).

Step 4: The homomorphic encryption process of the prepared particles
(QFHE.Enc). P, and P, prepare the quantum states {|mi1)7,|mi2)s} and
{|ma1)9, |ma2)10} in order based on their measurements M; and M,. Then, according
to the encryption keys s; and sy, P; encodes particles 7 and 8. The encoded quantum
states are U(sy, so)|my1)7 and U(sy, S2)|mi2)s, which are sent to V4 by P;. Similar to the
operation performed by P;, P, ciphers particles 9 and 10 with s; and s;. The ciphered
quantum states evolve into U(s1, s2)|ma1)e and U(sq, s2)|maa)10, they are sent to V; by
P,.

Step 5: The homomorphic evaluation process of V; (QFHE.Eval).



Efficient and secure quantum network coding based on quantum . .. 14

After receiving the particles U(sy,s2)|mii)7, U(si, s2)|miz)s, U(sy, S2)|mai)e and
XU(s1,82)|maz)10 sent by P and P, Vi performs the evaluation operation C'X7g9 on
particles 7 and 9, while performing the evaluation operation C'Xg 19 on particles 8 and
10. Subsequently, V; sends the evaluated particles 9 and 10 to V5.

Step 6: The homomorphic evaluation process of V; (QFHE.Eval). Upon
receiving particles 9 and 10 from V;, V5 prepares two particles 11 and 12 in the |0) state.
He then performs the operation C'Xy;; on particles 9 and 11, whilst performing the
operation C' Xy 12 on particles 10 and 12. Afterwards, V5 sends the evaluated particles
9 and 10 to @, as well as particles 11 and 12 to ()s.

Step 7: The homomorphic decryption process of the prepared particles
(QFHE.Dec) Depending on the above steps and the keys s; and sy shared among Py,
Py, @1 and @, Q1 and Q)2 calculate their own decryption keys, which are {s;,2ss} and
{0,2s,} respectively. In accordance with the decryption key {s1,2s5}, Q1 performs the
decryption operation UT(sy,2s,) on particles 9 and 10. The obtained quantum states
are |my; + mop)e and |mis + mos)1g. Similarly, Q)2 performs the decryption operation
UT(0,2s5) on particles 11 and 12 based on the decryption keys {0,2s,}, getting the
quantum states |mq; + mop)11 and |mis + mag )12 respectively.

Step 8: The decryption process of the transmitted particles. (); measures
his particles 11 and 12 in the computational basis B = {|0),[1),...,|d — 1)}, gaining
sequentially measurements 111 +mo; and mys+mes. Analogously, ()2 measures particles
9 and 10 in the computational basis B, yields successively measurement results as
mi1 + Moy and mqs + Mmoo. Subsequently, ()1 and )o perform respectively decryption
operation U(mqy + may, mis + maz) (i.e., U(M; + Ms)) on the received particles |¢"),
and |¢")5. Without considering the global phase, the quantum states acquired by Q)
and @y are |¢"), = Z?;é a;lj)a and |¢")5 = Z?;é B;|7)s in order. That is, @1 and Q-
recover the quantum states |¢); and |p)o transmitted by P, and Ps, respectively.

Through the above step 1 to step 8, P, and P, successfully transmit their respective
quantum states |¢); and |p)s to Q1 and Qs. In order to better understand the proposed
protocol, we design its quantum circuit, as shown in Figure 5.

Simultaneously, an example of dimension 3 (i.e. d = 3) is given to further illustrate
the execution of the protocol. For simplicity, the global phases in the example are
ignored. In this example, two source nodes P, and P2 and two sink nodes Q1 and
Q2 share keys s; and sy. P; and P, have quantum states |¢); = Z?:o ajlj) and
lp)e = Z?:o B;7)2, respectively, and they share two pairs of Bell states [g)34 =
Ne > oli)sli)a and [tho)se = 7 Sioli)slide:  In step 2, if Py (Py) gets Bell
measurement result M; = {0,1} (My = {1,2}) for particles 1 and 3 (2 and 6), then the
particle 4 (5) of P, (P;) collapses to |¢')4 = Z?:o a;lj+ 1D (|¢)s = Z?:o Bilj + 2)5).
In step 3, P, and P, send the encrypted particles |¢”); = Z?:o Biw™|j)s and
CAVES Z?:O ajw?|7)4 to Q2 and @1, respectively.

In step 4, according to the measurement results M; = {0, 1} (My = {1,2}), P, (P,)
prepares the quantum states {|0)7,[1)s} ({|1)9,]2)10}). Then, P, (P,) encodes them
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Figure 5: The quantum circuit of the proposed quantum network coding protocol
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by by making use of the keys s; = 2 and sy = 1, and obtains the encrypted particles
{w]2)7,10)s} ({]0)9,w?|1)10}). The particles 7, 8, 9 and 10 are sent by P; and P, to V;.
In step 5, V; carries out the evaluation operation C' X7 9 (C X5 19) on the particles 7 and 9
(8 and 10). Afterwards, he sends the evaluated particles {|2)g, w?|1)19} to V5. In step 6,
after performing the evaluation operation C'Xg 11 (C X 12) on particles 9 and 11 (10 and
12), V, sends the resulting evaluated particles {|2)g, w?|1)10} and {|2)11, |1)12} to Q2 and
@1, respectively. In step 7, according to the obtained decryption key {s; = 2,2sy = 2}
({0,255 = 2}), Q1 (@) executes the decryption operation UT(2,2) (UT(0,2)) on particles
9 and 10 (11 and 12), resulting in the quantum states {|1)9, [0)10} ({|1)11,]0)12}).

At the end of the protocol, (), and Q5 utilize the computational basis B =
{]0),11),|2) } to measure the quantum states {|1)g, |0)19} and {|1)11, |0)12} in their hands,
respectively. They both get the measurement result {1,0}. After that, depending on the
measurement {1,0}, @)1 and Q)2 execute respectively the decryption operation U(1,0) on
the received particles |¢”), and |¢")5. They get the quantum states |¢" )4 = Z?:O a;lj)a
and |¢")5 = Z?:O B;l7)s in turn. Obviously, @1 and Q2 recover the quantum states |¢);
and |p), transmitted by P; and P,. Thus, P; and P, perfectly transmit their respective
quantum states |¢); and |p)s to @1 and Qs.

4. Protocol Analysis

In this section, the correctness of the proposed QNC protocol are firstly analyzed. Then,
we analyze the security of the proposed QNC protocol.

4.1. Correctness

As can be seen from the example in Section 3.2, the source nodes P; and P; successfully
transmit their respective quantum states to the corresponding sink nodes ¢); and @) in
the ideal case. A rigorous proof of the correctness of the protocol from the theoretical
point of view will be given as follows.

First of all, P, (P) performs Bell measurement on particles 1 and 3 (2 and 6),
and the measurements result is M; = {mq1, mi2} (My = {ma,maa}). At the same
time, particle 5 (4) of Py (P) collapses to U (ma1, ma2)|p)s (UT(m11, mi2)|¢),), which is
encrypted by making use of the operation UT(my1, m12) (UT(ma1, mas)). The final states
of particles 4 and 5 are in
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|6") 4 = Ut (mar, mao)UT (ma1, m12)|),
-1 d-1 d-1
- Z w2 | § 4 mag) (4] Zw_km” |k + mag) (K| Z I
=0 k=0 1=0

(21)

d—1
—(k —k
— E W (+m12)m21akw m11|k+m12+m22>4
k=0

d—1
— o mzma1 Z akw_k(mll‘l'le) |k +myg + m22>4
k=0

and
T

=

"5 = U (mar, miz) U (mag, ma) )5

. d1 d—1
=) " w I ) (Y w Tk ma) (KD B,
g o 1=0
o (22)
_ wktma2)min g y=kman g 4o 4 Maz)s
k=0
d—1
_ W_mllmzz Z ﬁkw—k(M11+m21)|k + mia —|— m22>5.
k=0

Second, P; (FP,) encodes the prepared quantum state {|mi1)7,|mi2)s}
({|m21)9, |ma2)10}) with the keys s; and sy, and obtains the quantum states

{U(s1,82)[ma1)7, U(s1, 82)[maz)g}t ({U(s1, 82)|mar)g, U(st, $2)|mas)yo}).  When Vi re-
ceives these four particles, he performs the operation CX79 (C'Xg10) on particles 7
and 9 (8 and 10). According to Eq. (10), the states of the system are in

C X7 (U(s1, 82)[ma1); @ U(sy, s2)|mai)g)

= (U(2s1,52) ® U(s1,252)) C X7 (|mi1); ® |mai)g)

= U(2s1, 52)|m11), @ U(s1,252)|ma1 + mai)g,

CXs10 (U(s1, 52)|[maz)g @ U(st, s2)[maz)y)

= CXz10 (U(s1,82) @ U(s1, 52)) (|maz)g @ [maz),()

= U(2s1, 52)|m12)g @ U(s1,252)|mi2 + maz) -
Upon V; performing operation C'Xg 11 (C' X 12) on the received particle 9 (10) and the

prepared particle 11 (12), similarly according to Eq. (10), the states of the system evolve
respectively as
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CXog11 (U(s1,252)|ma1 +ma1)g ®(0)4;)
= (U(s1,252) @ U(0,252)) CXg 11(|m11 + ma1)y ® [0),,)
= U(s1,252)|ma1 + ma1)g @ U(0, 252)[ma1 + mai)y,
CX10,12 (U(s1, 282)[maz + maz) 1o ® [0),)
= (U(s1,252) @ U(0,252)) C X102 (|maz + maz);y @ 0)45)
= U(s1,259)|m12 + ma2) o @ U(0, 252)|mag + maa),.
At last, using the decryption keys {si,2s2} ({0,2s2}), Q1 (Q2) performs

the decryption operation UT(sq,2s3) (UT(0,2s5)) on the received particles 9 and

10 (11 and 12). The yielded quantum states are {|mi1 + moa1)g, |Mm11 + Ma1),}

({Im11 + ma1)qy, [ma2 + ma2),, ). Based on the measurement result {mqy + mo1, mig + Mmoo},

@1 and @), execute respectively the operation U(mq; + may, mia + may) on the particles
|¢"), and |¢").. The eventually obtained quantum states are in order

‘¢///>4 = U(mi1 + moa1, mig + maa)|o1),
d—1
_ ij(mu-l-mm) 17) (§ + mag + mag| w™m2m2
j=0

d—1
25
Z Oékw_k(m11+m21)‘]{? + mio + m22)4 ( )

k=0
d—1

= WY agl),
j=0

and
|90///>5 — U(mll + Moy, M2 + m22)‘901>5

d—1
_ ij(m11+m21) 17) (J 4+ mag + mag| w™ M2
7=0

d—1
26
Z Bkw_k(m11+m21)‘]€ + mio + m22>5 ( )

k=0
d—1
=W Y Bl
7=0

From Eq. (25) and (26), it can be seen that (); and Q)2 recover the quantum states
|¢), and |p), transmitted by P, and P, without considering the global phase. As a
summary, the proposed QNC protocol is correct.

4.2. Security

In this section, we first give the security definition that the fully mixed state guarantees
the security of the QNC scheme [28,29]. Then, on that basis, the security of the proposed



Efficient and secure quantum network coding based on quantum . .. 19

QNC protocol is proved. That is, it is resistant to attacks launched from both internal
dishonest intermediate nodes and external attackers.

Definition 1 (Information-theoretic security) If for all input states o, its output
state o. is completely mixed, then the algorithm is secure. The relationship between
the input state ¢ and the output state o. is described as follows:

1 I
o= = Z U(s1,89)0U" (51, 89) = Ed- (27)

s1,50€{0,1,+,d—1}
Here, o denotes the density matrix of all possible input states, U(sy,s2) (s1,82 €
{0,1,2,...,d — 1}) is the unitary transformation between all input states and output
states.

In the proposed QNC protocol, if an attacker wants to recover the quantum states
sent by the two source nodes P, and P, to the two sink nodes (; and ()5 respectively,
he needs to obtain the measurements M; = {mq;, mi2}, My = {ma1, mas} or My + My,
with myi, mis, mar, Moy € Zy. The attacker can acquire My, My or My + My by the
following three ways.

(T1) Intercepting the quantum states sent by P, and P, to V1

According to the Definition 1, it is clear that this phase is secure. Its proof is as
d—1

follows. o = > a;|l) (l] is the density matrix of all possible plaintexts of the quantum
i=0

states {|mai1),, |[mi2) s, [M21)g, |Ma2),0} Prepared by P; and P in step 4. Assume that

the attacker cannot know the probability distribution associated with the transmitted
quantum state in advance through other channels, thus the quantum state plaintexts in
front of the attacker have the same probability a; = 1/d, 1 € {0,1,...,d—1}. s; and s
are the keys shared by P, P, @)1 and Q3. The keys are only held by these four parties
and are not available to the attacker. When the attacker tries to intercept the quantum
states sent by P; and P, to V;, because the output

1
o, = 2 Z Ul(sy, 52)oU (51, 52)
s1,82€4{0,1,--- ,d—1}

d—1 d—1 d—1

1 o i .

== > WD G sl D al) (1YW i+ ) Gl
=0 j=0

s1,52€{0,1,,d—1} j=0

d—1 d—1
1 . ,
=Y Y awt T s (1w |+ s2) (]
j=0

817826{0,1,”' ,d—l} =0

1 d—1
:ﬁ Z Zal|l—82><l—82|

817826{0,1,”' ,d—l} =0

= % Z al]d

317826{0717"' 7d_1}

(28)

&
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of the encryption algorithm is a fully mixed state, therefore the attacker can only
intercept or detect the fully mixed quantum states. As a result, the attacker cannot
obtain any valued information about {m1, my2, M2, Mmoo} from the intercepted quantum
states.

(T2) Intercepting the quantum states sent from V; to V5

Since the quantum states {|mi1),,|mi2)g,|M21)g,|M22),,} are prepared based
on Bell measurement results, these quantum states can be expressed uniformly as

d—1

|Map) = ﬁ > 17) (a,b € {1,2}) in combination with the analysis in (T1). As can
5=0

be seen from Eq. (23), the operation of particles 7 and 9 is the same as that of 8 and 10.

Hence, we take particles 7 and 9 as an example for our analysis. After the homomorphic
evaluation, the density operator of the system in which particles 7 and 9 are located is

pro = (U(2s1, s2)|ma1), @ U(s1, 282)|mar + mar)g)
(U(2s1, $2)[m1); @ U(s1, 282) [mag + mar)y)')
= U(281, 82)|m11>77 (m11| UT(281, 82) (%9 U(Sl, 282)

My 4 ma1)gq (M11 + Mo U'(s1,2s).

(29)

Tracing out the particle 7, we can get the reduced density operator of the particle 9,
which is

py =1tz (pr9)
= U(s1,282)|mun + mar)gq (M1 + mar| U'(s1, 255)

t’l“7 (U(281, 32)|m11>77 <m11| UT(281, 82))
d—1
1 o e
= U(s1,25) ; i + §)gq (i + J1UT(s1,252) (30)
d—

QUl

1
7 (iU (281, 2)U (251, 82) ¥ i),
0 =0

s.
— |l

=—1,.
g

In the same way, we can obtain the reduced density operator for particle 10, that
is
p1o = trs (U(2s1, 82)|mas)s © U(s1,285)|maa + maz)yg)
(U251, 52)|mas) @ Uy, 252) s + man)yo)') (31)
1
=—1,.
PR
When the attacker intercepts particles 9 and 10, since both the reduced density operators
po and pyg are in the maximum mixed state, he cannot obtain any useful information
about my; + me; and myy + Mmas from them.
(T3) Intercepting the quantum states sent to 7 and Q9 by V5
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Following Eq. (24) and the analytical method of (T2), we find the reduced density
operators of the particles 11 and 12,

p11 = trg (U(s1,2s2)|ma1 + m21>9 ®@ U(0,2s2)|mi1 + ma1),, )

(U(s1,289)|mus + mar )y ® U(0, 25)[may + m21>11)T>

1
= _Idv

d 2
pr2 = trio ((U(s1, 252)|mig + maz) o @ U(0, 252)|mag 4+ maz)y,) )
(U(s1,252) iz + maz) s © U (0, 28) maa + maz)y,)' )
While intercepting particles 9, 10, 11 and 12, the attacker cannot obtain effective
information about mq; + mg; and mqs + mags from them due to the fact that pg, p1o, p11
and pjp are in the maximum mixed state.

As a conclusion, at any stage of the above security analysis, the attacker cannot
obtain any valuable information about M;, Ms or M; + M, since the transmitted
quantum states are all in the maximum mixed state. It is important to note that
even if the attackers are dishonest intermediate nodes, V; and V5, they are unable to
obtain any valuable information about M;, M, or M; + My during the above stages,
whether they attack alone or conspire to attack. Therefore, the proposed quantum
network coding protocol can resist both external attacks and internal attacks launched
by dishonest intermediate nodes.

5. conclusions

Before deriving our conclusions, we briefly discuss some advantages of the proposed
QNC protocol compared with Refs. [12, 15, 18, 20, 22].  Firstly, we proposed the
first d-dimensional QFHE protocol based on universal quantum gates. It can be
applied to various quantum cryptographic protocols, such as quantum secure direct
communication, quantum secure multi-party summation, quantum network coding, etc.
Secondly, the internal attacks launched by dishonest intermediate nodes, which are
inevitable in practical applications, are taken into account in our protocol compared to
protocols [15,18,22]. To this end, we design a d-dimensional QFHE protocol, which is
utilised by the two source nodes to encrypt the prepared quantum states. This makes
our protocol resistant not only to external attacks, but also to internal attacks. Thirdly,
the communication efficiency of our protocol is much higher. The protocol [20] employs
a key of length 8 to cipher the quantum states, while the proposed protocol requires
only a key of length 2. In addition, since d-dimensional quantum system have a higher
capacity than 2-dimensional quantum system. Therefore, these significantly improve
the communication efficiency of the proposed protocol. Thirdly, the proposed protocol
has a lower communication complexity. Compared to the quantum gates required for
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the encryption and decryption phases in the protocol [20], our protocol requires only
1/2 of the original quantum gates, which reduces the communication complexity of
the overall protocol. Fourthly, the generality of the proposed protocol is higher. The
protocols [12, 15,20, 22] utilize 2-dimensional quantum resources to transmit quantum
states. Whereas the proposed protocol implements the transmission of quantum states
on d-dimensional quantum systems. Therefore, our protocol has higher generality.

In summary, we propose an efficient and secure QNC protocol with QFHE.
At first, we construct a QFHE protocol based on d-dimensional universal quantum
gates, and prove that the scheme is correct from the theoretical perspective. Based
on this, we propose an efficient quantum network coding protocol, which achieves
perfect transmission of quantum states over the butterfly network by making use of
d-dimensional Bell states. In this protocol, two source nodes encrypt their respective
prepared quantum states utilizing the quantum homomorphic encryption scheme, and
send them to the first intermediate node. Next, the first intermediate node performs
the homomorphic evaluation operation on the received quantum states. He then sends
the target quantum states to the second intermediate node. Afterwards, the second
intermediate node performs the homomorphic evaluation operation on all the quantum
states in hand, and sends the control quantum states and the target quantum states to
the two sink nodes respectively. Finally, the two sink nodes recover the quantum states
transmitted by each of the two source nodes based on their measurement results. The
performance analysis of the protocol shows that the proposed protocol is correct and
can resist external attacks as well as internal attacks launched by dishonest intermediate
nodes.
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