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ABSTRACT
Kaplan-Meier estimators are essential tools in survival analysis, cap-

turing the survival behavior of a cohort. Their accuracy improves

with large, diverse datasets, encouraging data holders to collabo-

rate for more precise estimations. However, these datasets often

contain sensitive individual information, necessitating stringent

data protection measures that preclude naive data sharing.

In this work, we introduce two novel differentially private meth-

ods that offer flexibility in applying differential privacy to vari-

ous functions of the data. Additionally, we propose a synthetic

dataset generation technique that enables easy and rapid conver-

sion between different data representations. Utilizing these meth-

ods, we propose various paths that allow a joint estimation of the

Kaplan-Meier curves with strict privacy guarantees. Our contribu-

tion includes a taxonomy of methods for this task and an extensive

experimental exploration and evaluation based on this structure.

We demonstrate that our approach can construct a joint, global

Kaplan-Meier estimator that adheres to strict privacy standards

(𝜀 = 1) while exhibiting no statistically significant deviation from

the nonprivate centralized estimator.

KEYWORDS
survival analysis, Kaplan-Meier estimators, differential privacy, col-

laborative learning

1 INTRODUCTION
Survival analysis, or time-to-event analysis [41], encompasses meth-

ods that provide statistics on the survival characteristics of a pop-

ulation. It is employed in various fields such as medical research

to predict patient mortality [8, 26], in finance to model customer

defaults or service unsubscriptions [5, 17, 47], and generally to

study population behavior over time for specific events. A widely

used statistic in this field is the Kaplan-Meier estimator [25], a

nonparametric tool that approximates the survival probability of a

population directly from survival data. This estimator is particularly

valuable in the medical field as it allows straightforward analysis of

the effects of treatments or markers on survival outcomes without

complex formulations.

The effectiveness and precision of Kaplan-Meier estimators in

modeling the true survival probability can be maximized when

they are constructed from large datasets. However, individual data

centers and research institutes often lack access to such comprehen-

sive datasets, prompting the need for collaborative efforts among

multiple data holders to develop more robust estimators. Despite

the benefits of collaboration, data protection regulations like the

General Data Protection Regulation (GDPR) [1] impose strict limi-

tations [1, 2], preventing the straightforward sharing of raw data

and ensuring the privacy of data contributors, such as patients.

Attempts to address security concerns with the use of a col-

laborative Kaplan-Meier estimator have so far only utilized secure

aggregation and encryption schemes [23, 63, 65, 67]. However, these

approaches are computationally intensive and time-consuming and

do not scale effectively with an increasing number of collabora-

tors. Additionally, they fail to provide privacy guarantees for the

released global model. An adversary with access to aggregated sta-

tistics could still perform attacks such as reidentification [21, 57] or

inference [4, 35], compromising the privacy of data contributors.

A theoretically robust solution to ensure individual privacy

within a dataset is differential privacy [19] (DP). DP applies con-

trolled randomization to data, functions of data, or aggregated

statistics to safeguard individual privacy while allowing the extrac-

tion of summary statistics. An interesting property of differential

privacy is that an adversary, with access to any auxiliary infor-

mation, is not able to infer further information from any function

applied on the output of a DP mechanism. This is known as the

post-processing property of differential privacy.

Studies that attempt to combine differential privacy and Kaplan-

Meier estimators have been very limited so far [27] and focus on

protecting the count numbers and do not propose any solution

when we do not have access to the count numbers at each time. The

previous method also does not offer protection for the specific times
of events. To date, no work has suggested a differentially private

framework that can facilitate collaboration for this problem.

In this work, we first introduce two new differentially private

methods that can be applied on different functions of survival data,

and based on our methods, we suggest various paths that collabora-

tors can take to privately build a joint global Kaplan-Meier estimator.

Our paths offer great flexibility for the preferred shared information

in a collaborative system and are easy to apply and fast to compute.

In summary:

• We present the first approach to the problem of privacy-

preserving joint survival estimation over an aggregate of

clients and provide a systematic analysis of how to achieve

this global model.

• We propose two differentially private methods that local

clients can utilize for the privacy of their data. We then

suggest multiple paths that these clients can propagate

their private information through, in order to construct a

final joint KM estimator. We are able to achieve good utility

compared to the centralized setting at a high privacy level

(𝜀 = 1).
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• We are able to release client-level differentially private sur-

rogate datasets which enable us to construct an accurate,

private and joint Kaplan-Meier estimator by pooling these

private datasets.

2 BACKGROUND
2.1 Survival Analysis and Kaplan-Meier (KM)

Estimators
Survival analysis is the collection of statistical methods that aim to

model and predict the time duration to an event of interest for a

set of data points. As an example, the events of interest in medical

survival analysis might be the time it takes for a patient to die

from an initial point when the patient enters a study, the time to

metastasis, time to relapse, etc.

The survival analysis dataset is in the form of 𝐷 = {𝑡𝑖 , 𝑒𝑖 }𝑁
𝑖=1

where 𝑡𝑖 is the event time for the data point 𝑖 and 𝑒𝑖 ∈ {0, 1} is
the corresponding type of event for the data point 𝑖 . We say that

a data point is right censored when 𝑒𝑖 = 0. This happens when an

individual is excluded from the study, usually for reasons other

than the event of interest, or when the event of interest does not

occur until the maximum study time 𝑇max. When 𝑒𝑖 = 1, the event

of interest occurs for the data point 𝑖 .

Let 𝑡∗ ≥ 0 be a random variable. The survival function at time 𝑡

is defined as the probability of the event of interest 𝑡∗ happening
after 𝑡 :

𝑆 (𝑡) = Pr(𝑡∗ > 𝑡) (1)

The survival function is a smooth non-increasing curve over time

and its value is bound to [0, 1]. However, in practice, to model the

survival function based on a finite number of data points, we need

to estimate the value of 𝑆 (𝑡). The Kaplan-Meier (KM) estimator [38]

𝑆 is a nonparametric step function of data, used to estimate the

survival function:

𝑆 (𝑡) =
∏
𝑡 ′≤𝑡

𝑟𝑡 ′ − 𝑑𝑡 ′
𝑟𝑡 ′

(2)

where 𝑟𝑡 is the number of datapoints at risk or more commonly

known as the risk set (those that have not experienced any type of

event) at time 𝑡 and 𝑑𝑡 is the number of data points experiencing

the event of interest (i.e. 𝑒 = 1) at time 𝑡 . Here, we assume that

there are 𝑇 distinct times of event in the whole dataset: 𝑡 ′ ∈ {0 =

𝑡0, 𝑡1, 𝑡2, ..., 𝑡𝑇−1 = 𝑇max}. In practice, we can discretize the times of

events with an equidistant grid with bin size 𝑏 and calculate the

𝑆 (𝑡) based on the number of events that occur within each grid.

2.2 Event Probability Mass Function
As is evident from Equations 1 and 2, the Kaplan-Meier function

estimates the probability of the event up to a certain point in time.

This is a restrictive view, and instead we might want to measure the

probability at each specific time or time interval. For this reason,

we also consider the closely related concept of probability mass

function:

𝑦 (𝑡) = Pr(𝑡∗ = 𝑡 |𝑥) (3)

which represents the probability that a new data point 𝑥 will experi-

ence the event at time 𝑡 . Throughout this paper, we use probability

Patient ID #001 #002 #003 #004 #005

Duration 1 2 3 4 5

Event 1:dead 1: dead 0: censor 1: dead 0: censor

Figure 1: A simple illustrative example of Kaplan-Meier and
probability estimators for a dataset of 5 individuals.

mass function and probability function or simply probability, inter-
changeably. The true probability for discretized times of events,

𝑡 ∈ {0, 𝑡1, ...,𝑇max}, and with the assumption that no event happens

at time 𝑡0 = 0, can be approximated by an estimator [44, 45] 𝑦:

𝑦 (𝑡 𝑗 ) =


0 𝑡 𝑗 = 0

𝑆 (𝑡 𝑗−1) − 𝑆 (𝑡 𝑗 ) 𝑡1 ≤ 𝑡 𝑗 ≤ 𝑇max

1 −∑
𝑡 ′≤𝑇max

𝑦 (𝑡 ′) 𝑡 𝑗 = 𝑇max + 1

(4)

𝑆 (𝑡 𝑗 ) = 1 −
∑︁
𝑡 ′≤𝑡 𝑗

𝑦 (𝑡 ′) (5)

The probability mass function estimator 𝑦 shows the overall prob-

ability of incident during each time interval and it contains one

element more than 𝑆 (𝑡). This extra element 𝑦 (𝑇max + 1) is consid-
ered to capture the probability that the event will occur beyond the

end time of the study [43]. With this extra element the sum of all

the elements in the 𝑦 vector should be 1.0 (i.e.

∑𝑇max+1
𝑡 𝑗=0

𝑦 (𝑡 𝑗 ) = 1)

as is expected from a probability mass function. As we can see

from Equations 4 and 5, the conversion between the estimator for

probability mass function 𝑦, and the Kaplan-Meier estimator 𝑆 is

straightforward and fast. This gives us the opportunity to convert

between the twowhenwe need a different viewpoint on the survival

status of the population. To better demonstrate the relationship

between these functions, we provide a toy example in Figure 1 for a

small dataset of only 5 individuals. Here 𝑡 ∈ {0, 1, 2, 3, 4, 5} months

and 2 individuals are censored at times 𝑡 = 3 and 𝑡 = 5 = 𝑇max

(shown with red circles on the survival plot). At each step 𝑡 we

have 𝑆 (𝑡) = 𝑆 (𝑡 − 1) × 𝑟𝑡−𝑑𝑡
𝑟𝑡

. Notice that the value of the survival

function does not change when a point is censored; however, the

individuals that are censored are not considered in the risk set of the

next time step. Indeed, the probability mass function only models

the probability of the events of interest happening at each time

step.

2.3 Differential Privacy (DP)
The goal of this paper is to build a global survival model for the

collection of data from multiple data owners. However, this col-

laboration now carries the risk of privacy leakage through these

2
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shared data or shared data statistics. Differential privacy [19] is the

standard method for mathematically restricting the probability of

information leakage from the data or a function of the data. DP

adds calibrated randomness to the data or its functions such that

the general statistics inferred from the dataset remain accurate but

the sensitive information of individual data points is suppressed.

There will always be a privacy-utility trade-off: the more random-

ness is added, the more private the algorithm and less accurate the

statistics learned from the collection of the data, and vice versa.

Thus, we always strive to find an operating point which offers the

best privacy-utility trade-off.

Definition 1 (𝜀-Differential Privacy [19]). A randomized
algorithm A is 𝜀-differentially private, if for any two neighboring
datasets 𝐷 and 𝐷′ and for any 𝑆 ⊆ Range(A) we have:

Pr(A(𝐷) ∈ 𝑆) ≤ 𝑒𝜀 Pr(A(𝐷′) ∈ 𝑆)

Intuitively, this guarantees that an adversary, provided with the

output of A, can draw almost the same conclusion (up to 𝜀) about

whether dataset 𝐷 or 𝐷′ was used. That is, for any record owner,

a privacy breach is unlikely to be due to its participation in the

dataset.

In bounded DP, 𝐷′ can be obtained from 𝐷 by changing the

value of exactly one data point. And in unbounded DP, 𝐷′ can be

obtained from 𝐷 by adding or removing one data point.

Throughout this paper, we choose to work only with bounded dif-
ferential privacy. Note that in the bounded setting, the neighboring

datasets 𝐷 and 𝐷′ have the same fixed size.

2.3.1 Laplace Mechanism. As explained in Definition 1, a random-

ization process is necessary for differential privacy. There are many

mechanisms that can be applied to data or functions of data to make

these differentially private. Here we focus on the so-called Laplace
mechanism. But we first need to define the global sensitivity of a

function [19]:

Definition 2 (Global 𝐿𝑝 -sensitivity). For any function 𝑓 :

D → R𝑘 , and all possible neighboring datasets 𝐷 and 𝐷′, the 𝐿𝑝 -
sensitivity of 𝑓 is Δ𝑝 𝑓 = max𝐷,𝐷 ′ | |𝑓 (𝐷) − 𝑓 (𝐷′) | |𝑝 , where | | · | |𝑝
denotes the 𝐿𝑝 -norm.

The Laplace Mechanism [19] consists of adding Laplace noise

to the true output of a function, in order to make the function

differentially private.

Definition 3 (Laplace Mechanism [19]). For any function 𝑓 :

D → R𝑘 , the randomized function A:

A(𝑓 (.), 𝜀) = 𝑓 + (L1, ...,L𝑘 )

is differentially private. Where L𝑖 are drawn independently and ran-
domly from a Laplace distribution centered on 0, with pdfL(0,𝑙 ) (𝑥) =
1

2𝑙
exp

(
− |𝑥 |

𝑙

)
where the scale parameter 𝑙 depends on the sensitivity

through 𝑙 = Δ1 𝑓
𝜀 .

Differential privacy is immune to postprocessing (closure under

postprocessing); this means that an adversary cannot compute a

function of the output of a differentially private mechanism A and

make it less differentially private.

Theorem 1 (Post-Processing Property [19]). Let A be an
𝜀−DP privacy mechanism which assigns a value Range(A) to a
dataset 𝐷 . Let B be an arbitrary randomized mapping that takes
as input 𝑂 ∈ Range(A) and returns 𝑂 ′ ∈ Range(B). Then B ◦ A is
also 𝜀-differentially private.

3 DIFFERENTIALLY PRIVATE SURVIVAL
STATISTICS ESTIMATORS

In this section, we explain the methods that can be used to make

a survival dataset or its functions differentially private. Based on

these methods, we can later build paths that enable a collabora-

tive learning system. We will first review a previously suggested

method -which we call DP-Matrix- that perturbs the matrix of

count numbers at each unique time of event. We then introduce our

two novel methods, DP-Surv and DP-Prob, which are more flexible

and can be applied directly to the Kaplan-Meier function and the

probability estimator, respectively. We lay out all 3 methods with

the assumption of a bounded DP.

3.1 DP-Matrix+

The only available baseline method applies DP directly to the num-

ber counts 𝑑𝑡 𝑗 , number of censored points 𝑐𝑡 𝑗 and the risk set 𝑟𝑡 𝑗 in

the dataset. In this method suggested by [27], first a partial matrix

𝑀 = [𝑟0, 𝑑0, 𝑐0, 𝑑𝑡1 , 𝑐𝑡1 , ...., 𝑑𝑇max
, 𝑐𝑇max

] of the number of events and

the number of censoring at each unique incident time 𝑑𝑡 𝑗 and the

total number of individuals at the initial time 𝑟0 is constructed,

then Laplace noise with sensitivity of 2 is directly added to these

numbers. The authors use this sensitivity, since adding or removing

one data point from the data set will at most change the count

number by 2 (simultaneously in the values 𝑟0 and 𝑑𝑡 𝑗 or 𝑐𝑡 𝑗 ). To

make this method comparable with our upcoming suggested DP

methods, we formulate it in the bounded DP setting, where the size

of neighboring datasets remains the same. This means that we keep

the total number of points 𝑟0 unperturbed and fixed. The sensitivity

still remains 2 as the effect of changing one data point can change

the norm 𝐿1 by at most 2. So we can construct the DP partial matrix

𝑀′ as follows:

𝑀′ = 𝑀 + [0,L𝑑0
,L𝑐0

, ...,L𝑑𝑇max

,L𝑐𝑇max

] where L 𝑗 ∼ L(0, 2/𝜀) (6)

After obtaining the noisy 𝑑′𝑡 𝑗 and 𝑐
′
𝑡 𝑗

values, the remaining number

of at risk is calculated by:

𝑟 ′𝑡 𝑗 = 𝑟
′
𝑡 𝑗−1

− (𝑑′𝑡 𝑗−1

+ 𝑐′𝑡 𝑗−1

) ∀𝑡 𝑗 ∈ {𝑡1, ...,𝑇max} (7)

We call this method differentially private matrix or DP-Matrix for
short.

A major point of concern when working with DP-Matrix is that
it only perturbs the count numbers at distinct recorded times of

events. This means that the algorithm would not perturb the times

of incident; hence the times of the events are not protected by this

method, and this still poses privacy concerns for the dataset. To

correct this issue, we use a preprocessing step inwhichwe discretize

the times of events and work with the count numbers 𝑑𝑡 𝑗 or 𝑐𝑡 𝑗
accumulated per time bin. We call this improved version of the

algorithm DP-Matrix+.
3
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3.2 DP-Surv
In our first proposed method, we strive to offer more flexibility with

respect to the function on which differential privacy is applied. This

method, which we call differentially private Kaplan-Meier estimator
or DP-Surv for short, directly tweaks the Kaplan-Meier survival

estimator to make it private and no access to the dataset is needed.

We also address the issue of privacy of times of events (as discussed

in Section 3.1) by sampling the KM estimator at equidistant time

intervals. By doing so, the function no longer contains the sensitive

distinct times of events, and applying differential privacy on this

vector now also protects times.

Consider 𝑆 (𝑡) the vector of survival estimates that contains the

sampled values of the continuous KM function at equidistant time

intervals. The 𝐿1 and 𝐿2 sensitivities of this function are as follows:

Theorem 2. Let’s denote the total number of data points in the
dataset by 𝑁 , the total number of censored points by 𝐶 and the total
number of time bins in the equidistant grid over 𝑡 = 0 till 𝑡 = 𝑇max

by 𝑇 , then when 𝐶 = 0:

Δ1𝑆 =
𝑇 − 1

𝑁
, Δ2𝑆 =

√
𝑇 − 1

𝑁

Proof. We provide the proofs for the sensitivity 𝐿1 and 𝐿2 of

the Kaplan-Meier estimator 𝑆 (𝑡), in Appendix A.2. □

Calculating sensitivities for when censored points are present in

the dataset requires more care and is not as straightforward for the

𝑆 function. We include our derivations for both cases of 𝐶 = 0 and

𝐶 ≠ 0 in Appendix A.2 and discuss why the latter is no longer DP.

We defer solutions for a general case to future work.

Now, let us inspect the sensitivity in the absence of censored

points. Here, we see that the presence of𝑇 in the numerator of Δ1𝑆 ,

means that applying a simple Laplace mechanism (Definition 3)

is not useful. This is because only for the special case of 𝑇 ≪ 𝑁 ,

the sensitivity is reasonably small such that the DP noise would

not destroy the utility. Inspired by the works of [40, 56], we take

advantage of the equidistant sampling of the KM curve to first

transform it to the discrete cosine transform (DCT) space [48] (a

refresher on DCT is provided in Appendix A.1). We can then add

the DP noise to only the first 𝑘 coefficients of the 𝐷𝐶𝑇 (𝑆 (𝑡)) vector,
masking the remaining 𝑇 − 𝑘 components with zero. The first

coefficients of DCT capture the large-scale structure and the most

condensed statistics of the signal, such as the mean value. The fine

details contained in the remaining coefficients are protected from

DP noise by setting them to zero.

Theorem 3. Denote 𝐷𝑘 = 𝐷𝐶𝑇𝑘 (𝑆 (𝑡)) the first 𝑘 coefficients of
the discrete cosine transform of 𝑆 (𝑡), then Δ1𝐷

𝑘 ≤
√
𝑘Δ2𝑆 (𝑡).

Proof. DCT is a transformation into orthogonal bases [62] and

when the correct normalization factors are used, the bases form

an orthonormal basis [32]. Any projection on orthonormal bases

preserves the 𝐿2 norm of vectors, so when taking only the first 𝑘

coefficients, we have Δ2𝐷
𝑘 ≤ Δ2𝑆 (𝑡). Using the inequality between

𝐿1 and 𝐿2 norms, we have Δ1𝐷
𝑘 ≤
√
𝑘Δ2𝐷

𝑘
. □

So, this method adds Laplace noise with a sensitivity of

√
𝑘Δ2𝑆

to 𝐷𝐶𝑇 (𝑆 (𝑡)), with 𝑘 being a publicly available hyperparameter.

Note that the use of an equidistant-time grid is necessary for a

meaningful discrete cosine transformation of the survival estimator

vector, otherwise the coefficients would not represent details at

gradually growing scales, correctly.

We outline our DP-Surv method in Algorithm 1, for the case

of 𝐶 = 0. By definition, the Kaplan-Meier estimator should be

a non-increasing function. To achieve this, after adding Laplace

noise, masking with zeros and transforming back to the real-time

space, we apply an isotonic regression-based clipping [10, 14] to

𝑆 ′ (𝑡) which has been shown to be a more effective post-processing

technique compared to naive clipping [30]. This step is shown in

line 5 of the algorithm.

Algorithm 1
DP-Surv
Kaplan-Meier estimator values 𝑆 (𝑡 ) sampled at equidistant times 𝑡 =

{0, ...,𝑇max} for total of 𝑇 time bins, total number of points 𝑁 , 𝑘 num-

ber of first coefficients of 𝐷𝐶𝑇 (𝑆 (𝑡 ) ) , privacy parameter 𝜀 .

1: Δ2𝑆 ←
√
𝑇 −1

𝑁
⊲ calculate 𝐿2 sensitivity

2: 𝐷𝐶𝑇 ′ (𝑆 (𝑡 ) ) ← 𝐷𝐶𝑇 (𝑆 (𝑡 ) ) + L(0,
√
𝑘Δ2𝑆/𝜀 )

3: 𝐷𝐶𝑇 ′ (𝑆 (𝑡 ) ) ← 𝐷𝐶𝑇 ′ (𝑆 (𝑡 ) ) [𝑘 + 1 : 𝑇max ] = 0 ⊲ choose the first 𝑘

coefficients of 𝐷𝐶𝑇 ′ (𝑆 (𝑡 ) ) and set the rest to zeros

4: 𝑆 ′ (𝑡 ) ← 𝐷𝐶𝑇 −1 (𝐷𝐶𝑇 ′ (𝑆 (𝑡 ) ) ) ⊲ apply inverse DCT

5: 𝑆 ′ (𝑡 ) ← 𝐼𝑅𝑃 (𝑆 ′ (𝑡 ) ) ⊲ isotonic regression projection

6: return 𝑆 ′ (𝑡 )

3.3 DP-Prob
The next privacy-preserving method that we propose adds DP

randomness to the probability mass function estimator𝑦 (𝑡). We call

this method differentially private probability estimator or DP-Prob
for short. Here again, we have the advantage that no direct access

to data is required and the probability estimator is modified directly.

We also assume an equidistant-time grid when sampling the values

of the probability estimator function, to address the issue of privacy

of times of events.

Consider 𝑦 (𝑡) the vector of probability estimates that contains

the sampled values of the continuous probability estimator function

in equidistant time intervals. The sensitivities 𝐿1 and 𝐿2 of this

function are as follows:

Theorem 4. Let’s denote the total number of data points in the
dataset by 𝑁 and the total number of censored points by𝐶 , then when
𝐶 = 0:

Δ1 �̂� =
2

𝑁
, Δ2 �̂� =

√
2

𝑁

Proof. We provide the proofs for 𝐿1 and 𝐿2 sensitivity of the

probability mass function estimator 𝑦 (𝑡), in Appendix A.3. □

We show in Appendix A.3, that the sensitivity calculation for

when𝐶 ≠ 0 is complicated and involves terms that make it non-DP.

We again defer the investigation of a plausible sensitivity for this

case to future work.

In the absence of censored data and for a large enough dataset,

Δ1𝑦 is reasonably small such that we can apply the Laplace mecha-

nism (Definition 3) directly to the vector𝑦 (𝑡). Our DP-Probmethod

is described in Algorithm 2, for the cases of 𝐶 = 0. Again, we need

to impose some properties on the noisy probability vector 𝑦′, after
4
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applying the DP mechanism. The probability estimator function, in

general, should some up to 1 and the individual values 𝑦 (𝑡) should
be between 0 and 1, and this should also hold for 𝑦′ (𝑡). For this
purpose, we first clip the noisy values to a minimum value of 0 and

then scale the whole vector by diving by the sum of all components.

These are demonstrated in lines 3 and 4 of our algorithm.

Algorithm 2
DP-Prob
The vector of probability estimates �̂� (𝑡 ) sampled at equidistant times 𝑡 =

{0, ...,𝑇max} for total of 𝑇 time bins, total number of points 𝑁 , privacy

parameters 𝜀

1: Δ1 �̂� ←
√

2

𝑁
⊲ calculate 𝐿1 sensitivity

2: �̂�′ (𝑡 ) ← �̂� (𝑡 ) + L(0,Δ1 �̂�/𝜀 )
3: �̂�′ (𝑡 ) ← clip(�̂�′ (𝑡 ), 0) ⊲ clip to min=0

4: �̂�′ (𝑡 ) ← �̂�′ (𝑡 )/∑𝑇max+1
𝑡=0

�̂�′ (𝑡 ) ⊲ re-scale to make it a probability

function

5: return �̂�′ (𝑡 )

4 PRIVATE KAPLAN-MEIER ESTIMATOR
ACROSS MULTIPLE SITES

In this section, we address the challenge of constructing a reliable

and privacy-preserving KM curve over a dataset that is distributed

across multiple sites.

We have summarized the overall scheme of our solutions to this

problem in the form of a graph in Figure 2. In what follows, we

expand on this figure and clarify the possible routes that can be

taken to arrive at the final goal of a global and private KM estimator

𝑆 ′ (𝑡).

4.1 Vertical Movement in the Graph:
Representation Conversion

A vertical movement at any of the “stops” in our graph will change

the representation of the data. There are many reasons why one

might want to move along the representations. We take advantage

of different representations to add DP noise to different functions of

the data, in order to assess the utility of our DP methods for a fixed

level of privacy guarantee. In the end of this section we will also

explain why a conversion back to a dataset is necessary to calculate

the performance metrics for our methods. In the following, we will

walk through conversion methods between these representations.

Data to Kaplan-Meier estimator. If a survival dataset is avail-
able (the second row from top), the KM estimator can easily be

constructed using Equation 2.

Kaplan-Meier estimator to probability estimator and vice
versa. If a KM estimator over a survival dataset is available (the

third row from top), using Equation 4, the estimator for the proba-

bility mass function can easily be constructed. The conversion in

the other way, from probability estimator (the lowest row) is also

seamless by utilizing Equation 5. It is worth mentioning that no

information is lost when converting between KM estimator and

its counterpart, probability estimator, and we can easily convert

between these two rows.

Estimators to Data: Surrogate Dataset. Kaplan-Meier estima-

tor (and equally the probability estimator) summarizes the survival

information contained in the dataset into one non-parametric curve

over time [38, 44, 45]. For meta-analysis or computing more com-

plicated metrics over the population, access to only KM/probability

estimator functions is not sufficient, and we need the dataset. In

our study, one might end up with access to only KM/probability

functions (lower two rows) for two reasons: a) when only the

KM/probability estimator is shared with other sites and b) when

DP is used to modify these two functions. This motivates us to at-

tempt to reconstruct a dataset based on the values of the probability

estimator:

Rsurr : [0, 1]𝑇max+1 → D (8)

where Rsurr is a reconstruction function that takes probability val-

ues as input and outputs a surrogate dataset 𝐷surr ⊂ D.

The problem of converting survival values to the correspond-

ing dataset has been explored in, for example, [29, 66]. Here, the

most accurate version of the algorithm requires access to various

parameters, such as number at risk at regular intervals during the

time frame of the study and total number of events (∑𝑇max

𝑡 𝑗=0
𝑑𝑡 𝑗 )

during the study period. When only the probability estimator or

the KM estimator are provided, we do not have access to these

two parameters, rather the overall probability of experiencing the

event at each interval or the probability of survival at each interval,

respectively. Previous work [29] states that when neither the total

number nor multiple values are provided for the number at risk, we

can assume that there are no censored observations. They mention

that although this is a strong assumption, any other assumption

about the data without further information would be just as strong.

Inspired by these arguments, we propose a simple, yet effective

algorithm to construct a surrogate dataset with access to only prob-

ability mass function estimator. Algorithm 3 outlines the procedure.

We assume that during the time frame of the study no censoring

happens and the probabilities directly reflect the number of data-

points experiencing the event of interest at each time interval. As

explained in Section 2.2, the extra element of the probability vector,

𝑦 (𝑇max + 1), represents the probability that the event will occur

after the maximum study time 𝑇max. So we convert this value to

censored data points at time 𝑇max, as formulated in lines 9-12 of

our algorithm.

Since the conversion between the Kaplan-Meier estimator and

the probability estimator is straightforward and lossless (see Sec-

tion 2.2), when access to only KM values is granted, we can first

convert to probability values and then apply Algorithm 3 to con-

struct the surrogate dataset.

Data to Performance Metrics. As explained, when we have

access to a real or surrogate dataset (the second row from top)

we are much more flexible to run more complex metrics on the

population to measure their survival properties. The measurement

metrics will be explained in detail in Section 5.1 just before starting

our experiments.

4.2 Crossing the Privacy Barrier: DP methods
In this section, we explain the horizontal movement in our graph

across the Privacy Barrier line (left column to the middle column).

This is the stage in which each site uses differential privacy, locally,

to construct a private dataset or a private function of their dataset.
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Figure 2: Overall scheme of paths that are possible to construct a collaborative private KM estimator over the union of datasets.

Algorithm 3
Surrogate Dataset Construction Rsurr
Vector of survival probabilities �̂� = {�̂�𝑡 𝑗 }

𝑇max+1
𝑡 𝑗=0

, tuple of datapoints 𝑑𝑖 =

{𝑡𝑖 , 𝑒𝑖 }, number of data points to consider 𝑛, function to round to the

nearest integer 𝑟𝑜𝑢𝑛𝑑 ( ) .
1: initialize empty surrogate dataset 𝐷surr = [ ]
2: for 𝑡 𝑗 = 0, ...,𝑇max do
3: 𝑛𝑢𝑚𝑡 𝑗 ← 𝑟𝑜𝑢𝑛𝑑 (�̂�𝑡 𝑗 ∗ 𝑛)
4: for 𝑖 = 1, ..., 𝑛𝑢𝑚𝑡 𝑗 do
5: 𝑑𝑖 = {𝑡 𝑗 , 1}
6: 𝐷surr.append(𝑑

𝑖
)

7: end for
8: end for
9: 𝑛𝑢𝑚𝑇max+1 ← 𝑟𝑜𝑢𝑛𝑑 (�̂�𝑇max+1 ∗ 𝑛)
10: for 𝑖 = 1, ..., 𝑛𝑢𝑚𝑇max+1 do
11: 𝑑𝑖 = {𝑇max, 0}
12: 𝐷surr.append(𝑑

𝑖
)

13: end for
14: return 𝐷surr

We look at 3 different DP methods to apply privacy, locally, as

explained in Section 3. In the centralized setting, the adversary can

be any external entity that has a view on any information that is

released from the client’s database. The adversary is passive (i.e.,

honest-but-curious).

DP-Matrix+. When access to the full dataset and the times

of events is provided, we can apply DP-Matrix+ (see Section 3.1)

directly to the count numbers at each event time.

DP-Surv. With more flexibility compared to the DP-Matrix+

method, when only access to (discretized) survival functions is

provided, each site can directly apply DP-Surv (see Section 3.2)

to their survival function. If the raw dataset is available, the KM

curve is first constructed and then this DP method is applied to the

KM function. If only a probability estimator function is provided,

first the corresponding KM estimator is calculated, and then DP is

applied.

DP-Prob. When only access to the probability mass function is

granted, DP is applied according to Section 3.3 to this function. If

only the dataset is available, the probability function is first con-

structed, and then the DP noise is added to this vector. Again, when

only the KM curve is provided, the conversion to the probability

estimator function is easily possible through Equation 4.

4.3 Crossing the Collaboration Line
We will now continue in the horizontal direction, from client-level

DP functions (middle column) to global, privacy-preserving survival

statistics on all data (right column). The goal is to collect the private

statistics from all sites and construct a KM estimator that uses

the information contained in the union of the datasets of all the

collaborating sites. A central server is responsible for collecting

the survival statistics from all sites and aggregating them. In the

collaborative setting, the adversary can be the central server, other

participants, or any other entity that has a view on any information

released from the clients’ side. The adversary is passive (i.e., honest-

but-curious), that is, it follows the protocol faithfully.

As explained in Section 4.1, we always have the option to convert

to other representations along the vertical line. So regardless of

which method we choose from Section 4.2, the local sites can share

one of the 3 different representations of the differentially private

information with the central server for a joint calculation of the

global model:

Private Data. After applyingDP to the data directly via DP-Matrix+

we will be left with a differentially private dataset. However, ap-

plying DP-Surv or DP-Prob only changes the KM function and

the probability function, respectively. To go back to the space of

6



Private and Collaborative Kaplan-Meier Estimators

datasets, we can deploy our surrogate data generation method from

Section 4.1 to construct a differentially private dataset. Note that

since the input of Algorithm 3 is the private probability estimator

function, the constructed surrogate dataset will also be private due

to the post-processing property of DP (Theorem 1). For when we

choose the DP-Surv method, we can convert the DP KM vector to

a DP probability vector first using the Equation 4 and then use the

surrogate generation method. Each site can then share its private

data set with the central server, and the metrics over the pooled
data can be used to construct a global and private KM estimator.

Private KM Estimators. If we choose to convert our DP rep-

resentations to a private local KM estimator, we can share this

estimator with the central server. By inspecting Equation 2, for 𝐾

collaborating sites, we have:

𝑆𝑎𝑣𝑔 (𝑡) =
∏
𝑡 ′≤𝑡

(
1 −

∑𝐾
𝑘=1

𝑑𝑡 ′,𝑘∑𝐾
𝑘=1

𝑟𝑡 ′,𝑘

)
(9)

for 𝑡 ∈ {0, ...,𝑇
max,𝑘 } distinct times of events in the whole global

dataset, 𝑑𝑡,𝑘 being the number of data points experiencing the event

of 𝑒 = 1 at distinct time 𝑡 for local site 𝑘 and 𝑟𝑡,𝑘 being the risk set

at distinct time 𝑡 for site 𝑘 . We can see that it is mathematically

not possible to calculate this average function solely based on the

values of the local 𝑆 ′ (𝑡) that are shared, because we need access to

the risk sets and number of events at a global level. We propose to

estimate this by simply averaging the local KM estimators:

𝑆 ′𝑎𝑣𝑔 (𝑡) =
1

𝑁

𝐾∑︁
𝑘=1

𝑛𝑘𝑆
′
𝑘
(𝑡) (10)

where 𝑛𝑘 is the dataset size for site 𝑘 and 𝑁 =
∑𝐾
𝑘=1

𝑛𝑘 is the total

number of points among all sites. Since we choose to work in the

bounded differential privacy framework, as explained in Section 2.3,

the size of the dataset can be shared publicly andwe use this tomake

a weighted averaging over all sites. The final constructed private,

global KM estimator can then be used, directly, or converted to

its corresponding private surrogate dataset on the server side, to

calculate the global metrics.

Private Probability Estimators. The last possible option is to

use DP-Prob directly or to convert our private dataset or private

KM estimator - which are obtained by DP-Matrix+ or DP-Surv,
respectively - to a DP probability estimator 𝑦′. Unlike 𝑆 (𝑡), each
of the local and private 𝑦′ (𝑡)’s is in the form of a probability mass

function. In absence of auxiliary information, an effective method

to combine probability mass functions is to take the average [33]

over all K sites:

𝑦′𝑎𝑣𝑔 (𝑡) =
1

𝑁

𝐾∑︁
𝑘=1

𝑛𝑘𝑦
′
𝑘
(𝑡) (11)

where again 𝑛𝑘 is the dataset size for site 𝑘 and 𝑁 is the total num-

ber of data points over all sites. The private global probability mass

function can then be converted to its corresponding private surro-

gate dataset or the KM estimator to calculate the global metrics.

5 EXPERIMENTS
In this section we demonstrate the efficiency of our differentially

private methods in a collaborative setting on real-world medical

datasets. We initially run the DP methods in a centralized setting in

Section 5.3. Then in Sections 5.4 and 5.5, we progress to the main

goal of our work, showing that our methods and suggested paths

according to our workflow (as described in Figure 2 of Section 4)

help us to accurately generate a joint and private Kaplan-Meier

estimator over multiple clients.

Datasets and Data Usage. For our experiments, we chose 3 es-

tablished publicly available survival medical datasets (details about

characteristics and preprocessing can be found in Appendix A.4).

Since our proposed DP-Surv (Section 3.2) and DP-Prob (Sec-

tion 3.3) methods are defined for datasets with no censored data,

we only use the uncensored part of these 3 datasets for all our exper-

iments. We include a detailed discussion of why this is a reasonable

assumption and the shortcomings in Section 7.1.

5.1 Metrics
Logrank Test. In our experiments, we need to compare the quality

of DP-generated KM curves and seek the KM distribution closest

to the one generated from the original dataset. To compare KM

distributions of two samples, hypothesis testing is usually used.

The logrank test is the most common of such tests.

The logrank test [49] is a nonparametric hypothesis test used

to compare the survival distribution of two populations. The null
hypothesis states that the two populations have the same
survival distribution. So, a 𝑝−value smaller than the desired

significance level leads to rejecting the null hypothesis, indicating

a difference between the populations. A 𝑝−value greater than the

significance level indicates no conclusive evidence to reject the

null hypothesis. Common practice sets 𝑝 < 0.05 as the threshold,

; however, much debate surrounds the topic, with many arguing

that a much smaller value is needed [16, 37]. For details of the

formulation of test statistics, refer to Appendix A.5.

Median Survival Time and Survival Percentage. The lo-

grank test has limitations in comparing survival curves for large

𝑝−value. This test also assumes noncrossing curves, so it may not

accurately show similarities or differences for complex survival

functions that intersect at any time point [7]. Given these con-

straints, other works [e.g. 29, 66] recommend reporting median

survival time and survival percentage at specific time points for a

more comprehensive understanding. The median, which is the time

at which the survival function reaches the value of 𝑆 = 0.5, is a

robust measure and gives a general idea about the survival property

of the dataset. Another important concept in survival studies is the

behavior of the population at the beginning, middle and end of the

study. Therefore, we choose to report the survival probability at

three different time points {0.25𝑇max, 0.5𝑇max, 0.75𝑇max}, with𝑇max

being the maximum time in the study. The confidence intervals

for these metrics are calculated directly from Kaplan-Meier (KM)

curves using Greenwood’s exponential log-log formula [60]. For

more details on the confidence intervals, see Appendix A.5.

Privacy Guarantees. According to the postprocessing property
of DP (Theorem 1), any function of a differentially private function

is also differentially private.

In DP-Matrix+, we directly add noise to the counts in the orig-

inal dataset, thus any function of these noisy data, including the
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constructed 𝑆,𝑦, as well as the surrogate dataset that helps to calcu-

late logrank test statistics and confidence intervals, is differentially

private.

For our DP-Surv and DP-Prob methods, any function of these

two functions is differentially private, and this includes the sur-

rogate dataset used to calculate the test statistics and confidence

intervals.

5.2 Preliminary Experiments
We initially performed a series of preliminary experiments to check

the soundness of our surrogate dataset generation algorithm and

also set the necessary hyperparameters. These experiments can be

found in Appendix A.6 and A.7 in detail. In summary, we found

that a relatively small (∼ 0.1% − 1% of the duration of the study)

discretization binning size 𝑏 returns the most favorable operat-

ing point for the privacy/utility trade-off of our DP algorithms

in a centralized setting. For DP-Surv, we chose 𝑏 = {1, 6, 2} for
GBSG, METABRIC, and SUPPORT, respectively. For DP-Prob, we
chose 𝑏 = {2, 4, 6} for GBSG, METABRIC, and SUPPORT, respec-

tively, and finally, for DP-Matrix+, we chose 𝑏 = {2, 6, 6} for GBSG,
METABRIC, and SUPPORT, respectively. We also found that for

DP-Surv a value of 𝑘 = 10% for the first coefficients selected of the

DCT works best. We will generalize these optimal values of the

parameters to the decentralized experiments later. We also observed

that our surrogate dataset generation method is robust with respect

to the number 𝑛, we choose to populate the probability distribution

with. We chose 𝑛 = 𝑁 for all of our subsequent experiments, where

𝑁 is the number of uncensored data points in each dataset.

5.3 Centralized Performance of DP Algorithms
We start with evaluation of our methods in the centralized set-

ting, where all the data is available, centrally. The goal is to match

the performance of a nonprivate KM curve with the best privacy

guarantee (lower 𝜀 values).

Setup. To inspect the stability of Differential Privacy (DP) al-

gorithms, which rely on random noise generation, we conducted

100 independent runs for each DP method. Given the unknown

distribution ofmetrics after addingDP noise, we applied a bootstrap-

ping [20, 31] algorithm to determine the 95% confidence interval

for mean of the metrics. These metrics include the 𝑝−value, median,

and survival percentage at three time points (𝑡 = {0.25𝑇max, 0.5𝑇max,

0.75𝑇max}), representing the beginning, middle, and near the end

of a study.

We run all our algorithms in the theoretically tight privacy

regime [54] of 𝜀 = {0.5, 1}. Here, we analyze the results for the

more stringent privacy value of 𝜀 = 0.5, as the true capacity of our

method (specifically DP-Surv) becomes clear in this case. However,

we include the complete results for 𝜀 = 1 in Appendix A.8.

Table 1 shows the results of applying DP-Matrix+, DP-Surv and
DP-Prob to all datasets. For the non-DP baseline, we show the con-

fidence intervals in parentheses. For DP methods, in parentheses

we report the mean and its 95% confidence interval. We also demon-

strate these results for one random run of the DP algorithms and

for two datasets in Figure 3, where the blue line is the survival

curve for the non-private dataset and the shaded blue region is its

corresponding confidence area.

Table 1: Performance of the DP methods in the centralized
setting for event 𝑒 = 1 and privacy budget 𝜀 = 0.5.

𝑝- value median 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

non-DP - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.11)
DP-Surv 0.34(0.33, 0.35) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.08)
DP-Prob 0.21(0.16, 0.27) 25(25, 25) 0.58(0.57, 0.58) 0.26(0.26, 0.26) 0.09(0.08, 0.09)

DP-Matrix+ 0.30(0.23, 0.36) 25(24, 25) 0.57(0.57, 0.58) 0.24(0.23, 0.24) 0.04(0.04, 0.05)

M
E
T
A
B
R
I
C non-DP - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)

DP-Surv 0.25(0.20, 0.30) 86(85, 86) 0.49(0.49, 0.49) 0.18(0.17, 0.18) 0.02(0.02, 0.02)
DP-Prob 0.02(0.00, 0.04) 91(91, 92) 0.51(0.50, 0.51) 0.19(0.19, 0.19) 0.05(0.05, 0.05)

DP-Matrix+ 0.16(0.11, 0.21) 87(86, 88) 0.50(0.50, 0.51) 0.13(0.12, 0.13) 0.01(0.01, 0.02)

S
U
P
P
O
R
T

non-DP - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
DP-Surv 0.26(0.21, 0.32) 59(57, 61) 0.14(0.14, 0.15) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
DP-Prob 0.00(0.00, 0.00) 66(66, 67) 0.17(0.17, 0.18) 0.08(0.08, 0.08) 0.03(0.03, 0.03)

DP-Matrix+ 0.11(0.08, 0.15) 60(60, 60) 0.13(0.12, 0.13) 0.01(0.00, 0.01) 0.00(0.00, 0.00)
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Figure 3: Comparison of all the DP methods in a centralized
setting, for one random run of the DP algorithms. The blue
shaded region shows the confidence area of the non-private
dataset.

DP-Surv Performance. Our DP-Surv method shows consis-

tent performance across multiple runs of the DP algorithm for all

datasets with very tight 95% confidence interval. Its 𝑝−value is

significantly above the commonly-acceptable statistical difference

of 0.05, and the samples’ confidence interval of the median as well

as survival percentages fall within the confidence interval for all

the 3 non-private datasets in all cases.

DP-Prob Performance. Our second method also shows stability

in confidence intervals for metric means. However, it underper-

forms with the METABRIC and SUPPORT datasets, particularly for

the SUPPORT dataset, which has an early sharp decline in survival

rate (this can be seen better in Figure 3). This results in poor perfor-

mance in accurately matching metrics, especially since the median

is in a very sensitive area where many events occur simultaneously.

This issue seems to affect DP-Prob more negatively compared to

DP-Surv which shows a good approximation even for the median.

It is also observed that DP-Prob tends to overestimate survival per-

centages. This phenomenon arises because across all datasets (most

notably in SUPPORT), there are several time bins at the onset of

the study with very high probability estimates (indicative of high

event rates), and numerous bins subsequently exhibiting near zero

probability values. So when the Laplace noise is added to the prob-

ability estimator vector, numerous negative values are manifested

in the latter part of the study. The postprocessing step of line 3

in Algorithm 2, eliminates these negative values, followed by the
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rescaling of the entire vector using an overestimated sum value

(line 4 of Algorithm 2). This procedure results in the positive noisy

event probabilities being smaller than anticipated, thereby leading

to overesitmated survival rates for these periods.

DP-Matrix+ Performance. DP-Matrix+ also struggles to match

themetrics forMETABRIC and SUPPORT.We especially see a degra-

dation in the performance of DP-Matrix+ towards the endpoint of
the study at 0.75%𝑇max in all datasets. The reason is probably the

postprocessing step as described in Equation 7 (corresponding to

line 5 of Algorithm 1 in the original paper [27]), where the noisy

at-risk group is calculated based on the previous step. If we restrict

the noisy death numbers to be positive, the noise causes the risk set

to drop faster than the original dataset and deplete quickly towards

the end of the study.

5.4 Collaboration
We next evaluate the performance of our DP methods in construct-

ing a private KM curve using data from multiple collaborating sites.

Our objective is to achieve a KM curve that closely approximates

the one derived from aggregated data (centralized setup) while

maintaining an acceptable level of privacy.

According to our overall workflow as shown in Figure 2, to

utilize DP-Surv, DP-Prob or DP-Matrix+, we can take one of the 7

possible routes for this privacy-preserving collaboration:

• DP-Surv pooled (path A): DP-Surv is applied locally by

each client, then private surrogate datasets are generated

and shared with the central server. The pooled collection of

all private datasets is used to construct the final KM curve.

• DP-Surv averaged 𝑆 ′ (path B): DP-Surv is applied locally,

local private KM curves 𝑆 ′ are shared, an average is taken

over them and then a global private surrogate dataset is

generated to calculate the metrics.

• DP-Surv averaged 𝑦′ (path C): DP-Surv is applied locally,

local private probability function is calculated and shared,

an average is taken over these local 𝑦′s and a global private
surrogate dataset is generated using the average. The final

private and global KM estimator is calculated using this

surrogate dataset.

• DP-Prob pooled (path D): DP-Prob is applied locally by

each client, private local surrogate datasets are generated

and shared with the central server. The pooled collection of

all private datasets is used to construct the final KM curve

and metrics.

• DP-Prob averaged 𝑆 ′ (path E): DP-Prob is applied locally,

local private KM curves 𝑆 ′ are calculated as a function of

local𝑦′ by clients and shared, an average is taken over them
and then a global private surrogate dataset is generated to

calculate the metrics and construct the final global and

private KM curve.

• DP-Prob averaged 𝑦′ (path F): DP-Prob is applied locally,

local private probability function is calculated and shared,

an average is taken over these local 𝑦′s and a global pri-

vate surrogate dataset is generated using the average. This

dataset is then used to calculate the metrics for the global,

private KM estimator.

• DP-Matrix+ pooled (pathM): DP-Matrix+ is applied locally
by clients, based on the noisy count numbers private local

datasets are generated and shared with the central server.

The pooled private datasets are used to construct the final

KM curve.

Setup. We consider the case where 10 clients collaborate to

jointly build a KM estimator over the collection of their datasets.

Each dataset is shuffled and split into 10 parts with equal num-

ber of datapoints for each client. To assess the stability of our DP

methods, we conduct 100 independent runs and report the 95%

confidence intervals for the mean of the 𝑝−value, median, and

survival percentages at 𝑡 = {0.25𝑇max, 0.5𝑇max, 0.75𝑇max}, using
bootstrapping. Given the increased complexity of collaborative

learning compared to centralized learning, we perform all exper-

iments with 𝜀 = {1, 3, 5}. Here, we analyze the results for 𝜀 = 1,

with the complete results and analysis for 𝜀 = {3, 5} included in

Appendix A.9.

Sensitivity calculation and privacy. A key challenge when

employing differential privacy across multiple sites is determining

the appropriate sensitivity and privacy budget. To address this, we

standardize all hyperparameters, including the dataset’s maximum

time, discretization bin size 𝑏 and the fraction of DCT coefficients

𝑘 across all collaborating clients. Assuming bounded differential

privacy, the local size of the uncensored datasets 𝑁𝑘 is considered

public, allowing us to use this number to calculate the sensitivity

of the locally added noise.

Table 2, shows the results for the privacy budget 𝜀 = 1 and the

7 possible paths. For DP methods, we report the 95% confidence

interval of the means of the metrics in parentheses. For the non-

private centralized dataset we also report the confidence intervals

in parentheses.

Performance of DP-Surv-Based Methods. At first glance, we
observe that for all datasets, the DP-based methods consistently

achieve an acceptable mean 𝑝−value, adhering to the common

significance level of 0.05. For the GBSG and METABRIC datasets,

the estimated private median times and their confidence intervals

lie within the confidence intervals of the non-DP centralized es-

timates. Similarly, the estimated private survival percentages for

GBSG fall within the non-DP confidence interval. For METABRIC

and SUPPORT, the confidence intervals of the estimated survival

percentages deviate by at most 1% from those of the non-private

dataset. The private median estimation for SUPPORT deviates by

at most 7 units of time from the non-private confidence interval.

This deviation is attributed to the median of this rapidly declining

survival dataset being in a sensitive region with a steep slope of

change over time.

An interesting observation when comparing paths A, B, and C is

their comparable performance. For the mean survival percentages,

the difference between these three paths does not exceed 1% in any

dataset. Similarly, the difference in the estimated mean median is at

most 2 units of time across all datasets. This indicates that averaging

the private survival functions or the private probability functions is

a viable solution for collaboration schemes, closely approximating

the outcome of sharing private datasets. This significant finding

provides clients with the flexibility to choose their preferred path

for jointly building a model.

9
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Table 2: Collaboration with even data split for 𝑒 = 1

𝑝- value median survival time 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-private - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.10)
pooled 0.17(0.12, 0.22) 24(24, 24) 0.57(0.57, 0.58) 0.25(0.24, 0.25) 0.09(0.08, 0.09)

DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.22(0.16, 0.27) 24(24, 25) 0.58(0.58, 0.59) 0.25(0.24, 0.25) 0.09(0.08, 0.09)
averaged 𝑦′ 0.17(0.12, 0.21) 24(24, 24) 0.58(0.57, 0.58) 0.25(0.25, 0.26) 0.09(0.09, 0.09)

pooled 0(0.00, 0.00) 30(29, 30) 0.65(0.64, 0.65) 0.36(0.35, 0.36) 0.16(0.16, 0.16)
DP-Prob (𝜀 = 1) pveraged 𝑆 ′ 0(0.00, 0.00) 30(29, 30) 0.65(0.64, 0.65) 0.35(0.35, 0.36) 0.16(0.16, 0.17)

pveraged 𝑦′ 0(0.00, 0.00) 30(30, 30) 0.65(0.65, 0.65) 0.36(0.35, 0.36) 0.16(0.16, 0.16)
DP-Matrix+ (𝜀 = 1) pooled 0(0.00, 0.00) 20(20, 21) 0.50(0.49, 0.50) 0.06(0.05, 0.06) 0.02(0.02, 0.02)

M
E
T
A
B
R
I
C

centralized, non-private - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)
pooled 0.11(0.07, 0.14) 85(84, 86) 0.49(0.48, 0.49) 0.18(0.18, 0.18) 0.04(0.04, 0.04)

DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.07(0.03, 0.10) 85(84, 86) 0.49(0.48, 0.49) 0.18(0.18, 0.19) 0.04(0.04, 0.04)
averaged 𝑦′ 0.07(0.04, 0.10) 85(84, 86) 0.49(0.48, 0.49) 0.18(0.18, 0.18) 0.04(0.04, 0.04)

pooled 0(0.00, 0.00) 110(109, 110) 0.60(0.60, 0.60) 0.29(0.29, 0.30) 0.12(0.11, 0.12)
DP-Prob (𝜀 = 1) averaged 𝑆 ′ 0(0.00, 0.00) 110(109, 111) 0.60(0.60, 0.60) 0.30(0.30, 0.30) 0.12(0.12, 0.12)

averaged 𝑦′ 0(0.00, 0.00) 110(109, 110) 0.60(0.60, 0.60) 0.29(0.29, 0.30) 0.12(0.11, 0.12)
DP-Matrix+ (𝜀 = 1) pooled 0(0.00, 0.01) 79(78, 80) 0.45(0.44, 0.46) 0.05(0.04, 0.05) 0.02(0.02, 0.03)

S
U
P
P
O
R
T

centralized, non-private - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
pooled 0.05(0.02, 0.08) 66(64, 69) 0.15(0.15, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)

DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.05(0.02, 0.08) 66(64, 69) 0.15(0.14, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)
averaged 𝑦′ 0.09(0.04, 0.14) 68(65, 70) 0.15(0.14, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)

pooled 0(0.00, 0.00) 551(548, 554) 0.53(0.53, 0.53) 0.34(0.34, 0.34) 0.17(0.17, 0.17)
DP-Prob (𝜀 = 1) averaged 𝑆 ′ 0(0.00, 0.00) 575(572, 578) 0.54(0.54, 0.54) 0.35(0.35, 0.35) 0.17(0.17, 0.17)

averaged 𝑦′ 0(0.00, 0.00) 576(574, 579) 0.54(0.54, 0.54) 0.35(0.35, 0.35) 0.17(0.17, 0.17)
DP-Matrix+ (𝜀 = 1) pooled 0(0.00, 0.00) 54(53, 55) 0.01(0.01, 0.01) 0.01(0.00, 0.01) 0.01(0.00, 0.01)

Similar to the centralized application of DP-Surv, we observe
very stable results between multiple runs of the algorithm. The

95% confidence intervals for the mean survival percentages show a

maximum difference of 1% from the mean value. The median’s con-

fidence interval is at most 3 units of time away from the estimated

mean. Overall, we witness robust and stable performance across

the three DP-Surv-based paths.

Performance of DP-Prob-Based Methods. For this privacy

regime, the DP-Prob-based paths do not perform as well as the

DP-Surv method according to 𝑝−value. This indicates that the

DP-Probmethod is more sensitive to the amount of DP-noise added

for a specific 𝜀 level, compared to DP-Surv.
Compared to DP-Surv-based methods, we see more deviation

between different runs of the DP algorithm for paths D, E, and F,

particularly noticeable in the median estimate of SUPPORT. This

is again due to the more sensitive response of DP-Prob to noise.

Additionally, we observe the same issue of overestimating survival

percentages, as we described in the centralized experiments in

Section 5.3.

Performance of DP-Matrix+-BasedMethods. We observe that

DP-Matrix+ fails in 𝑝−value for all dataset in this stringent privacy

regime. It underestimates the mean of the median for all datasets. It

also suffers from the same problem of under estimating the survival

percentages, especially towards the end of the study, as explained in

Section 5.3. This issue is especially noticeable in SUPPORTwhere all

the estimated mean survival percentages fall to 0.01 from 25%𝑇max

time point.

5.5 Collaboration: A Broader View
So far we only studied the case of even split of data, where each

client has the same number of data points as the others. We now

would like to explore more realistic and challenging scenarios,

including uneven data distribution (similar to previous works on

distributed medical data [e.g. 18]). For this reason, we examine two

cases: a) one client has 50% of all data, and b) one client has only

5% of the data.

Our results in the previous section show that the DP-Surv-based
paths (A, B, and C) work best for collaboration with an even split of

data and DP-Prob and DP-Matrix+ underperform in comparison.

For this reason, in this section we only inspect the DP-Surv-based
paths.

Setup. We again consider that we have 10 collaborating clients.

Data is first shuffled and split between these clients. One minority
client receives either 5% or 50% of the total amount of data and

the rest is evenly shared between the 9 remaining participants. To

ensure the stability of our DP method, we perform 100 random runs

for each setting of our algorithms and report themean of themetrics

along with the 95% confidence interval of the mean, determined

through bootstrapping of the samples. In a similar fashion to the

even split of the data, we explore the privacy regime 𝜀 = {1, 3, 5}.
Here, we provide the results for 𝜀 = 1, but all the results and analysis

for 𝜀 = {3, 5} are provided in Appendix A.9.

Results. Table 3 presents the results for all DP-Surv-based paths
under both data splits: minority client receiving either 5% or 50%.

Our methods demonstrate stability across multiple algorithm runs,

with confidence intervals for survival percentages differing by at

most 1% from the mean. The confidence intervals for medians show

a maximum deviation of 4 units of time from the mean, with the

largest interval observed for the SUPPORT dataset. An intriguing

observation is the consistent performance of our DP-Surv-based
pipeline under different data splits. The private mean survival per-

centages exhibit differences of at most 1% among paths A, B, and C

10
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Table 3: Collaboration with uneven data split with one site receiving either 50% or 5% of all of the data, for 𝑒 = 1 and 𝜀 = 1

𝑝- value median survival time 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-private - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.10)
pooled 0.19(0.14, 0.24) 24(24, 25) 0.58(0.58, 0.58) 0.25(0.25, 0.26) 0.09(0.09, 0.09)

DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.17(0.12, 0.21) 24(24, 25) 0.58(0.57, 0.58) 0.25(0.25, 0.26) 0.09(0.09, 0.09)
minority has 50% averaged 𝑦′ 0.19(0.14, 0.23) 24(24, 25) 0.58(0.57, 0.58) 0.25(0.24, 0.25) 0.09(0.09, 0.09)

pooled 0.17(0.12, 0.22) 24(24, 25) 0.58(0.57, 0.58) 0.25(0.25, 0.25) 0.09(0.09, 0.09)
DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.13(0.09, 0.16) 24(24, 24) 0.58(0.58, 0.59) 0.25(0.25, 0.25) 0.09(0.09, 0.10)
minority has 5% averaged 𝑦′ 0.18(0.13, 0.22) 24(24, 25) 0.58(0.58, 0.59) 0.25(0.24, 0.25) 0.09(0.08, 0.09)

M
E
T
A
B
R
I
C

centralized, non-private - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)
pooled 0.08(0.04, 0.11) 85(84, 86) 0.49(0.48, 0.49) 0.18(0.18, 0.19) 0.04(0.04, 0.04)

DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.07(0.03, 0.09) 85(84, 85) 0.49(0.48, 0.49) 0.19(0.18, 0.19) 0.04(0.04, 0.04)
minority has 50% averaged 𝑦′ 0.08(0.05, 0.11) 85(84, 85) 0.49(0.48, 0.49) 0.18(0.18, 0.19) 0.04(0.03, 0.04)

pooled 0.06(0.03, 0.08) 86(85, 87) 0.49(0.49, 0.50) 0.18(0.18, 0.19) 0.04(0.04, 0.04)
DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.07(0.04, 0.10) 85(84, 86) 0.49(0.48, 0.49) 0.18(0.18, 0.19) 0.04(0.04, 0.04)
minority has 5% averaged 𝑦′ 0.08(0.05, 0.11) 85(85, 86) 0.49(0.49, 0.50) 0.18(0.18, 0.18) 0.04(0.04, 0.04)

S
U
P
P
O
R
T

centralized, non-private - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
pooled 0.05(0.01, 0.07) 68(66, 70) 0.15(0.14, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)

DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.04(0.02, 0.05) 71(68, 74) 0.15(0.14, 0.15) 0.05(0.05, 0.06) 0.02(0.02, 0.02)
minority has 50% averaged 𝑦′ 0.05(0.01, 0.09) 68(66, 71) 0.15(0.15, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)

pooled 0.04(0.01, 0.05) 67(66, 71) 0.15(0.14, 0.15) 0.05(0.05, 0.06) 0.02(0.02, 0.02)
DP-Surv (𝜀 = 1) averaged 𝑆 ′ 0.07(0.03, 0.10) 65(62, 68) 0.15(0.14, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)
minority has 5% averaged 𝑦′ 0.05(0.02, 0.07) 65(63, 68) 0.15(0.15, 0.15) 0.06(0.05, 0.06) 0.02(0.02, 0.02)

across all three datasets. Similar results are noted for the estimated

private mean of the median in GBSG and METABRIC. The median

estimate for SUPPORT proves more challenging due to its location

in a high-slope region of the curve. A significant finding is that the

estimated mean survival percentages deviate by at most 1% from the

confidence interval of the non-private centralized dataset. Addition-

ally, the estimated median falls completely within the confidence

interval of the non-DP dataset for GBSG and METABRIC, while

for SUPPORT, it deviates by at most 10 units of time. This is an
important finding and shows that without prior knowledge
about the accuracy of the local estimator, there is always an
incentive for individual data holders to collaborate for a bet-
ter estimation of the KM curves. Given that we are applying
tight privacy guarantees, the privacy of the datasets of these
individual collaborators will not be compromised.

Summary of Our Findings. Through our experiments we

found out that:

(1) Our surrogate dataset generation method is a reliable way

to generate a surrogate dataset that match the performance

of the real dataset, with access to only the probability mass

function of the data.

(2) Our DP-Surv method shows a near perfect performance in

a centralized setting and for very low privacy budgets.

(3) Our DP-Surv-based collaboration paths consistently demon-

strate comparability, stability, and accuracy in estimating

Kaplan-Meier curves, closely aligning with the non-DP cen-

tralized setting where all data are assumed to be stored on

a central server.

(4) DP-Surv-based paths can successfully be used for uneven

data splits and offer a strong incentive for collaboration

among multiple data centers.

6 RELATEDWORK
The power of Kaplan-Meier estimators, especially for medical ap-

plications, lies in the fact that they are non parametic models and

can directly be constructed from the data and readily used to draw

conclusions. Therefore, these are widely used in the medical do-

main for treatment assessment [e.g. 9, 58], gene expression affect

on survival [e.g. 24, 50], etc.

Survival datasets are usually distributed among multiple data

collectors such as hospitals or banks. To construct more accurate

Kaplan-Meier estimators access to more data and thus a collabo-

ration between these centers is necessary. In many applications,

and especially the medical survival analysis, these data contain

sensitive information about the individuals and protection of pri-

vacy of these individuals is a matter of utmost concern. Naturally,

there are many privacy regulations [e.g. 6, 34, 53, 64] that prohibit

the sharing of raw data with other centers. Attempts to overcome

this issue and to construct a KM estimator in collaboration with

multiple centers have mostly focused on secure multi party compu-

tation (SMPC)[23, 63, 65] of KM curves based on secure calculation

of statistics needed to construct the estimator. However, there are

many issues with this approach. Firstly, SMPC schemes do not scale

well to larger settings: the cost of computation and communication

usually grows very fast. Second, even after using a secure scheme,

there is still privacy risks for the dataset when the summary sta-

tistics are shared publicly. An outside adversary can still perform

attacks such as re-identification [21, 57] or inference [4, 35] on

summary statistics.

A practical and strong method to guarantee the privacy of the

dataset is using differential privacy [19]. In contrast to SMPC, differ-

ential privacy by definition has the power to neutralize adversarial

attacks. DP can be applied either directly on the dataset or functions

of the dataset. One way to incorporate DP in the Kaplan-Meier esti-

mation is to add Laplace noise to the number counts in the survival
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dataset [27]. This method is restrictive, because always an access

to the number counts at specific times of events is required. It also

does not offer privacy for the times of events and these will still be

published with no DP randomness applied to them.

In our paper, we take advantage of the probability density esti-

mator [44, 45], which is an alternative statistic, closely related to

the Kaplan-Meier function, to construct surrogate datasets solely

based on KM function or probability function. This allows us to

offer DPmethods that are directly applicable on these two functions

and readily converting between summary statistics and (surrogate)

dataset. Our first DP method which is inspired by [40, 56], tweaks

the KM function in its discrete cosine space. Our second DP method

tweaks the probability function. By sampling these two functions

in their time dimension, we are able to offer privacy on the times of

events. Our methods show improvement in the privacy budget (𝜀)

spending for the same utility compared to the previously-suggested

method [25] and this allows us to expand our methods to a collabo-

rative setting.

7 CONCLUSION AND FUTUREWORK
Kaplan-Meier (KM) curves are valuable tools, especially in the

medical domain, but achieving higher accuracy often requires larger

datasets. Collaborative learning combined with differential privacy

(DP) is a promising approach to balance privacy concerns while

effectively utilizing diverse data sources for the calculation of the

KM curve.

In this work, we take a broad view on different representations

of survival statistics and leverage these different functions to apply

differential privacy in different stages of survival data processing.

We also present a synthetic data generation technique that facili-

tates conversion between these different representations. This helps

us to apply differential privacy in an effective and straightforward

way to survival information with no need to have access to the

dataset.

With this broader point of view on different representations,

we are able to suggest multiple different routes that a system of

collaborating clients can utilize to achieve a global private KM

estimation. We show that our methods are robust against different

distributions of data among dataholders and how this can motivate

small as well as big data centers to join our private, collaborative

scheme.

7.1 On Censored Data and our DP Methods
Censoring occurs when a data point exits the study without experi-

encing the event of interest by the end of the observation period.

Despite their incomplete status, these points are included in survival

analysis in hopes of gleaning insights from the fact that they did

not experience the event up to the point of censoring, particularly

in the absence of extensive datasets.

However, their inclusion can introduce biases in survival curves

due to assumptions about dropout reasons that may not always be

accurate [11, 46, 52, 55]. Moreover, uncertainty surrounds when or

if these individuals will eventually experience the event, whether

days or years later. For a visual comparison of the impact of censored

points on KM curves across our datasets, see Appendix A.10.

Our proposed DP algorithms, DP-Surv and DP-Prob, offer col-
laborators flexibility by directly modifying 𝑆 or 𝑦 functions, rather

than manipulating raw number counts as in DP-Matrix. Many

widely used survival analysis packages (e.g., lifelines
1
, pycox

2
,

scikit-survival
3
) require data in the form of 𝐷 = {𝑡𝑖 , 𝑒𝑖 }𝑁

𝑖=1
, rather

than counts. Therefore, using DP-Matrix requires frequent conver-

sions between survival data and counts, complicating the process.

Furthermore, it is customary for medical centers to only publish

survival curves across the entire population as opposed to number

counts at each distinct time. This means that the privacy provider

might not even have access to the dataset at all. For these reasons,

it is crucial to explore DP methods that can directly and efficiently

handle KM and probability estimators.

Moreover, our DP-Surv shows superior performance in the col-

laborative setting for uncensored data, outperforming both DP-Prob
and DP-Matrix in all datasets and for all metrics (Table 2). By offer-

ing these privacy-preserving solutions, we encourage data owners

to learn a more explainable and bias-free estimator through collab-

oration and to solve the issue of limited data access. We showed

that averaging private KM estimators works really well: for uneven

data splits, the mean median is at most 10 units of time different

from the non DP baseline and the mean survival percentages are

at most 1% out of the confidence interval of the non DP baseline

(Table 3). So, if the duration of these studies were later extended,

the points that later experience the event of interest (censored in

the first study) could be used to calculate a new KM estimator and

then shared with the central server for an updated average.

However, if including censored points is absolutely necessary,

our improved and more private algorithm of DP-Matrix+ (com-

pared to the original method of DP-Matrix) can be utilized fol-

lowing our recommended paths and collaboration strategies, as

demonstrated in Figure 2.

Since our DP-Surv-based methods perform really well for non-

censoring datasets, we think that improving its sensitivity for when

there are censored points, or using the general ideas from DP-Surv
to build a more stable and versatile private estimator is an important

future research direction.
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A SUPPLEMENTARY INFORMATION
APPENDIX

A.1 Discrete Cosine Transform (DCT)
Discrete cosine transform (DCT) is a change of basis for a finite-

dimensional signal of the form X = [𝑥0, ..., 𝑥𝑁−1] and can be de-

scribed by a linear and invertible function 𝑓 : R𝑁 → R𝑁 . The new

"bases" for this transformation are in the form of cosine functions

with different oscillating frequencies. So, by DCT, we transform

a vector of X = [𝑥0, ..., 𝑥𝑁−1] to another vector Y = [𝑦0, ..., 𝑦𝑁−1]
with the same number of components. Formally, DCT is defined as:

𝑦𝑘 = 𝑐𝑘,𝑁

𝑁−1∑︁
𝑛=0

𝑥𝑛 cos (𝑘𝜋 (2𝑛 + 1)
2𝑁

) (12)

with 𝑐0,𝑁 =

√︃
1

𝑁
and 𝑐𝑘,𝑁 =

√︃
2

𝑁
∀𝑘 > 0. The new elements 𝑦𝑘

are the projection of the original vector X onto the cosine bases, so

these can be seen as the "coefficients" of the vector X in the space

spanned by the new bases. It can be proved that these bases are

orthonormal [32, 62], that is, their 𝑙2 norm is 1 and that they are all

mutually orthogonal. A general property of changing bases with

orthonormal transformations is that the 𝑙2 norm is invariant under

these transformations. So, for a properly scaled DCT transformation,

the 𝑙2 norm is preserved. The inverse cosine transform can be

obtained through:

𝑥𝑛 = 𝑐𝑘,𝑁

𝑁−1∑︁
𝑘=0

𝑦𝑘 cos(𝑘𝜋 (2𝑛 + 1)
2𝑁

) (13)

This is the original vector X, now decomposed onto the new or-

thonormal cosine basis.

A.2 Sensitivity of 𝑆 (𝑡)
To apply differential privacy on the Kaplan-Meier estimator 𝑆 (𝑇 ),
we consider the notion of neighboring datasets where one dataset is

obtained by changing one data point in the other dataset (bounded

differential privacy). So, both our neighboring datasets have the

same number of total data points 𝑁 . Here, we measure the value

of the KM estimator in equidistant time intervals 𝑡𝑖 ∈ {𝑡0 = 0, 𝑡1 =

𝑏, ...,𝑇max} with a fixed distance of 𝑏 to simultaneously guarantee

the privacy of times of events. In this case, the most significant ef-

fect that one data point might have on 𝑆 (𝑡) is obtained by changing
the event time for a point that experiences the event 𝑒 = 1 at time

𝑇max to 𝑡1. We assume that this is true since, as described, the effect

of censored data on the calculated value of the Kaplan-Meier curve

is minimal (only appearing in the risk set of Equation 2) compared

to points that experience the event of interest. And also since the

effect of an event happening at time 𝑡 demonstrates itself in all the

calculated KM values of the following time-steps ≥ 𝑡 (see Equa-
tion 2). Note that neighboring datasets will have the same number

of data points 𝑁 and also the same number of events

∑𝑇max

𝑖=1
𝑑𝑖 and

the same number of censored points

∑𝑇max

𝑖=1
𝑐𝑖 .

Sensitivity with no censoring in dataset. To develop an initial

intuition, we start with the case where no censoring data is present

in the dataset, as this will be the easiest to bound for sensitivity.

Assuming that 𝑆 (𝑡) is measured on a dataset with a total of 𝑁

datapoints with no censored data, and 𝑆 ′ (𝑡) is measured for the

neighboring dataset obtained by moving the time of the event of a

point to 𝑡1, we have:

𝑆1 =
𝑁 − 𝑑1

𝑁
, 𝑆 ′

1
=
𝑁 − 𝑑1 − 1

𝑁

⇒𝑆1 − 𝑆 ′1 =
1

𝑁
(14)

𝑆2 = 𝑆1 .
𝑟2 − 𝑑2

𝑟2
=
𝑁 − 𝑑1

𝑁
.
𝑁 − 𝑑1 − 𝑑2

𝑁 − 𝑑1

=
𝑁 − 𝑑1 − 𝑑2

𝑁
(15)

𝑆 ′
2
= 𝑆 ′

1
.
𝑟 ′

2
− 𝑑2

𝑟 ′
2

=
𝑁 − 𝑑1 − 1

𝑁
.
𝑁 − 𝑑1 − 1 − 𝑑2

𝑁 − 𝑑1 − 1

=
𝑁 − 𝑑1 − 1 − 𝑑2

𝑁
(16)

⇒𝑆2 − 𝑆 ′2 =
1

𝑁
(17)

Where 𝑆𝑖 , 𝑑𝑖 and 𝑟𝑖 denote the KM estimator, number of events

and risk set measured at time 𝑡𝑖 , respectively. The third line is

derived from the definition of 𝑆 (𝑡) = 𝑆 (𝑡 − 1) × 𝑟𝑡 − 𝑑𝑡
𝑟𝑡

. Now we

hypothesize that for the 𝑘-th term of the survival function we have:

𝑆𝑘 =
𝑁 − 𝑑1 − 𝑑2 − ... − 𝑑𝑘

𝑁
(18)

𝑆 ′
𝑘
=
𝑁 − 𝑑1 − 1 − 𝑑2 − ... − 𝑑𝑘

𝑁
(19)
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and show that for the 𝑘 + 1-th term we have:

𝑆𝑘+1 =𝑆𝑘 ×
𝑟𝑘+1 − 𝑑𝑘+1

𝑟𝑘+1

=
𝑁 − 𝑑1 − ... − 𝑑𝑘

𝑁
.
𝑁 − 𝑑1 − ... − 𝑑𝑘+1
𝑁 − 𝑑1 − ... − 𝑑𝑘

=
𝑁 − 𝑑1 − ... − 𝑑𝑘+1

𝑁
(20)

𝑆 ′
𝑘+1 =𝑆 ′

𝑘
×
𝑟 ′
𝑘+1 − 𝑑𝑘+1
𝑟 ′
𝑘+1

=
𝑁 − 𝑑1 − 1 − ... − 𝑑𝑘

𝑁
.
𝑁 − 𝑑1 − 1 − ... − 𝑑𝑘+1
𝑁 − 𝑑1 − 1 − ... − 𝑑𝑘

=
𝑁 − 𝑑1 − 1 − ... − 𝑑𝑘+1

𝑁
(21)

Therefore, we prove by induction that our hypothesis is correct.

Now we can calculate the difference of any term 𝑘 between 𝑆 and

𝑆 ′:

𝑆𝑘 − 𝑆 ′𝑘 =
𝑁 − 𝑑1 − ... − 𝑑𝑘

𝑁
− 𝑁 − 𝑑1 − 1 − ... − 𝑑𝑘

𝑁

=
1

𝑁
(22)

For the last term, there is also a difference between 𝑆𝑇max
and 𝑆 ′

𝑇max

,

since now for 𝑆 ′ a datapoint experiencing the event is missing:

𝑆𝑇max
− 𝑆 ′𝑇max

=
𝑁 − 𝑑1 − ...𝑑𝑇max

𝑁
−

𝑁 − 𝑑1 − 1 − ... − (𝑑𝑇max
− 1)

𝑁
=

0

𝑁

So over the time-span of the study the total difference of 𝑆 and 𝑆 ′

would be:

Δ1𝑆no censor = ∥𝑆 − 𝑆 ′∥1 =
𝑇 − 1

𝑁
(23)

Δ2𝑆no censor = ∥𝑆 − 𝑆 ′∥2 =

√
𝑇 − 1

𝑁
(24)

Where 𝑇 is the number of time bins, i.e. 𝑇 = 𝑇max/𝑏.
Sensitivity with censoring in dataset. Now we move to the

more general case of datasets with censored points. We first calcu-

late the sensitivity for when neighboring datasets are obtained by

changing a point 𝑥 = {𝑡 = 𝑇max, 𝑒 = 1} in𝐷 to 𝑥 ′ = {𝑡 = 1, 𝑒 = 1} in
𝐷′. Later, we also calculate the sensitivities for the cases of neigh-

boring datasets being obtained by changing 𝑥 = {𝑡 = 1, 𝑒 = 1}
to 𝑥 ′ = {𝑡 = 1, 𝑒 = 0} as well as 𝑥 = {𝑡 = 𝑇max, 𝑒 = 1} to
𝑥 ′ = {𝑡 = 1, 𝑒 = 0} and show that our assumed neighboring case of

changing 𝑥 = {𝑡 = 𝑇max, 𝑒 = 1} to 𝑥 ′ = {𝑡 = 1, 𝑒 = 1} results in the

largest sensitivity.

𝑆𝑡 =
𝑁 − 𝑑1

𝑁

𝑁 − 𝑑1 − 𝑐1 − 𝑑2

𝑁 − 𝑑1 − 𝑐1

× ...

× 𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

(25)

𝑆 ′𝑡 =
𝑁 − 𝑑1 − 1

𝑁

𝑁 − 1 − 𝑑1 − 𝑐1 − 𝑑2

𝑁 − 1 − 𝑑1 − 𝑐1

× ...

× 𝑁 − 1 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − 1 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

(26)

Lemma 5. ∀𝐴, 𝐵, 𝑐 ∈ N if (𝐵, 𝐵 − 𝑐 > 0 ∧𝐴, 𝑐 ≥ 0 ∧ 𝐵 ≥ 𝐴) :
𝐴 − 𝑐
𝐵 − 𝑐 ≤

𝐴

𝐵

Proof. 𝐴𝐵 − 𝐵𝑐 ≤ 𝐴𝐵 −𝐴𝑐 ⇔ 𝐵𝑐 ≥ 𝐴𝑐 ⇔ 𝐵 ≥ 𝐴 □

Lemma 6. ∀𝐴, 𝐵, 𝑐 ∈ N if 𝐵, 𝐵 − 𝑐 > 0 ∧𝐴, 𝑐 ≥ 0:

𝐴

𝐵
≤ 𝐴

𝐵 − 𝑐

Proof. 𝐴𝐵 −𝐴𝑐 ≤ 𝐴𝐵 ⇔ 𝐴𝑐 ≥ 0 □

So we can upper and lower bound each individual 𝑆𝑡 and 𝑆
′
𝑡 by

either adding

∑𝑡 ′−1

𝑖=1
𝑐𝑖 to both numerator and denominator of each

fraction which represents the new term at time 𝑡 ′ (for the upper
bound) or adding 𝑐𝑡 ′−1 to only the denominator of each fraction at

time 𝑡 ′ in the Equation 25 and 26 (for lower bound), that is:

𝑁 − 𝑑1

𝑁

𝑁 − 𝑑1 − 𝑐1 − 𝑑2

𝑁 − 𝑑1 − 𝑐1 + 𝑐1

× ...

𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1 + 𝑐𝑡−1

≤ 𝑆𝑡 ≤

𝑁 − 𝑑1

𝑁

𝑁 − 𝑑1 − 𝑐1 + 𝑐1 − 𝑑2

𝑁 − 𝑑1 − 𝑐1 + 𝑐1

× ...

𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1 + 𝑐1 + ... + 𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1 + 𝑐1 + ...𝑐𝑡−1

andwe can also bound 𝑆 ′𝑡 in the sameway. So finally, after cancelling

out the consecutive numerators and denominators we are left with:

𝑁 − 𝑑1 ... − 𝑑𝑡 − 𝑐1 ... − 𝑐𝑡−1

𝑁
≤ 𝑆𝑡 ≤

𝑁 − 𝑑1 ... − 𝑑𝑡
𝑁

(27)

𝑁 − 1 − 𝑑1 ... − 𝑑𝑡 − 𝑐1 ... − 𝑐𝑡−1

𝑁
≤ 𝑆 ′𝑡 ≤

𝑁 − 1 − 𝑑1 ... − 𝑑𝑡
𝑁

(28)

We know that 𝑆𝑡 ≥ 𝑆 ′𝑡 for all times, because 𝑆 ′ has experienced one
extra event 𝑒 = 1 in the first time step, so the value of 𝑆𝑡 − 𝑆 ′𝑡 ≥ 0

at all times. For an upper bound we can subtract the lower bound

of 𝑆 ′𝑡 from the upper bound of 𝑆𝑡 :

𝑆𝑡 − 𝑆 ′𝑡 ≤
𝑁 − 𝑑1 ... − 𝑑𝑡

𝑁
− 𝑁 − 1 − 𝑑1 ... − 𝑑𝑡 − 𝑐1 ... − 𝑐𝑡−1

𝑁

⇒𝑆𝑡 − 𝑆 ′𝑡 =


1

𝑁
𝑡 = 1

1+𝑐1 ...+𝑐𝑡−1

𝑁
1 < 𝑡 < 𝑇max

𝑐1+...+𝑐𝑡−1

𝑁
𝑡 = 𝑇max

(29)
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if we define 𝐶 =
∑𝑇max−1

𝑖=1
𝑐𝑖 , we can find a general upper bound

over the whole time-span of the study:

Δ1𝑆w censor = ∥𝑆 − 𝑆 ′ ∥1 =
1

𝑁
+ 1 + 𝑐1

𝑁
+ ...

𝑐1 + ...𝑐𝑇max−1

𝑁

≤ 𝑇𝐶
𝑁

(30)

Δ2𝑆w censor = ∥𝑆 − 𝑆 ′ ∥2

=

√︂
( 1

𝑁
)2 + ( 1 + 𝑐1

𝑁
)2 + ...(

𝑐1 + ...𝑐𝑇max−1

𝑁
)2

≤
√︂
( 𝐶
𝑁
)2 + ... + ( 𝐶

𝑁
)2 =

√
𝑇𝐶

𝑁
(31)

Where 𝑇 is the number of time-bins, i.e. 𝑇 = 𝑇max/𝑏. Note that this
is in line with our proof for the case of no censoring according to

Equations 23 and 24.

Now, let us look at other possible neighboring datasets obtained

by changing one point. We calculate the sensitivity for 𝑥 = {𝑡 =
1, 𝑒 = 1} in 𝐷 to 𝑥 ′ = {𝑡 = 1, 𝑒 = 0} in 𝐷′. Here, we have:

𝑆𝑡 =
𝑁 − 𝑑1

𝑁

𝑁 − 𝑑1 − 𝑐1 − 𝑑2

𝑁 − 𝑑1 − 𝑐1

× ...

× 𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

𝑆 ′𝑡 =
𝑁 − (𝑑1 − 1)

𝑁

𝑁 − (𝑑1 − 1) − (𝑐1 + 1) − 𝑑2

𝑁 − (𝑑1 − 1) − (𝑐1 + 1) × ...

× 𝑁 − (𝑑1 − 1) − ...𝑑𝑡−1 − (𝑐1 + 1) − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − (𝑑1 − 1) − ...𝑑𝑡−1 − (𝑐1 + 1)... − 𝑐𝑡−1

=
𝑁 − 𝑑1 + 1

𝑁

𝑁 − 𝑑1 − 𝑐1 − 𝑑2

𝑁 − 𝑑1 − 𝑐1

× ...

× 𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

We can calculate the upper and lower bounds for these survival

functions according to Lemma 5 and Lemma 6:

𝑁 − 𝑑1 ... − 𝑑𝑡 − 𝑐1 ... − 𝑐𝑡−1

𝑁
≤ 𝑆𝑡 ≤

𝑁 − 𝑑1 ... − 𝑑𝑡
𝑁

(32)

𝑁 − 𝑑1 ... − 𝑑𝑡 − 𝑐1 ... − 𝑐𝑡−1

𝑁
≤ 𝑆 ′𝑡 ≤

𝑁 + 1 − 𝑑1 ... − 𝑑𝑡
𝑁

(33)

But we also see that except the first term, the rest of the terms

are the same between 𝑆 and 𝑆 ′:

𝑆𝑡 =
𝑁 − 𝑑1

𝑁
×𝐴𝑡 , 𝑆 ′𝑡 =

𝑁 − 𝑑1 + 1

𝑁
×𝐴𝑡

→𝑆 ′𝑡 − 𝑆𝑡 = 𝐴𝑡 ×
1

𝑁
(34)

where 𝐴𝑡 = 𝑎2 × 𝑎3 × ...𝑎𝑡 and ∀𝑡 : 0 ≤ 𝑎𝑡 ≤ 1, so 0 ≤ 𝐴𝑡 ≤ 1 →
0 ≤ |𝑆 ′𝑡 − 𝑆𝑡 | ≤ 1

𝑁
and we have:

Δ1𝑆w censor = ∥𝑆 ′ − 𝑆 ∥1 ≤
𝑇

𝑁
(35)

Δ2𝑆w censor = ∥𝑆 ′ − 𝑆 ∥2 ≤
√
𝑇

𝑁
(36)

The same steps can also be applied to neighboring datasets con-

structed by changing 𝑥 = {𝑡 = 1, 𝑒 = 0} in 𝐷 to 𝑥 = {𝑡 = 1, 𝑒 = 1}
in 𝐷′, to obtain the same bounds.

Finally, we look at the case of changing 𝑥 = {𝑡 = 𝑇max, 𝑒 = 1} in
𝐷 to 𝑥 = {𝑡 = 1, 𝑒 = 0} in 𝐷′:

𝑆𝑡 =
𝑁 − 𝑑1

𝑁

𝑁 − 𝑑1 − 𝑐1 − 𝑑2

𝑁 − 𝑑1 − 𝑐1

× ...

× 𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

𝑆 ′𝑡 =
𝑁 − 𝑑1

𝑁

𝑁 − 𝑑1 − (𝑐1 + 1) − 𝑑2

𝑁 − 𝑑1 − (𝑐1 + 1) × ...

× 𝑁 − 𝑑1 − ...𝑑𝑡−1 − (𝑐1 + 1) − ....𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − (𝑐1 + 1)... − 𝑐𝑡−1

We can again use Lemma 5 and Lemma 6 to upper and lower bound

our 𝑆𝑡 and 𝑆
′
𝑡 terms:

𝑁 − 𝑑1 ... − 𝑑𝑡 − 𝑐1 ... − 𝑐𝑡−1

𝑁
≤ 𝑆𝑡 ≤

𝑁 − 𝑑1 ... − 𝑑𝑡
𝑁

(37)

𝑁 − 𝑑1 ... − 𝑑𝑡 − (𝑐1 + 1) ... − 𝑐𝑡−1

𝑁
≤ 𝑆 ′𝑡 ≤

𝑁 − 𝑑1 ... − 𝑑𝑡
𝑁

(38)

again, we know that 𝑆 ′ ≤ 𝑆 because it experiences one event of

𝑒 = 0 in the first time step compared to 𝑆 . So to upper bound the

difference of these two functions, we can subtract the lower bound

of 𝑆 ′𝑡 from the upper bound of 𝑆𝑡 :

𝑆𝑡 − 𝑆 ′𝑡 =


0 𝑡 = 1

1+𝑐1 ...+𝑐𝑡−1

𝑁
1 < 𝑡 < 𝑇max

𝑐1+...+𝑐𝑡−1

𝑁
𝑡 = 𝑇max

(39)

We see that this, in the worst case, is equivalent to our bounds

found for the first case of neighboring datasets, shown in Equa-

tions 30 and 31. So over all possible neighboring datasets we have

the following sensitivities for 𝑆 :

Δ1𝑆 = { (𝐶 = 0) → 𝑇 − 1

𝑁
, (𝐶 ≠ 0) → 𝑇𝐶

𝑁
} (40)

Δ2𝑆 = { (𝐶 = 0) →
√
𝑇 − 1

𝑁
, (𝐶 ≠ 0) →

√
𝑇𝐶

𝑁
} (41)

Discussion about the sensitivity in datasets with censoring.
As we discussed in Section 2.3, throughout the paper, we assume

bounded differential privacy. This means that the number of data

points 𝑁 in the neighboring datasets is equal. This implies that

this parameter, 𝑁 is public and can be shared externally without

breaking the guarantees of differential privacy. 𝑇 , the number of

time bins is a hyperparameter that is not an intrinsic property of

each dataset and can be selected and set publicly (as explained in

e.g. Appendix D of [3]). However, as seen in Equations 40 and 41, in

the case of censoring in the datasets, the sensitivities depend on an

additional parameter𝐶 , which is an inherent property of the dataset.

This means that this parameter is privacy sensitive and should not

be shared or used publicly. Therefore, in the most correct way to

utilize differential privacy, we cannot use these sensitivities for the

case of datasets with censored points. One option is to consider

the worst-case scenario of 𝐶 = 𝑁 , however, this sensitivity would

be so large that all the useful information of the signal would be

destroyed by the DP noise. Another more elegant option, is to use

smooth sensitivity [51], and consider all the possible neighboring

datasets to the actual dataset that we work with. The calculation

of smooth sensitivity is usually complicated, computationally dif-

ficult and out of the scope of this paper. Unfortunately, with our

current framework of directly bounding the 𝑆 function, we could
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not achieve reasonable sensitivities for the censoring case and we

defer this to future work.

A.3 Sensitivity of 𝑦 (𝑡)
In this section we derive the sensitivity of 𝑦. The neighboring

datasets are defined the same way as in our proof for sensitivity of

𝑆 in Section A.2:𝐷′ is derived from𝐷 by changing the time of event

of a point that experiences the event at the end of study𝑇max to 𝑡 = 1,

the first time bin in the study. We once more assume that the events

are read in equidistant time intervals 𝑡𝑖 ∈ {𝑡0 = 0, 𝑡1 = 𝑏, ...,𝑇max}
with a fixed bin size of 𝑏. We first derive the sensitivity in the

absence of censored data and then proceed to the more general case

with censored data in the dataset.

Sensitivity with no censoring in dataset. We denote the

probability mass function of the dataset 𝐷 as 𝑦 and the probability

mass function of its neighboring dataset 𝐷′ as 𝑦′. According to

Equation 4 we have 𝑦𝑡 = 𝑆𝑡−1 −𝑆𝑡 and 𝑦′𝑡 = 𝑆 ′𝑡−1
−𝑆 ′𝑡 , where 𝑦𝑡 (𝑦′𝑡 )

and 𝑆𝑡 (𝑆 ′𝑡 ) indicate the value of the probability mass function and

the KM estimator at times 𝑡 , respectively. So:

𝑦1 =𝑆0 − 𝑆1 = 1 − 𝑁 − 𝑑1

𝑁

𝑦′
1
=𝑆 ′

0
− 𝑆 ′

1
= 1 − 𝑁 − 𝑑1 − 1

𝑁

⇒ 𝑦′
1
− 𝑦1 =

1

𝑁
(42)

According to Equations 20 and 21, we have:

𝑦𝑡 =
𝑁 − 𝑑1 − ...𝑑𝑡−1

𝑁
− 𝑁 − 𝑑1 − ...𝑑𝑡

𝑁
=
𝑑𝑡

𝑁

𝑦′𝑡 =
𝑁 − 𝑑1 − 1 − ...𝑑𝑡−1

𝑁
− 𝑁 − 1 − 𝑑1 − ...𝑑𝑡

𝑁
=
𝑑𝑡

𝑁

⇒ 𝑦′𝑡 − 𝑦𝑡 = 0 (43)

There is also a difference in the last term due to changing the event

of one datapoint from 𝑡 = 𝑇max to 𝑡 = 1:

𝑦𝑇max
=
𝑁 − 𝑑1 − ...𝑑𝑇max−1

𝑁
−
𝑁 − 𝑑1 − ...𝑑𝑇max

𝑁
=
𝑑𝑇max

𝑁

𝑦′𝑇max

=
𝑁 − 𝑑1 − 1 − ...𝑑𝑇max−1

𝑁
−

𝑁 − 𝑑1 − 1 − ... − (𝑑𝑇max
− 1)

𝑁
=
𝑑𝑇max

− 1

𝑁

⇒ 𝑦′𝑡 − 𝑦𝑡 =
−1

𝑁
(44)

This means that the sensitivity of the probability mass function for

datasets with no censoring will be:

Δ1𝑦no censor = ∥𝑦′ − 𝑦∥1 =
2

𝑁
(45)

Δ2𝑦no censor = ∥𝑦′ − 𝑦∥2 =

√
2

𝑁
(46)

Sensitivity with censoring in dataset. Now we derive the

sensitivity for the general case of datasets also containing censored

datapoints. First, we consider the case of changing a point 𝑥 = {𝑡 =

𝑇max, 𝑒 = 1} in 𝐷 to 𝑥 ′ = {𝑡 = 1, 𝑒 = 1} in 𝐷′.

𝑦𝑡 = 𝑆𝑡−1 − 𝑆𝑡 = 𝑆𝑡−1−

𝑆𝑡−1

𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1

=

𝑆𝑡−1 [1 −
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1 − 𝑑𝑡
𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1

] =

𝑆𝑡−1 [
𝑑𝑡

𝑁 − 𝑑1 − ...𝑑𝑡−1 − 𝑐1 − ...𝑐𝑡−1

] (47)

Where for the first line we use the definition of 𝑆𝑡 = 𝑆𝑡−1 × 𝑟𝑡−𝑑𝑡
𝑟𝑡

.

In the same way, we can show that:

𝑦′𝑡 = 𝑆
′
𝑡−1
− 𝑆 ′𝑡

=


𝑑1+1
𝑁

𝑡 = 1

𝑆 ′
𝑡−1
[ 𝑑𝑡
𝑁−1−𝑑1−...𝑑𝑡−1−𝑐1−...𝑐𝑡−1

] 1 < 𝑡 < 𝑇max

𝑆 ′
𝑇max−1

[ 𝑑𝑡−1

𝑁−1−𝑑1−...𝑑𝑡−1−𝑐1−...𝑐𝑡−1

] 𝑡 = 𝑇max

(48)

here the case of 𝑡 = 1 and 𝑡 = 𝑇max are different because we add

and subtract one from 𝑑𝑡 at these times respectively. Now we can

use Lemma 5 and 6 and Inequalities 27 and 28 and the same trick

we used for 𝑆 to lower and upper bound 𝑦𝑡 and 𝑦
′
𝑡 for 1 < 𝑡 < 𝑇max:

𝑑𝑡

𝑁
≤ 𝑦𝑡 ≤

𝑑𝑡 +
∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
(49)

𝑑𝑡

𝑁
≤ 𝑦′𝑡 ≤

𝑑𝑡 +
∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
(50)

and again to find an upper bound on the difference of |𝑦′𝑡 − 𝑦𝑡 | we
can subtract the lower bound of 𝑦𝑡 from the upper bound of 𝑦′𝑡 (or
vice versa):

|𝑦′𝑡 − 𝑦𝑡 | =

1

𝑁
𝑡 = 1

𝑑𝑡+
∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
− 𝑑𝑡
𝑁

=

∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
1 < 𝑡 < 𝑇max

𝑑𝑇max
−1+∑𝑇max−1

𝑖=1
𝑐𝑖

𝑁
− 𝑑𝑇max

𝑁

=
−1+∑𝑇max−1

𝑖=1
𝑐𝑖

𝑁
𝑡 = 𝑇max

(51)

Note that this is again consistent with our results for the no censor-

ing case. By defining 𝐶 =
∑𝑇max−1

𝑖=1
𝑐𝑖 , we can construct a general

sensitivity over the whole time-frame of the study:

Δ1𝑦w censor = ∥𝑦′ − 𝑦∥1 =
1

𝑁
+ 𝑐1

𝑁
+ ...

𝑐1 + ...𝑐𝑇max−1 − 1

𝑁

≤ 𝑇𝐶
𝑁

(52)

Δ2𝑦w censor = ∥𝑦′ − 𝑦∥2

=

√︂
( 1

𝑁
)2 + ( 𝑐1

𝑁
)2 + ...(

𝑐1 + ...𝑐𝑇max−1

𝑁
)2

≤
√︂
( 𝐶
𝑁
)2 + ... + ( 𝐶

𝑁
)2 =

√
𝑇𝐶

𝑁
(53)

Where 𝑇 is the number of time bins, i.e. 𝑇 = 𝑇max/𝑏.
Now let us look at the case of neighboring datasets for when we

change a point 𝑥 = {𝑡 = 1, 𝑒 = 1} in 𝐷 to 𝑥 = {𝑡 = 1, 𝑒 = 0} in 𝐷′.
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For the first time step we have:

𝑦1 =𝑆0 − 𝑆1 = 1 − 𝑁 − 𝑑1

𝑁
=
𝑑1

𝑁

𝑦′
1
=𝑆 ′

0
− 𝑆 ′

1
= 1 − 𝑁 − (𝑑1 − 1)

𝑁
=
𝑑1 − 1

𝑁

⇒ 𝑦1 − 𝑦′1 =
1

𝑁
(54)

And for other times we have:

𝑦𝑡 = 𝑆𝑡−1 [
𝑑𝑡

𝑁 − 𝑑1 ... − 𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

]

𝑦′𝑡 = 𝑆
′
𝑡−1
[ 𝑑𝑡

𝑁 − 𝑑1 ... − 𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

]

Since 𝑆 ′
1
> 𝑆1, and the rest of the multiplicative terms are always

identical between 𝑆𝑡 and 𝑆
′
𝑡 , we have ∀𝑡 > 1 : 𝑦′𝑡 > 𝑦𝑡 , and the

difference is:

𝑦′𝑡 − 𝑦𝑡 = [
𝑑𝑡

𝑁 − 𝑑1 ... − 𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

] (𝑆 ′𝑡 − 𝑆𝑡 ) (55)

by using Equation 34 and Lemma 5 we have:

0 ≤ 𝑦′𝑡 − 𝑦𝑡 ≤
1

𝑁

𝑑𝑡

𝑁 − 𝑑1 ... − 𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

(56)

0 ≤ 𝑦′𝑡 − 𝑦𝑡 ≤
1

𝑁

𝑑𝑡 + 𝑑1 ...𝑑𝑡−1 + 𝑐1 ... + 𝑐𝑡−1

𝑁
(57)

0 ≤ 𝑦′𝑡 − 𝑦𝑡 ≤
1

𝑁

𝑁

𝑁
=

1

𝑁
(58)

the last line comes from the fact that we know that the upper bound

for 𝑑1 +𝑑2 ...+𝑑𝑡 +𝑐1 ...+𝑐𝑡−1 ≤ 𝑁 . So over the complete time-frame

of the study we have:

Δ1𝑦w censor = ∥𝑦′ − 𝑦∥1 =
𝑇

𝑁
(59)

Δ2𝑦w censor = ∥𝑦′ − 𝑦∥2 =

√
𝑇

𝑁
(60)

which is a smaller bound compared to the one found for the first case

in Equations 52 and 53. Similarly, we can prove that the sensitivity

for the reverse case of changing a point 𝑥 = {𝑡 = 1, 𝑒 = 0} in 𝐷 to

𝑥 = {𝑡 = 1, 𝑒 = 1} in 𝐷′ also results in a bound still smaller than

Equations 52 and 53.

Finally, let us look at the case of neighboring datasets constructed

by changing 𝑥 = {𝑡 = 𝑇max, 𝑒 = 1} in 𝐷 to 𝑥 = {𝑡 = 1, 𝑒 = 0} in 𝐷′
for 1 < 𝑡 < 𝑇max:

𝑦𝑡 = 𝑆𝑡−1 − 𝑆𝑡 = 𝑆𝑡−1 [
𝑑𝑡

𝑁 − 𝑑1 ... − 𝑑𝑡−1 − 𝑐1 ... − 𝑐𝑡−1

] (61)

𝑦′𝑡 = 𝑆
′
𝑡−1
− 𝑆 ′𝑡 = 𝑆 ′𝑡−1

[ 𝑑𝑡

𝑁 − 𝑑1 ... − 𝑑𝑡−1 − (𝑐 + 1) ... − 𝑐𝑡−1

] (62)

we once more use Lemma 5 and Lemma 6 with Inequalities 37

and 38 to upper and lower bound these probability estimators:

𝑑𝑡

𝑁
≤ 𝑦𝑡 ≤

𝑑𝑡 +
∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
(63)

𝑑𝑡

𝑁
≤ 𝑦′𝑡 ≤

1 + 𝑑𝑡 +
∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
(64)

To upper bound the different |𝑦′𝑡 − 𝑦𝑡 |, we subtract the lower
bound of 𝑦𝑡 from the upper bound of 𝑦′𝑡 :

|𝑦′𝑡 − 𝑦𝑡 | =

0 𝑡 = 1

1+𝑑𝑡+
∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
− 𝑑𝑡
𝑁

=
1+∑𝑡−1

𝑖=1
𝑐𝑖

𝑁
1 < 𝑡 < 𝑇max

𝑑𝑇max
−1+1+∑𝑇max−1

𝑖=1
𝑐𝑖

𝑁
− 𝑑𝑇max

𝑁

=

∑𝑇max−1

𝑖=1
𝑐𝑖

𝑁
𝑡 = 𝑇max

(65)

So over the complete time-span of the dataset we have:

Δ1𝑦w censor = ∥𝑦′ − 𝑦∥1 ≤
𝑇𝐶

𝑁
(66)

Δ2𝑦w censor = ∥𝑦′ − 𝑦∥2 ≤
√
𝑇𝐶

𝑁
(67)

So, finally we can write the most general case of sensitivity for

the probability mass function as:

Δ1 �̂� = { (𝐶 = 0) → 2

𝑁
, (𝐶 ≠ 0) → 𝑇𝐶

𝑁
} (68)

Δ2 �̂� = { (𝐶 = 0) →
√

2

𝑁
, (𝐶 ≠ 0) →

√
𝑇𝐶

𝑁
} (69)

Discussion about sensitivities for datasets with censoring.
As we discussed in Section 2.3 and also in the previous section, the

choice of bounded differential privacy allows us to treat the number

of data points in the dataset, 𝑁 , as a non-private parameter. Again,

𝑇 , the number of time bins, is a hyperparameter that is not intrinsic

to the dataset. These type of hyperparameters can be chosen and

set, publicly as explained in Appendix D of [3]. However, we see

that the sensitivity of the probability function when censoring is

present in the dataset is again dependent on the total number of

censored points 𝐶 . However, 𝐶 is a property of the dataset and

by including it in the sensitivities, we cannot have the usual DP

guarantees anymore. We defer finding a theoretically correct bound

for this case to future work.

A.4 Datasets
For our experiments, we use the following real-world medical

datasets:

RotterdamandGermanBreast Cancer StudyGroup (GBSG):
Contains data from 2,232 breast cancer patients from the Rot-

terdam tumor bank [22] and the German Breast Cancer Study

Group (GBSG) [61]. 960(43%) patients are censored. The data is

pre-processed similar to [39] with a maximum survival duration of

87 months.

The Molecular Taxonomy of Breast Cancer International
Consortium (METABRIC): This dataset contains gene and pro-

tein expressions of 1904 individuals [12]. We use a dataset prepared

similar to [39]. The maximum duration of the study is 355 months

(∼ 30 years), 801 (42% of total) patients were right-censored and

1103 (58% of total) were followed until death.

Study to Understand Prognoses Preferences Outcomes and
Risks of Treatment (SUPPORT): This dataset consists of 8873
seriously ill adults [42]. The dataset has a maximum survival time of

2029 days (∼ 5.6) years and 32%(2839) of the data is right-censored.
We use a pre-processed version according to [39].
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A.5 Metrics
Logrank Test. Consider that we would like to compare the survival

distribution of two populations 𝑗 = {1, 2}, and the combined data

over these two populations has 𝑡 = {1, ...,𝑇 } distinct events times.

Here, the null hypothesis is that the two populations have the

same survival distribution. We define 𝑑𝑡, 𝑗 as the number of events

observed in group 𝑗 at time 𝑡 , and 𝑑𝑡 = 𝑑𝑡,1 +𝑑𝑡,2 as the total events
at time 𝑡 . If we consider 𝑟𝑡, 𝑗 as the number at risk in group 𝑗 at

time 𝑡 and 𝑟𝑡 = 𝑟𝑡,1 + 𝑟𝑡,2 as the total number at risk at time 𝑡 , the

expected number of events for group 𝑗 at time 𝑡 under the null

hypothesis would be 𝐸𝑡, 𝑗 = 𝑟𝑡, 𝑗
𝑑𝑡
𝑟𝑡
.

Using these notations, we can construct test statistics for pop-

ulation 1 (without loss of generality) under the null hypothesis

as:

𝑍 =

∑𝑇
𝑡=1
(𝑑𝑡,1 − 𝐸𝑡,1)√︃∑𝑇
𝑡=1

𝑉𝑡,1

(70)

where𝑉𝑡,1 is the variance in group 1 at time 𝑡 . Under the assumption

that 𝑑𝑡,1 have a hypergeometric distribution, the variance is defined

as:

𝑉𝑡,1 = 𝐸𝑡,1 (
𝑟𝑡 − 𝑑𝑡
𝑟𝑡
) (
𝑟𝑡 − 𝑟𝑡,1
𝑟𝑡 − 1

)

=
𝑟𝑡,1𝑟𝑡,2𝑑𝑡 (𝑟𝑡 − 𝑑𝑡 )

𝑟2

𝑡 (𝑟𝑡 − 1)
(71)

By the central limit theorem 𝑍 ∼ N(0, 1), whereN(0, 1) is a Gauss-
ian probability with mean 0 and variance 1. Based on this approxi-

mation, the value of𝑍 can be comparedwith the tails of the standard

Gaussian distribution to obtain the 𝑝−value of the null hypothesis.
Confidence Intervals. The variance of the KM estimator ac-

cording to Greenwood’s formula [28] is:

𝑉 (𝑡) = �̂�2 (𝑡) = 𝑆2 (𝑡)
∑︁
𝑡 ′≤𝑡

𝑑𝑡 ′

𝑟𝑡 ′ (𝑟𝑡 ′ − 𝑑𝑡 ′ )
(72)

Once more, for large samples, the Kaplan-Meier curve evaluated at

time 𝑡 is assumed to be normally distributed and the 100(1 − 𝛼)%
confidence interval (CI) can be obtained as:

𝑆 (𝑡) ± 𝑧
1−𝛼/2�̂� (𝑡) (73)

where 𝑧
1−𝛼/2 is the 1 − 𝛼/2 fractile of the standard normal distri-

bution. This assumption can be improved for smaller sample size,

using Greenwood’s exponential log-log formula [60]:

𝑆 (𝑡)exp(±𝑧
1−𝛼/2�̂� (𝑡 )/[𝑆 (𝑡 ) ln𝑆 (𝑡 ) ] )

(74)

For some of our experiments, we also introduce a measure of

median that makes comparison between different datasets easy. We

call this the calibrated median difference or cmd:

cmd𝑛,𝑏 =
|median𝑛,𝑏 −median

original
|

median
original

(75)

A.6 Construction of Surrogate Datasets
Our metrics are dependent on access to individual data points and

their times of event in each dataset. This problem motivated us to

develop our surrogate dataset generation Algorithm 3 and it is a

very important aspect of all of our experiments, since no matter

which route we take in Figure 2 of our workflow, we eventually

need to reconstruct surrogate datasets to be able to calculate the

performance metrics for our methods. In this section, we study

the performance of our surrogate dataset generation method in a

centralized setting and without any privacy-preserving mechanism.

Parameters. By inspecting Algorithm 3, we see that 𝑛, the

total number of points we choose to populate a KM curve with,

is one of the hyperparameters that we need to optimize. We also

discuss in Section 3 that DP-Matrix+ and our DP-Surv and DP-Prob
methods are based on equidistant time of event discretization. Since

we would like to remain consistent among all DP methods, we

choose an equidistant grid of size 𝑏 for times of events for all our

experiments from this point on. Now 𝑏 is also a hyperparameter

that can change the results and needs optimization.

Setup. For all our datasets we first produce the discretized KM

function 𝑆 and its corresponding probability function 𝑦 based on

our bin length 𝑏, then run our surrogate generation algorithm

with 𝑛 = {0.5𝑁, 𝑁, 2𝑁 } data points, where 𝑁 is the total number

of uncensored data points in each dataset. For the discretization

step, we choose 𝑏 = {1, 2, 4, 6}, which is measured in months for

METABRIC and GBSG and in days for SUPPORT. The reason we

choose a relatively smaller binning size for SUPPORT is that the

study is done on a shorter time frame compared to the other two

datasets, and the initial drop in the value of survival function is

muchmore drastic compared to the other two dataset, with amedian

survival time of only 57 days for 𝑒 = 1 points. In comparison,

METABRIC and GBSG have median survival time of 86 months and

24 months for 𝑒 = 1 datapoints, respectively.

In Tables 4 and 5 we report the calibrated median difference

(cmd) and 𝑝−values to the original dataset for SUPPORT, GBSG, and
METABRIC. The 𝑝−value shows if a surrogate dataset is statistically
dissimilar to the original dataset and higher values of it are preferred.

The cmd shows how far from the real median the reconstructed

median is, and lower values of this parameter are desired.

Effect of binning size. Based on both cmd and 𝑝−value smaller

binning lengths of 𝑏 = {1, 2} work best for SUPPORT and GBSG.

For GBSG, the effect of discretization only (before construction of

the surrogate dataset) for 𝑏 > 2 is enough to drop the 𝑝−value
between the discretized KM estimator and the original curve be-

low significant level. The same effect happens for SUPPORT for

𝑏 > 4. METABRIC seems to be more robust to discretization and

we observe acceptable results for surrogate dataset generation. In

general, for all the datasets we start to see a degradation in the

performance for larger binning lengths.

Effect of number of points. We also observe that our surrogate

generation method is very robust against changes in 𝑛, the number

of points used to construct the surrogate dataset. We expect the

median to be constant with respect to the number of datapoints, as

long as we have enough datapoints to populate all the bins over the

time of study. However, 𝑝−value can be less robust, as it is directly

calculated on data points and here, number of points we choose

to calculate it with is important. But we observe that 𝑝−value is
also always above the significance level of 0.05 for small enough

binning size and enough number of points to successfully recreate

the KM function.
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Table 4: Calibrated difference to the median of the original dataset for reconstructed surrogate datasets for SUPPORT, GBSG
and METABRIC only for event 𝑒 = 1. A lower value shows a more accurate reconstruction. The parameter 𝑛 is the total number
of data points in each dataset and 𝑏 is the time discretization length.

𝑛 𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6

2𝑁 0.00, 0.042, 0.000 0.018, 0.083, 0.000 0.053, 0.167, 0.023 0.053, 0.25, 0.047

𝑁 0.00, 0.042, 0.000 0.018, 0.083, 0.000 0.053, 0.167, 0.023 0.053, 0.25, 0.047

0.5𝑁 0.00, 0.042, 0.047 0.018, 0.083, 0.023 0.053, 0.167, 0.023 0.053, 0.25, 0.047

Table 5: p-value between the surrogate and original datasets for SUPPORT, GBSG and METABRIC only for event 𝑒 = 1. Higher
values are preferable, and small values show a statistically significant separation between the reconstructed dataset and the
original. The parameter 𝑛 is the total number of data points in each dataset and 𝑏 is the time discretization length.

𝑛 𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6

2𝑁 1.00, 0.21, 0.71 0.53, 0.03, 0.52 0.10, 0.00, 0.23 0.01, 0.00, 0.08

𝑁 1.00, 0.33, 0.78 0.63, 0.08, 0.62 0.20, 0.00, 0.35 0.04, 0.00, 0.18

0.5𝑁 0.02, 0.27, 0.04 0.14, 0.10, 0.16 0.20, 0.00, 0.16 0.11, 0.00, 0.11

A.7 Hyperparameter Selection
Our differentially private methods depend on a few hyperparame-

ters. These can influence the performance of our methods. In this

section, we strive to evaluate the effect of these parameters on our

methods in a centralized setting, where all the data is accessible

centrally. We again run all the experiments on the noncensored

portion of our datasets. Later, we will generalize the results of this

section to run experiments in a collaborative setting. In the fol-

lowing, we will go through each DP method and explain which

parameters are important for each method and how we choose the

optimal values.

DP-Surv. According to Section 3.2 and Theorem 3, the sensitivity

of our DP-Surv method scales like

Δ1𝐷
𝑘 ∝
√
𝑘
√
𝑇 − 1 =

√
𝑘
√︁
(𝑇max/𝑏) − 1 (76)

where 𝑇max is the maximum duration in the study, 𝑏 is the dis-

cretization binning size and 𝑘 is the number of the first coefficients

chosen from the discrete cosine transform (DCT). So for a smaller

sensitivity of DP-Surv and, therefore, a better expected utility, we

strive to choose the smallest first 𝑘 coefficient of the DCT and the

largest binning size𝑏 possible. This is a classic privacy/performance

trade-off problem, because the more coefficients 𝑘 we take and

the smaller our discretization step 𝑏, the more accurate our recon-

structed private survival function becomes. However, these increase

the sensitivity and more noise should be added for the same level

of privacy guarantee 𝜀.

Based on our experiments in the previous section and the fact

that in general our surrogate generation algorithm works best for

small bin sizes, we pick 𝑏 = {1, 2, 4, 6} and to make the surrogate

datasets from noisy survival functions, we set 𝑛 = 𝑁 where 𝑁 is

the total number of uncensored data points for each dataset.

Table 6 shows the calibratedmedian difference (cmd) and 𝑝−value
between the original and the reconstructed noisy survival function,

for 𝜀 = 1.0 and averaged over 100 runs of the algorithm for dif-

ferent fractions of the total coefficients of the DCT, 𝑘 . We choose

𝜀 = 1.0 because it gives tight theoretical guarantees for privacy in

a centralized setting [13, 36, 54, 59].

By comparing the cmd and 𝑝−value and striving to choose the

lowest possible 𝑘 and the highest 𝑏, which return a reasonable

performance, we choose: for SUPPORT {𝑏 = 2, 𝑘 = 10%}, for GBSG
{𝑏 = 1, 𝑘 = 10%} and for METABRIC {𝑏 = 6, 𝑘 = 10%}. From
now on, we will always use these parameters for our experiments

involving DP-Surv.
DP-Prob. As explained in Section 3.3 and Theorem 4, for DP-Prob

and 𝐿1 sensitivity, the only important hyperparameter is the dis-

cretization grid size of the duration. With bigger binning size, we

add noise to amore aggregated function of the data and thus achieve

a better level of privacy with less severe adverse effect of noise on

utility [15]. However, as seen in Section A.6, larger bin size degrades

the surrogate dataset generation.

To study this effect, we ran DP-Prob with 𝜀 = 1.0 for bin sizes

𝑏 = {1, 2, 4, 6}. The averaged cmd and 𝑝−value over 100 runs of

the algorithm are shown in Table 7. We again use 𝑛 = 𝑛tot points

to generate the surrogate datasets. Although sometimes 𝑝−value
falls below the significance level, for example for SUPPORT, we

still choose the binning size based on the best value of cmd, as

𝑝−value alone is not sufficient to measure performance. Based on

these metrics, we choose: 𝑏 = 6 for SUPPORT, 𝑏 = 2 for GBSG

and 𝑏 = 4 for METABRIC. These binning sizes will be used for our

DP-Prob method for all forthcoming experiments.

DP-Matrix+. As explained in Section 3.1, the original algorithm

of DP-Matrix [27] uses no binning, furthermore, no post-processing

or pre-processing is mentioned. We explain that we fix this issue

in our improved version DP-Matrix+. This will be in favor of the

performance of this algorithm, because again the noise will be added

to aggregated data, which increase the value-to-noise level and thus

improve utility [15]. We also add post-processing steps to ensure

that the noisy number of at risk group 𝑟 ′𝑡 does not become negative

at any step and that the algorithm halts once all the datapoints

have experienced an event. Now the only hyperparameter that

DP-Matrix+ depends on is the binning size 𝑏.

Table 8 shows the cmd and 𝑝−value averaged over 100 runs of

DP-Matrix+ on our datasets. The same as DP-Prob we strive to

find the largest binning size that returns good utility. Based on the
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Table 6: Calibrated median difference and 𝑝-value between the original dataset and the private dataset for 𝑒 = 1, obtianed
by DP-Surv with 𝜀 = 1 for SUPPORT, GBSG and METABRIC. All results are averaged over five independent runs of the DP
algorithm. The arrows show whether a lower or higher value indicates better utility of our DP method.

cmd ↓ 𝑝−value ↑
𝑘 𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6 𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6

5% 0.08, 0.04, 0.04 0.11, 0.33, 0.02 0.26, 1.00, 0.07 0.58, 1.0, 0.19 0.48, 0.55, 0.56 0.53, 0.04, 0.57 0.67, 0, 0.11 0.72, 0, 0.38

10% 0.17, 0.01, 0.07 0.07, 0.08, 0.04 0.11, 0.33, 0.02 0.10, 1.0, 0.02 0.40, 0.41, 0.47 0.37, 0.16, 0.51 0.29, 0, 0.36 0.26, 0, 0.26

15% 0.19, 0.02, 0.08 0.16, 0.01, 0.05 0.14, 0.17, 0.02 0.10, 0.5, 0.04 0.30, 0.40, 0.34 0.27, 0.13, 0.43 0.20, 0, 0.43 0.11, 0, 0.21

20% 0.18, 0.02, 0.08 0.17, 0.02, 0.06 0.09, 0.17, 0.05 0.16, 0.3, 0.05 0.26, 0.38, 0.32 0.25, 0.14, 0.41 0.17, 0, 0.32 0.06, 0, 0.25

Table 7: Calibrated median difference and 𝑝-value between the original dataset and the private dataset for 𝑒 = 1 obtianed by
DP-Prob with 𝜀 = 1 for SUPPORT, GBSG and METABRIC. All results are averaged over 5 independent runs of the DP algorithm.
The arrows show if a lower or a higher value indicates better utility of our DP method.

cmd ↓ 𝑝−value ↑
𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6 𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6

0.90, 0.03, 0.13 0.28, 0.05, 0.04 0.10, 0.09, 0.02 0.06, 0.16, 0.05 0.00, 0.32, 0.00 0.00, 0.13, 0.02 0.00, 0.00, 0.11 0.00, 0.00, 0.08

metrics, we choose 𝑏 = 6 for SUPPORT, 𝑏 = 2 for GBSG and 𝑏 = 6

for METABRIC. These binning sizes will be used for our DP-Prob
method for all forthcoming experiments.

A.8 Centralized Performance of DP Methods
Here, we present the results for our centralized experiments, for

the privacy budget 𝜀 = 1.0. All parameters and procedures are as

explained in Section 5.3.

Table 9 shows the performance for all DPmethods and all datasets.

The mean of the metrics (i.e., the 𝑝−value, median and survival

percentages at 𝑡 = {0.25𝑇max, 0.5𝑇max, 0.75𝑇max}) over 100 random
runs of our DP algorithm and their calculated 95% confidence in-

terval in parentheses are reported.

Here we again observe that DP-Surv performs the best, with

the means and their confidence intervals always contained within

the confidence interval of the original datasets, for all datasets and

all metrics. The second best method with respect to 𝑝−value is

DP-Matrix+. However, we still observe the issue of underpredic-
tion of survival percentages towards the end point of the studies, in

particular in METABRIC and SUPPORT. Our DP-Prob method, al-

though lacking in 𝑝−value performance, keeps a good performance

for all the othermetrics, especially for GBSG andMETABRIC, where

all themeans of themetrics and their confidence intervals arewithin

the confidence interval of the original non-private KM curves.

We also show the visual results for one random run of the algo-

rithms in Figure 4.

A.9 Collaboration
In this section, we expand on our results from Section 5.4 and

Section 5.5. The setup is exactly the same as explained, but here we

show the results for other values of the privacy budget 𝜀.

A.9.1 Even Split of Data. In the paper we analyze the results of

collaboration with even splitting of data (where each site has the

same amount of data) for the tight privacy budget of 𝜀. Here, we

also include the privacy regimes of 𝜀 = {3, 5}.

Table 10 and Table 11 summarize the results for our DP methods

across 10 collaborating sites. The 95% confidence interval of the

mean of the metrics over 100 random runs of the DP algorithm is

shown in parentheses.

Performance of DP-Surv-BasedMethods. Our DP-Survmethod

performs really well for these privacy regimes, as expected. We ob-

serve that for values of 𝜀 we have a mean 𝑝−value that is above the
significance level of 0.05 for all datasets. Similar to the tighter pri-

vacy regime of 𝜀 = 1, here we also observe consistent performance

between multiple runs of the algorithm and also between differ-

ent paths A, B and C. The estimated private survival percentages

always fall within the confidence interval of the non-DP datasets.

The estimated median and its confidence interval is also always

accurate. Here we see that raising the value of 𝜀 to 3 is already

enough to solve the issue with median estimation for SUPPORT

which is a challenging dataset.

Performance of DP-Prob-Based Methods. For these privacy
budgets, the DP-Prob-based paths still do not work as well as the

DP-Surv method according to 𝑝−value.
In this lower privacy regime, however, we see more stable behav-

ior of DP-Prob-based paths, among different runs of the algorithm

as well as between different paths D, E, and F. We still observe the

problem of overestimation of survival percentages, as we described

in the centralized experiments in Section 5.3.

Performance of DP-Matrix+-Based Methods. For 𝜀 = 3, the

𝑝−value of this path falls below the significance level of 0.05 for

GBSG and SUPPORT and for 𝜀 = 5, it still falls below the significance

level for SUPPORT. It shows stable behavior between multiple runs.

However, it still suffers from the problem of under estimating the

survival percentages, especially towards the end of the study, for

all datasets and for both privacy values, as explained in Section 5.3.

A.9.2 Uneven Split of Data. Next, we proceed to the collaborative

setting with uneven split of the datasets. Here again, the setup is

identical as described in Section 5.5, but we look at two new privacy

values 𝜀 = {3, 5}.
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Table 8: Calibrated median difference and 𝑝-value between the original dataset and the private dataset for 𝑒 = 1 obtianed
by DP-Matrix+ with 𝜀 = 1 for SUPPORT, GBSG and METABRIC. All results are averaged over 5 independent runs of the DP
algorithm. The arrows show if a lower or a higher value indicates better utility of our DP method.

cmd ↓ 𝑝−value ↑
𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6 𝑏 = 1 𝑏 = 2 𝑏 = 4 𝑏 = 6

0.02, 0.03, 0.06 0.02, 0.03, 0.04 0.04, 0.08, 0.03 0.05, 0.16, 0.05 0.00, 0.18, 0.00 0.00, 0.47, 0.06 0.04, 0.08, 0.28 0.38, 0.00, 0.39

0 20 40 60 80
Time

0.0

0.2

0.4

0.6

0.8

1.0

Su
rv

iv
al

 P
ro

ba
bi

lit
y

GBSG, centralized, =1
Non-Private
DP-Surv
DP-Prob
DP-Matrix+

Non-Private
DP-Surv
DP-Prob
DP-Matrix+

0 50 100 150 200 250 300 350
Time

0.0

0.2

0.4

0.6

0.8

1.0

Su
rv

iv
al

 P
ro

ba
bi

lit
y

METABRIC, centralized, =1
Non-Private
DP-Surv
DP-Prob
DP-Matrix+

Non-Private
DP-Surv
DP-Prob
DP-Matrix+

0 250 500 750 1000 1250 1500 1750 2000
Time

0.0

0.2

0.4

0.6

0.8

1.0

Su
rv

iv
al

 P
ro

ba
bi

lit
y

SUPPORT, centralized, =1
Non-Private
DP-Surv
DP-Prob
DP-Matrix+

Non-Private
DP-Surv
DP-Prob
DP-Matrix+

Figure 4: Comparison of all the DP methods in a centralized setting, for 𝜀 = 1.0 and one random run of the DP algorithms. The
blue shaded region shows the confidence area of the non-private dataset.

Table 9: Performance of the DP methods in the centralized setting for event 𝑒 = 1.

𝑝- value median 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-DP - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.11)
DP-Surv (𝜀 = 1) 0.39(0.35, 0.44) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.08)
DP-Prob (𝜀 = 1) 0.33(0.28, 0.39) 25(25, 25) 0.58(0.57, 0.58) 0.26(0.26, 0.26) 0.08(0.08, 0.09)

DP-Matrix+ (𝜀 = 1) 0.47(0.41, 0.52) 25(24, 25) 0.57(0.57, 0.58) 0.25(0.25, 0.25) 0.07(0.06, 0.07)

M
E
T
A
B
R
I
C centralized, non-DP - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)

DP-Surv (𝜀 = 1) 0.24(0.20, 0.26) 84(84, 85) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)
DP-Prob (𝜀 = 1) 0.07(0.05, 0.09) 89(88, 89) 0.49(0.49, 0.50) 0.17(0.17, 0.18) 0.03(0.03, 0.03)

DP-Matrix+ (𝜀 = 1) 0.32(0.15, 0.46) 89(88, 91) 0.51(0.50, 0.51) 0.15(0.14, 0.16) 0.01(0.00, 0.01)

S
U
P
P
O
R
T

centralized, non-DP - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
DP-Surv (𝜀 = 1) 0.42(0.36, 0.48) 59(58, 60) 0.14(0.13, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
DP-Prob (𝜀 = 1) 0.00(0.00, 0.00) 60(60, 61) 0.15(0.15, 0.15) 0.06(0.06, 0.06) 0.02(0.02, 0.02)

DP-Matrix+ (𝜀 = 1) 0.37(0.26, 0.47) 60(60, 60) 0.13(0.13, 0.13) 0.03(0.02, 0.03) 0.00(0.00, 0.00)

Table 12 and Table 13 show the results of our experiments with

DP-Surv-based paths A, B, and C. We clearly see consistent and

really good results for all these paths. Again, we see very stable

behavior of our method across multiple runs of the algorithm with

very tight confidence intervals for both median and survival per-

centages. We also see that paths A, B, and C show very similar

behavior, solidifying our prior conclusion that our averaging algo-

rithms work well and give freedom of choice to data collectors.

To give a visual intuition about these collaborative settings, we

provide Figures 5, 6 and 7, where we show one random run of

the DP-Surv-based path B, for each dataset and each data split, for

different values of the privacy budget 𝜀. We also depict the non-DP

local KM estimators of each client if they used only the local data.

We report each site’s as well as our methods and also the centralized,

non-private dataset’s median and 𝑝−value with m and p in the plot.

For uneven splits of datasets, we also indicate the median and

𝑝−value of the minority site (i.e., the site receiving either 5% or

50% of the data). We observe how closely these private estimators

mimic the behavior of the centralized dataset and we also observe

that in many cases, if sites depend on only their local datasets, they

will overestimate or underestimate survival percentages and the

median. This again proves that with these private and collaborative

paths, there can always be an incentive to participate and learn a

better KM estimator without compromising the privacy of the local

dataset.
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Table 10: Collaboration with even data split for 𝑒 = 1

𝑝- value median survival time 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-private - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.10)
pooled 0.29(0.25, 0.33) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.09)

DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.25(0.21, 0.29) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.08)
Averaged 𝑦′ 0.24(0.20, 0.27) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.09)

pooled 0.00(0.00, 0.00) 26(26, 26) 0.60(0.60, 0.60) 0.28(0.28, 0.28) 0.11(0.11, 0.11)
DP-Prob (𝜀 = 3) Averaged 𝑆 ′ 0.00(0.00, 0.00) 26(26, 26) 0.60(0.60, 0.60) 0.28(0.28, 0.28) 0.11(0.11, 0.11)

Averaged 𝑦′ 0.00(0.00, 0.00) 26(26, 26) 0.60(0.60, 0.60) 0.28(0.28, 0.28) 0.11(0.11, 0.12)
DP-Matrix+ (𝜀 = 3) pooled 0.01(0.0, 0.01) 23(23, 23) 0.56(0.56, 0.57) 0.18(0.18, 0.18) 0.02(0.02, 0.02)

M
E
T
A
B
R
I
C

centralized, non-private - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)
pooled 0.24(0.2, 0.28) 84(84, 84) 0.49(0.48, 0.49) 0.17(0.17, 0.18) 0.02(0.02, 0.02)

DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.14(0.12, 0.16) 85(84, 85) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.03(0.02, 0.03)
Averaged 𝑦′ 0.12(0.10, 0.14) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.03(0.02, 0.03)

pooled 0(0.00, 0.00) 92(92, 93) 0.54(0.53, 0.54) 0.21(0.21, 0.21) 0.05(0.05, 0.06)
DP-Prob (𝜀 = 3) Averaged 𝑆 ′ 0(0.00, 0.00) 93(93, 94) 0.54(0.54, 0.54) 0.21(0.21, 0.21) 0.06(0.06, 0.06)

Averaged 𝑦′ 0(0.00, 0.00) 93(93, 94) 0.54(0.54, 0.54) 0.21(0.21, 0.21) 0.06(0.06, 0.06)
DP-Matrix+ (𝜀 = 3) pooled 0.12(0.07, 0.15) 87(86, 87) 0.50(0.50, 0.50) 0.11(0.11, 0.11) 0.01(0.01, 0.01)

S
U
P
P
O
R
T

centralized, non-private - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
pooled 0.20(0.15, 0.24) 60(58, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.02(0.01, 0.02)

DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.21(0.16, 0.25) 59(58, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
Averaged 𝑦′ 0.18(0.14, 0.22) 59(58, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.02)

pooled 0(0.00, 0.00) 167(166, 168) 0.33(0.33, 0.33) 0.19(0.19, 0.19) 0.09(0.09, 0.09)
DP-Prob (𝜀 = 3) Averaged 𝑆 ′ 0(0.00, 0.00) 196(195, 197) 0.36(0.35, 0.36) 0.21(0.21, 0.21) 0.1(0.1, 0.1)

Averaged 𝑦′ 0(0.00, 0.00) 196(195, 197) 0.36(0.35, 0.36) 0.21(0.21, 0.21) 0.1(0.1, 0.1)
DP-Matrix+ (𝜀 = 3) pooled 0(0.00, 0.00) 57(56, 57) 0.08(0.08, 0.08) 0.00(0.00, 0.00) 0.00(0.00, 0.00)

Table 11: Collaboration with even data split for 𝑒 = 1

𝑝- value median survival time 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-private - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.10)
pooled 0.33(0.29, 0.36) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.08)

DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.28(0.26, 0.31) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.08)
Averaged 𝑦′ 0.27(0.24, 0.29) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.08)

pooled 0.03(0.02, 0.04) 25(25, 25) 0.59(0.59, 0.59) 0.26(0.26, 0.26) 0.10(0.10, 0.10)
DP-Prob (𝜀 = 5) Averaged 𝑆 ′ 0.01(0.01, 0.02) 25(25, 25) 0.59(0.59, 0.59) 0.26(0.26, 0.27) 0.10(0.10, 0.10)

Averaged 𝑦′ 0.01(0.01, 0.02) 25(25, 25) 0.59(0.59, 0.59) 0.26(0.26, 0.27) 0.10(0.10, 0.10)
DP-Matrix+ (𝜀 = 5) pooled 0.21(0.16, 0.26) 24(24, 24) 0.57(0.57, 0.57) 0.22(0.22, 0.22) 0.05(0.05, 0.05)

M
E
T
A
B
R
I
C

centralized, non-private - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)
pooled 0.48(0.43, 0.53) 84(84, 84) 0.48(0.48, 0.49) 0.17(0.17, 0.17) 0.02(0.01, 0.02)

DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.16(0.14, 0.18) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)
Averaged 𝑦′ 0.16(0.14, 0.18) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)

pooled 0(0.00, 0.00) 90(90, 90) 0.52(0.52, 0.53) 0.19(0.18, 0.19) 0.04(0.04, 0.04)
DP-Prob (𝜀 = 5) Averaged 𝑆 ′ 0(0.00, 0.00) 90(90, 90) 0.53(0.53, 0.53) 0.19(0.19, 0.19) 0.04(0.04, 0.04)

Averaged 𝑦′ 0(0.00, 0.00) 90(90, 90) 0.53(0.53, 0.53) 0.19(0.19, 0.19) 0.04(0.04, 0.04)
DP-Matrix+ (𝜀 = 5) pooled 0.46(0.40, 0.51) 89(89, 90) 0.51(0.51, 0.51) 0.14(0.14, 0.14) 0.01(0.01, 0.01)

S
U
P
P
O
R
T

centralized, non-private - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
pooled 0.32(0.27, 0.36) 59(59, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)

DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.34(0.29, 0.39) 59(58, 59) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
Averaged 𝑦′ 0.30(0.25, 0.34) 59(59, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)

pooled 0(0.00, 0.00) 101(100, 102) 0.25(0.25, 0.25) 0.13(0.13, 0.13) 0.06(0.06, 0.06)
DP-Prob (𝜀 = 5) Averaged 𝑆 ′ 0(0.00, 0.00) 122(122, 123) 0.29(0.29, 0.29) 0.16(0.16, 0.16) 0.07(0.07, 0.07)

Averaged 𝑦′ 0(0.00, 0.00) 121(121, 122) 0.28(0.28, 0.29) 0.16(0.16, 0.16) 0.07(0.07, 0.07)
DP-Matrix+ (𝜀 = 5) pooled 0(0.00, 0.00) 57(57, 57) 0.11(0.11, 0.11) 0.01(0.01, 0.01) 0.00(0.00, 0.00)
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Table 12: Collaboration with uneven data split with one site receiving either 50% or 5% of all of the data, for 𝑒 = 1 and 𝜀 = 3

𝑝- value median survival time 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-private - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.10)
pooled 0.36(0.31, 0.41) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.08)

DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.29(0.25, 0.32) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.08)
minority has 50% Averaged 𝑦′ 0.28(0.24, 0.31) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.25, 0.25) 0.08(0.08, 0.09)

pooled 0.30(0.25, 0.34) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.08)
DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.26(0.22, 0.31) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.09)
minority has 5% Averaged 𝑦′ 0.23(0.20, 0.27) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.24, 0.25) 0.08(0.08, 0.09)

M
E
T
A
B
R
I
C

centralized, non-private - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)
pooled 0.25(0.20, 0.29) 84(84, 84) 0.49(0.48, 0.49) 0.18(0.17, 0.18) 0.02(0.02, 0.02)

DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.13(0.11, 0.15) 85(84, 85) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.03(0.02, 0.03)
minority has 50% Averaged 𝑦′ 0.13(0.11, 0.15) 84(84, 85) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.03(0.02, 0.03)

pooled 0.26(0.22, 0.30) 84(84, 85) 0.49(0.48, 0.49) 0.17(0.17, 0.18) 0.02(0.02, 0.02)
DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.12(0.10, 0.14) 84(84, 85) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.03(0.02, 0.03)
minority has 5% Averaged 𝑦′ 0.14(0.11, 0.17) 85(84, 85) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.03)

S
U
P
P
O
R
T

centralized, non-private - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
pooled 0.18(0.14, 0.22) 59(59, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.02)

DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.16(0.12, 0.20) 60(59, 61) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.02(0.01, 0.02)
minority has 50% Averaged 𝑦′ 0.18(0.13, 0.22) 60(59, 61) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.02(0.01, 0.02)

pooled 0.20(0.15, 0.24) 60(60, 61) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.02)
DP-Surv (𝜀 = 3) Averaged 𝑆 ′ 0.19(0.15, 0.23) 60(59, 61) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
minority has 5% Averaged 𝑦′ 0.23(0.18, 0.27) 60(59, 61) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.02)

Table 13: Collaboration with uneven data split with one site receiving either 50% or 5% of all of the data, for 𝑒 = 1 and 𝜀 = 5

𝑝- value median survival time 25% 𝑇max 50% 𝑇max 75% 𝑇max

G
B
S
G

centralized, non-private - 24(22; 25) 0.58(0.55; 0.60) 0.24(0.22; 0.26) 0.08(0.07; 0.10)
pooled 0.50(0.46, 0.55) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.24) 0.08(0.08, 0.08)

DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.34(0.33, 0.36) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.24) 0.08(0.08, 0.08)
minority has 50% Averaged 𝑦′ 0.35(0.33, 0.36) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.09)

pooled 0.38(0.34, 0.42) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.08)
DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.29(0.26, 0.31) 24(24, 24) 0.58(0.58, 0.58) 0.24(0.24, 0.25) 0.08(0.08, 0.08)
minority has 5% Averaged 𝑦′ 0.28(0.26, 0.31) 24(24, 24) 0.58(0.58, 0.58) 0.25(0.25, 0.25) 0.08(0.08, 0.08)

M
E
T
A
B
R
I
C

centralized, non-private - 86(81; 90) 0.49(0.46; 0.51) 0.16(0.14; 0.18) 0.02(0.01; 0.03)
pooled 0.37(0.32, 0.42) 84(84, 84) 0.49(0.48, 0.49) 0.17(0.17, 0.17) 0.02(0.02, 0.02)

DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.17(0.14, 0.19) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)
minority has 50% Averaged 𝑦′ 0.19(0.18, 0.20) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)

pooled 0.46(0.41, 0.50) 84(84, 84) 0.48(0.48, 0.49) 0.17(0.17, 0.17) 0.02(0.01, 0.02)
DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.15(0.13, 0.16) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)
minority has 5% Averaged 𝑦′ 0.15(0.14, 0.17) 84(84, 84) 0.49(0.49, 0.49) 0.18(0.18, 0.18) 0.02(0.02, 0.02)

S
U
P
P
O
R
T

centralized, non-private - 57(53; 61) 0.14(0.13; 0.15) 0.05(0.04; 0.05) 0.01(0.01; 0.01)
pooled 0.28(0.24, 0.32) 59(59, 60) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)

DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.33(0.28, 0.37) 59(58, 59) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
minority has 50% Averaged 𝑦′ 0.30(0.26, 0.34) 59(58, 59) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)

pooled 0.29(0.25, 0.33) 59(58, 59) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
DP-Surv (𝜀 = 5) Averaged 𝑆 ′ 0.31(0.26, 0.35) 58(58, 59) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
minority has 5% Averaged 𝑦′ 0.27(0.23, 0.30) 59(59, 59) 0.14(0.14, 0.14) 0.05(0.05, 0.05) 0.01(0.01, 0.01)
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Figure 5: Collaboration among 10 sites for 3 types of data splitting. Our private DP-Survmethod is shown with the red line. The
median and the 𝑝−value to the non-private, centralized estimator is shown by m and p for our method and also for each site
when only the local data is used to construct the KM curve.
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Figure 6: Collaboration among 10 sites for 3 types of data splitting. Our private DP-Survmethod is shown with the red line. The
median and the 𝑝−value to the non-private, centralized estimator is shown by m and p for our method and also for each site
when only the local data is used to construct the KM curve.
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Figure 7: Collaborative private estimation of Kaplan-Meier curves among 10 participating sites for 3 types of data splitting. The
blue line shows the non-private centralized case and the red line shows our performance after constructing a joint private
estimator. We also plot the locally estimated KM curve with dotted lines for all 10 sites. The median and the 𝑝−value to the
non-DP centralized estimator is shown by m and p.
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A.10 Datasets with Censoring
In this section, we examine the effect of including censored points

in the datasets. Figure 8 shows the KM estimators for the 3 datasets.

The complete dataset and its confidence interval are colored blue.

The dataset which contains only the noncensored portion of the

data points is colored orange. As explained in Section 3.1, DP-Matrix+

is also defined for datasets containing censoring. The KM curve

generated by DP-Matrix+ in a centralized setting is shown in green.

We also explained in Appendix A.2, that to make the general sen-

sitivities that we find for the KM curve differentially private, we

can consider the extreme case of 𝐶 = 𝑁 . The performance of our

DP-Surv method using this sensitivity is shown in red.

As we had predicted, the noise of the DP mechanism, in the case

of DP-Surv with 𝐶 = 𝑁 for sensitivity, renders the utility useless,

especially for the value 𝜀 = 10. By increasing the value of 𝜀 to much

larger amounts, we start to see that the DP-Surv curve becomes

closer in behavior to the non-private curve.
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Figure 8: Comparison of the complete dataset vs dataset only having the non-censored points with 𝑒 = 1 and also the centralized
DP curves obtained by DP-Matrix+ and DP-Surv.
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