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Abstract

Recently, diffusion models have been successfully applied to improving adversarial
robustness of image classifiers by purifying the adversarial noises or generating
realistic data for adversarial training. However, the diffusion-based purification can
be evaded by stronger adaptive attacks while adversarial training does not perform
well under unseen threats, exhibiting inevitable limitations of these methods. To
better harness the expressive power of diffusion models, in this paper we propose
Robust Diffusion Classifier (RDC), a generative classifier that is constructed from a
pre-trained diffusion model to be adversarially robust. Our method first maximizes
the data likelihood of a given input and then predicts the class probabilities of the
optimized input using the conditional likelihood of the diffusion model through
Bayes’ theorem. Since our method does not require training on particular adversar-
ial attacks, we demonstrate that it is more generalizable to defend against multiple
unseen threats. In particular, RDC achieves 73.24% robust accuracy against £
norm-bounded perturbations with €., = 8/255 on CIFAR-10, surpassing the previ-
ous state-of-the-art adversarial training models by +2.34%. The findings highlight
the potential of generative classifiers by employing diffusion models for adversarial
robustness compared with the commonly studied discriminative classifiers.

1 Introduction

A longstanding problem of deep learning is the vulnerability to adversarial examples [18, 51], which
are maliciously generated by adding human-imperceptible perturbations to natural examples, but can
cause deep learning models to make erroneous predictions. Since the adversarial robustness problem
leads to security threats in real-world applications (e.g., face recognition [ 14, 44], autonomous driving
[4, 24], healthcare [ 6]), there has been a lot of work on defending against adversarial examples, such
as adversarial training [ 18, 34, 61], image denoising [32, 42, 48], certified defenses [8, 38, 50].

Recently, diffusion models have emerged as a powerful family of generative models, consisting of a
forward diffusion process that gradually perturbs data with Gaussian noises and a reverse generative
process that learns to remove noise from the perturbed data [23, 36, 45, 49]. Some researchers have
tried to apply diffusion models to improving adversarial robustness in different ways. For example,
the adversarial images can be purified through the forward and reverse processes of diffusion models
before feeding into the classifier [3, 37, 54]. Besides, the generated data from diffusion models can
significantly improve adversarial training [40, 55], achieving the state-of-the-art results on robustness
benchmarks [10]. These works show promise of diffusion models in the field of adversarial robustness.

However, there are still some limitations of the existing methods. On one hand, the diffusion-based
purification approach is a kind of gradient obfuscation [1, 7], and can be effectively attacked by using
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Figure 1: Illustration of our proposed Robust Diffusion Classifier (RDC). Given an input image X,
our approach first maximizes the data likelihood (Left) and then classifies the optimized image X with
a diffusion model (Right). The class probability p(y|X) is given by the conditional log-likelihood
log pg(X|y), which is approximated by the variational lower bound involving calculating the noise
prediction error (i.e., diffusion loss) averaged over different timesteps for every class.

the exact gradient and a proper step size'. We observe that the adversarial example cannot make the
diffusion model output an image of a different class, but the perturbation is not completely removed.
Therefore, the poor robustness of diffusion-based purification is largely due to the vulnerability of
downstream classifiers. On the other hand, although adversarial training methods using data generated
by diffusion models achieve excellent performance, they are usually not generalizable across different
threat models [28, 52]. In summary, these methods leverage diffusion models to improve adversarial
robustness of discriminative classifiers, but discriminative learning cannot capture the underlying
structure of data distribution, making it hard to control the predictions of inputs outside the training
distribution [43]. As a generative approach, diffusion models have more accurate score estimation
(i.e., gradient of log-density at the data point) in the whole data space [23, 47, 49], which also have
the potential to provide accurate class probabilities. Therefore, we try to explore how to convert a
diffusion model into a generative classifier for improved adversarial robustness?

In this paper, we propose Robust Diffusion Classifier (RDC), a generative classifier obtained from a
single off-the-shelf diffusion model to achieve adversarial robustness, as shown in Fig. 1. Our method
estimates the class probability p(y|x) by using the conditional likelihood py (x|y) of a diffusion model
with a prior distribution p(y) through Bayes’ theorem. The conditional likelihood is approximated
by the variational lower bound, which involves calculating the noise prediction loss for every class
under different noise levels. Theoretically, we validate that the optimal diffusion model can achieve
absolute robustness under common threat models. However, the practical diffusion model may have
an inaccurate density estimation pg(x|y) or a large gap between the likelihood and its lower bound,
leading to inferior performance. To address this issue, we further propose a likelihood maximization
method as a pre-optimization step to move the input data to regions of high likelihoods before feeding
into the diffusion classifier. Therefore, our proposed RDC, directly constructed from a pre-trained
diffusion model without training on specific adversarial attacks, can perform robust classification
under various threat models.

We empirically compare our proposed method with various state-of-the-art methods against strong
adaptive attacks on CIFAR-10 [26]. In particular, RDC achieves 73.24% robust accuracy under the
., norm threat model with e, = 8/255, exhibiting a +2.34% improvement over the state-of-the-art
adversarial training method [55]. Under unseen threats, RDC leads to a more significant improvement
(> 30%) over adversarial training models and DiffPure [37]. We further conduct thorough analysis
of more carefully-designed adaptive attacks and various ablation studies to verify that the achieved
robustness is not caused by gradient obfuscation [1]. Our findings disclose the potential of generative
models for solving the adversarial robustness problem.

"'We lower the robust accuracy of DiffPure [37] from 71.29% to 53.52% under the ¢ norm with eoc = 8/255,
and from 80.60% to 75.98% under the £ norm with e = 0.5, as shown in Table 1.



2 Related work

Adversarial robustness. Adversarial examples [18, 51] are widely studied in the literature, which are
generated by adding imperceptible perturbations to natural examples, but can mislead deep learning
models. Many adversarial attack methods [1, 5, 9, 12, 13, 34] have been proposed to improve the
attack success rate under the white-box or black-box settings, which can be used to evaluate model
robustness. To defend against adversarial attacks, adversarial training [34, 40, 61] stands out as the
most effective method, which trains neural networks using adversarially augmented data. However,
these models tend to exhibit robustness only to a specific attack they are trained with, and have poor
generalization ability to unseen threats [28, 52]. Another popular approach is adversarial purification
[32, 37, 42, 48], which denoises the input images for classification. Most of these defenses cause
obfuscated gradients [ 1] and can be evaded by adaptive attacks [53].

Generative classifiers. Generative classifiers, like naive Bayes [35], predict the class probabilities
p(y|x) for a given input x by modeling the data likelihood p(x|y) using generative models. Compared
with discriminative classifiers, generative classifiers are often more robust and well-calibrated [3 1, 35,

, 43]. Modern generative models like diffusion models [23], energy-based models [29] can also be
used as generative classifiers. SBGC [62] utilizes a score-based model to calculate the log-likelihood
log p(x|y) by integration and then calculates p(y|x) via Bayes’ theorem. HybViT [59] directly learns
the joint likelihood log p(x, y) = log p(x)+1log p(y|x) by training a diffusion model to learn log p(x)
and a standard classifier to model log p(y|x) at training time, and direct predicts p(y|x) at test time.
JEM [20] utilizes the energy-based model to predict joint likelihood log p(x, y) and Bayes’ theorem
to get p(y|x). We also compare with these generative classifiers in the experiments. Two concurrent
works [7, 30] also convert diffusion models to generative classifiers in a similar way to ours, but they
mainly focus on zero-shot classification while do not consider the adversarial robustness.

Diffusion models for adversarial robustness. As a powerful family of generative models [1 1, 23],
diffusion models have been introduced to further boost adversarial robustness. DiffPure [37] utilizes
diffusion models to purify adversarial perturbations by first adding Gaussian noises to input images
and then denoising the images. Diffusion models can also help to improve the certified robustness with
randomized smoothing [6, 58]. Besides, using data generated by diffusion models can significantly
improve the performance of adversarial training [40, 55]. However, DiffPure is vulnerable to stronger
adaptive attacks (as shown in Table 1), while adversarial training does not generalize well across
different threat models (as shown in Table 2). A potential reason of their problems is that they still
focus on discriminative classifiers, which do not capture the underlying structure of data distribution.
As diffusion models have more accurate score estimation in the whole data space, we aim to explore
whether a diffusion model itself can be leveraged to build a robust classifier.

3 Methodology

In this section, we present our Robust Diffusion Classifier (RDC), a robust (generative) classifier
constructed from a pre-trained diffusion model. We first provide an overview of diffusion models in
Sec. 3.1, then present how to convert a (class-conditional) diffusion model into a classifier in Sec. 3.2
with a robustness analysis considering the optimal setting in Sec. 3.3, and finally detail the likelihood
maximization and variance reduction techniques to further improve the robustness and efficiency in
Sec. 3.4 and Sec. 3.5, respectively. Fig. | illustrates our approach.

3.1 Preliminary: diffusion models

We briefly review discrete-time diffusion models [23, 45]. Given a real data distribution xg := x ~

q(x), the forward diffusion process gradually adds Gaussian noise to the data to obtain a sequence of
. T . . T . T

noisy samples {x;};_; according to a scaling schedule {c;};_; and a noise schedule {o:};_ as

q(x¢|x0) = N (x¢; v/arxo, o71). (1)
Assume that the signal-to-noise ratio SNR(¢) = o /o7 is strictly monotonically decreasing in time,

the sample x; is increasingly noisy during the forward process. The scaling and noise schedules are
prescribed such that x7 is nearly an isotropic Gaussian distribution.



To generate images, we need to reverse the diffusion process. It is defined as a Markov chain with
learned Gaussian distributions as

po(xo.r) = p(xr) | [ po(xi—1]xe),  po(xe—1]x:) = N(xi—1; po(xe, 1), 57 1), 2

=

t=1

where p(xr) = N (x7;0,I) is a prior distribution. Instead of directly parameterizing pt, via neural
networks, it is a common practice [23, 25, 49] to rewrite ft4 as

e (xt— % ee(xt,t)), 3)

Qi ].*Oét

and learn the time-conditioned noise prediction network €y (x¢, t). It can be learned by optimizing
the variational lower bound on log-likelihood as

log pg(x) > Eq[—Dxkr(q(xr[%0)||p(x1)) — Z Dy, (q(x¢—1[x¢,%0)|[po(x¢—1x¢)) + log pe(xo|x1)]
t>1
= —Ee: [will€o(xe,t) — €]l3] + Cn,

)
where E. ;[w; | €g(xs,t) — €||3] is called diffusion loss [25], € follows the standard Gaussian distribu-
tion A/(0,1), x; = \/apxo + o€ given by Eq. (1), C} is typically small and can be dropped [23, 49],
and wy; = ﬁ In practice, we set w; = 1 for convenience and good performance as in [23].
For conditional generation [22], the conditional diffusion model py(x|y) can be parameterized by
€9(x¢, t,y), while the unconditional model py(x) can be seen as a special case with a null input as
€9(x¢,t) = €9(x¢,t,y = &). A similar lower bound on the conditional log-likelihood is

log po(x[y) > —Ee . [wille(xs,t,y) — €3] + C, ®)
where C is another small constant that is negligible.

3.2 Diffusion model for classification

Given an input x, a classifier computes the probability py (y|x) for all classes y € {1,2, .., K'} with K
being the number of classes and outputs the most probable class as § = arg max,, py (y|x). Popular
discriminative approaches train Convolutional Neural Networks [21, 27] or Vision Transformers [ 15,

] to directly learn the conditional probability py(y|x). However, they cannot predict accurately
for adversarial example x* that is close to the real example x under the £, norm as ||x* — x||, < €,
since it is hard to control how inputs are classified outside the training distribution [43].

On the other hand, diffusion models are trained to provide accurate density estimation over the entire
data space [23, 47, 49]. By transforming a diffusion model into a generative classifier through Bayes’
theorem as pg(y|x) o po(x|y)p(y), we hypothesize that the classifier can also give a more accurate
conditional probability py(y|x) in the data space, leading to better adversarial robustness. In this
paper, we assume a uniform prior p(y) = % for simplicity, which is common for most of the datasets
[26, 41]. We show how to compute the conditional probability py(y|x) via a diffusion model in the

following theorem.

Theorem 3.1. (Proofin Appendix A) Let d(x,y, 0) = log pg(x|y)+Ee.+[w:||€s(xs, t, y) —€||3] denote

the gap between the log-likelihood and the diffusion loss. Assume that y is uniformly distributed as

p(y) = % and Yy, d(x,y,0) — 0. Then the conditional probability pe(y|x) can be approximated by

exp(—Eet[we||ea(x¢, t,y) — €]l3])
25 exp(—Ee i [well€s(xe,t,9) — €l3])

po(ylx) = (6)

In Theorem 3.1, we approximate the conditional log-likelihood with the (negative) diffusion loss,
which holds true when the gap d(x, y, 0) is 0. In practice, although there is inevitably a gap between
the log-likelihood and the diffusion loss, we show that the approximation works well in experiments.
Eq. (6) requires calculating the noise prediction error over the expectation of random noise € and
timestep ¢, which is efficiently estimated with the variance reduction technique introduced in Sec. 3.5.
Besides, our method is also applicable when the prior p(y) is not uniform if we add the logit of class
y by log p(y), where p(y) can be estimated from the training data. Below, we provide an analysis on
the adversarial robustness of the diffusion classifier in Eq. (6) under the optimal setting.



3.3 Robustness analysis under the optimal setting
To provide a deeper understanding of the robustness of our diffusion classifier, we first derive the
optimal solution of the diffusion model, as shown in the following theorem.

Theorem 3.2. (Proof in Appendix B.1) Let D denote a set of examples and D, C D denote a subset
of examples whose ground-truth label is y. The optimal diffusion model €g:, (x¢,t,y) on the set D is

1 : 1
€o: (%1, t,y) = Z U—t(xt — Va;x™) - softmax < %7 [[x: — /arx )||2> @)

x(i)EDy
where softmax(-) denotes the softmax function.

Given the optimal diffusion model in Eq. (7), we can easily obtain the optimal diffusion classifier by
substituting the solution in Eq. (7) into Eq. (6).

Corollary 3.3. (Proof in Appendix B.2) The conditional probability pe: (y|x) given the optimal
diffusion model €gx (x¢,1,y) is

(6%
pe:, (y|x) = softmax (for (x)y)  for, (X)y = —Eet ;;

t

. L2
Z s(x,xY €, 1) (x — x(’))H2

x("eD,

where

s(x, x(z)7 €,t) = softmax (—22|\/07tx 1 o€ — \/OTtx(l)Hg) .
Oy

Remark. Intuitively, the optimal diffusion classifier utilizes the /5 norm of the weighted average
difference between the input example x and the real examples x(*) of class ¥ to calculate the logit for
x. The classifier will predict a label g for an input x if it lies more closely to real examples belonging
to Dy. Moreover, the /> norm is averaged over ¢ with weight a: As 2% is monotonically decreasing

w.r.t. t, the classifier glves small weights for noisy examples and large weights for clean examples,
which is reasonable since the noisy examples do not play an important role in classification.

Empirically, we evaluate the robust accuracy of the optimal diffusion classifier under the ¢, norm
with €5, = 8/255 and the £5 norm with eo = 0.5. We find that the optimal diffusion classifier achieves
100% robust accuracy in both cases, validating our hypothesize that accurate density estimation of
diffusion models facilitates robust classification. However, the diffusion models are not optimal in
practice. Our trained diffusion classifier can only achieve 35.94% and 76.95% robust accuracy under
the £, and /5 threats, as shown in Table 1. Despite the non-trivial performance without adversarial
training, it still lags behind the state-of-the-art. To figure out the problem, we find that the diffusion
loss E¢ ¢ [we||€g(x¢,t,y) — €]|3 is very large for some adversarial example with the ground-truth class.
This is caused by either the inaccurate density estimation of py(x|y) of the diffusion model or the
large gap between the log-likelihood and the diffusion loss violating d(x, y, §) — 0. Developing a
better conditional diffusion model can help to address this issue, but we leave this to future work. In
the following section, we propose an optimization-based algorithm as an alternative strategy to solve
the problem with off-the-shelf diffusion models.

3.4 Likelihood maximization

To address the aforementioned problem, a straightforward approach is to minimize the diffusion loss
Ee ¢ [we]|€p(xt,t,y) — €]|3] w.r.t. x such that the input can escape from the region that the diffusion
model cannot provide an accurate density estimation or the gap between the likelihood and diffusion
loss d(x, y, 8) is large. However, we do not know the ground-truth label of x, making the optimization
infeasible. As an alternative strategy, we propose to minimize the unconditional diffusion loss as

min B [w||€s(Xs,t) — €]l3], st ||% —X[|oo <7, 8)
X
where we restrict the ¢, norm between the optimized input x and the original input x to be smaller

than 7, in order to avoid optimizing X into the region of other classes. As Eq. (8) actually maximizes
the lower bound of the log-likelihood in Eq. (4), we call this approach Likelihood Maximization.



Algorithm 1 Robust Diffusion Classifier (RDC)

Require: A pre-trained diffusion model €y, input image x, optimization budget 7, step size y, optimization
steps N, momentum decay factor p.

1: Initialize: m = 0, x = x;

2: forn=0to N —1do

3:  Calculate g = VxEe :[w:| € (Xs,t) — €||3] via Eq. (9);
4.  Update momentum m = g - m — ﬁ;

5: Update X by x = clip, , (X + 7 - sign(m));

6: end for

7: fory =1to K do

8:  Calculate E. ;[w;| €s (X, t,y) — €||3] via Eq. (9);
9: end for

10: Calculate pg(y|x) by Eq. (6);

11: Return: §j = arg max, ps(y|x).

By solving Eq. (8), the optimized input x will have a higher log-likelihood [19], indicating that X is
closer to real data. This method can also be understood as input purification. Besides, because the
adversarial example usually lies in the vicinity of its corresponding real example of the ground-truth
class y, moving along the direction towards higher log p(x) will probably lead to higher log p(x|y).
Therefore, the optimized input X could be more accurately classified by the diffusion classifier. Note
that the likelihood maximization is different from other diffusion-based purification approaches
[3, 37, 54], as they aim to remove the adversarial noises but we aim to optimize the data towards high
log-likelihood to be easily classified by our diffusion classifier. We solve Eq. (8) with the momentum
optimizer [12] to stabilize the gradient direction and avoid non-desirable local optima.

3.5 Variance reduction

To estimate the diffusion loss in Eq. (6) and Eq. (8) over the expectation of € and ¢, a common practice
is to adopt the Monte Carlo sampling, which will lead to a high variance with few samples or high
time complexity with many samples. To reduce the variance with affordable computational cost, we
directly compute the expectation over ¢ instead of sampling ¢ as

T
1
Ee[willeo(x,t.y) — €3] = & D Eelwel€s(xi.t.y) — €ll3]: ©

t=1

Eq. (9) requires to calculate the noise prediction error for all timesteps. For €, we still adopt Monte
Carlo sampling, but we show that sampling only one € is sufficient to achieve good performance.
Thus the diffusion classifier in Eq. (6) needs K x T forward passes of the diffusion model, which is
more computationally expensive than discriminative classifiers, as a major limitation of our method
originated from diffusion models [2]. We can further reduce the number of timesteps by systematic
sampling that selects the timesteps at a uniform interval. Although it does not lead to an obvious
drop in clean accuracy, it will significantly affect robust accuracy as shown in Sec. 4.5, because the
objective is no longer strongly correlated with log-likelihood after reducing the number of timesteps.
Given the above techniques, the overall algorithm of RDC is outlined in Algorithm 1.

4 Experiments

In this section, we first provide the experimental settings in Sec. 4.1. We then show the effectiveness
of our method compared with the state-of-the-art methods in Sec. 4.2 and the generalizability across
different threat models in Sec. 4.3. We provide thorough analysis to examine gradient obfuscation in
Sec. 4.4 and conduct various ablation studies in Sec. 4.5.

4.1 Experimental settings

Datasets and training details. We conduct experiments on the CIFAR-10 dataset [26]. For the condi-
tional diffusion model, we train it on the CIFAR-10 training set using the NCSN++ architecture [49]
and classifier-free guidance [22]. For robustness evaluation, we randomly select 512 images from the
CIFAR-10 test set due to the high computational cost of the attack algorithms, following [37].



Table 1: Clean accuracy (%) and robust accuracy (%) of different methods against AutoAttack under
the £, norm with €., = 8/255 and the 5 norm with e; = 0.5. RDC outperforms the best adversarial
training method AT-EDM [55] by +2.34% under the /., norm.

. {+ norm /5 norm
Architecture Clean Acc  Robust Acc | Clean Acc  Robust Acc
AT-DDPM [40] WRN70-16 88.87 63.28 93.16 81.05
AT-EDM [55] WRN70-16 93.36 70.90 95.90 84.77
DiffPure [37] UNet+WRN70-16 90.97 53.52 92.68 75.98
SBGC [62] UNet 95.04 0.00 95.04 0.00
HybViT [59] ViT 95.90 0.00 95.90 0.00
JEM [20] WRN28-10 92.90 8.20 92.90 26.37
DC (ours) UNet 93.55 35.94 93.55 76.95
RDC (ours) UNet 93.16 73.24 93.16 80.27

Hyperparameters. In likelihood maximization, we set the optimization steps N = 10, momentum
decay factor p = 1, optimization budget 7 = 8/255 (see Sec. 4.5 for an ablation study), step size
v = n/N. For each timestep, we only sample one € to estimate E [w;||€g(x¢,t,y) — €]|3].

Robustness evaluation. Following [37], we evaluate the clean accuracy and robust accuracy of
our method by AutoAttack [9] under both ¢, norm of €5, = 8/255 and ¢ norm of e; = 0.5. To
demonstrate the generalization ability towards unseen threat models, we also utilize StAdv [57] with
100 steps under the bound of 0.05 to evaluate our method. As computing the gradient through the
likelihood maximization method requires to calculate the second-order derivative, we use BPDA [1]
as the default adaptive attack, which approximates the gradient with an identity mapping. We conduct
more comprehensive evaluations of gradient obfuscation under other adaptive attacks in Sec. 4.4,
where we show that BPDA is as strong as computing the exact gradient.

4.2 Comparison with the state-of-the-art

We compare our method with the state-of-the-art defense methods on RobustBench [10], including
adversarial training with DDPM generated data (AT-DDPM) [40] (rank 2), adversarial training with
EDM generated data (AT-EDM) [55] (rank 1), and DiffPure [37]. These models adopt the WRN70-16
architecture [60]. We also compare our method with other generative classifiers, including SBGC
[62], HybViT [59], and JEM [20]. Notably, robust accuracy of most baselines does not change much
on our selected subset, compared with the results on RobustBench [10].

DiffPure incurs significant memory usage and introduces substantial randomness, posing challenges
for robustness evaluation. Their proposed adjoint method [37] is insufficient to measure the model
robustness. To mitigate this issue, we employ gradient checkpoints to obtain an accurate gradient
computation and leverage Expectation Over Time (EOT) to reduce the impact of randomness during
optimization. Rather than using the 640 times EOT recommended in Fig. 2(c), we adopt PGD-80 [34]
with 10 times EOT and a large step size 1/255 to efficiently evaluate DiffPure.

Table 1 shows the robustness of Diffusion Classifier (DC, without likelihood maximization) and
Robust Diffusion Classifier (RDC) compared with baselines under the ¢, and £5 norm threat models.
We can see that the robustness of DC outperforms all previous generative classifiers by a large margin.
Specifically, DC improves the robust accuracy over JEM by +27.74% under the ¢, norm and +50.58%
under the ¢5 norm. RDC can further improve the performance over DC, which achieves 73.27% and
80.27% robust accuracy under the two settings. Notably, RDC outperforms the previous state-of-the-
art model AT-EDM [55] by +2.34% under the £, norm. Although RDC does not outperform the best
adversarial training models under the /5 norm because likelihood maximization adopts the ¢, norm
in Eq. (8), it could be solved by adjusting the optimization constraint (See Appendix C for details). In
the following section, we demonstrate that using the same optimization constraint allows our method
to be threat model agnostic, resulting in strong generalization abilities against unseen threat models.

4.3 Defense against unseen threats

Adpversarial training methods often suffer from poor generalization across different threat models,
while DiffPure requires adjusting purification noise scales for different threat models, which limits



Table 2: Clean accuracy (%) and robust accuracy (%) of different methods against unseen threats.

Robust Acc
Method Clean Acc loonorm fonorm  StAdv  Avg
AT-DDPM-/, [40] 88.87 63.28 64.65 488  44.27
AT-DDPM-/5 [40] 93.16 49.41 81.05 527 4524
AT-EDM-/, [55] 93.36 70.90 69.73 293 47.85
AT-EDM-/5 [55] 95.90 53.32 84.77 5.08 47.72
PAT-self [28] 75.59 47.07 64.06 39.65 50.26
DiffPure (t* = 0.125) [37] 87.50 53.12 75.59 12.89  47.20
DC (ours) 93.55 35.94 76.95 93.55 68.81
RDC (ours) 93.16 73.24 80.27 91.41 81.64

their applicability in real-world scenarios where the threat models are unknown. In contrast, our
proposed methods are agnostic to specific threat models. To demonstrates the strong generalization
ability of our methods across different threat models, we evaluate the generalization performance of
our proposed method by testing against different threats, including /., ¢2, and StAdv.

Table 2 presents the results, which shows that the average robustness of our methods (DC and RDC)
surpass the baselines by more than 30%. Specifically, our model outperforms ¢, adversarial training
models by +10.54% under the /2 attack and /2 adversarial training models by +19.92% under the ¢,
attack. Impressively, DC and RDC achieve 93.55% and 91.41% robustness under StAdv, surpassing
adversarial training models by more than 86.14%. These results indicate the strong generalization
ability of our method and its potential to be applied in real-world scenarios under unknown threats.

4.4 Evaluation of gradient obfuscation

Diffusion Classifier can be directly evaluate by AutoAttack [9]. However, Robust Diffusion Classifier
could not be directly evaluated by AutoAttack due to the indifferentiable likelihood maximization.
To demonstrate the effectiveness of BPDA adaptive attack, we conduct the following experiments.

Exact gradient attack. To directly evaluate the ro- Table 3: Robust accuracy (%) of RDC under
bustness of RDC, we utilize gradient checkpoint and different adaptive attacks. BPDA (N =
create a computational graph during backpropagation 10) and Lagrange (N = 10) are adaptive

to obtain exact gradients. However, we could only eval- attacks for RDC with 10 steps of likelihood
uate RDC when NV = 1 due to the large memory cost. maximization, while Exact Gradient (N =

As shown in Table 3, our RDC with N = 1 achieves 1) and BPDA (N = 1) are adaptive attacks
69.53% robust accuracy under the exact gradient attack, for RDC with 1 step.
about 0.39% lower than BPDA. This result suggests

that BPDA suffices for evaluating RDC. Attack | Robust Acc
Lagrange attack. RDC optimizes the unconditional BPDA (N N:JO) 73.24
diffusion loss before feeding the inputs into DC. If E Lagrca}ngg.( ?\719)1 g;gg
our adversarial examples already have a small uncon- Xa%P];aA l(?]{lfti 1)_ ) 6 9: 0

ditional diffusion loss or a large log p(x), it may not be
interrupted during likelihood maximization. Therefore,
to produce adversarial examples with a small diffusion loss, we set our loss function as follows:

Lagrange(x, y, €9) = log pg(y|x) + I - Be [wy|€a(x,t) — €l|3], (10

where py(y|x) is given by Eq. (6), and the first term is the (negative) cross-entropy loss to induce
misclassification. For an input, we craft adversarial examples using three different weights, | =
0,1, 10. If one of these three loss functions successfully generate an adversarial example, we count it
as a successful attack. As shown in Table 3, this adaptive attack is no more effective than BPDA.

Gradient randomness. To quantify the randomness of our methods, we compute the gradients
of each model w.r.t. the input ten times and compute the pairwise cosine similarity between the
gradients. We then average these cosine similarities across 100 images. To capture the randomness
when using EOT, we treat the gradients obtained after applying EOT as a single time and repeat the
same process to compute their cosine similarity. As shown in Fig. 2(c), the gradients of our methods
exhibit low randomness, while DiffPure is more than 640 times as random as DC, RDC-1, and about



320 times as random as RDC-BPDA-10. Thus, the robustness of our methods is not primarily due to
the stochasticity of gradients.

Diffusion likelihood maximizer. We also combine likelihood maximization with the traditional
classifier WRN70-16 [60] and evaluate this approach alongside our RDC on 100 randomly selected
images from CIFAR-10. Under the BPDA attack, the WRN70-16 with likelihood maximization
achieves only 2% robustness, while our RDC achieves 76% robustness. This is because the likelihood
maximization moves the inputs towards high log-likelihood region estimated by diffusion models,
instead of traditional classifiers, thus it is only effective when combining with diffusion classifiers.
This result also suggests that BPDA attack is effective against optimization-based defenses, and the
robustness of RDC is not attributed to the indifferentiability of likelihood maximization.

4.5 Ablation studies

In this section, we perform ablation studies of several hyperparameters in our algorithm with the first
100 examples in the CIFAR-10 test set. All the experiments are done under AutoAttack with BPDA
of ¢+, bounded perturbations with €., = 8/255.
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Figure 2: (a-b): Impact of T” and 7 in our method on standard accuracy and robust accuracy against
our BPDA adaptive attack. (c): Randomness of different methods, where RDC-1 denotes RDC with
N = 1 using the exact gradient, and RDC-10-BPDA denotes RDC with N = 10 using BPDA.

Optimization budget 7. To find the best optimization budget 7, we test the robust accuracy of
different optimization budgets. As shown in Fig. 2(b), the robust accuracy first increases and then
decreases as 1 becomes larger. When 7 is small, we could not move x out of the adversarial region.
However, when 7 is too large, we may optimize x into an image of another class. Therefore, we
should choose an appropriate 7. In this work, we set n = 8/255.

Momentum optimizer. We then study the optimization algorithm for likelihood maximization in
Eq. (8). Optimizing without momentum results in 69% robustness, which is approximately 7% lower
than that with momentum. This suggests that a better optimization algorithm could decrease the
unconditional diffusion loss more effectively, thus improving the robustness. Using more advanced
optimization algorithms for likelihood maximization may lead to even greater robustness, and we
leave this to future works.

Sampling timesteps. We also try to further reduce the number of sampling timesteps. One way is
to only calculate the diffusion loss of the first 7" timesteps {z}szll (named “first”). Inspired by [46],

another way is to use systematic sampling, where we use timesteps {i7'/T" 1T:/1 (named “uniform”).
The results are shown in Fig. 2(a). Both methods achieve similar results on clean accuracy and robust
accuracy. Although a significant reduction of T” does not lead to an obvious drop in clean accuracy,
it will significantly affect robust accuracy due to the reason discussed in Sec. 3.5.

Sampling steps for e. We also attempt to improve the accuracy of estimation of E[w;||€q(x¢, t,y) —
€l|3] in Eq. (9) by sampling € multiple times or keeping € the same for different timesteps or different
classes. However, these increase neither robustness nor accuracy because we have already computed
T times for the expectation over ¢. From another perspective, the cosine similarity of the gradients is
about 98.48%, suggesting that additional sampling of € or using the same e for different timesteps or
classes is unnecessary.



5 Conclusion

In this paper, we propose a novel defense method called Robust Diffusion Classifier (RDC), which
leverages an off-the-shelf diffusion model to directly classify input images by predicting data likeli-
hood by diffusion model and calculating class probabilities through Bayes’ theorem. We theoretically
analyze the robustness of our diffusion classifier, propose to maximize the log-likelihood before feed-
ing the input images into the diffusion classifier, and greatly improve the robustness. To demonstrate
the performance of our method, we evaluate our method with strong adaptive attacks and conduct
extensive experiments. Our method achieves state-of-the-art robustness against these strong adaptive
attacks and generalizes well to unseen threat models.

Despite the great improvement, our methods still need to be further improved. First, the high time
complexity for calculating the diffusion loss makes our methods hard to apply in real scenarios, and
this could be solved by applying more efficient diffusion models [2, 46, 50]. Besides, the conditional
diffusion model in this paper is directly adopted from existing works, and training a better conditional
diffusion model could further improve the performance. We hope our work could give an encouraging
step toward designing robust classifiers using generative models.
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A Proof of Theorem 3.1

Proof.

Po(X,y)
po(ylx) = Z@PG(X7 7)
_ po(xly)pe(y)
-, pe(x[9)pe(9)
__po(xly)
Zg po(x[9)
elog po(xly)

- Zy elog po(x[9)
exp (Bedlwrlleo(xe, t,y) — €3] + log po(xly) — Eealwnlles(x1,t,) - €l3])

S5 exp (Eeelwrllen(xe,t,9) — el3] +logpn(x]9) — Ee,iluelle(xi,1,9) — €l3])

exp (Ecalwillen(xi t,y) — ell3] + logpa(xly) ) exp ( — Eelwles(xi.t.y) — €l3])

35 exp (Beolwilleo(xi,t,9) — elf] + log po(x1g) ) exp ( — Ecolwrllen(xe.t,9) — el3])
When Vg, d(x,7,0) — 0, we can get:
v, exp (Eeilwrleo(xi.t,§) — €l + logpo(xl) ) - 1.
Therefore,

exp ( — Ec¢[well€g(xs, t,y) — 6”%0

5y exp (— Eeuluwilleo(xi,t,9) — €l3])

po(ylx) =

B Derivation of the optimal diffusion classifier

B.1 Optimal diffusion model: proof of Theorem 3.2

Proof. The optimal diffusion model has the minimal error Ey ; , [||€(x¢, t,y) — €||3] among all the
models in hypothesis space. Since the prediction for one input pair (x;,¢,y) does not affect the
prediction for any other input pairs, the optimal diffusion model will give the optimal solution for any
input pair (x¢,t,y):

Ex(i>~p(x(’i)|xt,y)[HGWD (Xt’ 2 y) - GZH%] = IneinEx(“Np(x(int,y)[He@(xt? ty) — EiH%L

)
X X
where €; = %

Note that A ‘ | |
p(x®|xs, ) = p(x@|y)p(x|xD, y) _ p(x(’)ly)q(xt|x(’)).
’ p(xly) p(xe[)

Assume that

, 1 @ e D
) =4 D1 X €y
p(x*]y) { 0 Y ,X(i) ¢Du

Solving mExmw(xwx“y)[||t-:9(xt, t,y) — €]|3] = 0, we can get:
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B (x5, [€0 (X2, , y) — €] = 0,
Z p(x(l) |Xt7 y)ee(xta ta y) = 69(Xt7 t7 y) = Z p(x(l) |Xt7 y)ei

z(eD x(MeD,
Substitute €; by Eq. (1):

— Jopx®
; X X
€o(xe,t,y) = Z P(X(Z)|Xt,y)%

x(MeD,
B Z p(x@[y)q(x|xD) x; — /azx®)
<(eD, Xt|y) o

@ ‘ - ) x, — (@)
= 3 PO e, o) = YO O

<D, p(xtly) Ot Tt
Z p(xD]y) 1 ( |Ix: — ‘/atx(i)H%)xt — Jagx®
= = €XP (—
b, p(xely) (27moy)> 207 o
. . . (©) . . .
To avoid numerical problem caused by 1 and intractable 2% |y), we re-organize this equation
(270¢) 2 p(xe]y)
using softmax function:
pxPly) 1 _ lxe—vax®3 _
e (X ¢ )_ Z p(xt|y) (27rc;t)ﬂ eXp( 207 ) - \/O(tx(l)
0\ Xt, 0, Y) = . ZI (X'|X ) o
X(L)GDy i=j p J t y
py) 1 _ e —vax O3 ,
— Z P(:lY) (2m04) 2 exp ( 207 ) - \/OétX(l)
o |Dyl p(xjly) 1 llx:—/aex; 13
e, 25=1 piely) ¥ P (-5 ot
1 . 1 .
=Y —(xt - Varxt )softmax(fﬁﬂxt — Vax®|2).
x(eD, ¢ t
This is the result of Eq. (7). O

B.2 Optimal diffusion classifier: proof of Theorem 3.3
Proof. Substitute Eq. (7) into Eq. (6):
fop, %)y = —Eeulll€o(xt,t,y) — €l3]
=Bl Y (- = VA )softmax(— 5 x — a3 - el

x(i>€Dy gt
E 1 (M gof L ()2 2
= Buell 3 [ (Van+owe — axsoftmax(— 55 | + ove - Vaix ) - el
x(DeD,
1 . 1 A
=-Eeell D [=(Voux-— \ﬁatx(l))softmax(fZ—QH\ﬁatx+Jtef Vax®|2)
xWeD, ot ¢
+e€ Z softmax( —7H\/ arx + ore — /arx|3) — €3]
x(l>€D
=—Ell Y [ -(Vax = o x®)s(x,xY, e, )]|I3)
x(i)eD
a _ .
:_Ee,t[;;” Z S(XaX(Z)veat)(X_X(l))”g]'
t x(DeD,
We get the result. O
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C More experimental results

C.1 Computational resources

We conduct Direct Attack on 4x A100 GPUs due to the large memory cost of computational graphs
for second-order derivatives. We use 12x 3090 GPUs for other experiments.

C.2 /5 robustness

In this section, we adapt our RDC to the /5 threat model. We only modify the optimization budget n
to 0.5 under the ¢5 norm. We achieve 95.86% accuracy on clean images and 84.37% under adaptive
attacks, comparable with state-of-the-art adversarial training models in Table 1.

D Connection between Energy-Based Models (EBMs)

The EBMs [29] directly use neural networks to learn pg(x) and py(x|y).

exp(—Ep(x)y)

p9(x|y) - Z(tg y) )

Where Ey(x) : RP — R",and Z(0,y) = [ exp(—Ey(x),)dx is the normalizing constant.

As described in [20], we can use EBMs to classify images by calculating the conditional probability:

exp(—Ep(x)y)

po(ylx) = (11)
> exp(—Ep(x)g)
Compare Eq. (11) and Eq. (6), we can also set the energy function as:
Eo(x)y ~ Er.e [willeo(xt,t,y) — €l3] (12)

Therefore, our diffusion classifier could be viewed as an EBM, and the energy function is the
conditional diffusion loss.
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