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Abstract

We present a novel tool BERTRLFUZZER, a BERT and Re-
inforcement Learning (RL) based fuzzer aimed at finding se-
curity vulnerabilities for Web applications. BERTRLFUZZER
works as follows: given a list of seed inputs, the fuzzer per-
forms grammar-adhering and attack-provoking mutation op-
erations on them to generate candidate attack vectors. The
key insight of BERTRLFUZZER is the combined use of two
machine learning concepts. The first one is the use of semi-
supervised learning with language models (e.g., BERT) that
enables BERTRLFUZZER to learn (relevant fragments of) the
grammar of a victim application as well as attack patterns,
without requiring the user to specify it explicitly. The second
one is the use of RL with BERT model as an agent to guide
the fuzzer to efficiently learn grammar-adhering and attack-
provoking mutation operators. The RL-guided feedback loop
enables BERTRLFUZZER to automatically search the space
of attack vectors to exploit the weaknesses of the given victim
application without the need to create labeled training data.
Furthermore, these two features together enable BERTRL-
FUZZER to be extensible, i.e., the user can extend BERTRL-
FUZZER to a variety of victim applications and attack vectors
automatically (i.e., without explicitly moditying the fuzzer or
providing a grammar).

In order to establish the efficacy of BERTRLFUZZER we
compare it against a total of 13 black box and white box
fuzzers: 7 machine learning-based black box fuzzers (Deep-
SQLi, DeepFuzz, DQN fuzzer, modified versions of Deep-
XSS, DeepFix, GRU-PPO, Multi-head DQN), 3 grammar-
preserving fuzzer (BIOFuzz, SQLMap, baseline mutator), a
white box fuzzer Ardilla, a random mutator, and a random
fuzzer, over a benchmark of 9 victim websites. We observed
a significant improvement in terms of time to first attack (54%
less than the nearest competing tool), time to find all vulnera-
bilities (40-60% less than the nearest competing tool), and at-
tack rate (4.4% more attack vectors generated than the nearest
competing tool). Our experiments show that the combination
of the BERT model and RL-based learning makes BERTRL-
FUZzZER an effective, adaptive, easy-to-use, automatic, and
extensible fuzzer.

Introduction

Over the last few decades, we have witnessed a dra-
matic increase in the number and complexity of Web ap-
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plications, and a concomitant rise in security vulnerabil-
ities such as SQL injection (SQLi), Cross-site Scripting
(XSS), and Cross-Site Request Forgery (CSRF) to name
just a few (Foundation 2022). Researchers have responded
to this problem with increasingly sophisticated and power-
ful fuzzing tools that range from random mutation fuzzers
such as Google’s AFL (Zalewski 2015), black box grammar-
preserving fuzzers (Thomé, Gorla, and Zeller 2014), to SMT
solver-based white box fuzzers such as Ardilla (Kieyzun
et al. 2009).

A common problem developers face is that fuzzers are of-
ten required to be grammar-aware, especially when fuzzing
applications with sophisticated input grammar. Develop-
ing grammar-aware fuzzers is well known to be a time-
consuming and error-prone process, since fuzzer developers
are required to explicitly provide the input grammar of a vic-
tim application and modify/develop the fuzzer appropriately.
This is especially cumbersome when developers want to re-
target their fuzzers to different applications. An additional
issue is that even if one has a grammar-aware fuzzer for a
specific application-under-test, the fuzzer may need to be
modified as and when newer classes of security vulnerabili-
ties are discovered. For example, a fuzzer aimed at a Web ap-
plication for discovering SQLi cannot effectively find XSS
vulnerabilities. Put simply, fuzzers today do not lend them-
selves to be easily extended to newer classes of applications
and vulnerabilities in a grammar-aware manner.

Problem Statement

More precisely, the problem we address in this paper is to
create a Web application fuzzer that takes as input a victim
application and a set of seed inputs and outputs a mutation
operator that transforms these inputs into an attack vector
for a given victim application in an extensible, grammar-
adherent, and completely automatic manner.

That is, we want our fuzzer to have the following proper-
ties:

1. First, the system must be extensible, i.e., the user should
be able to extend it to many kinds of attack vectors
and victim applications with minimal or no human effort
(e.g., by learning from data).

2. Second, it must be grammar-adhering, i.e., the output
strings produced by the fuzzer must adhere to the input



grammar of the victim application with high accuracy,
without requiring that the user supply the input grammar
of the victim application.

3. Third, the fuzzer must be completely automatic, i.e.,
learn or synthesize new mutation operations without be-
ing provided labeled data or human modifying the code
of the fuzzer (note that, by definition, human-written
grammar-adhering mutation fuzzers do not automatically
learn new mutation operations).

4. Fourth, the fuzzer must be efficient (time to first attack
must be low) and effective (higher attack rate relative to
other state-of-the-art tools).

Machine Learning for Fuzzing

In recent years, we have witnessed a growing trend of
augmenting traditional Web application fuzzing techniques
with machine learning (ML) methods, that range the en-
tire gamut of ML training methods from supervised learn-
ing (Liu, Li, and Chen 2020) to Reinforcement Learning
(RL) methods (Béttinger, Godefroid, and Singh 2018). ML-
based fuzzers have a few significant advantages over non-
ML-based fuzzers. For example, RL-based fuzzing methods
are adaptive, i.e., they can easily be modified to explore dif-
ferent kinds of attack vectors and adapt to a variety of victim
applications (Scott et al. 2021). Another advantage is that
ML-based fuzzers can learn complex attack vector patterns
that may be difficult for humans to detect and hard-code into
a non-ML fuzzer. On the other hand, ML-based fuzzers that
are based on supervised learning have the disadvantage that
they may need a large suite of labeled training data of at-
tack vectors in order to accurately identify patterns that can
be converted into mutation operators. Finally, the traditional
problem of making mutation fuzzers grammar-adhering also
carries over to ML-based mutation fuzzers proposed to date.
Depending on the type of victim application and the com-
plexity of their input grammars, specifying such grammars
can be expensive, error-prone, and time-consuming. It is
preferable that fuzzers learn from data both the grammar of
a victim application and the attack vector patterns that are
likely to be successful.

Brief Overview of BERTRLFUZZER

To address these challenges, we present, BERTRLFUZZER!,
a BERT (stands for Bidirectional Encoder Representation
from Transformers, part of recently developed powerful
Natural Language Processing (NLP) tools such as Chat-
GPT (OpenAl 2023)) and RL-based fuzzer. Unlike tra-
ditional ML-based and non-ML-based fuzzers, BERTRL-
FuzzeErR has all the above-mentioned features. That
is, BERTRLFUZZER is automatic, extensible, grammar-
adhering, and as our experiments show, it is also efficient
and effective.

Input and Output of BERTRLFUZZER: The tool
BERTRLFUZZER takes as input a victim application and a
list of grammar-adherent seed inputs from a seed generator
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(these are samples from a known class of vulnerability), and
outputs a new attack vector aimed at exposing previously
unknown security vulnerabilities in the victim application.

Why use a BERT Model?: As noted earlier, it is well-
known that making fuzzers grammar-aware has traditionally
been an expensive and labor-intensive process, especially in
the context of retargeting fuzzers to different applications
and attack vector patterns. Fortunately, the rise of Language
Models (LMs) in recent years gives us an amazing opportu-
nity to solve this decades-old problem. The reason is that
it is well known that LMs have a surprising capacity to
learn grammars of programming languages (OpenAl 2023;
Brown et al. 2020; Feng et al. 2020), just from some frag-
ments of code without requiring one to specify grammars.
Based on this observation, a key insight of our work is that
an LM-augmented fuzzer can automatically learn the (rele-
vant fragment of) grammar of victim applications and attack
vectors via data (i.e., a set of grammar-adherent attack vec-
tors or seed inputs). This approach of ours has the potential
to solve a major problem that fuzzer developers have faced
for decades.

Why use RL in Fuzzing?: Note that merely learning the
grammar of a victim application is not enough, as it may not
expose any previously unknown vulnerabilities in a victim
application that is being fuzzed. Instead, the fuzzer needs
to mutate seed inputs in a way that is highly likely to ex-
pose previously unknown vulnerabilities in the victim ap-
plication. This is a difficult search problem over an expo-
nentially large space of inputs of a victim application. For
example, a naive approach would be to modify a seed input,
in a grammar-adhering manner, with all possible combina-
tions of an attack vector pattern. However, such an approach
suffers from combinatorial explosion.

A better approach is to leverage heuristic search tech-
niques, such as from reinforcement learning (RL) literature,
whose goal would be to efficiently zero-in on the victim ap-
plication’s vulnerabilities. Put differently, the advantage of
a properly designed RL technique is that it can often ex-
plore and learn an attack vector pattern that is specific to a
given victim application, and do so efficiently and in a com-
pletely automatic manner. Based on this general principle,
BERTRLFUZZER has a stateful RL agent that learns a mu-
tation operator (i.e., a sequence of operations that takes as
input a suitable grammar-adherent input and converts it into
an attack vector for a given victim application). Since this
learning occurs via feedback from the given victim applica-
tion (that may contain regular expression sanitizers to pro-
tect the application), BERTRLFUZZER is able to find weak-
nesses in the said application, if they exist. The mutation
operators learned via RL in BERTRLFUZZER enable it to
automatically explore a space of attack vectors in a heuristic
way specialized to a victim application, without any human
intervention, rendering BERTRLFUZZER automatic.

Putting BERT and RL Together in BERTRLFUZZER:
In BERTRLFUZZER, a pre-trained BERT model (trained on
seed inputs of a victim application, thus enabling it to learn
the grammar of said application as well as attack patterns)



acts as the agent in an RL loop that is interacting with the
victim application. The RL loop in turn enables BERTRL-
FUZZER to zero-in on those mutations that are highly likely
to expose security vulnerabilities in the victim application.

The ability of BERT models to learn a representation of
grammars also enables BERTRLFUZZER to be easily exten-
sible, i.e., with an appropriate data set of unlabelled seed in-
puts, the user can retrain the BERT model to generate a new
class of mutation operators for a given victim application.
The RL loop then fine-tunes this pre-trained BERT model
by leveraging the victim application, the mutation operators,
and the reward mechanism to search through a space of in-
puts in order to generate a new class of attack vectors for the
given application. What makes our approach particularly ap-
pealing is that the user does not need to encode grammar for
attack patterns. All of this is automated for them via the use
of a BERT model and an appropriately designed RL loop.

Using RL to mimic the behavior of an actual adaptive at-
tacker is now widely accepted (Bottinger, Godefroid, and
Singh 2018; Erdodi, Sommervoll, and Zennaro 2021; Zhou
et al. 2021). However, to the best of our knowledge, using
the BERT model as an RL agent in a fuzzer is novel. It
ensures that our fuzzer’s RL agent makes a good judgment
(hence, pruning down the search space) based on the learned
syntax and semantics (just like a hacker) instead of suggest-
ing random mutations that may not guarantee that the output
strings are grammar-adherent.

To properly evaluate the scientific merit of our ideas, we
perform an extensive and thorough experimental compar-
ison of BERTRLFUZZER with 13 other black box, white
box, ML, and non-ML based fuzzers over a curated bench-
mark of 9 victim Web applications that range in size from
a few hundred to 16K lines of code. Through our re-
search questions (Section ), we show that BERTRLFUZZER
has all the properties we require of an effective, efficient,
grammar-adhering, extensible, and automatic modern ML-
based fuzzer.

Contributions

* We present BERTRLFUZZER, a novel BERT and re-
inforcement learning-based Web application fuzzer that
is automatic (learns mutation operators without hu-
man assistance), extensible (can be extended to newer
classes of security vulnerabilities and victim applica-
tions), grammar-adhering (outputs attack vectors that
adhere to the grammar of victim applications with high
accuracy), effective (is able to find more security vulner-
abilities than competing state-of-the-art tools), and ef-
ficient (time to first attack is low). To the best of our
knowledge, no other ML-based fuzzer uses a BERT ar-
chitecture and an RL-based algorithm to solve the above-
stated problem.

e We perform an extensive empirical evaluation of
BERTRLFUZZER against a total of 13 black box and
white box fuzzers: 7 machine learning-based black
box fuzzers (DeepSQLi, DeepFuzz, DQN fuzzer, modi-
fied versions of DeepXSS, DeepFix, GRU-PPO, Multi-
head DQN), 3 grammar-adhering fuzzers (BIOFuzz,
SQLMap, baseline mutator), a white box fuzzer Ardilla,

a baseline random mutator, and a baseline random fuzzer.
We validated the efficacy and efficiency of BERTRL-
FUZZER over a benchmark of 9 victim websites with
up to 16K lines of code. We observed a significant im-
provement in terms of time to first attack (54% less than
the nearest competing tool), time to find all vulnerabili-
ties (40-60% less than the nearest competing tool), and
rate of vulnerabilities found (4.4% more than the nearest
competing tool) over a variety of real-world benchmark
websites.

Background

Transformers and BERT Models: Transformer-based
models (Vaswani et al. 2017) are critical components in
the hugely successful Natural Language Processing mod-
els such as GPT-3 (Brown et al. 2020), and ChatGPT (Ope-
nAl 2023) and Google’s PALM (Chowdhery et al. 2022).
More recently, they have been successfully applied in the
context of formal programming language applications such
as code translation (Lachaux et al. 2020; Mastropaolo et al.
2021), code synthesis (Allamanis and Sutton 2013; Chen
et al. 2021), and code understanding (Mou et al. 2016; Guo
et al. 2020; Feng et al. 2020).

Bidirectional Encoder Representations from Transform-
ers (BERT) models are based on the Transformer architec-
ture (Devlin et al. 2018; Liu et al. 2019b). BERT models
take as input (textual) strings over some finite alphabet and
encode them into a vectorized representation. For more de-
tails, we refer the reader to the paper by Bommasani et al. for
a comprehensive overview of BERT models (Bommasani
etal. 2021), and additionally we refer to Devlin et al. (Devlin
et al. 2018) and Liu et al. (Liu et al. 2019b).

Reinforcement Learning: There is a large literature on
RL and Proximal Policy Optimization (PPO), and we refer
the reader to the excellent book by Sutton and Barto (Sut-
ton and Barto 2018) for further reading. Deep Q Network
(DQN) (Mnih et al. 2015) is a stateful RL algorithm that uti-
lizes deep neural networks to approximate the Q-value func-
tion (i.e., the optimal expected long-term reward), allowing
for the estimation of the optimal action to take in a given
state. PPO (Schulman et al. 2017) combines value-based and
policy-based methods to optimize policies by using a trust
region optimization approach to update them toward better
actions. Multi-Arm Bandit (MAB) (Sutton and Barto 2018)
is a stateless RL algorithm that involves balancing the ex-
ploration of different options (arms) with the exploitation of
known, high-reward options in order to maximize the cumu-
lative reward over time.

Software Fuzzing: Software fuzzing is a vast, impactful,
and active research field in software engineering, and we re-
fer the reader to Manes et al. (Manes et al. 2018) for a recent
survey of the field. The fuzzing terms we use in this paper
are standard.

Grammar-adhering Fuzzing, Attack Patterns, Victim
Application: We introduce the following new terms in this
paper. The term grammar-adhering fuzzer refers to a com-
puter program that takes as input a string and outputs a string



that adheres to the grammar of a victim application, with
high accuracy. Observe that this is a non-standard defini-
tion, that encompasses traditional error-free human-written
grammar-preserving fuzzers as well ML-based fuzzers that
may learn with high accuracy a suitable representation of
the grammar of a victim application. The term grammar-
adherent mutation operator refers to a program that outputs
a modified input string such that it adheres to the grammar
of a victim application with high accuracy. The term attack
pattern refers to sub-strings of an attack vector (e.g., tautol-
ogy patterns in SQLi). We use the term victim application
synonymously with application-under-test.

A Compelling Use case of BERTRLFUZZER

A particularly strong use case of our tool BERTRLFUZZER
is for developers of victim applications (e.g., Web appli-
cation) that have complex input grammars and use sanitiz-
ers that have unknown vulnerabilities, and where develop-
ing or updating human-written grammar-preserving muta-
tion fuzzers may be expensive. Further, the developers may
have sample inputs for a particular class of vulnerabilities,
but such a test suite may not be comprehensive, and thus,
developers might miss interesting variants of certain attack
vectors for which their sanitizers and/or application have no
defenses.

In recent years many grammar-preserving mutation
fuzzers have been developed for a variety of victim applica-
tions and classes of security vulnerabilities (Thomé, Gorla,
and Zeller 2014; Erdodi, Sommervoll, and Zennaro 2021).
However, such tools need to be reprogrammed by a human
every time a new class of security vulnerability is discov-
ered or if they are repurposed for a previously unseen class
of victim applications. Further, victim applications might be
protected by error-prone sanitizers that could give Web ap-
plication developers a false sense of security. Finding weak-
nesses in such sanitizers is particularly important if our goal
is to improve the security of the Web ecosystem in general.
Hand-written fuzzers have to be modified with knowledge of
the weaknesses of a given sanitizer. As these sanitizers are
changed by developers, they can introduce newer vulnerabil-
ities. Once again, hand-written fuzzers have to be changed
in response. All of this can be very time-consuming and ex-
pensive.

One way to solve the above-described problem is via a
grammar-adhering mutation fuzzer, that is automatic and ex-
tensible (aka, adaptive) to novel classes of vulnerabilities,
victim applications and sanitizers. It is also very important
that the fuzzer be automatic, i.e., learn a useful representa-
tion of the grammar of victim applications and attack pat-
terns without requiring the human to specify grammars or
pattern recognizers (e.g., regular expressions).

Our tool BERTRLFUZZER provides all the appropriate
features for the above-described use case (See Figure 2
for architectural details). BERTRLFUZZER learns a useful
grammar representation for a given victim application/sani-
tizer combination (thanks to our use of BERT models), and
thus produces grammar-adherent mutation operators, which
in turn guarantees grammar-adhering attack vectors. The RL

Sanitizer (not visible to BERT RL Fuzzer)

if not re.match(
rn([0-9 J+=[e-9 1+)",
user_input) :

Web application

T i \

Candidate attack Penalty: New candidate attack Reward:
vector: Attack not vector: Attack
"OR1=1; - successful 'OR 'a' = 'a' ; - successful

BERT RL Fuzzer BERT RL Fuzzer

Web application

Step 1 Step 2

Figure 1: Example of an attack

loop enables our tool to probe the victim application’s weak-
nesses, and thus heuristically and efficiently search through
a combinatorial explosion of possible variants of a class
of attack vectors that are likely to succeed. The use of the
BERT model and the RL loop together makes the entire pro-
cess automatic. Our tool not only looks at the possible vari-
ations of a specific class of attack vectors but also can easily
be adapted to other classes of security vulnerabilities (pro-
vided we have a good set of seed inputs to learn), making it
extensible.

Example of an Attack

Let us consider the illustrative, but simple, example in
Figure 1. We test a victim website for the presence of SQLi
vulnerabilities. The website has a human-defined sanitizer
that rejects the user input for a tautology pattern where
two numbers are checked for equality. Unaware of this
sanitization in the Web application, our tool generates a can-
didate attack vector ¥ OR 1 = 1 ; —-— after modifying
a certain seed input, and sends it to the testing environment.
As expected, the sanitizer rejects the input, and the RL agent
receives a penalty for choosing that mutation operation.
In the next step, the RL agent tries a different mutation
operation. It replaces 1 = 1 with’a’ = ’a’ to generate
a new grammar-adherent candidate attack vector: / OR
ra’ = 'a’ ——. This time, the input string is able
to bypass the sanitizer and result in a successful attack.
Note that the BERTRLFUZZER was never trained on the
seedinput-’ OR ’'a’ = ’"a’ ; —-.BERTRLFUZZER
learned the token ' a’ = ’a’ using a different seed input
(IF ("a’ = ’'a’) THEN dbms_lock.sleep(5);
ELSE dbms_lock.sleep(0); END IF; END;)
and was able to adapt it for a tautology attack.

In other words, the BERTRLFUZZER works well even if
the seed inputs only reflect part of the input grammar. The
seed input in this example does not have the tautology attack
pattern with strings (e.g.,” OR ’a’ = ’a’; --), instead it only
has a tautology attack pattern with numbers (e.g., OR 1 =1
; --). However, as shown in Figure 1, the model is still able
to come up with the string-based tautology attack. The RL
loop allows the model to explore different mutation opera-
tions, and it chooses ’a’ = ’a’ because it is part of the vocab-



ulary of the BERT model. The advantage of automatically
searching through a space of attack patterns, over a human
modifying attack vectors, is that such a process makes it eas-
ier to identify potential vulnerabilities that a typical software
developer might miss.

BERTRLFUZZER

In this Section, we present an overview of the input-output
behavior and details of the inner workings of our tool
BERTRLFUZZER (See also Figure 2 for architectural de-
tails).

Input and Output of BERTRLFUZZER

Given a victim application A and a set S of seed inputs,
BERTRLFUZZER outputs a grammar-adhering mutation op-
erator and a concomitant attack vector (i.e., the mutation
operator mutates a seed input into an attack vector) for the
given victim application A. It is possible that the seed input
may be mutated multiple times by different mutation opera-
tor output by BERTRLFUZZER before it is deemed to be an
attack vector.

List of seed inputs: The user provides a list of grammar-
adhering seed inputs that are samples from a known class of
attack vectors (easily found in the public domain) for a given
victim application. The seed inputs must be representative of
the vocabulary and grammar of some known attack vectors
(to better illustrate this point, note that BERTRLFUZZER
cannot come up with a UNION-based attack if it has not
seen one before). These common attack patterns would be
used as the pre-training dataset for the BERT model and
seed inputs for the BERTRLFUZZER. The goal here is for
the tool BERTRLFUZZER to learn a meaningful representa-
tion of the input grammar and attack patterns and then au-
tomatically generate appropriate attack vectors specialized
for a given victim application. We gathered over 7K attack
vectors to pre-train the BERT model from the files in public
GitHub repositories focused on injection attacks. We follow
the pre-training steps as mentioned in Liu et al. (Liu et al.
2019b) and Huggingface documentation (Wolf et al. 2019).

Victim Application: A Web application under test that
is being checked for the presence of security vulnerabili-
ties. Note that the RL technique implemented in BERTRL-
FUZZER enables it to generate attack vectors that are specific
to a particular victim application/sanitizer.

Attack vector: For a given victim application, the term at-
tack vector refers to any input string that can potentially ex-
ploit security vulnerabilities in the said application.

Architectural Details of BERTRLFUZZER

Preprocessing: In this step, the list of seed inputs is ap-
propriately tokenized using a standard NLTK(Group 2022a)
tokenizer. Frequently used n-grams are also added to the
vocabulary list. Lastly, SQL table and column names are
replaced with generalized tokens to prevent noisy pre-
training (Liu, Li, and Chen 2020).

Multi-armed Bandit (MAB) Seed Filter: In this step, we
use an MAB agent with Thomson sampling to select a seed
input from the list of preprocessed seed inputs. This RL

agent, different from the main RL loop of BERTRLFUZZER,
helps prevent the tool from getting stuck in local minima,
which is a major problem in fuzzing in general (Saavedra
et al. 2019; Duchene 2013; Gerlich and Prause 2020; Manes,
Kim, and Cha 2020). As training progresses, the MAB agent
learns to choose the seed input that results in a higher chance
of generating a successful attack vector. (Note that we do not
claim the MAB seed filter as one of our contributions.)
Actor-Critic Proximal Policy Optimization: The selected
seed input is now passed on to the Actor-Critic Proximal
Policy Optimization (PPO) agent of BERTRLFUZZER. We
use a pre-trained BERT model (pre-trained on a set of seed
inputs using Masked Language Model objective (Devlin
et al. 2018; Liu et al. 2019b), a standard approach used for
BERT models) to serve as the building block of the Actor-
critic agent. The BERT model is fine-tuned by the RL com-
ponent to classify the appropriate mutation operations. The
BERT model encodes the tokenized input string into a vec-
torized representation. One can view the actions of the agent
as a pair of two sub-actions, where the first is selecting the
position in the tokenized list that must be mutated (insert-
ed/deleted/replaced), and the second is choosing the appro-
priate token that needs to be replaced at that position. The
RL agent selects the actions by sampling from a probabil-
ity distribution. These actions are provided to a mutator to
generate a candidate attack vector sent to the testing envi-
ronment. The RL algorithm is stateful, and the state repre-
sents the seed input passed to the BERT agent of the PPO
RL model. We set the gamma parameter of the PPO agent to
0.99, 3e-5 as the policy learning rate, and le-3 as the value
function learning rate and use an Adam optimizer.

Testing Environment

We create several Web environments with different Web
pages vulnerable to various SQLi and XSS attacks. Most
Web pages also include input validation checks and sani-
tizers (e.g., using regex). These Web pages serve as the en-
vironment for training our BERTRLFUZZER algorithm.

We use our custom crawler to parse the Web pages and ex-
tract the injection points (e.g., user input fields). An adapter
library has been created to send out the candidate attack
string to the testing environment. This library is also re-
sponsible for sending feedback to the agent corresponding
to whether the last test input resulted in a successful/failed
attack and whether it could parse successfully. We use the
standard methods used by the previous researchers (in Deep-
SQLi (Liu, Li, and Chen 2020) and Ardilla (Kieyzun et al.
2009)) to detect the vulnerabilities and verify their presence
by manually inspecting the code.

Details of Reward and Penalty

The BERT and the MAB RL agents in BERTRLFUZZER re-
ceive a discrete reward signal from the environment in case
of a successful SQLi or XSS attack. However, this reward is
sparse and the algorithm does take a lot of time to learn if we
only rely on this binary feedback. Instead, we introduce dif-
ferent (discrete) penalties for unsuccessful cases. Once the
fuzzing engine has generated the new mutated string, we
feed it into a parser to check whether the resulting string is a
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Figure 2: Architecture Diagram of BERTRLFUZZER

well-formed statement or not. If not, we penalize the agent
for the last actions. Furthermore, to generate a successful
string in the least number of mutation steps, we give a small
penalty if the string passes the parser check, but the adapter
said it was not a successful attack. Lastly, we introduced a
penalty for generating a previously observed string to en-
courage more unique errors. (Note that we could have lever-
aged the parsers that victim applications must have, as in-
deed an application developer and user of BERTRLFUZZER
is most likely to do. The only reason we wrote a parser is be-
cause we didn’t want to modify the victim application and
introduce new errors or break it in any way.)

Putting it all together: How BERTRLFUZZER
Works

Initially, BERTRLFUZZER’s seed generator generates sam-
ples from a list of seed inputs (these are samples from a
known class of vulnerability) that are preprocessed and to-
kenized. The MAB agent filters and selects one seed in-
put from the list and feeds it to the pre-trained BERT
Actor-Critic PPO agent. The PPO agent predicts a grammar-
adhering mutation operator, that is then used to create a can-
didate attack vector. This candidate vector is passed on to
the victim website in the testing environment and sends a
reward/penalty signal back to the RL agents. Success is de-
tected when the purported attack vector is indeed able to
launch an attack on the victim application. In case of a re-
ward (or penalty), the RL agents modify the probability dis-
tribution to prefer (or reject) that mutation operation for that
state. The previously mutated candidate vector is now used
as an input for the PPO agent to predict new mutation oper-
ations. The loop is repeated several times before discarding
the current input string and choosing a new one from the
MAB agent. The fuzzing process terminates when the de-
sired timeout or epoch has been reached.

Experiment Setup
Competing Fuzzers

We compare BERTRLFUZZER against a total of 13 black
box and white box fuzzers, including different ML and
non-ML based fuzzers. The various machine learning-based
black box mutation fuzzers used for our experiments are:

* DeepSQLi (Liu, Li, and Chen 2020): Translates user in-
puts (or a test case) into a new test case, which is semanti-
cally related and potentially more sophisticated due to the
ability to learn the “semantic knowledge” embedded in
SQLi attacks. A sequence-to-sequence Transformer net-
work is trained on a manually created grammar-abiding
training dataset to replicate the mutation operations and
generate better attack-provoking vectors.

* DeepFuzz (modified) (Liu et al. 2019a): A Recurrent
Neural Network (RNN), that was modified by us to
support SQLi and XSS attacks using Deep Q-Network
(DQN). The model predicts the mutation operator (i.e.,
a sequence of operations that takes as input a suitable
grammar-adhering benign input and converts it into an
attack vector for a given victim application).

* DQN fuzzer (Zhou et al. 2021; Erdodi, Sommervoll, and
Zennaro 2021): A Deep Q-Network model that predicts
mutation operations specific for certain attack patterns.

* DeepXSS (modified) (Fang et al. 2018): Designed
for XSS classification using Long short-term memory
(LSTM) networks. We modified it to support fuzzing us-
ing DQN to predict the mutation operator re-using the
existing LSTM networks.

* DeepFix (modified) (Gupta et al. 2017): Modified the
DeepFix tool to use its Gated Recurrent Unit (GRU)
component as a fuzzer for both SQLi and XSS using
DQN to predict the mutation operator.

* GRU-PPO Fuzzer: Created a Gated Recurrent Unit
(GRU) based Proximal Policy Optimization (PPO) RL
agent to predict the mutation operator.



¢ Multi-head DQN Fuzzer: Created a Multi-head self-
attention-based DQN agent to predict the mutation op-
erator.

The various human-written grammar-adhering fuzzers
(where humans explicitly specified the grammar of victim
applications) used in our experiments are:

¢ BIOFuzz (Thomé, Gorla, and Zeller 2014): Search-
based tool that generates test cases using context-free
grammar based fitness functions.

* SQLMap (Group 2022b): Uses predefined syntax to
generate test cases without any active learning compo-
nent.

e Baseline Grammar Mutator: Grammar-based genera-
tor with grammar-based mutator created by one of the
authors of this paper.

We also compare against a popular white box fuzzer,
Ardilla (Kieyzun et al. 2009), which uses symbolic execu-
tion to find SQLi and XSS vulnerabilities in PHP/MySQL
applications. Lastly, we also created two baseline fuzzers:
a baseline random mutator that uses a human-written
grammar-based generator with random mutations and a
baseline random fuzzer that generates random strings in-
puts.

Benchmarks and Computational Environment

For a fair comparison with DeepSQLi and SQLmap, we use
the same 4 benchmarks as their author (Liu, Li, and Chen
2020). Similarly, to compare with BIOFuzz and Ardilla, we
use the same 4 benchmarks as their authors (Kieyzun et al.
2009; Thomé, Gorla, and Zeller 2014). Please refer to their
papers for more information about these benchmarks. Fur-
thermore, we created a custom Web application written in
PHP with MySQL as a backend database system along with
the Flask micro Web framework with SQLite database en-
gine to create small Web applications with SQLi and XSS
vulnerabilities. This benchmark comprises different bugs
and includes regex sanitizers, which are missing in most of
the other benchmarks. We performed our training using an
Intel i7 8™ Gen 3.20 GHz CPU, 32 GB memory, and 64-bit
Ubuntu 18 Desktop. In order to eliminate bias, all the ML-
based tools were provided with the same seed input and the
same training time on the same hardware.

Metrics

The metrics used by us have been widely used in this field
(Bozic et al. 2015; Thomé, Gorla, and Zeller 2014; Kieyzun
et al. 2009; Liu, Li, and Chen 2020) to serve as an important
indicator for finding Web application vulnerabilities and es-
tablishing the efficacy of fuzzers. We evaluated the above-
mentioned tools on the following criteria:

* Time to first attack: Time in seconds to output the first
attack vector that exposes a vulnerability.

¢ Unique fields: Number of unique website fields where
the tool exposed vulnerabilities.

* Vulnerabilities found: Different categories of errors ex-
posed, e.g., unique pairs of input parameters and query

statements for SQLi attacks. Attack vectors with IN-
SERT, UNION, or UPDATE are counted as separate cat-
egories.

* Parser Penalties: Ratio of the number of candidate
strings rejected by the parser to the total number of can-
didate strings generated.

» Attack Rate or Error Rate: Ratio of the number of can-
didate strings that led to an attack to the total number of
candidate strings generated.

¢ Time: CPU wall clock time in secs to find all vulnerabil-
ities.

Evaluation

Our empirical evaluation of BERTRLFUZZER aims to an-
swer the following research questions:

RQ1 (Efficacy and Efficiency of our tool BERTRL-
FuzZER against State-of-the-art Fuzzers): How well
does BERTRLFUZZER perform against other non-ML and
ML-based fuzzers in terms of time to first attack, unique
fields, vulnerabilities found, parser penalties, etc.?

RQ2 (Ablation Studies): How does removing/inserting
different components of the BERTRLFUZZER impact the
tool’s performance?

RQ3 (Extensibility of BERTRLFUZZER to Different
Categories of Attacks and Victim Applications): How
well does BERTRLFUZZER extend to other kinds of attacks
and victim applications?

RQ1 (Efficacy/Efficiency against State-of-the-art
Fuzzers)

We compared our tool against different ML and non-ML-
based fuzzers, running them on the 9 Web applications with
a total timeout of 30 minutes per tool. To avoid bias, all the
ML-based tools were provided with the same seed input and
the same training time on the same hardware. To make a fair
comparison with all the available tools, we had to modify
some of these tools (Section ). We evaluated the tools on
time to first attack, unique fields, number of vulnerabilities
found, and parser penalties.

We find that BERTRLFUZZER outperforms all the other
tools in terms of time to first attack, unique fields, and the
number of vulnerabilities found (Table 1). More specifically,
on the time-to-first-attack metric, our tool is 54% faster than
the nearest competing tool, finding 17 new vulnerabilities
in 13 new unique fields. The only metric where BERTRL-
FUZZER doesn’t outperform all other tools is parser penal-
ties, where it has a score of 5% and the grammar-adhering
mutation fuzzer that we wrote has a parser penalty score of
0%. This is to be expected since in the case of the grammar-
adhering mutation fuzzer, we explicitly specified the gram-
mar, while BERTRLFUZZER learned a representation of the
grammar of the victim application with high accuracy.

Further, while the grammar-based mutation fuzzer has a
0% parsing error, it is not able to find any vulnerabilities in
the Web application. The reason is that the space of inputs
that the fuzzer has to search over is astronomical, and an
unguided search in such contexts is bound to fail in prac-
tice. By contrast, observe that BERTRLFUZZER is able to



Table 1: Comparison results of different ML and non-ML fuzzers

Time to Unique Vulnerabilities Parser
Models Category
first attack (s) fields found Penalties (%)
BERT RL Fuzzer (ours) Multi-head self-attention PPO 102 52 61 5%
. GRU-based (modified to use with
DeepFix 224 39 44 39%
DQN for both SQLi and XSS)
LSTM with word2vec (modified to use
DeepXSS 267 35 40 45%
with DQN for both SQLi and XSS)
RNN fuzzer (modified to use
DeepFuzz 254 28 29 41%
with DQN for both SQLi and XSS)
D Network-based
DQN fuzzer eep Q Network-base 110 9 10 0%
fuzzing using DNN for SQLi
Baseline Grammar Mutator ~Grammar-based generator and mutator NA 0 0 0%
Baseline Random Mutator ~ Grammar-based generator with random mutation NA 0 0 100%
Baseline Random Fuzzer Random NA 0 0 100%

heuristically generate attack vectors, based on the general-
ization of previously seen patterns, thus reducing the search
space dramatically. Note that Web developers are often par-
ticularly interested in such attack vectors wherein they may
have specified some simple patterns, but missed combina-
tions of such patterns that are also likely to be attack vectors.

DQN fuzzer (Zhou et al. 2021; Erdodi, Sommervoll, and
Zennaro 2021) only predicts the escape characters, adding or
deleting column names on two specific grammar-adhering
attack patterns for generating SQLi attack vectors. So even
though it does preserve the grammar, it can only generate
naive union-based and tautology attack vectors.

We observe that non-ML grammar-based tools are inef-
fective because they cannot ‘learn’ to create attack vector-
provoking mutations, and resort to unguided search. DQN
fuzzer, an RL-based fuzzer, is not readily adaptable as one
would need to define a typical attack-provoking pattern (e.g.,
a generic union-based attack string for SQLi) and attack-
specific mutation operations corresponding to the specified
pattern. Moreover, in the absence of such vulnerabilities,
the tool would not be able to identify any new attack vec-
tors. The random fuzzers lead to the highest parser penal-
ties exposing no vulnerabilities because they do not gener-
ate grammar-adhering strings. Other ML fuzzers like Deep-
Fuzz, DeepXSS, and DeepFix require a manual effort to cre-
ate a labeled training dataset making it challenging to adapt
to new attacks without prior domain knowledge. Even af-
ter using an RL technique (DQN) to bypass the training
dataset creation step for the unavailable attacks, most of the
candidate strings after mutations are not grammar-aware (as
shown by an increased parser penalty). This results in wast-
ing a lot of time getting stuck at the parser. On the other
hand, our tool is automatic (learns the mutation operator
without human assistance), grammar-adhering (output at-
tack vectors that adhere to the grammar of victim applica-
tions with high accuracy), effective (is able to find more se-
curity vulnerabilities than competing state-of-the-art tools)

and efficient (time to first attack is low).

RQ2 (Ablation Studies)

We use the same Web applications used above and perform
an ablation study to observe how every component plays
an essential role in BERTRLFUZZER. We observe that us-
ing an attention model over a recurrent-based GRU model
leads to a quicker first attack, lower parser penalties, and in-
creased vulnerability detection (Table 2). Introducing a PPO
agent with improved reward signals (Section ) in the RL loop
of BERTRLFUZZER, significantly increased the number of
unique fields (+5) and vulnerabilities found (+9). This result
shows that using an improved reward signal helps BERTRL-
FUZzZER to better explore the search space. There are also
clear improvements over a Deep Q Network (DQN) counter-
part because PPO can tackle large action spaces and sparse
rewards (Schulman et al. 2017).

Moreover, using a BERT model as an RL agent led to
a drastic decrease in parser penalties (-13%) relative to a
vanilla RL agent. This result shows that using a BERT model
enables BERTRLFUZZER to be significantly more grammar-
adhering than comparable techniques.

Also, seed input filtering using an MAB agent decreased
our time to first attack (-13.56%). As also observed by Ban-
ditFuzz (Scott et al. 2021), single agent RL models can get
stuck in local minima and take longer to find an output at-
tack vector (Saavedra et al. 2019; Duchene 2013; Gerlich
and Prause 2020; Man¢s, Kim, and Cha 2020). Therefore,
using a lightweight secondary agent helps to learn which
seed is most likely to lead a successful attack performing
better than a deterministic or random choice of selecting an
input seed.

RQ3 (Extensibility to Different Categories of
Attacks)

We compare our experiments on two sets of 8 real-world
benchmarks (4 per set) against state-of-the-art black-box and



Table 2: Impact of design choices: Ablation studies

Models Time to Unique Vulnerabilities Parser
first attack (s) fields found Penalties (%)
GRU based DQN 224 39 44 39%
GRU based PPO 197 39 45 43%
Multi-head self-attention DQN 155 43 48 31%
Multi-head self-attention PPO 141 43 50 28%
+ improved penalties and rewards 125 48 57 18%
+ BERT pre-training 118 52 61 5%
+ MAB seed filtering 102 52 61 5%

white-box tools. To show that our tool can be easily extended
to other categories of attacks, other than SQLi, we evaluate
on one of the real-world benchmark sets with XSS vulnera-
bilities present. The ease of pre-training a grammar-adhering
model helps our tool extend to the new attack easily.

The first set of benchmarks consists of six real-world
commercial Web applications popularly used by researchers
(Halfond, Orso, and Manolios 2006; Liu, Li, and Chen
2020). These Web applications are written in Java and use a
MySQL back-end database. We compare our tool BERTRL-
FUZZER against two black-box approaches DeepSQLi (Liu,
Li, and Chen 2020) and SQLMap (Group 2022b). We reuse
the results reported by DeepSQLi (Liu, Li, and Chen 2020)
and perform our experiments, repeating it 20 times using the
same compute setup used by DeepSQLi (Liu, Li, and Chen
2020). We evaluate our tool on the same metrics they used,
i.e., Attack Rate (or Error Rate) and CPU wall clock time.
We found that our tool significantly outperforms both the
tools achieving a higher error rate, 1.91-4.38% more than
the nearest competing tool, in less than half the time taken
while discovering all the vulnerabilities reported by the tool
authors (Table 3).

For the second set of benchmarks (Table 4), we compared
our tool against a popular white-box tool Ardilla (Kieyzun
et al. 2009) and a black-box evolutionary testing-based tool
BIOFuzz (Thomé, Gorla, and Zeller 2014). We use the same
case studies (benchmark set) as used by Ardilla and BIO-
Fuzz, reusing the results reported by the authors, as Ardilla
is not publicly available and BIOFuzz is severely out-of-
date. We also evaluated using the same metrics used by the
authors of Ardilla, i.e., the number of vulnerabilities de-
tected and run time or timeout in seconds. Ardilla is a rel-
atively old tool and was run on a 30 minutes timeout by
the authors for all the case studies. We used the same ex-
perimental setup as BIOFuzz for a fair comparison with the
tool.

Our tool can find all the SQLi and XSS1 (first-order
XSS) vulnerabilities reported by the authors. Since BIO-
Fuzz only supports SQLi, the authors did not report any
XSS1 or XSS2 (second-order XSS) vulnerabilities. Our tool
also found three new SQLi vulnerabilities not reported by
Ardilla but reported by BIOFuzz. This shows that our tool

can find different attack patterns for SQLi vulnerabilities.
On the other hand, our tool could not find four XSS2 vul-
nerabilities reported by Ardilla. Second-order XSS attacks
(XSS2) are challenging to find because a sequence of in-
puts is responsible for creating such an attack. So, an SMT
solver-based white box fuzzers like Ardilla can easily infer
these test strings. Moreover, our tool is significantly faster
(40-60% improvement) in all the cases except one where the
BIOFuzz tool detects an SQLi attack a few seconds faster.
Therefore, we can say that our tool can be easily extended
to new victim applications as well as a different class of vul-
nerabilities (e.g., XSS) and can be as effective as a state-of-
the-art white-box fuzzer such as Ardilla in finding vulnera-
bilities in significantly less time.

Threats to Validity

Validity of Experimental Evaluation: We compare our
tool against 13 other state-of-the-art tools on 9 large real-
world benchmarks often used by the authors of competing
tools (Liu, Li, and Chen 2020; Kieyzun et al. 2009; Thomé,
Gorla, and Zeller 2014). We also use the metrics that have
been widely used in this field (Bozic et al. 2015; Thomé,
Gorla, and Zeller 2014; Kieyzun et al. 2009; Liu, Li, and
Chen 2020) to serve as an important indicator for finding
Web application vulnerabilities. To the best of our knowl-
edge, our experimental evaluation is the most comprehen-
sive and thorough of any fuzzing tool of its kind.

Learning General Semantic Structure of Web applica-
tion vulnerabilities: As mentioned earlier, BERT models
learn some representation of the grammar of their inputs
with high accuracy. This of course means that we do not
expect our model to learn the grammar perfectly. Having
said that, language models (Bommasani et al. 2021) such as
BERT have had tremendous empirical success when learn-
ing sophisticated grammar by leveraging the attention mech-
anism (Vaswani et al. 2017). Some examples include code
translations from one programming language to another
(Lachaux et al. 2020; Mastropaolo et al. 2021), program
synthesis (Allamanis and Sutton 2013; Chen et al. 2021),
and code understanding (Mou et al. 2016; Guo et al. 2020;
Feng et al. 2020). In all of these applications, an ML model



Table 3: Comparison with respect to DeepSQLi and SQLmap on real-world benchmarks

Websites BERT RL Fuzzer DeepSQLi SQLmap
Attack rate Time (s) Attack rate Time (s) Attack rate Time (s)
Employee  10.64% 129 8.50% 355 4.40% 1177
Classifieds 11.92% 125 7.54% 236 4.03% 931
Portal 11.51% 130 8.55% 357 3.56% 2105
Events 11.05% 121 9.14% 259 4.48% 1094

Table 4: Comparison with respect to BIOFuzz and Ardilla on real-world benchmarks

Websites  Mode BERT RL Fuzzer BIOFuzz Ardilla
4Vl Time #Val Time al Time
(s) (s) (s)

SQLi 13 300 13 596 12 1800

Webchess XSS1 13 300 - - 13 1800
XSS2 300 - - 1800

SQLi 1000 6 1687 6 1800

Schoolmate  XSS1 10 1000 - - 10 1800
XSS2 1 1000 - - 2 1800

SQLi 1 44 1 32 1 1800

FAQForge  XSS1 4 120 - - 4 1800
XSS2 0 120 - - 0 1800

SQLi 4 300 4 656 2 1800

geccbblite XSS1 0 300 - - 0 1800
XSS2 1 300 - - 4 1800

with a highly accurate empirical model of the grammar is a
prerequisite. BERTRLFUZZER presents yet another applica-
tion of BERT that demonstrates its ability to learn a highly
accurate model of complex grammar. In evaluation, we ob-
served BERTRLFUZZER could be up to 95% accurate and is
surpassed only by hand-written grammar-adhering mutation
fuzzers.

Extensibility of BERTRLFUZZER: In this paper, we exten-
sively evaluated our tool on two orthogonal use cases (i.e.,
SQLi and XSS). As mentioned above, the ability of language
models, such as BERT, to learn empirically accurate repre-
sentations of sophisticated non-trivial grammars (e.g., pro-
gramming languages) suggests that our BERTRLFUZZER
can be easily extended to other classes of applications and
attack vectors. The fuzzing process of BERTRLFUZZER is
easily modifiable, customizable, and maneuverable. The de-
signer can modify the tool by providing a supervised set of
training examples with specific mutation operations com-
monly known for the attack patterns the designer wants to
focus on. These developer-defined mutation patterns serve
as an initial fine-tuning step before starting the RL loop,

helping the model to learn better attack patterns faster. More
precisely, the fuzzer can be extended to a different appli-
cation by simply replacing the seed inputs, the pre-trained
BERT model, and the environment (program-under-test).

Related Work

In the domain of fuzzing, Reinforcement Learning has been
a popular choice in creating a variety of fuzzing algorithms,
especially for mutation operation selection (Béttinger,
Godefroid, and Singh 2018). Moreover, penetration test-
ing problems have been previously modeled as RL prob-
lems with various abstractions of the problem (Sarraute,
Buffet, and Hoffmann 2013; Ghanem and Chen 2020; Zen-
naro and Erdodi 2020). SARSA (State-action-reward-state-
action) was a popular choice in the early days for this task
(Becker et al. 2010), followed by Q-Learning (Fang and
Yan 2018). After the popularity of Deep Learning, Deep
Q-Learning was used by Bottinger et al. (Bottinger, Gode-
froid, and Singh 2018) for mutation operation selection and
by Kuznetsov et al. (Kuznetsov et al. 2019) for exploitability
analysis. Drozd et al. (Drozd and Wagner 2018) used another



variant of Deep Q-Learning called Deep Double Q-Learning
along with Long Short-Term Memory (LSTM), a popular
model in the field of Natural Language Processing, for mu-
tation operation selection. Similarly, p4SQLi (Appelt et al.
2014) also performs mutation operations on seed test inputs
but is designed for a fixed set of patterns. To tackle the ex-
ploitation problem that can often plague RL-based methods,
some recent work has focused on exploitation in a simplified
SQL environment for specific attack patterns and mutation
operators (Erdodi, Sommervoll, and Zennaro 2021; Verme
et al. 2021).

General purpose fuzzers like AFL (Zalewski 2015), and
PerfFuzz (Lemieux et al. 2018) that are built around bit-
string manipulation are not grammar-adhering and hence are
unable to produce well-formed inputs for complex gram-
mars typical for web applications.

BanditFuzz (Scott et al. 2021) is an RL-guided perfor-
mance fuzzer for Satisfiability Modulo Theories (SMT)
solvers. However, the RL agent (MAB) is stateless (Ver-
morel and Mohri 2005). The rewards are learned only based
on actions, irrespective of the current state (i.e., the seed
string, in our case). Further, unlike BERTRLFUZZER, Ban-
ditFuzz cannot learn any representation of the grammar of
victim applications, and therefore is not grammar-adhering
or easily extensible.

Unlike the above-mentioned approaches to ML/RL and
non-ML-based fuzzing, we use a combination of BERT
model as the RL agent in BERTRLFUZZER. This enables
our tool to be grammar-adhering, extensible, and automatic
in a way that is not the case with state-of-the-art fuzzers.
Further, our extensive experiments over a large real-world
benchmark suite demonstrate that our tool is more effective
and efficient than competing tools.

Conclusion

In this paper, we present BERTRLFUZZER, a Reinforce-
ment Learning (RL)-based fuzzer. BERTRLFUZZER is the
first Machine Learning-based fuzzer that uses a BERT ar-
chitecture and RL-based algorithm without needing a man-
ually crafted grammar file or labeled training dataset. Via
an extensive, comprehensive, and thorough empirical eval-
vation against 13 fuzzers on 9 different benchmarks, we
show that our tool BERTRLFUZZER is automatic, extensi-
ble, grammar-adhering, efficient, and effective. Our tool is
most useful to application developers who find that writ-
ing grammar-adhering mutation fuzzers by hand is time-
consuming, error-prone, and expensive. Further, our tool is
particularly effective for scenarios where application devel-
opers may have written sanitizers based on simple attack
vectors, missing complex combinations. By contrast, given
a rich enough data set of simple attack vectors, BERTRL-
FUZZER is able to learn complex combinations of attack
patterns, thus finding weaknesses in sanitizers in an efficient
heuristic way. To the best of our knowledge, no other ML-
based fuzzer uses a BERT architecture and an RL-based al-
gorithm to solve this problem of requiring fuzzer users to
somehow modify fuzzers to be grammar-adherent to victim
applications or requiring them to provide attack-vector pat-
terns, a complex, expensive, and error-prone process. Fur-

ther, we do not know of any other fuzzer that is extensi-
ble without requiring human intervention. In future work,
Monte Carlo tree search (MCTS) (Browne et al. 2012) can
be used to explore the search space better, similar to how
they are used by popular self-play engines (Silver et al.
2018). Additionally, our approach can be applied to assess
various types of software that rely on structured inputs, in-
cluding but not limited to compilers, SMT solvers, and PDF
readers.
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