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Quantum key distribution (QKD) is known to be unconditionally secure in principle, but quanti-
fying the security of QKD protocols from a practical standpoint continues to remain an important
challenge. Here, we focus on phase-based QKD protocols and characterize the security of the 3 and
n-pulse Differential Phase Shift Quantum Key Distribution (DPS QKD) protocols against individual
attacks. In particular, we focus on the minimum error discrimination (MED) and cloning attacks
and obtain the corresponding shrinking factor by which the sifted key needs to be shrunk in order
to get a secure key. We compare the secure key rates thus obtained with the known lower bounds
under a general individual attack. In a departure from the theoretical lower bounds, which have no
explicit attack strategies, our work provides a practical assessment of the security of phase-based
protocols based on attacks with known implementations.

I. Introduction

Quantum Key Distribution (QKD) offers the promise of
secure communication over public networks, ideally, with
unconditional security [IH3]. In practice, this notion of
unconditional security is compromised by device imperfec-
tions and detector efficiencies. Furthermore, different QKD
implementations are susceptible to different kinds of eaves-
dropping attacks. Researchers consider individual attacks
of intercept-resend [4], and photon number splitting (PNS)
[5L 6], collective attacks [7] and general coherent attacks.
We refer the reader to review articles for a comprehensive
survey of the known secure key rate estimates, both in the
ideal case as well as in the imperfect scenarios [8, [9].

The security of QKD relies on fundamental properties
of quantum systems including monogamy of entanglement,
the no-cloning principle, and the uncertainty principle [I0].
Quantitatively, the security of a specific QKD implementa-
tion is characterised by its secure key rate [11], 12]. Both
asymptotic and finite key security analyses have been pre-
sented for the standard QKD protocols in the literature [I3l-
16]. The former is easier and assumes an infinite key length,
which might be unrealistic, whereas the latter takes into ac-
count the finite length size of the key.

In this paper, we focus on the specific class of differ-
ential phase shift (DPS) QKD protocols [I7HI9]. This
class of distributed phase-reference protocols is known for
its simplicity and efficient key generation. DPS QKD
does not require basis reconciliation as in the case of the
BB84 protocol and thus every bit that is detected con-
tributes to the key. The ease of implementation of this
protocol makes it of practical interest [20, 2I]. There are
several variations of this protocol including round-robin
DPS [22], the small-number-random DPS protocol [23], and
measurement-device-independent DPS (MDI-DPS) [24].

While the DPS protocol was originally proven to be
secure against the basic individual attacks such as the
intercept-resend and beam splitter attacks, it was subse-
quently shown to be secure against more general individual
attacks [25]. Unconditional security was then proved un-
der general coherent attacks for single photon DPS QKD
[26]. In proving unconditional security, the eavesdropper is

considered to be capable of entangling ancillary systems to
blocks of pulses and performing operations that are depen-
dent on previous measurement results. Specific collective
attacks on weak coherent based implementation have also
been studied in the past [27]. More recently, there have
been formal proofs of security for the weak-coherent-state
based DPS-QKD |28, 29] protocol.

In this work, we study two specific kinds of individual at-
tacks, the minimum error discrimination (MED) attack and
the cloning attack. The effects of these attacks on the se-
cure key rate of the DPS QKD protocol are yet to be quan-
tified. Note that the individual eavesdropping strategy, the
simplest class of strategies, is still technologically very chal-
lenging to achieve today in an optimal way. The MED
attack is similar to the unambiguous state discrimination
(USD) attack, except that the eavesdropper makes some
errors in identification. Recall that unambiguous state
discrimination (USD) is only possible for states that are
linearly independent [30]. Since the ideal (single-photon)
n > 3-pulse DPS states are linearly dependent, the cor-
responding protocols are naturally secure against a USD-
type attack. In past work, an intercept and resend attack
has been considered wherein the eavesdropper (Eve) uses
the same setup as the receiver (Bob) [18]. In the current
work, we consider the scenario where Eve does minimum
error discrimination (MED) of the states after intercepting
them. This constitutes the first part of the study. MED is
based on a detection theory [31I] and has been studied in
the past in the context of other phase-based protocols such
as the coherent one-way protocol [32].

The second part of our work analyzes the security of the
DPS QKD protocol against a cloning attack. The cloning
attack has been previously studied for QKD protocols such
as BB84 and the six-state protocol [33H35], and has also
been used as a counterfeiting procedure for quantum money
[36]. The problem of finding the optimal quantum cloner
is a convex optimization problem and can be formulated
as a semidefinite program. In our work, we assume that
the eavesdropper uses a symmetric quantum cloning ma-
chine that maximizes the cloning fidelity for the 3-pulse
DPS QKD protocol. Both the MED measurement and the
cloning machine maps are optimized to achieve the max-



imum information gain for an eavesdropper by recasting
them as semidefinite programs.

The rest of the paper is organized as follows. In Sec.[[Ilwe
briefly review the DPS QKD protocol. Sec. [[II] describes
the MED of quantum states and formulates the MED at-
tack for the 3-pulse and n-pulse DPS protocols. In Sec. [[V]
the description of a cloning attack against 3-pulse DPS is
provided, along with the error rates introduced. In Sec. [V]
we deviate a little from the map-based optimal cloning and
look at how an unitary transformation based cloning utilis-
ing only one cloning ancillary system performs as compared
to the optimal map-based cloning.

II. Preliminaries

We begin with a brief review of the n-pulse DPS QKD
protocol [I7, 18], schematically shown for the n = 3 case
in Fig. We note that this schematic can be easily ex-
tended to n pulses by simply introducing more delay lines
at the source, or using an equivalent time-bin phase mod-
ulation [20]. The sender (Alice) prepares a photon in an
equal superposition of n > 3 pulses and encodes her bit
values {0, 1} via the relative phases {0, 7}. The states sent
by Alice in the n = 3 case can be written as,
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Here |i); refers to ¢ photons in the 4t path. Or equivalently,
a specific DPS state can be written as,

|9)+,+ (11)110)210)3£[0)1[1)2]0)3£[0)1]0)21)3). (1)
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where aj refers to the creation operator at the i'" path.
The set of states sent by Alice in the 3-pulse DPS protocol
belongs to a three-dimensional Hilbert space spanned by
the basis states,

Thus, the signal states sent by Alice can be written in vec-
tor form as,

|¢>+,+ = (1/\/?;)[1a L, 1]T’
|¢>+,7 = (1/\/3)[1’ -1, 1]T7
|¢>*,+ = (1/\/3)[1’ 1, _1]T7
)~ = (1/V3)[1,-1,-1]T.

The receiver (Bob) uses an unbalanced Mach Zehnder in-
terferometer (MZI) for decoding, detects the relative phase
between the pulses, and hence obtains the bit value sent by
Alice. On Bob’s side, the detection at the first and the last
time slots are random and are not used in generating the
shared key. Detection in any of the other n — 1 time slots
gives the key bits, wherein the bit-value is assigned based
on which detector (constructive or destructive) clicks. In

the ideal case, when a single photon is sent in a superposi-
tion of n pulses, the sifted key rate is obtained as,

n—1

Rsifted = (3)
The security of this DPS protocol is based on the fact that
the states in Eq. are non-orthogonal and hence cannot
be distinguished perfectly.

A. Secure key rate

The security of any QKD implementation can be quantified
via its secure key rate. Assuming that the eavesdropper is
restricted to only individual attacks, the secure key rate
can be calculated for the DPS QKD protocol as [21],

R = Rsited [T — f(ep) [R(es)]] - (4)

Here, Rgifted = SPclick , where s = 2/3 is the sifting param-
eter, pelick 18 the probability of Bob’s detection taking into
account detector efficiencies, e, is the bit error rate, and
f(ep) characterizes the performance of the error correction
algorithm. The parameter 7 represents the shrinking factor
due to privacy amplification and is calculated from the av-
erage collision probability, and, h(ep) is the binary Shannon
entropy [21], defined as,

h(ey) = —eplogy ep + (1 — ep) logy (1 — e)] (5)

The key rate given above is in the asymptotic limit. The
two terms in the expression, 7 and f(ep)[h(ep)] relate to pri-
vacy amplification and error correction respectively. Based
on Shannon’s noiseless coding theorem, the minimum num-
ber of bits that must be exchanged publicly for error cor-
rection equals the binary entropy of the bit error rate ey.
The bit error rate ep has contributions from both the sig-
nal and dark counts. The error in the signal states can be
due to imperfect state preparation too. The dark counts
are uncorrelated to Alice’s key and thus have a 50 percent
chance of being wrong. The bit error rate is thus

_ O-5pdark +B- Psignal
Pelick ’

€ (6)
where B is the baseline system error rate quantifying the
imperfect state preparation, pqarx is dark count probabil-
ity, Dsignal is the probability of getting a click due to a pho-
ton given channel loss, distance and detector efficiency, and
Pelick = Ddark + Dsignal - All the system’s errors are usually
given as an advantage to Eve and thus the role of privacy
amplification is to deduce the shrinking factor = by which
the key rate has to be shrunk to bound the information
leaked to Eve. The shrinking factor 7 is a function of the
average collision probability p.,

T = —logs pe. (7)

The average collision probability quantifies Eve’s mutual
information with Alice and Bob and can be evaluated in
terms of the individual collision probability of each bit, de-
noted as pe,. In fact, for individual attacks, the overall
collision probability is simply the product of the individ-
ual collision probabilities. Specifically, p¢, is set to 1 for
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FIG. 1: The 3-pulse DPS QKD protocol. PM - Phase Modulator, 015 and 023 are the phase introduced between the
pulses by the phase modulator. 612,023 € {0,7}. DO and D1 are single photon detectors. Detection in the second and
the third time slot gives 612 and 623 respectively.

the bits that are detected correctly by Eve and 1/2 for the
bits unknown to Eve [2I]. In general, the average collision
probability is given as [25]

peo = Y P (Xi = 2|Z; = 2)p(Zi = 2), (8)

where X and Z are Alice’s and Eve’s key bit string and
Eve’s information respectively. In [25], the most general
individual attack is considered and a bound on the collision
probability for each bit is found to be

Peo <1 —€ — (1 —6ep)?/2.

Using this value in Eq. gives a lower bound on the secure
key rate obtained against individual attacks for DPS QKD
25,

(9)

Here the first term, — log, peo is the shrinking factor (7 jow)
The unconditional security proof in [26] gives a bound on
the phase error rate by assuming a general coherent attack
and lower bound on the secure key rate is given as

Rina = —DPclick [* 10{-’22 Pco + f(eb)h(eb)]'

Ry > Rytiea [1 = hler) = h((3 +VB)er)| . (10)
This expression holds for n-pulse DPS with Rg;fieq depend-
ing on n. In our work, we consider an adversary who will
apply an individual and identical attack based on MED and
cloning. There is no assumption that Eve holds any infor-
mation intercepted in quantum memory. We now proceed
to study the different individual attacks and evaluate the
corresponding secure key rates.

III. Minimum error discrimination attack

In the minimum error discrimination (MED) attack, the
eavesdropper (Eve) aims to identify the optimal quantum
measurements required to discriminate the signals trans-
ferred through a channel during QKD. The minimum error
condition is enforced by maximizing the success probability
of the state discrimination. Minimum error discrimination
can be described mathematically as follows.

Suppose  Alice prepares a set of N
{|¥1), [¥2),...,|¥n)} which are non-orthogonal

states
and

linearly dependent. She chooses the state |i;) with proba-
bility p(7) and sends it to Bob. Eve uses a positive operator
valued measure (POVM) comprising a set of n positive
operators denoted as {Pi,..., Py} such that outcome i
associated with measurement operator P; corresponds
to state |[v;). Let {p; = |vi){¢;|} denote the density
operators corresponding to Alice’s signal states. Then,
the average success probability corresponding to Eve’s
POVM is, Y. p(i)Tr[P;p;]. The problem of minimum error
discrimination is to maximize this success probability and
following [37], this can be recast as a semidefinite program
(SDP), as described below.

maximize Zf;(% P;)
subject to P; >0
Zi\; Pi=1

(11)

where o; = p(i)p; and (o;, P;) = Tr[o;P;] denotes the
Hilbert-Schmidt inner product between the positive oper-
ators o; and P;. We can therefore use an SDP solver to
find the optimal success probabilities and the correspond-
ing POVM for minimum error discrimination of a set of
quantum states.

A. MED of the ideal 3-pulse DPS QKD states

The ideal single-photon 3-pulse DPS QKD protocol shown
in Fig[l] encodes the logical bits as relative phases. The
states sent by Alice can be written as in Eq. . We assume
that Alice sends the four states with equal probability, that
is, %. Thus to do a minimum error discrimination of these
four states, Eve tries to identify the optimal POVM with
four elements { Py, Py, P3, Py}, where each POVM element
correctly identifies one state. The SDP corresponding to
minimum error discrimination of the 3-pulse DPS states is
therefore written as,

maximize: ), i(pi,Pﬁ
subject to: >, Py =1
P,>0

(12)

where, p; is the density matrix corresponding to the DPS
states.

We solve this SDP using the cvx solver [38,[39] and sum-
marize the detection probabilities in Table [l We see that
each state has a 75% chance of being correctly identified



TABLE I: Optimal measurement probabilities for 3-pulse
DPS states. |¢)’s represent the DPS state and {P;} the
POVM elements

P, Py Py Py

)+ .+ 0.75 0.083 0.083 0.083
[9) -+, 0.083 0.75 0.083 0.083
) -+ 0.083 0.083 0.75 0.083
)~ 0.083 0.083 0.083 0.75

by Eve. The positive operators that constitute this opti-
mal POVM are as given below.

[0.25 0.25 0.25 [ 0.25 —0.25 0.25 ]
P, =025 0.25 0.25 Py=1-0.25 025 —0.25
0.25 0.25 0.25 0.25 —0.25 0.25
[0.25 0.25 —0.25 [ 0.25 —0.25 —0.25]
P;=1025 025 —025| P,=1[-025 025 0.25
—0.25 —0.25 0.25 —0.25 025 0.25

B. Intercept and resend attack with MED

The optimal MED for the 3-pulse DPS states shows that
Eve has a 75% probability of correctly identifying a given
state. We had previously considered an intercept and re-
send attack where Eve uses the same apparatus as Bob,
and introduced errors in 33% of the intercepted bits [18§].
But in an intercept attack using MED, Eve introduces only
a 25% error. We now compare the key rate in the presence
of these two attacks.

To find the secure key rate in the presence of an MED
attack, one has to find the collision probability and the
corresponding shrinking factor. The collision probability
is defined as in Eq. (8)), with P(X|Z) being the proba-
bility of guessing Alice’s string given Eve’s information Z.
In the case of an MED attack, Eve’s information corre-
sponds to which of the POVMs clicked. Therefore Z €
{Py, P, P;, P,}. Alice’s bit value is either 0 or 1 that is
X € {0,1}, which can in turn be detected from the phase
difference between the first and the second time bin or the
second and third, both the cases being equally probable.
Now,

Peo= O PXX =2|Z=2)P(Z="2)

= f:zﬂ(x =0|Z = P)P(P;) +
:21()( =1|Z = P,)P(P)

= 172 24:}72()( =0:|Z = P)P(P) +
P2(Xi:=1 L|Z = P)P(F;) |
+1/2] 24:P2(X =02|Z = P)P(P) +

P*(X = 15|Z = P)P(P,)] (13)

— Riow

,_.
o
b

+  Rwmep

H
2
IS

=
o
&

Secure key rate (Bits per pulse)

=
o
&

0 50 100 150 200
Distance in km
FIG. 2: Secure key rate vs distance plot for the
single-photon 3-pulse DPS protocol in the presence of
intercept and resend attack (Rigr) and minimum error

discrimination attack (Ryep). (Riow) denotes the
theoretical lower bound on the secure key rate [25].

The final step is to account for the fact that the bit de-
tected can correspond to either the first phase difference or
the second. The probabilities required to calculate eq.
are given in Table [} and the average collision probability
is found to be 0.72. Now, let the probability of correct de-
tection by Eve be denoted as pcorr, and the fraction of bits
intercepted by Eve as nZy¢. To maintain the error rate at
Bob’s side, the fraction of bits Eve intercepts is,

(1- pcorr)nﬁ‘ge = eyp. (14)

We found from the SDP that peor = 0.75 for the minimum
error discrimination of the 3-pulse DPS states. This indi-
cates that the fraction of bits that can be intercepted by
Eve is 4ep. Out of these 4e;, pulses intercepted only two-
thirds of 4e, are detected by Bob in either the second or
in the third time bin. Thus for a fraction of ((2/3) - 4ep)
pulses the collision probability is 0.72 while for the remain-
ing (1—(2/3) 4ep) fraction of pulses the collision probability
is half since they are unknown to Eve. The key rate in the
presence of MED is thus given as,

2 2
— 5 Pelick {— (3 -4@1,) log, 0.72

3
+ (1= (3) 10) + s as)

The key rate is calculated for the following implementa-
tion parameters: Channel loss of 0.2 dB/km, dark count
probability of 107¢, detector efficiency of 10%, and f(e) =
1.16. The key rate plots generally given on a semi-log scale
does not capture the difference (Fig2]) between the lower
bound and the attacks since the rates are of the same order
for different attacks. We plot in Fig. [3|the shrinking factor,

2 2
T MED = — (3 -46b) log, 0.72 + (1 - (3> 461)) . (16)

and compare it with the shrinking factor corresponding to
the lower bound and IR attack.

Ryep =
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FIG. 3: Shrinking factor at different channel lengths
corresponding to the lower bound (70w ), IR attack (7R)
and MED attack (mvEep). A channel loss of 0.2dB/Km
and a detector efficiency of 10% is used in Eq. |§| to find
the bit error rate and subsequently the shrinking factor.

In the 4-pulse case, Eve has to discriminate between 8
different states, and send the correct one to Bob. A POVM
of 8 elements has to be set up, and the probability of the
right identification maximized. This SDP problem gives
out that each state is correctly identified with a probability
of 0.5. Thus, in the 4-pulse case, the minimum error attack
is not a strong attack. Similarly, in the 5-pulse case, the
number of states goes to 16 and the probability of right
identification drops further down. Hence we conclude that
an MED attack using this formulation is not powerful in
the case of n > 3 pulses. We also note that the structure
of the POVM elements in the 4-pulse and the 5-pulse case
looks similar to the 3-pulse case because of the symmetry
in the DPS states.

Going beyond the ideal, single-photon protocol, we may
ask a similar question about Eve’s optimal discrimination
strategy for 3-pulse DPS protocol using weak coherent
states (WCS). The states sent by Alice in a WCS-based
DPS protocol are of the form,

[Y)x2 = o)k ® | £ Q)py1 O + @)py2,

where |a|? is the mean photon number of the WCS source.
These states being linearly independent allow for an un-
ambiguous state discrimination (USD) attack. The secure
key rate for a WCS 3-pulse DPS protocol subject to a USD
attack is discussed in Appendix [D]

IV. Cloning attack

We now allow the eavesdropper to have a Quantum
Cloning Machine (QCM), and she tries to clone the single-
photon state sent to Bob. Since the theory of quantum me-
chanics does not allow for perfect cloning [40], the cloned
state is not a perfect copy and the initial state is disturbed
in some manner. In this section, we find the bit error rate
due to such imperfect cloning.

A. Cloning as an SDP problem

First we consider a cloning attack described by a quantum
channel @, which takes a state p = [1) ()| € D(X) to the
state ®(p) € D(Y ® Z). Here, D refers to the set of density
matrices on the corresponding Hilbert spaces; X, ), Z cor-
respond to the senders (Alice) Hilbert space and the two
receivers (Bob and Eve) respectively. The channel ® must
correspond to a completely positive and trace-preserving
linear mapping of the form ® : D(X) — D(Y ® Z). Sup-
pose the state sent is indexed i, a good measure that
can quantify the extent of cloning is given by the fidelity,
(i @ i | @ ([90i) (Wi])| ¥; ® ;) [36]. Averaging over the pos-
sible choices of i, we get the average fidelity function cor-
responding to the cloning map & as,

N

> o) (i @i |® () (W)l ws @) (17)

i=1

The optimal cloning strategy can then be obtained by
maximizing this fidelity function over all valid channels
® : D(X) - D(Y ® Z). This optimization problem can
again be represented by a semidefinite program [36] 41].

The formulation makes use of the Choi-Jamiotkowski rep-
resentation J(®) = X of a given channel ®. The SDP is
given as [30]

maximize (Q,X)
subject to Trygz(X) = 1Ix (18)
X ePos(YRXR®Z)

where

N

Q=" p(i) v @i ® 1) (1h; ® P; @ ]

i=1

Here, 1) refers to taking complex conjugation with respect
to the standard basis.

B. Optimal Cloning Attack and Bit Error Rate for
3-pulse DPS states

We solve the SDP formulated in Eq. for the specific
case of the 3-pulse DPS states given in Eq. . The
optimal value for the average fidelity function defined in
Eq. is evaluated to be 0.78. The fidelity between the
original state sent by Alice and the two cloned states is
0.81 for all the states |¢)+ 1 in Alice’s ensemble. Using
the cvx solver, we also obtain the map ® acting on Alice’s
states, from the Choi matrix. The details of the Choi ma-
trix obtained and the details of the corresponding map are
discussed in Appendix [A] Interestingly, the map on Alice’s
states corresponding to the optimal cloner turns out to be
a qutrit depolarizing map.

The bit error rate at Bob’s side due to the application of
the optimal cloning machine can be found using the prob-
ability of detecting in the constructive (destructive) port
when the destructive (constructive) port is supposed to
click. Here, we estimate the bit error rate for the optimal
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FIG. 4: Input-output relation of Bob’s asymmetric MZI.
a,t, bz represents the creation operator at the input ports

at k time and uz,v;; the creation operators at the output
port.

cloning attack as follows. We first note that the state re-
ceived by Bob after the cloning attack is a mixed state. We
write down the density matrix corresponding to this mixed
state as a convex combination in an appropriate basis and
calculate the probability of a wrong detection.

Consider the density matrix py  corresponding to Alice’s
input state 1)+ 4+, of the form,

(19)

—_
==
— =

P+ = 3

After the action of the QCM, the reduced density matrix
available to Bob and Eve is

1
- 0.23 0.23
3

i 1
pra=]023 2 023 . (20)

1
0.23 0.23 <
3

An error occurs in Bob’s detector if there is a detection in
the wrong port. Recall that the detector at Bob’s side is
an asymmetric MZI with the input-output relation shown
in Fig. The original state |1))1 + sent by Alice in the
k'™ slot can be written in terms of the photon creation
operators, as,

1

Whs = lal2+af1 +al] 0). (21)

Here, as before, aL denotes the photon creation operator at
the kth time slot. After |¢); + goes through the MZI, the
output state is,

bt t -t
1 |u,  dv) n t Upys  Wigs
% 7+7+uk+1+uk+2+ D) - B) ‘0> (22)

Thus, in the ideal case, only the constructive port clicks at
the (k + 1) and (k + 2)t" time slots.

Now let us look at what happens when the cloned state
P+ ,+ 1s received by Bob’s asymmetric MZI. To calculate
the probabilities of detection at different ports and time
instances, we diagonalise p; 4 and apply the MZI trans-
formation on its eigenstates. The orthonormal basis that
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FIG. 5: Shrinking factor corresponding to the lower
bound (7ow), IR attack (mir), MED attack (mmgp) and
cloning attack (Tcioning) at different channel lengths. A

channel loss of 0.2dB/Km and a detector efficiency of 10%
is used in Eq. |§| to find the bit error rate.

diagonalizes the cloned state pi  is

1
1) = 2= 1)+ 1) +13)
le2) = — [I1) + [2) — 2/3)]

S

6
1

les) 7 (1) = 12)]- (23)

The spectral decomposition of p4 y can be written as,
p~+’+ = 0.81|61><61| + 0095|€2><62‘ + 0095|63><€3| (24)

The second and third terms in Eq. cause a detection in
the destructive port. This erroneous click is observed due
to |es) at the (k + 2)™ slot and |e3) in both slots (k + 1)
and (k + 2). After passing the cloned state through the
MZI at Bob’s side, the probability of error (in this case
- the probability of clicking in the destructive port in the
second and third-time bin) can be calculated as,

3
BER = 0.095 <8) +0.095 = 0.13. (25)

Repeating the analysis for all four DPS states, we find
that the probability of wrong detection corresponding to
each of the cloned states is 0.13. Once again, like in the
case of the MED attack, an eavesdropper will try to clone
only a number n2Y¢ of states such that the error introduced
due to eavesdropping matches the error introduced due to
the channel.

Eve
Perror * iy, = €b

If the error rate in the system from signal and dark counts is
ey, for an error probability of 13% Eve can intercept 7.69¢;,
fraction of bits and remain undetected.

C. Collision probability and key rate with cloning
attack

To quantify the maximum information available to an ad-
versary, we let Eve do a minimum error discrimination of



the states reaching her after the cloning machine. We note
here that since the cloning map acts like a depolarizing
channel on Alice’s state, the optimized POVMs are the
same as that found for the pure DPS states. Since the
states reaching Eve and Bob are mixed, the MED success
probability is relatively less than in the case where Eve does
a MED directly on the states sent by Alice. Nevertheless,
this strategy does marginally better since the error intro-
duced at Bob due to cloning is less than the direct MED,
thus allowing for more bits to be attacked. Denoting the
POVM elements for MED of the cloned state as CP;, the
SDP results for the right identification are as given in table
M The collision probability is found for these POVM as in
the case of the MED attack and is found to be 0.61. The
corresponding secure key rate is given as

2 2
RCloning = *gpchck |: (37.6965) log2 0.61

+ (1 - (g) 7.696,,) + f(ey) h(eb)] . (26)

TABLE II: Measurement probabilities for the 3-pulse DPS
states after the application of the optimal cloning map

CP, CP, CP3 CP4
Uiy 0.607 0.131 0.131 0.131
. 0.131 0.607 0.131 0.131
- 0.131 0.131 0.607 0.131
T 0.131 0.131 0.131 0.607

We plot in Fig. 5| the shrinking factor for the attacks
disccused so far.

V. A QCM based on unitary transformation

In this section we look at a simpler quantum cloning ma-
chine based on a unitary transformation [42] on a tripartite
system HaQHpR@Hc, where H 4 denotes the Hilbert space
of the state to be cloned, Hp denotes the ancillary system
into which the copy is made and H¢ denotes the Hilbert
space associated with the cloner. Suppose H 4 and Hp are
Hilbert spaces of dimension d. Let B = {|e;)a,1 < i < d}
denote a fixed orthonormal basis in H4. The symmetric
QCM is then defined via the linear transformation [42] [43],

lei)al0)B|X)c — ples)aled) B | Xi) e

+q)_ (lei)alej)s +lesyalei)s) X))
J#i

(27)
where, |X)c is a fixed (normalized) state of system
He, |0)p is a blank ancilla state which is transformed to
a clone of |e;) 4, and {|X;)} are the fixed orthonormal ba-
sis vectors of cloning machine. The state is symmetric in
the first two systems. The real coefficients p and ¢ must
satisfy the following relation in order to ensure unitarity of
the QCM transformation:

pP4+2(d-1)¢ =1. (28)
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FIG. 6: Shrinking factor corresponding to the lower
bound (70w ), IR attack (7ir), MED attack (7meD),
optimal cloning (Tgloning) and unitary cloning
(Tunitarycloner) attacks at different channel lengths. A
channel loss of 0.2dB/Km and a detector efficiency of 10%
is used in Eq. |§| to find the bit error rate.

We use the analytical solution given in Appendix B of [43]
to find the best cloning fidelity for the 3-pulse DPS states.
Based on the analytical solution given in [43], we find that
the optimal ¢ in eq. is 0.23. The average fidelity of
the cloned copies is found to be 0.78.

We now use the same approach as in the case of the op-
timal cloning attack discussed in Sec. [[V] to estimate the
bit error rate due to the unitary cloning attack. As dis-
cussed in Appendix [B] the BER in the case if the unitary
cloner evaluates to 0.15. Thus the fraction of bits that can
be intercepted by the eavesdropper to perform the unitary
cloning attack is 6.66e;,. After cloning, Eve is allowed to do
a minimum error discrimination of the states just as in the
case of the optimal cloning attack of the previous section.
On running the SDP, it is found that the success probabil-
ity of correct discrimination is 0.603. Thus the key rate in
the presence of this attack is

RUCloning =

2 2
~ g Pelick {— (3> 6.66¢y - log, 0.603

+ (1 - (;) 6.66eb) T+ flen) - h(eb)] . (29)

Fig. [6]shows the shrinking factor of the DPS protocol under
all the attacks discussed so far. We see that cloning based
on unitary transformation is not optimal compared to the
map based cloning. The fidelity of cloning is lower and
hence the ability to distinguishing the cloned state by Eve
is low. Moreover, none of the sophisticated attacks are close
to the lower bound.

VI. Conclusion

We have quantified the secure key rate for the 3-pulse
DPS QKD protocol in the presence of minimum error dis-
crimination and cloning attacks. For both these attacks, we
have identified the optimal strategy for the eavesdropper,
for the specific set of signal states used in the 3-pulse DPS



TABLE III: Bit error rates introduced in various attacks. g - mean photon number, T - transmission loss, e - error rate
due to implementation. The probability of success is the probability of the right identification of a state. I & R refer to
intercept and resend attack

Protocol General I & R I& R - USD/MED Cloning attack
Pulse train DPS[L7] QBER = 0.25, USD
(WCS) 2e fraction with Eve [21] prob. of success = 1 — e 2" )
3-pulse DPS QBER = 0.33 MED prob. of success = 0.78,
(Single photon) e fraction with Eve [I§] prob. of success = 0.75 QBER = 0.13
3-pulse DPS QBER= 0.33, USD
(WCS) 2e7#p fraction with Eve prob. of success = 1 — e 2" )
MED
n-pulse DPS Learning rate = "731[24] n = 4, Psuce = 0.50 -

n = 5,psucc =0.31

protocol. We further note that these attack strategies can
be implemented by realising specific maps and are realistic
in the sense that they do not require quantum memory.

Our results indicate that these sophisticated attacks are
in fact comparable to the simple intercept and resend at-
tack in terms of the information gained by the adversary.
An eavesdropper gets only as much information as a simple
Bob-like intercept and resend strategy even if she uses the
minimum error discrimination or cloning attack described
here. Furthermore, these explicit attack strategies give
much higher secure key rates than the lower bound pre-
dicted using inequalities such as the Cauchy inequality. As
a point of comparison, we summarize the various known
individual attacks and the corresponding figures of merit
in Table [TIl

Our work fills a certain gap that existed in the litera-
ture, with regards to individual attacks on the DPS QKD
protocol. However, we have entirely focused on the ideal,
single-photon DPS protocol here. Going forward, it would
be interesting to see how these individual attacks fare in

the context of more realistic phase-based QKD protocols
involving weak coherent sources [44].

Although unconditional security of ideal single photon
DPS QKD is known under general, collective attacks, it is
useful to benchmark the effectiveness of specific individual
attacks so as to be able to assess their relative strengths.
The fact that the secure key rates in the presence of the
individual attacks studied here are still higher than the
lower bound on the secure key rate also suggests that these
rates are of more practical relevance. Essentially, the secure
key rates under such explicit attacks give a better sense of
the realistic key rates and distances for QKD protocols.
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A. Choi matrix and Optimal Cloning Map

Here we describe the action of the optimal cloning attack
described in Sec. on the 3-pulse DPS states. To find
the final cloned state shared between the receiver (Bob)
and the eavesdropper (Eve), we calculate the trace, Tr(Xp),
where X is the Choi matrix obtained by solving the SDP
in Eq. and p is the density matrix corresponding to

the state to be cloned. For example, evaluating Tr(Xp4 ;)
gives us the two-qutrit state that is shared between Bob
and Eve after the cloning map. Finally, to obtain the state
reaching Bob, we simply trace out Eve’s qutrit. On doing
this we notice that the density matrix initially with Alice,

1 111
prr=z | L1 1], (A1)
3\ 111
gets transformed to,
1
3 0.23 0.23
- 1
pra=|023 5 023 (A2)
1
0.23 0.23 —
3

Similarly, the action of the optimal cloning map on the
other states can be evaluated as follows.

1
S 023 -0.23
11 -1 3 :
pe_=-1 1 =1 ] =] 023 = —023][,
~1 -1 1 3 1
—023 —023 -
3
1
S 023 023
L[ 1 -1 3 .
por=gz| 11 1) =] 028 5 —023 |,
1 -1 1 3 1
023 -023 -
3
1
S 023 —0.23
1 -1 -1 3 .
p-—=z| -1 1 1 |=|-02 - 02
11 1 3 1

—-0.23 0.23 -
3

Thus we see that the effect of the optimal cloning map
on the 3-pulse DPS states is similar to the depolarizing
channel of the form

Tepel®(p)] = (1 =)o+ 1.

with d = 3 and p = 0.31. In other words, the set of states
received by Bob after the optimal cloning attack can be
written as,

(A3)

0.31

p~:i:,:i: = Trgve (I)(p:t,:t) — (1 - 0.31)pi,:|: + TI (A4)

B. Effect of the Unitary cloner

We describe the optimal unitary cloner and the best fi-
delity of cloning obtained for the 3-pulse DPS states, follow-
ing [43]. Recall that the general symmetric cloning trans-
formation described in Eq.

lei)al0)B|X)c — plei)alei) B |Xi) o
+a) (le)alej)s +lej)alen)s) X)),

i
(B1)
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is unitary when the parameters p and ¢ satisfy p? + 2(d —
1)¢? = 1. For any ensemble of states, an analytical solution
for the optimal values of ¢ and p was derived in [43]. In our
case, the ensemble of states in consideration is the set of
DPS states |1)+ 1. Finding the best fidelity requires us to
expand the ensemble in a basis such that the fourth power
of the coefficients in the state expansion are maximized.
This happens when the basis set is the eigenbasis for at
least one of the states in the input ensemble. To this end,
we consider the basis, already used in estimating the error
rate for the optimal cloner in Sec. [V B]

1

1) = 2= 1)+ 12)+13)]
1

o) = = (1) + 1)~ 2)

les) = — (1) — [2)].

2

5

The DPS states can then be expanded in this basis as fol-
lows.

Wee = 10+ 2+ )] = fen)
em = Sl +12) - 18] = glen) + 257
Wt = (0 =12+ )
= Heh = Liea) + e
W) = —=ll1) = [2) = |3)

V3
V2 V2
?|€2> + ﬁ|63>.

1
3 le1) +
We find the optimal ¢ value using the ensemble of DPS
states expanded in this basis, resulting in gopy = 0.23. In
the qutrit basis {[1),]2),|3)}), the transformation of the
DPS states can be expressed as below.

L 028 0.8
L f111 3
pra=g| 111 )=l 02s o 02|,
111 1
028 0.28 -
3
L[ 11 028 022 —0.25
peo=-| 1 1 1] 022 028 —025 |,
3\ 21211 —0.25 —0.25 0.44
L1 11 036 —0.25 0.14
pov=-|-11 -1]=|-025 036 —017 |,
3\ 1 -1 1 014 —0.17 0.28
1 -1 -1 0.36 —0.25 —0.17
po=-|-11 1 ]| -02 036 o014
11 1 ~017 0.14 0.28

10

Similar to the analysis done in Sec. [[VB] we find the error
rate at Bob due to the action of the unitary cloner. p, 4
after unitary cloning remains to be diagonal in the basis
given above and we determine the action of the MZI on
the basis and thus the state to find the probability of the
erroneous click. For the rest of the states we do a spectral
decomposition and find the action of MZI on the eigenbasis,
which then can be used to find the error rate of the cloned
states.

C. Finite size effects

Finite size effects has been widely studied for QKD pro-
tocols and is said to be the limiting factor in many cases.
Here we include the finite size effects to the secure key
rate against individual attacks. The three parameters that
needs to be considered are

1. The statistical fluctuations in parameter estimation
(PE) (fluctuations in QBER),

2. Failure probability of error correction procedure,

3. Failure probability of privacy amplification (PA) pro-
tocol used.

The first one is dominant and is orders larger than the other
two. Since the failure probability of the EC and PA proce-
dures scale as the collision probability of the hash functions
used. Therefore they are usually of the order of 10~'2. To
account for the finite size correction in the qubit error rate
statistics, we use the tail bound derived in [45]. If eops de-
notes the observed QBER and ey is the actual QBER of
the key sifted, the bound is given as [45],
€key < €obs T tv

(C1)

where

t (n’ k) e, 6/) — 2(71 + k)e(l — 6) log \/mC(n, k, e)
kn J2mnhe(l — o)

C(n,k,e):=

1 1 1
eXp(S(n+k) Tk T T2ket1 12k(1—e)+1>'

Here n + k is the total number of bits sifted and k is the
bits used for parameter estimation.

The deviation ¢ is negligible for higher block lengths and
we see visible effects for smaller block lengths. We plot in
Fig the effects for a block length of n = 10°, a sample
of k = 10* for parameter estimation and for confidence
parameter ¢ = 107Y.

D. Three-pulse DPS with a weak coherent source

The 3-pulse DPS protocol with a weak coherent source,
in place of single photon sources, is not a superposition
state but rather a product state and is given as:

[V)++ =)k @£ )py1 @ | £ )pta.
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FIG. 7: Shrinking factor corresponding to IR (7g) and
MED (muEp )attacks at different channel lengths. The
effect of finite size can be seen in the reduction of the key
rate. A similar effect is seen for the other attacks. A
channel loss of 0.2dB/Km and a detector efficiency of 10%
is used in Eq. |§| to find the bit error rate.

This protocol then looks like the pulse train DPS but
with two bits of data encoded in the phase between three
pulses. The USD attack is then an individual attack on the
3-pulse sequences carrying two bits of data. We assume
that the eavesdropper has a local oscillator phase locked
to Alice’s source. Thus Eve can intercept each pulse and
do unambiguous state discrimination to identify whether
each pulse is |a) or | — ). The probability of successful
discrimination is then given by the Ivanovic-Dieks-Peres
(IDP) limit [46],

Pae =1—|{a] —a)| =1 — e 2o, (D1)

where 11, = |o?|. This puts a tighter upper bound on the
secret key rate. At a higher mean photon number, the
USD attack has more probability for right identification.
Since the protocol with coherent state becomes equivalent
to a pulse train DPS, the strength of the USD attack is
equivalent to the one in [47] with a block size (M in [47]) of
three. With the block size three, the sequential attack [47]
in the 3-pulse DPS becomes an individual attack. Practical
implementations of USD are now becoming more possible
with currently available tools [48].

1. Phase randomized three-pulse DPS with weak
coherent source

In this section, we look at the effectiveness of introducing a
random phase at both Alice and Bob’s side as a measure to
protect against cloning and USD attack. When the phase
is randomized, one cannot carry out the above-mentioned
attacks. Since the set of states to be discriminated or cloned
has increased from just {|a),| — @)} to states with random
phases. The random phases are applied as follows:

1. Alice introduces the same random phase ¢, in both
her delay lines.

2. Bob introduces a random phase ¢, in the delay line

| i |
| e't : | :
: D | : it [

| |

!

' 1 [ ' LI [
| L | | |
| E | | |
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' [ ' [
: Alice ' | Bob !

FIG. 8: 3-pulse DPS with phase randomization. Alice
applies a random phase ¢, in both her delay lines and
Bob applies a phase ¢, at the delay line of the asymmetric

MZI.
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FIG. 9: Secure key rate vs distance for weak coherent
state based DPS protocol in the presence of IR attack,
USD attack and for protocol with phase randomization in
the presence of IR attack.

of the MZI as shown in Fig. [§]in the first pulse of the
three pulses sent by Alice.

When the phases introduced by Alice and Bob do not
match, it increases the probability of wrong detection and
thus to QBER. Following [49], we look at the error intro-
duced when both Alice and Bob choose a random phase
that is § angle apart.

Consider the case when Alice sends the state
{le®ea) 12 @ [e?ea) 11 ®|a)i}. In the absence of any ran-
dom phase, the output should ideally be a click in the con-
structive port at time instants 2 and 3. In the presence of a
random phase by Alice and Bob, it can be calculated using
the input-output relation shown in Fig[I0] that the state
reaching the destructive port for the second time instant is

where 0 = ¢, — ¢,. The probability of detection in the
destructive port is the QBER and is given as

lie'®a (1 —

QBER =1 - e=o"sin®6/2 oy 2 gin? 0/2. (D2)



Thus, the QBER introduced due to phase randomiza-
tion depends on the mean photon number («) and the
phase difference (0) between the random phases. Higher
the phase difference, higher the QBER. Hence we look at
a post-selection method in which Alice and Bob announce
and choose only phases that lie within a small range. Say
the interval [0, 27] is cut into M slices. The pulses in which
both Alice and Bob select random phases within the same
slice is only used for the secret key. We find the aver-
age QBER when § lies within a slice and find that the
QBER approaches zero as M is greater than 15. We use
16 slices and hence the maximum variation between the
random phase or ¢ is /8. We now use this to calculate
the QBER and plot the secret key rate for a mean photon
number of 0.4.

From Fig[9] It should be noted that the curve with phase
randomization is lower than the curve with USD attack

12

since there is a further sifting factor of 1/16 multiplied for
Alice and Bob to choose the same phase slice. If we ignore
the sifting factor, phase randomization provides a marginal
increase in distance at high mean photon numbers.
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FIG. 10: Input-output relation for asymmetric MZI with
phase.
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