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Abstract

Digital forensics in smart environments is an emerging field that deals with the investigation
and analysis of digital evidence in smart devices and environments. As smart environments con-
tinue to evolve, digital forensic investigators face new challenges in retrieving, preserving, and
analyzing digital evidence. At the same time, recent advancements in digital forensic tools and
techniques offer promising solutions to overcome these challenges. In this survey, we examine
recent advancements and challenges in digital forensics within smart environments. Specifically,
we review the current state-of-the-art techniques and tools for digital forensics in smart environ-
ments and discuss their strengths and limitations. We also identify the major challenges that
digital forensic investigators face in smart environments and propose potential solutions to over-
come these challenges. Our survey provides a comprehensive overview of recent advancements and
challenges in digital forensics in the age of smart environments, and aims to inform future research
in this area.

1 Introduction

In recent years, smart environments have become increasingly ubiquitous in our daily lives [1]. From
smart homes and buildings to smart cities and transportation systems, the integration of smart de-
vices and technology has led to numerous benefits, including increased efficiency, convenience, and
connectivity. However, with the rise of smart environments comes new challenges for digital forensic
investigators who need to retrieve, preserve, and analyze digital evidence in these environments [2,3] [4].

Digital forensics is the process of identifying, preserving, analyzing, and presenting digital evidence
in a manner that is admissible in a court of law [5, 6]. Digital forensics plays a crucial role in inves-
tigating cybercrimes [7, 8], and has become increasingly important as more and more devices become
connected to the internet moreso in the Internet of things. In smart environments, digital forensic in-
vestigators face unique challenges that require specialized techniques and tools to overcome and there
has been approaches on conducting security and digital forensics in connected IoT environments [9].

One of the key challenges of digital forensics in smart environments is the sheer number and variety
of devices that are connected to the internet. Smart environments often consist of a multitude of
devices, including sensors, cameras, smart speakers, and other internet of things (IoT) devices [3,10–14].
Each of these devices can generate a large amount of digital evidence that needs to be collected and
analyzed. Furthermore, these devices often use different operating systems, communication protocols,
and storage formats, which can complicate the process of digital forensic analysis.

Despite these challenges, recent advancements in digital forensic techniques and tools offer promis-
ing solutions for investigating digital evidence in smart environments. For example, new tools have
been developed to collect data from IoT devices, such as smart home devices and wearables. These
tools can help investigators retrieve digital evidence from a variety of sources and formats, and can
provide insights into the activity and behavior of users in smart environments.
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Figure 1: Digital forensic process

2 Background

Digital forensics and smart environments are two rapidly growing fields in the world of technology.
Digital forensics refers to the process of identifying, preserving, analyzing, and presenting digital
evidence in a court of law, while smart environments are physical spaces that are equipped with
intelligent technology and connected devices. With the rise of smart environments, digital forensic
investigators are faced with new challenges in retrieving, preserving, and analyzing digital evidence.
This requires specialized techniques and tools that can handle the diverse range of devices and data
sources found in smart environments. In this background study, we will explore the intersection of these
two fields and discuss the key challenges and advancements in digital forensics in smart environments.

2.1 Digital Forensics

Digital forensics involves a variety of techniques and methodologies to acquire, preserve, and analyze
digital evidence [6,15,16]. In the acquisition phase, investigators use specialized tools and software to
create a forensic image of a device or storage medium. This image is an exact copy of the original data
and is used for analysis and preservation purposes. Preservation is a critical phase of digital forensics,
as any alteration or modification to the data can render it inadmissible in court [17–20].

Once the data has been acquired and preserved, the analysis phase begins. In this phase, digital
forensic investigators use a range of tools and techniques to extract information from the data and
identify relevant evidence [21,22]. This can involve keyword searches, data carving, metadata analysis,
and other methods [23,24]. An example of forensic process is shown in 1.

Digital forensics is used in a variety of settings, including criminal investigations, civil litigation,
and corporate investigations [5, 17, 19]. In criminal investigations, digital forensics can be used to
identify suspects, track their online activities, and retrieve evidence from digital devices [25, 26]. In
civil litigation, digital forensics can be used to uncover evidence of intellectual property theft, breach
of contract, and other legal violations [27–31]. In corporate investigations, digital forensics can be used
to investigate data breaches, employee misconduct, and other security incidents [32,33].

In recent years, the use of digital forensics has become increasingly important in the context of
cybercrime. With the rise of cyberattacks, digital forensics plays a critical role in identifying the source
of attacks, tracking the activities of cybercriminals, and recovering stolen data [34–39].

Overall, digital forensics is a complex and constantly evolving field that requires specialized knowl-
edge and skills. As technology continues to advance, digital forensic investigators must stay up to
date with the latest tools and techniques in order to effectively retrieve, preserve, and analyze digital
evidence [18,40–44].
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Figure 2: Smart environment example

2.2 Smart Environments

Smart environments refer to physical spaces that are equipped with intelligent technology and con-
nected devices, such as sensors, cameras, and other IoT devices [45–47]. These environments are
designed to be more efficient, comfortable, and secure for their occupants, while also providing new
opportunities for businesses and organizations [48–50].

Smart environments are becoming increasingly popular in a variety of settings, including homes,
offices, schools, hospitals, and public spaces [51–53].. In a smart home, for example, devices can
be connected and controlled remotely through a smartphone app, allowing users to control lighting,
heating, and security systems from anywhere [54].. In a smart office, sensors can monitor temperature,
humidity, and occupancy levels to optimize energy usage and improve productivity [55–58]. Example
of Smart environment is shown in 2.

One of the key benefits of smart environments is their ability to generate and collect large amounts
of data [59–61]. This data can be used to improve the performance and efficiency of the environment, as
well as to gain insights into user behavior and preferences. However, this also presents new challenges
for data security and privacy [62–64].

In smart environments, digital forensics plays a critical role in retrieving, preserving, and analyzing
digital evidence. With the large number of devices and data sources in a smart environment, investi-
gators must have specialized knowledge and tools to effectively retrieve and analyze evidence [65–68]..
Additionally, the distributed nature of smart environments, with data stored in remote servers and
virtual environments, presents new challenges for digital forensics. Smart environments are a rapidly
growing field that presents new opportunities and challenges for businesses, organizations, and indi-
viduals. As these environments become more prevalent, it is essential to have effective digital forensics
techniques and tools in place to ensure the security and privacy of the data generated and collected [21].

3 Survey of Recent Advancements

As smart environments continue to grow in popularity and complexity, digital forensics techniques are
evolving to meet the unique challenges posed by these environments. In recent years, there have been
significant advancements in the field of digital forensics, particularly in the area of smart environments.

3.1 Tool development

One major advancement has been the development of new tools and techniques for analyzing data
from a wide range of devices and sources. With the proliferation of IoT devices in smart environments,
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digital forensics investigators must be able to retrieve and analyze data from sensors, cameras, and
other sources. To meet this challenge, new tools and techniques have been developed, including network
forensics, cloud forensics, and memory forensics [69–71]. As smart environments become increasingly
complex and diverse, digital forensics investigators must be able to retrieve and analyze data from a
wide range of devices and sources, including IoT sensors, mobile devices, cloud-based services, and
more. To meet this challenge, new tools and techniques have been developed to help investigators
analyze and interpret the large volumes of data that are generated in these environments.

One important development has been the emergence of network forensics tools and techniques.
Network forensics involves the analysis of network traffic to identify and analyze digital evidence.
In smart environments, network forensics can be used to identify unauthorized access to devices or
data, as well as to track the movement of data through the environment. Network forensics tools
and techniques can help investigators identify and analyze network traffic patterns, extract data from
network packets, and reconstruct network sessions.

Cloud forensics has also emerged as a critical area of digital forensics in the age of smart envi-
ronments. Cloud forensics involves the analysis of data stored in cloud-based services and virtual
environments [72–78]. With the increasing use of cloud-based services in smart environments, cloud
forensics has become an essential component of digital forensics investigations. Cloud forensics tools
and techniques can help investigators extract data from cloud storage services, analyze virtual machine
images, and reconstruct user activity in cloud-based environments.

Table 1: Development of New Tools and Techniques for Analyzing Data in Smart Environments
Development Description
Network forensics Involves the analysis of network traffic to identify and analyze

digital evidence. Can be used to identify unauthorized access to
devices or data, as well as to track the movement of data through
the environment. Tools and techniques can help identify and an-
alyze network traffic patterns, extract data from network packets,
and reconstruct network sessions.

Cloud forensics Involves the analysis of data stored in cloud-based services and
virtual environments. Can be used to extract data from cloud
storage services, analyze virtual machine images, and reconstruct
user activity in cloud-based environments.

Memory forensics Involves the analysis of data stored in a computer’s memory. Can
be used to uncover evidence of malware, network intrusions, and
other security incidents. Can be used to analyze the memory of
IoT devices, mobile devices, and other systems to identify evidence
of security incidents or cybercrime.

3.2 Network Forensics

Network forensics involves the analysis of network traffic to identify and analyze digital evidence. In
smart environments, network forensics can be used to identify unauthorized access to devices or data,
as well as to track the movement of data through the environment [79]. Cloud forensics involves the
analysis of data stored in cloud-based services and virtual environments. With the increasing use of
cloud-based services in smart environments, cloud forensics has become an essential component of
digital forensics investigations. Memory forensics involves the analysis of data stored in a computer’s
memory, and can be used to uncover evidence of malware, network intrusions, and other security
incidents [80,81]. .

Network forensics is a branch of digital forensics that focuses on the analysis of network traffic
to identify and analyze digital evidence. Network forensics is particularly useful in the investigation
of cybercrimes and security incidents in smart environments, as it allows investigators to identify
unauthorized access to devices or data, track the movement of data through the environment, and
identify sources of network-based attacks [82–85].

Network forensics can be used to identify a range of different types of attacks, including denial-
of-service (DoS) attacks, distributed denial-of-service (DDoS) attacks, and network-based malware
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infections. By analyzing network traffic patterns, investigators can identify unusual or suspicious traffic
flows, such as a large volume of traffic originating from a single source or unusual traffic patterns that
deviate from normal behavior.

Network forensics tools and techniques can help extract data from network packets, reconstruct
network sessions, and analyze network traffic patterns to identify evidence of cybercrime. Network
packet capture tools such as Wireshark, tcpdump, and Snort can be used to capture and analyze
network traffic, while network flow analysis tools like NetFlow and sFlow can help identify the source,
destination, and type of traffic on a network as is shown in Table 2.

Table 2: Network Forensics Tools and Techniques
Tool/Technique Description
Packet capture tools Tools such as Wireshark, tcpdump, and Snort can be used to

capture and analyze network traffic. They allow investigators to
identify unusual or suspicious traffic flows, such as a large vol-
ume of traffic originating from a single source or unusual traffic
patterns that deviate from normal behavior.

Network flow analysis Tools like NetFlow and sFlow can help identify the source, des-
tination, and type of traffic on a network. They can be used
to detect DoS and DDoS attacks, malware infections, and other
types of network-based attacks.

Session reconstruction Tools such as NetworkMiner and NetWitness can be used to re-
construct network sessions, allowing investigators to analyze the
data transferred during a session and identify any anomalies or
evidence of cybercrime.

Network forensics is an essential tool for investigating security incidents and cybercrime in smart
environments. With the growing number of devices connected to networks in smart environments, net-
work forensics is becoming increasingly important for identifying and responding to security incidents
and protecting sensitive data.

3.3 Artificial Intelligence

Another major advancement in digital forensics has been the use of artificial intelligence (AI) and
machine learning (ML) techniques to analyze data and identify patterns. In smart environments,
AI and ML can be used to analyze large amounts of data from sensors and other sources, and to
identify anomalous behavior or security incidents. With the increasing volume of data generated
in smart environments, traditional manual methods of digital forensics can be time-consuming and
challenging. AI and ML techniques can be used to automate parts of the digital forensic process and
help investigators identify patterns and anomalies in large datasets.

AI and ML techniques can be used for a range of different purposes in digital forensics, including
image and audio analysis, text analysis, and behavioral analysis. For example, AI and ML algorithms
can be trained to recognize faces or voices in images or audio recordings, helping investigators identify
suspects or potential sources of evidence.

In text analysis, AI and ML can be used to identify keywords, patterns, and sentiment in large
volumes of text data, such as chat logs or email messages. This can help investigators identify potential
leads or evidence related to a case.

In behavioral analysis, AI and ML can be used to identify unusual or suspicious patterns of behavior
in large datasets, such as user activity logs or network traffic. This can help investigators identify
potential threats or incidents of cybercrime.

However, there are also challenges associated with the use of AI and ML in digital forensics. One
challenge is the need for large volumes of training data to train the algorithms effectively. Another
challenge is the potential for bias in the algorithms, which can lead to errors or inaccurate results. It
is important for digital forensics investigators to be aware of these challenges and to use AI and ML
techniques appropriately.

The use of AI and ML techniques in digital forensics is a major advancement that has the potential
to improve the speed and accuracy of digital forensic investigations. However, there are also chal-
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lenges associated with the use of these techniques, and it is important for investigators to use them
appropriately and be aware of their limitations as is shown in 4.

Table 3: Techniques in Digital Forensics
Technique Application Advantages
Image and audio
analysis

Identification of faces, voices, and ob-
jects in images or audio recordings

Helps identify suspects or
potential sources of evi-
dence

Text analysis Identification of keywords, patterns,
and sentiment in large volumes of text
data such as chat logs or email messages

Helps investigators iden-
tify potential leads or evi-
dence related to a case

Behavioral analysis Identification of unusual or suspicious
patterns of behavior in large datasets
such as user activity logs or network
traffic

Helps identify potential
threats or incidents of cy-
bercrime

3.4 Forensic Readiness

Finally, there have been advancements in the area of forensic readiness planning, which involves prepar-
ing an organization or environment for the possibility of a digital forensics investigation. Forensic
readiness planning can include measures such as data encryption, user access controls, and the imple-
mentation of logging and auditing procedures.

Forensic readiness is a proactive approach taken by organizations to ensure that they are prepared
to collect, preserve, and analyze digital evidence in the event of a security incident or cybercrime. In
other words, forensic readiness is about being prepared to conduct a digital forensic investigation when
it is needed [31,86]. .

Digital forensic investigations are a critical component of incident response. By being forensic-
ready, an organization can significantly reduce the time and cost associated with conducting a digital
forensic investigation. This is because forensic readiness involves putting in place policies, procedures,
and tools that enable the rapid collection and analysis of digital evidence. [47,87].

Forensic readiness involves a wide range of activities, including the identification of critical data
sources and the development of procedures for collecting and preserving digital evidence. Organizations
that are forensic-ready will also have trained personnel who are able to respond quickly and effectively
to a security incident [88,89]. .

One of the key components of forensic readiness is the establishment of a digital forensic laboratory.
A digital forensic laboratory is a secure facility where digital evidence can be collected, analyzed, and
stored. A digital forensic laboratory should be equipped with the necessary hardware, software, and
personnel to conduct digital forensic investigations [67,90,91].

Another important aspect of forensic readiness is the development of forensic tools and techniques.
Forensic tools and techniques are used to collect and analyze digital evidence. These tools can range
from simple software tools that enable the collection of digital evidence from a single device to complex
systems that can collect and analyze data from multiple sources simultaneously.

Forensic readiness also involves the development of policies and procedures for collecting and pre-
serving digital evidence. These policies and procedures should be designed to ensure that digital
evidence is collected and preserved in a forensically sound manner. This means that the evidence must
be collected and preserved in a way that maintains its integrity, so that it can be used as evidence in
court if necessary [13,33,47,86,87].

In addition to developing policies and procedures for digital evidence collection and preservation,
organizations that are forensic-ready should also have policies and procedures in place for incident re-
sponse. Incident response procedures should be designed to ensure that security incidents are detected
and responded to quickly and effectively. This includes procedures for identifying the type of incident,
containing the incident, and conducting a digital forensic investigation.

Forensic readiness is a proactive approach that organizations can take to ensure that they are
prepared to conduct digital forensic investigations in the event of a security incident or cybercrime.
Forensic readiness involves the development of policies, procedures, and tools for collecting, preserving,
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and analyzing digital evidence. By being forensic-ready, organizations can significantly reduce the
time and cost associated with conducting digital forensic investigations, and improve their overall
cybersecurity posture.

There have been significant advancements in digital forensics in the age of smart environments,
including new tools and techniques for analyzing data, the use of AI and ML, and the implementation
of forensic readiness planning measures. These advancements are essential for ensuring the security
and privacy of data in smart environments, and for investigating security incidents and cybercrime as
is shown in 5.

Table 4: Digital forensics Readiness challenges
Aspect Description
Forensic readi-
ness

The process of preparing an organization to be able to effectively
respond to digital forensic incidents. This involves developing
policies, procedures, and technical capabilities to collect and pre-
serve digital evidence in a forensically sound manner [86,92,93].

Forensic readi-
ness frameworks

Frameworks such as the UK Association of Chief Police Officers
(ACPO) guidelines and the National Institute of Standards and
Technology (NIST) guidelines provide guidance on best practices
for forensic readiness. These frameworks cover areas such as pol-
icy development, staff training, evidence collection, and incident
response [94].

Benefits of
forensic readi-
ness

Forensic readiness can help organizations respond more effectively
to digital forensic incidents, reduce the risk of evidence being lost
or compromised, and improve the quality of evidence collected.
It can also help organizations comply with legal and regulatory
requirements related to digital forensics [25,95].

Challenges of
forensic readi-
ness

Implementing forensic readiness can be challenging and time-
consuming, particularly for smaller organizations with limited re-
sources. Maintaining and updating forensic readiness policies and
procedures can also be a challenge, as technology and threats con-
tinue to evolve [75,78,90,96,97].

Research on
forensic readi-
ness

Researchers such as Kebande et al [78, 90, 96, 98] have conducted
studies on forensic readiness, exploring topics such as the effec-
tiveness of forensic readiness frameworks and the challenges of
implementing forensic readiness in different organizational con-
texts.

Cloud forensic
readiness

Cloud forensic readiness involves developing policies, procedures,
and technical capabilities to collect and preserve digital evidence
in cloud environments [72, 73]. . This includes addressing chal-
lenges such as data privacy, data ownership, and the distributed
nature of cloud environments [78,90,98].

Table 5: Summary of Forensic Readiness Aspects

4 Challenges of Digital Forensics in the Age of Smart Envi-
ronments

As the use of smart environments continues to grow and expand, digital forensics faces several chal-
lenges in its efforts to keep pace with the evolving landscape of technology. The increasing complexity
and diversity of digital devices, systems, and networks, coupled with the sheer volume of data gen-
erated in smart environments, have created new challenges for digital forensic investigators. These
challenges include technical, legal, and ethical issues that require careful consideration and innovative
solutions.
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• 4.1 General Challenges

As smart environments continue to grow and evolve, digital forensics is facing several challenges
in keeping up with the ever-increasing volume and complexity of data. Some of the major
challenges facing digital forensics [99] in the age of smart environments are:

• Data volume and complexity: With the increasing volume of data generated in smart environ-
ments, the amount of digital evidence that needs to be analyzed is growing exponentially. This
requires digital forensic investigators to use more advanced tools and techniques to manage and
analyze large datasets.

• Data heterogeneity: Smart environments generate data from a wide range of devices and sources,
such as sensors, IoT devices, social media, and cloud services. The data can be in different formats
and structures, making it challenging for digital forensic investigators to collect, analyze, and
correlate the data to reconstruct the events.

• Data privacy and security: Smart environments often involve personal and sensitive data, such
as location data, health data, and financial data. Protecting the privacy and security of this data
is crucial, but it can also pose challenges for digital forensic investigators who need access to the
data to conduct their investigations [100,101].

• Legal and regulatory issues: Digital forensic investigations in smart environments often involve
legal and regulatory issues, such as data ownership, data retention, and privacy laws. Digital
forensic investigators need to be aware of these issues and comply with the relevant laws and
regulations.

• Lack of standards and best practices: There is a lack of standardized procedures and best
practices for conducting digital forensic investigations in smart environments. This can lead to
inconsistencies and errors in the investigation process and can make it difficult to share and
compare results between investigators.

• Technical challenges: Smart environments often use advanced technologies, such as encryption,
virtualization, and cloud computing, which can pose technical challenges for digital forensic
investigations. These challenges include identifying and recovering deleted or corrupted data,
analyzing encrypted data, and preserving the integrity of evidence in a cloud environment [9].

Digital forensics in the age of smart environments faces several challenges, including the volume
and complexity of data, data heterogeneity, data privacy and security, legal and regulatory issues,
lack of standards and best practices, and technical challenges. Addressing these challenges requires a
combination of technical expertise, legal knowledge, and best practices that can adapt to the evolving
landscape of smart environments.

4.2 Digital Forensics Challenges

Forensic challenges in the age of smart environments are numerous and complex [102–105]. As digital
devices and smart environments become more ubiquitous, the volume of digital data and the complexity
of the data sources also increase. This creates several challenges for digital forensic investigators who
must collect, preserve, analyze, and present digital evidence in a court of law [102,106–108].

One of the primary challenges in digital forensics is the lack of standardization in data formats and
communication protocols used by different smart devices and platforms. This can make it difficult for
investigators to collect and analyze data from different sources and devices, leading to inconsistencies
and inaccuracies in the analysis of digital evidence [109,110].

Another challenge is the use of encryption and other security measures in smart devices and plat-
forms. While encryption is an essential tool for protecting user privacy and securing sensitive data, it
also presents challenges for digital forensic investigators who must obtain access to encrypted data to
collect and analyze evidence [?, 96, 111].

The increasing complexity and sophistication of cyberattacks also pose significant challenges for
digital forensics investigators. Attackers can use a range of techniques to hide their tracks and cover
their digital footprints, making it difficult for investigators to identify and attribute cybercrimes [13,
112,113].
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The rapid pace of technological innovation in smart environments also presents challenges for
digital forensic investigators who must stay up-to-date with new technologies and tools to effectively
investigate cybercrimes. Failure to keep pace with technological advancements can lead to a lack of
knowledge and skills in digital forensic investigations, resulting in incomplete or inaccurate analyses
of digital evidence [114].

Additionally, the storage and retrieval of large amounts of digital data can be challenging, requiring
advanced storage and processing capabilities to handle massive volumes of data generated by smart
environments. This can create logistical and financial challenges for organizations that need to invest
in the necessary infrastructure to handle the data [115].

Finally, there are also ethical and legal challenges associated with digital forensics investigations in
smart environments. For example, the collection and use of personal data and privacy concerns must
be carefully balanced against the need to investigate and prosecute cybercrimes.

4.3 Discussions

The study on Digital Forensics in the Age of Smart Environments: A Survey of Recent Advancements
and Challenges provides a comprehensive overview of the recent advancements and challenges in the
field of digital forensics. The study highlights the significant impact of smart environments on digital
forensics, including the increasing volume and complexity of data generated in these environments and
the need for new tools and techniques to manage and analyze this data.

One of the strengths of this study is the extensive literature review, which provides a comprehensive
overview of the existing research on digital forensics in smart environments. The authors have included
a wide range of studies, which ensures that the review is both thorough and informative.

Another strength of the study is the clear presentation of the key advancements and challenges in
digital forensics. The authors have presented these in a logical and well-structured manner, making it
easy for readers to understand the key issues and to identify areas where further research is needed.

However, one limitation of the study is that it is focused primarily on advancements and challenges
related to traditional digital forensics, such as the analysis of digital devices and networks. While the
authors briefly mention the challenges of forensic investigations in the context of the Internet of Things
(IoT) and cloud computing, these areas could have been explored in more detail.

Furthermore, while the study provides a comprehensive overview of the existing research on digital
forensics in smart environments, it does not present any new research findings or original data. This
means that the study is limited to providing a synthesis of existing research, rather than contributing
new insights or perspectives.

Consequently, the study on Digital Forensics in the Age of Smart Environments: A Survey of
Recent Advancements and Challenges is a valuable contribution to the field of digital forensics. The
study provides a thorough and well-organized review of the existing research on digital forensics in
smart environments, highlighting the key advancements and challenges in this area. While there are
some limitations to the study, such as the limited exploration of IoT and cloud computing, the study
serves as an important resource for researchers and practitioners in the field of digital forensics.

One of the strengths of this study is its comprehensive survey of recent advancements and chal-
lenges in digital forensics in the age of smart environments. The authors have identified key areas of
development, such as the use of AI and ML techniques and the importance of forensic readiness, and
have provided an in-depth analysis of their potential impact on digital forensics investigations.

Moreover, the study has highlighted the challenges that digital forensics investigators face in smart
environments. These challenges include the increasing volume of data generated by smart devices,
the complexity of the data, and the potential for data tampering or destruction. By addressing these
challenges, the authors have contributed to a better understanding of the unique challenges posed by
smart environments and have provided insights on how to mitigate them.

Another strength of this study is its relevance to current and future trends in digital forensics
and identification of threats in smart IoT environments [116–118].. As smart environments continue
to grow in popularity and complexity, digital forensics investigators will face increasing challenges in
collecting and analyzing digital evidence. The study provides valuable insights and recommendations
that can help investigators stay ahead of the curve and effectively address these challenges.

However, one limitation of this study is its focus on recent advancements and challenges in digital
forensics, which may quickly become outdated as technology and smart environments continue to
evolve. Additionally, the study does not provide a detailed analysis of specific smart environments,
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such as the Internet of Things (IoT) or smart homes, which may have unique challenges that require
further investigation.

Overall, the study provides a valuable contribution to the field of digital forensics by highlighting
the unique challenges posed by smart environments and identifying key areas of development. The
insights and recommendations provided can help digital forensics investigators stay up-to-date with
the latest advancements and effectively address the challenges of investigating in smart environments.
However, further research is needed to address the specific challenges posed by different types of
smart environments and to ensure that digital forensics continues to evolve and adapt to the changing
technological landscape.

5 Conclusions

Moving forward, there is a need for continued research and development in digital forensics in smart
environments to address the challenges outlined in this survey. One area of focus could be the devel-
opment of new techniques for collecting and analyzing data in real-time to keep up with the velocity
of data generated by smart technologies. Additionally, the development of more robust and unbiased
AI and ML algorithms is crucial to improving the accuracy and reliability of digital forensic investiga-
tions. There is also a need for continued collaboration between researchers, industry professionals, and
policymakers to address legal and privacy concerns surrounding the use of data in smart environments.

Overall, as smart technologies continue to become more prevalent in our daily lives, it is essential to
continue advancing digital forensics techniques to keep up with the ever-growing volume and complexity
of digital data generated.

6 Future Work

Moving forward, there is a need for continued research and development in digital forensics in smart
environments to address the challenges outlined in this survey. One area of focus could be the devel-
opment of new techniques for collecting and analyzing data in real-time to keep up with the velocity
of data generated by smart technologies. Additionally, the development of more robust and unbiased
AI and ML algorithms is crucial to improving the accuracy and reliability of digital forensic investiga-
tions. There is also a need for continued collaboration between researchers, industry professionals, and
policymakers to address legal and privacy concerns surrounding the use of data in smart environments.

Overall, as smart technologies continue to become more prevalent in our daily lives, it is essential to
continue advancing digital forensics techniques to keep up with the ever-growing volume and complexity
of digital data generated.
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to protect myself”: Understanding privacy perceptions resulting from the presence of bystanders
in smart environments,” in Proceedings of the 11th Nordic Conference on Human-Computer
Interaction: Shaping Experiences, Shaping Society, pp. 1–11, 2020.

[102] E. A. Vincze, “Challenges in digital forensics,” Police Practice and Research, vol. 17, no. 2,
pp. 183–194, 2016.

[103] N. M. Karie, V. R. Kebande, and H. Venter, “Taxonomy for digital forensic evidence,” 2017.

[104] B. Manral, G. Somani, K.-K. R. Choo, M. Conti, and M. S. Gaur, “A systematic survey on
cloud forensics challenges, solutions, and future directions,” ACM Computing Surveys (CSUR),
vol. 52, no. 6, pp. 1–38, 2019.

[105] V. Rigworo Kebande, “Industrial internet of things (iiot) forensics: Challenges, opportunities,
and future directions,” Industrial Internet of Things (IIoT) Forensics: Challenges, Opportuni-
ties, And Future Directions.

[106] V. R. Kebande and H. Venter, “Obfuscating a cloud-based botnet towards digital forensic readi-
ness,” in Iccws 2015-The Proceedings of the 10th International Conference on Cyber Warfare
and Security, p. 434, 2015.

[107] R. Montasari, R. Hill, S. Parkinson, P. Peltola, A. Hosseinian-Far, and A. Daneshkhah, “Digital
forensics: challenges and opportunities for future studies,” International Journal of Organiza-
tional and Collective Intelligence (IJOCI), vol. 10, no. 2, pp. 37–53, 2020.

[108] V. R. Kebande, N. M. Karie, and S. Omeleze, “A mobile forensic readiness model aimed at
minimizing cyber bullying,” Int. J. Comput. Appl, vol. 140, no. 1, pp. 28–33, 2016.

[109] L. Caviglione, S. Wendzel, and W. Mazurczyk, “The future of digital forensics: Challenges and
the road ahead,” IEEE Security & Privacy, vol. 15, no. 6, pp. 12–17, 2017.

16



[110] F. Casino, T. K. Dasaklis, G. P. Spathoulas, M. Anagnostopoulos, A. Ghosal, I. Borocz,
A. Solanas, M. Conti, and C. Patsakis, “Research trends, challenges, and emerging topics in
digital forensics: A review of reviews,” IEEE Access, vol. 10, pp. 25464–25493, 2022.

[111] G. Mohay, “Technical challenges and directions for digital forensics,” in First International Work-
shop on Systematic Approaches to Digital Forensic Engineering (SADFE’05), pp. 155–161, IEEE,
2005.

[112] Z. A. Baig, P. Szewczyk, C. Valli, P. Rabadia, P. Hannay, M. Chernyshev, M. Johnstone, P. Kerai,
A. Ibrahim, K. Sansurooah, et al., “Future challenges for smart cities: Cyber-security and digital
forensics,” Digital Investigation, vol. 22, pp. 3–13, 2017.

[113] V. R. Kebande and N. M. Karie, “A uml-based approach for analysing potential digital forensic
evidence,” Int J Cyb-Secur Digit Forens, vol. 7, p. 354, 2018.

[114] M. Al Fahdi, N. L. Clarke, and S. M. Furnell, “Challenges to digital forensics: A survey of
researchers & practitioners attitudes and opinions,” in 2013 Information Security for South
Africa, pp. 1–8, IEEE, 2013.

[115] D. Lillis, B. Becker, T. O’Sullivan, and M. Scanlon, “Current challenges and future research
areas for digital forensic investigation,” arXiv preprint arXiv:1604.03850, 2016.

[116] V. R. Kebande, J. Bugeja, and J. A. Persson, “Internet of threats introspection in dynamic
intelligent virtual sensing,” arXiv preprint arXiv:2006.11801, 2020.

[117] A. Kim, J. Oh, J. Ryu, and K. Lee, “A review of insider threat detection approaches with iot
perspective,” IEEE Access, vol. 8, pp. 78847–78867, 2020.

[118] F. Ullah, H. Naeem, S. Jabbar, S. Khalid, M. A. Latif, F. Al-Turjman, and L. Mostarda, “Cyber
security threats detection in internet of things using deep learning approach,” IEEE access, vol. 7,
pp. 124379–124389, 2019.

17


	1 Introduction
	2 Background
	2.1 Digital Forensics
	2.2 Smart Environments

	3 Survey of Recent Advancements
	3.1 Tool development
	3.2 Network Forensics 
	3.3 Artificial Intelligence 
	3.4 Forensic Readiness 

	4 Challenges of Digital Forensics in the Age of Smart Environments
	4.1 General Challenges
	4.2 Digital Forensics Challenges
	4.3 Discussions

	5 Conclusions
	6 Future Work

