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ChargeX: Exploring State Switching Attack on
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Abstract—Electric Vehicle (EV) has become one of the promis-
ing solutions to the ever-evolving environmental and energy
crisis. The key to the wide adoption of EVs is a pervasive
charging infrastructure, composed of both private/home chargers
and public/commercial charging stations. The security of EV
charging, however, has not been thoroughly investigated. This
paper investigates the communication mechanisms between the
chargers and EVs, and exposes the lack of protection on the
authenticity in the SAE J1772 charging control protocol. To
showcase our discoveries, we propose a new class of attacks,
ChargeX, which aims to manipulate the charging states or
charging rates of EV chargers with the goal of disrupting
the charging schedules, causing a denial of service (DoS), or
degrading the battery performance. ChargeX inserts a hardware
attack circuit to strategically modify the charging control signals.
We design and implement multiple attack systems, and evaluate
the attacks on a public charging station and two home chargers
using a simulated vehicle load in the lab environment. Extensive
experiments on different types of chargers demonstrate the
effectiveness and generalization of ChargeX. Specifically, we
demonstrate that ChargeX can force the switching of an EV’s
charging state from ‘“stand by” to ‘“charging”, even when the
vehicle is not in the charging state. We further validate the attacks
on a Tesla Model 3 vehicle to demonstrate the disruptive impacts
of ChargeX. If deployed, ChargeX may significantly demolish
people’s trust in the EV charging infrastructure.

Index Terms—EV charging, J1772, state switching attack,
charging rate attack, physical attack.

I. INTRODUCTION

Environmental pollution and energy crisis have become two
of the most serious global issues, jeopardizing the health of hu-
man civilization [1]. With the transportation sector being one
of the major contributors, electric vehicles (EVs) have emerged
as one of the most promising solutions. Specifically, powered
by the electric motors for propulsion, EVs enable sustainable
transportation due to their unique advantages over conven-
tional gas-powered automobiles for achieving zero-emission
and improved energy efficiency [2]. In recent decades, EVs
have witnessed a rapid growth and started bringing radi-
cal changes to our lives, from private commute to public
transportation [3], from freight delivery [4] to construction
industry [5]. A market research company recently predicts that
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Fig. 1: ChargeX attack overview.

the EV market will reach 233.9 million units and $2,495.4
billion by 2027, growing at a compound annual growth rate
of 33.6% in the forecast period of 2020 through 2027 [6].

Recognizing the business opportunity, the EV charging in-
frastructure has flourished. EV chargers, a.k.a., electric vehicle
supply equipment (EVSE), can be mainly categorized into two
different types: alternating current (AC) charger and direct
current (DC) charger [7]. The primary difference between
these two charging modes lies in the location of the component
where the AC power gets converted. Concretely, in the AC
charging, the AC power is generally converted by an on-
board charger which adds a significant weight to an EV [8],
whereas the AC power is converted off-board in the DC
charging system. Moreover, the charging rate of AC charging
is substantially lower than that of DC charging due to the lower
capacity of the on-board AC charger on the EV, which can only
draw limited power from the grid [7]. At present, almost all
of the home chargers on the market are AC chargers, while
only a handful of charging stations support DC charging, most
notably, Tesla Supercharger stations.

The community produced a wealth of security research
on EV systems over the years [9], [10], [11], [12], [13].
Recent demonstrations of attacks on EV chargers have raised
growing concerns on the resilience and robustness of modern
EV systems in an adversarial environment. For instance, a
recent study [14] illustrates that the sensors and actuators in
AC/DC power converters can be manipulated by intentional
electromagnetic interference (IEMI) attacks. The IEMI at-
tacker can intentionally inject malicious electromagnetic (EM)
signals into the victim’s circuit to manipulate the commands
sent to the actuators [15] or to falsify the sensor readings to
mislead the feedback system [16]. Another recent study [17]
presents a passive EM-based eavesdropping attack towards DC
charging that captures and interprets the digital communication
between the EV and charger to recover the private messages.



However, the existing work mainly focuses on DC charging
while leaving the security investigation of AC charging an
open problem. In fact, the AC charging systems, including the
public charging stations and home chargers, have been widely
deployed [18], [7]. The existing attacks towards DC charging
cannot be directly applied to attack AC charging due to their
different system designs. Therefore, new attack surfaces and
attack approaches towards the AC charging systems need to
be further explored.

In this paper, we propose ChargeX, a new attack against
AC charging systems. Specifically, due to the widespread use
of J1772 chargers in North America, we focus on identifying
the vulnerabilities of the communication protocol between
J1772 chargers [19] and EVs, and discover new attack opportu-
nities. ChargeX directly modifies the communication signals
by inserting a hardware attack circuit into the communication
line to realize flexible state switching attacks with the potential
charging rate reduction capability.

Figure 1 gives an example of ChargeX. The vehicle is
being charged at a public charging station. Our proposed attack
can prevent EV charging, overcharge EV, reduce charging
rates, etc. The red cable represents the malicious J1772
extension cable [20] in which the attack embeds the attack
circuit. Particularly, the attack circuit is placed in the inlet of
the extension cable as shown in Figure 2. The attack is covert
and difficult to discover without extra caution, as the malicious
extension cable can perfectly resemble that from a legitimate
charger. Meanwhile, due to the small size of the attack circuit,
it can be completely hidden inside the malicious cable. The
connection joint can also be easily hidden, e.g., behind the
charging station.

There are three major challenges in realizing ChargeX:
(1) How to achieve the state switching? (2) How to automate
the attack procedure? (3) How to manipulate the charging rate
during charging? To address the first challenge, we investigate
the charging control pilot signal and propose serial insertion
attack and parallel attachment attack to manipulate the pilot
signals which force state switching. For the second challenge,
we propose an automation attack circuit design to smartly
control the state transition without human involvement. The
third challenge is conquered by two novel designs of the
charging rate reduction circuits for adjusting the charging rate.

We design hardware attack circuits in ChargeX, which do
not require extra bulky power sources, making it suitable to
be hidden in the charger cables or extension cables. ChargeX
consists of state switching attack and charging rate attack,
which aim at modifying the charging states and charging
rates without being noticed by the EV owners. There are
three hardware attack designs in state switching attack, in-
cluding serial insertion attack, parallel attachment attack and
automation attack. Meanwhile, two different attack designs,
TLC555-based and fake load-based duty cycle attacks, belong
to charging rate attack.

To evaluate the performance of ChargeX, we perform the
attacks on one public EV charging station and two home
EV chargers using a simulated vehicle load circuit in the lab
environment. Regarding the real-world case study, we conduct
a controlled outdoor experiment with a Tesla Model 3 2020.
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Fig. 2: A J1772 extension cable with the attack circuit.

The evaluation results show that ChargeX can successfully
switch the charging state towards the EV chargers in both lab
and outdoor experimental settings. For attack demonstrations,
please visit our website https://chargerattacks.github.io/.

In summary, this paper makes the following contributions:

« We systematically analyze the communication and control
mechanisms present in the J1772 EV charging protocol.
We evaluate vulnerabilities at the physical layer and
demonstrate the feasibility of state-switching attacks and
charging rate attacks during the AC charging process.

e We propose ChargeX to effectively manipulate the
charging states between the EV and J1772 chargers
without notifying the EV owners. Specifically, we design
and implement the serial insertion attack and parallel
attachment attack with human control, as well as an
automation attack to realize the attacks without human
involvement.

« We identify the charging rate attack by changing the duty
cycle of the control signal. We design and implement
TLC555-based and Fake Load-based attacks to demon-
strate the potential of the attacks for manipulating the
charging rates.

o We evaluate the attack effectiveness in a lab environment
using a simulated vehicle, as well as in real-world testing
using a Tesla Model 3. We successfully demonstrate
state switching attacks on both home chargers and public
charging stations in real-world conditions, and carry out
charging rate attacks on home chargers within the lab
environment.

II. BACKGROUND

Understanding the working principles of EV charging is the
first step towards identifying exploitable attack surfaces and
developing novel attacks. In this section, we will introduce
the general background of EV charging and J1772 chargers,
the vulnerability assessment at the physical layer, as well as
the PWM control pilot of the EV charging standards.

A. Basics of EV charging

In the charger market, there are four major AC charging
systems, including the Society of Automotive Engineers (SAE)
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Fig. 3: The DC combination connector (CCS Combol) and the
chargers. With the removal of DC Pins 6 and 7, CCS Combol
becomes a Type 1 “J1772” (Japan/US) AC connector. The
three chargers include a public charging station and two home
chargers.

J1772', Mennekes?, GB/T?, and Tesla charger*. Meanwhile,
the four most popular DC charging systems are Combined
Charging System (CCS)3, CHAdeMO?, GB/T, and Tesla su-
percharger [21]. This work primarily focuses on the J1772
charger due to its wide deployment across North America,
which has been adopted by all major EV manufacturers except
Tesla. Fortunately, the Tesla car comes with a charger adapter
[22] that allows the car to use J1772 chargers. Essentially,
every EV car in the North America market is compatible
with the J1772 charging standard. Moreover, the Type 1
CCS connector used for DC charging also follows the J1772
standard [23], [24]. Table I displays five charging levels in
the latest J1772 standard [25]: AC Level 1-3 and DC Level
1-2. In this paper, we mainly focus on AC Level 1 and AC
Level 2 chargers due to their popularity for EV charging in the
market. The study could also be applicable to the DC chargers
that follow the J1772 standard.

TABLE I: Different charging levels in J1772 AC and DC
charging (North America)

Levels AC - Nominal Supply (V) | Max Current | Max Power
DC - EVSE Output (V) (A) (kW)

AC Level 1 | 120 12 or 16 1.44 or 1.92

AC Level 2 | 208 — 240 24 — 80 5.0 —19.2

AC Level 3 | 208 — 600 63 — 160 22.7 — 166

DC Level 1 | 50 — 1,000 80 80

DC Level 2 | 50 — 1,000 400 400

B. Vulnerability Assessment at the Physical Layer

In order to assess the security of EV charging, it is necessary
to study the communication protocols of EV charging within
the context of potential cyber attack scenarios. Figure 3 and
Table II show the pin configuration of the standard J1772
connector. Pins 1 and 2, ie., L1 and L2, supply the DC

' An open standard in North America.

2 An open standard used in Europe.

3 A nationwide standard in China.

4A proprietary standard developed by Tesla Motors.

5 An open standard developed by Nissan and dominant in Japan.

power for Level 1 and Level 2 chargers. Equipment Ground
(GND) provides ground to the power source, Proximity De-
tection (PD) verifies whether or not a charger is connected
to the vehicle, and Control Pilot (CP) is the primary control
conductor, with which the EVSE carries out two different
types of communication with the EV. The first type is a
pulse-width modulated (PWM) control pilot, through which
the vehicle’s requested charging current information can be
delivered to the charger. This is a low-level communication
that is IEC 61851 standardized. The other type is digital data
transfer, which provides powerline communication (PLC) for
exchanging information in DC charging mostly, including state
of charging, remaining charging time, payment information,
etc. This high-level communication is standardized by ISO
15118. Digital data transfer is optional in AC charging. Note
that the PLC shares the lines with the IEC 61851 signaling
system with the signals superposed at the physical layer.
These two types of communication are the primary attack
targets in EV charging attacks at the physical layer. Given
that both AC and DC charging involve low-level PWM control
pilot communication, the exploitation of PWM control pilot
potentially opens up avenues for attacks on both AC and DC
charging processes. The two pins at the bottom of Figure 3,
i.e., Pins 6 and 7, provide the DC power for DC level 2
charging. Without these two pins, the pin layout becomes that
of the connector of AC Level 1 and Level 2 chargers.

TABLE II: Pin functions in AC and DC charging

. Connector Function
Pin No. AC BC
1 L1 DC Level 1 Power (+)
2 E;“_“Zlc Iise{“ezvel "1 DC Level 1 Power (-)
3 Equipment Ground (GND)
4 Control Pilot (CP)
5 Proximity Detection (PD)
6 - [ DC Level 2 Power (+)
7 | DC Level 2 Power (-)

C. PWM Control Pilot

Our work focuses on the state switching in EV charging
procedure, which is reflected in the PWM control pilot signals.
Specifically, Figure 4 shows a typical EVSE control circuit
for state switching, and Table III lists the different charging
states. States A, B, and C are the core charging states, which
represent the normal charging operations from EV detection
to EV charging. The occurrence of various types of charging
errors is reflected in states E and F.

In Figure 4, R1 is the resistor in the charger interface that
creates a voltage divider network for pilot signal measurement,
whereas R2 and R3 are the load resistors used for state
switching on the EV side. The standard EV charging procedure
consists of the following steps: (1) EVSE supplies 12V DC
to the pilot line, corresponding to the state A. As soon as the
charging plug is connected to EV, the pilot DC notifies EV
of the connection. (2) Once the plug is properly connected,
S1 is immediately switched to output a +12V PWM signal,
while the EV puts a 2.74k(2 load (i.e., R3) to the pilot line.
The load resistor will lower the high voltage level of pilot



Fig. 4: A typical J1772 EVSE control circuit.

signals to 9V. (3) EVSE detects the PWM voltage drop and
enters state B, which subsequently informs the vehicle about
the amount of current it can draw. The EVSE is now ready to
supply power to the vehicle. (4) The EV switches to the 822€)
load by closing S2 switch (with R2 connected) and starts
drawing the power. This will reduce the PWM high voltage
level to 6V and notify the EVSE that the charging process
has begun (state C). (5) The charging process is terminated
when the cable is unplugged or an error is detected, in which
case the pilot line voltage returns to 12V DC. The EVSE then
terminates the charging and returns back to state A or falls
into an error state (states E or F).

TABLE III: J1772 EVSE charging states

High Pilot Low Pilot Pilot .
State Vo%tage V) | Voltage (V) | Freq. (kHz) Resist. (€2) | EV Status
State A | 12 N/A DC N/A Not connected
State B | 9 —12 1 2,740 EV detected
State C | 6 —12 1 882 EV charging
State D | 3 —12 1 246 With ventilation
State E | 0 0 N/A — No power
State F | N/A —12 N/A — Error

The EVSE delivers the maximal available current capacity
to the EV by adjusting the pilot duty cycle, which is the
percentage of a period when the signal is high. The EV then
uses the duty cycle of PWM to control the AC current of
the on-board charger, which is drawn from the power line.
The relationship between the supply current and the duty
cycle of PWM signals is presented in Table IV. Specifically,
a duty cycle of 3-7% will be interpreted as a command for
digital communication. If the duty cycle is <85%, the current
reading follows the formula: Amp = (%dutycycle) - 0.6. If
the duty cycle is >85%, the maximal current reading becomes
Amp = (%odutycycle — 64) - 2.5. If the duty cycle exceeds
96%, the EV considers it as a valid 96% duty cycle, which
corresponds to the maximum current 80A.

TABLE IV: The relationship of the supply current and the
duty cycle of PWM signals

Duty Cycle (%) | Current (A) | Duty Cycle (%) | Current (A)
10 6 25 15
16.6 10 26.7 16
174 10.4 50 30
18.4 11 53.3 32

III. THREAT MODEL

In this section, we present the attack goals, the attacker’s
capabilities, and attack scenarios of ChargeX.
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Attack Goals. The attack goal is to manipulate the charging
states to cause the undesired battery charging behavior on
EV chargers, which influences the normal battery charging
process. The attackers may reduce or completely halt the
battery charging by launching a DoS attack. They may also
attempt to switch the charging state to overcharge and damage
the battery or manipulate the charging current to significantly
alter the charging rate. There are also security implications
beyond the charging activity of individual EVs. An attacker
who compromises multiple EV chargers may cause harmful
disturbance to power delivery infrastructure or commit finan-
cial fraud by deliberately slowing down the charging speed
while charging the same price.

Attacker’s Capabilities. We assume the attacker can get
close to the target charger, but the attacker does not have
the opportunity to modify the chargers in a stealthy manner.
Instead, the attacker can install a pre-assembled malicious
charging extension cable as shown in Figure 2, which resem-
bles the legitimate charging cable. We assume the EV owners
leave the vehicle during charging so that they will not observe
the alerts from the vehicles. We assume the victim charger
follows the J1772 charging standard.

Attack Scenarios. Our attack can work on both public
charging stations and home chargers. The attacker connects
a malicious extension cable, which contains the charging
state manipulation circuit, to a charging station as shown
in Figure 1. Given that these attacks can be executed on
public charging stations, a significant number of vehicles could
potentially be affected. When targeting a home charger, the
attacker may directly replace the home charging extension
cable with the malicious one. We assume that the home charger
is not in a physically secured environment and it is publicly
accessible. Note that the attack circuit is very tiny, which
requires no additional power supply in the design.

Compared with the physical damage to the public chargers,
such as hitting the stop button, unplugging the power line
plugs, or cutting the transmission/power cord, our attacks
are more feasible and practical. Public chargers are generally
not equipped with the “stop button” or power line plugs.
Even if the power line of the chargers is exposed, cutting
the transmission/power cord is quite dangerous and highly
noticeable due to its high power. On the other hand, fault data
injection related attacks towards the high-level communication
line usually require an attack circuit with a microcontroller and
power supply, which needs a large footprint and maintenance.
It would be difficult to fit a large attack circuit into a malicious
extension cable and use it for a prolonged time period.

IV. STATE SWITCHING ATTACK DESIGN

In this section, we present state switching attack design.
Our attack aims to control the switching between the charging
states by tampering with the charging cable hardware. Ac-
cording to Table III, since the charging states of the charger
are directly determined by the high pilot voltage at the EV
charging inlet, the key idea of the attack is to manipulate the
high pilot voltage.

To conceal the attack components, we use an extension
cable as shown in Figure 2 to implement state switching attack.
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(b) Parallel attachment attack design

Fig. 5: The design of serial insertion and parallel attachment
attacks.

Such an extension cable is originally designed to extend the
charging cable length. Here, we introduce three types of attack
designs with different hardware modifications.

A. Serial Insertion Attack

In the serial insertion attack, the attacker simply adds
an additional resistor R,;; in serial with the resistor and
diode inside the EV as shown in Figure 5(a). The attacker
also deploys a switch component S,:; to control the attack
operation. In general, the serial insertion attack switches the
charging state of the charger to the previous states, e.g., state
C to A or B, while switching the charging state of the EV
to the latter state, e.g., state B to C or F. The goal of the
serial insertion attack is to introduce a different perception of
the charging states at the EV and EVSE, which will lead to a
communication fault, i.e., a DoS outcome.

Without attaching the malicious extension cable, Vv sk is
equal to Vgy, i.e., both the EVSE and EV have the same
perception of the charging state. However, with the addition
of R,:, the difference between the Vyysp and Vgy grows.
By carefully manipulating the R,:, we can realize the state
switching attack. However, if the difference grows beyond a
threshold, there will be a communication error between the
EV and EVSE, and as a result, the vehicle’s charging state
may fall into the failure state F.

It is worth noting that each charging state has an error
tolerance range, which indicates a range of permissible errors
used to withstand the environmental noise and disturbance.
By carefully adjusting the R, a proper difference between
Vevse and Vgy allows the state switching to happen without
trapping into the failure state. Specifically, Vgysr and Vgy
can be written as follows:

12V
1kQ + Ry + Ry’

Vevse = 12V — 1kQ (1)

12V
1EQ + Ratt + R’U 7

where R, represents the resistance of the resistor on the EV
at a normal charging state. We omit the forward voltage of Vp
(Figure 5(a)) as it is usually a small value. In essence, when
the following condition satisfies, different states are perceived
by the EV and charger:

Vpirr = Vevse — Vev > A, 3)

where the A denotes the error tolerance range of normal states
A, B, or C.

Let us consider state B as the benign charging state. Assume
the corresponding voltage of the state switching boundary
from A to B and B to C are V4,p and Vp,c, respectively.
In order to achieve a successful attack, the difference between
Vevse and Vgy should be large enough, such that the EV
and the charger have different perceptions of the charging
state. In other words, as long as Vp;sr > VA/B — VB/C, two
sides (i.e., EV and charger) are guaranteed to have different
state perceptions, and as a result, the communication fault will
occur.

Viy = 12V — (1kQ + Rqy) - 2)

B. Parallel Attachment Attack

Similar to the serial insertion design, in order to manipulate
the load resistance, another way to realize state switching is to
attach an additional resistor in parallel with the load resistors
in EV. Notably, parallel attachment attack can switch the state
of both EV and EVSE to the latter state, for instance, state B
to Cor F

Particularly, the parallel resistor can reduce the total resis-
tance of the vehicle load, which results in state switching as
shown in Table III. As the EV uses a diode to filter out the
negative voltage of the PWM signals, the added parallel circuit
also includes a diode to reject the negative voltage in order to
allow for a normal charging operation. The forward voltages
V4 and Vp are negligible, and thus are neglected.

The resistance R, is used to control the high voltage level
of the PWM signal to achieve the state switching. The total
resistance of the vehicle load can be written as:

1
Rioaa = 1T, 1 - 4)

R, Ravt

Since Vgysg is always equal to Vgy in this design, we can
then calculate the high voltage level of PWM signal for both
sides as:

12V
. 1kQ + Rload '

To achieve state switching, Vg gg should be increased by the
added parallel resistor to cross the state switching boundary.
For example, if an attacker aims to switch the state from
state B to C, R, should be properly configured such that
Vevse < Vp,c. However, if R,y is too small, the charging
state may fall into state F. Therefore, the range of R, should
be carefully tuned, such that the following inequality satisfies:

Veyr < Vevse < Vpye, (6)

Vevse = Vey = 12V — 1kQ (5)



where Vi, r denotes the corresponding voltage of the state
switching boundary from C to F.

C. Attack Automation

By adding fairly simple electrical components, the design
of serial insertion and parallel attachment attacks is easily
realizable. However, such a design requires careful profiling
of the victim in order to learn about the state switching
boundaries. Moreover, a human attacker must be involved in
the process to turn on/off the switch to initiate, terminate, and
tune the attack.

To address the above limitations, we propose an automation
attack design that can automatically and precisely manipulate
the voltage of the pilot signals, thereby enabling a more
generalized and easily-deployable attack. Basically, the attack
circuit is designed to activate the attack only when the vehicle
is in the target state. In other words, when the vehicle is not
connected to the charger, the charger will display a normal
state A with a pilot voltage of 12V DC. When the vehicle
is connected, the attack circuit will automatically switch the
normal state into the next one, e.g., from state B to C.

Figure 6 shows the high-level design of the automation
attack circuit. Similar to the parallel attachment attack circuit,
the automation circuit is attached in parallel with the vehicle,
such that Vgysg = Vgy. If an attacker wishes to switch from
state B to state C, the automation circuit will be activated
when in state B. Without the attack, Vi sg is 9V. However,
since the attack circuit draws current from the pilot line, more
current will flow through the R1 resistor. This implies that
the voltage drop on R1 increases, subsequently leading to the
state switching due to the drop of Vgygg. In our design,
we can control the voltage drop on R1 to be 3V, so that
Vevse = 6V, allowing the state switching (i.e., B to C) to
happen.

Here, we describe the detailed design of the automation cir-
cuit, including a voltage divider, an amplifier, and a MOSFET
circuit block. The amplifier and the MOSFET circuit control
the activation of the automation attack. Specifically, increasing
the output voltage of the amplifier will turn on the MOSFET
circuit. Since the MOSFET circuit draws the majority of the
current, the current flow through R1 will also increase, which
activates the attack.

R4 and R5 compose the voltage divider, where the voltage
in-between applies to Pin 4 (negative input) of the amplifier.
The amplifier works as a comparator that compares the voltage
between the positive input (Pin 3) and the negative one. Pin 3
is connected with a voltage reference V.., which is a constant
value (e.g., 1.2V). The output of the amplifier will be 0V if
the voltage of the negative input is higher. Otherwise, if the
positive input is higher, the output will be the same voltage
as Pin 2.

Regarding the MOSFET circuit, if there is a positive voltage
(e.g., 2V) on it, the circuit will be turned on. Conversely, when
there is no voltage at Pin 1, the MOSFET circuit becomes an
open circuit, indicating that the current I3 ~ 0A. We have
I =1+ 15 and I; = I3, as the current flowing through other
branches is negligible. Therefore, if the MOSFET circuit is
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Fig. 6: The design of the automation circuit.

on, I; will increase, which causes the extra voltage drop on
R1. It is worth noting that the voltage at Pin 4 is different in
different charging states. For example, if the voltage at Pin 4 is
larger than V,..; at state A, the attack will not be initiated and
Vevse = Vegyv = 12V. To launch the attack in state B, we
can let the voltage at Pin 4 smaller than V,..; by adjusting the
voltage divider, R4 and RS, to activate the attack. As a result,
Vevse = Vey = 9V — 3V = 6V, leading to the charging
state C.

V. STATE SWITCHING ATTACK EVALUATION

In this section, we test the performance of the state switch-
ing attack on commercial EV chargers in the lab environment,
and then we experiment the attack with chargers connected to
an EV (i.e., Tesla).

A. Experimental Setup

The experimental setup is shown in Figure 7. An EV charger
is connected to the malicious extension cable before being
connected to the simulated vehicle load (for lab experiment) or
the EV (for Tesla experiment). We perform the experiments on
three commercial EV chargers, including AC level 1&2 home
chargers [26], [27], and a AC level 2 public charging station
(ChargePoint [28]), denoted as Charger 1 and 2, and Public
Charger hereinafter. The experiments are carefully controlled
by only adjusting the low-power control pilot to avoid damages
to either the EV or chargers. Charger 1 supplies 10A/16A
and 110V/220V, Charger 2 supplies 164 and 110V/220V
for charging, while the Public Charger supplies 30A4/220V.
We hide the attack circuit in the extension cable. The Tesla
has a dedicated charging connector for both AC and DC
charging. Therefore, we use a charger adaptor [22], which
comes standard with purchase of any Tesla vehicle.

We test all the state switching cases in the experiments in
a lab environment, while several test cases are omitted in the
Tesla experiment due to the practicality of the attack scenarios.
For example, switching any other states to state A (i.e., vehicle
unconnected) would unlikely result in any harmful outcomes.
To collect the attack results, in the lab test, we can observe the
charging status of the charger control panel; in the real vehicle
test, the attack results are presented on both the Tesla control
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Fig. 7: The attack experimental setup for attacking the EV
chargers with Tesla Model 3.

screen and charger control panel. We repeat the experiments
at least three times for each case and record the average value
of attack parameters for each attack.

For the automation attack, we design our own PCB board
with the size 4cm x 6¢m, as shown in Figure 2. The PCB can
be fit into the inlet of the extension cable. Note that the PCB
size can be made much smaller, if the PCB design is further
optimized. We evaluate the attack performance by observing
state switching outcomes.

In the normal charging process, once the charger’s connector
is plugged into the vehicle inlet, the vehicle and the charger
communicate with each other following the charging protocol
(see Section II-C). Therefore, the state will automatically
switch from A to B, and then C. To make it stay in state
B, we can press the “stop charging” button on Tesla control
panel In our experiments.

TABLE V: High pilot voltage thresholds for state switching
boundaries

A/B | B/C
10.6 | 7.8

C/F
N/A

States Boundary
Corresponding voltage
for Charger 1 (V)
Corresponding voltage
for Charger 2 (V)

106 | 7.8 | 4.4

B. Exploring State Switching Boundary

We first try to identify the state switching boundary for
Charger 1 and 2. We connect the CP Pin with a diode and a
potentiometer in a serial mode with the simulated vehicle load,
then link it to the GND Pin to form a close circuit. The diode
is used for blocking the negative voltage and the potentiometer
is used to adjust the resistance of the connected vehicle load.
By adjusting the connected resistance, we record the state
switching voltage in Table V. The results show that Charger 1
and Charger 2 have the same state transition voltages for the
state switching from A to B, and B to C. However, Charger 1
does not have state F (omitted by the manufacturer), whereas
the corresponding high pilot voltage of state transition for
Charger 2 is 4.4V. We estimate the operation range of R,
of serial insertion attack using Egs. (1), (2), (3) as shown
in Section IV, and that of parallel attachment attacks using

Egs. (4), (5), (6). We summarize the estimated R,;; working
range in Table VI.

C. Performance of Serial Insertion Attack in the Lab

The serial insertion attack circuit includes a potentiometer in
parallel with a switch for easier resistance adjustment. We first
launch the serial attack in a lab environment. Specifically, we
design and implement a simulated vehicle load, i.e., a resistor
connected to a diode, which is the same as the EV load shown
in Figure 5. In the experiment, the switch is initially closed
such that R,y is not connected to the control pilot due to the
short circuit. Once the attack starts, we will keep the switch
open and start rotating the potentiometer from 0f2 to the value
that can cause the state to switch.

The experimental results are shown in Table VI. - or —
stands for the direction of state switching on EVSE and EV
sides, respectively. For example, A < B — C' in the serial
insertion attack denotes that the state switches from B to A on
the EVSE end, and B to C on the EV end. This is because, with
the increasing R4, the voltage difference between Vgysp
and Vgy also grows, i.e., Veysg slowly approaches V4, g,
while Vg approaches Vg, c. Note that Vgy sg and Vey may
not reach the boundary at the same time. Moreover, Vrysg
and Vgy stay the same during the parallel attachment attacks,
and therefore in this case, they will read the same pilot signals
regardless of the value of Rgy;.

We test our attack when the initial states are in state B and
C. When we launch our attack on state B, we observe that Vg
will first cross 7.8V, which is the transition voltage from state
B to state C, while the Vgygg is still in the range of state
B. For Charger 1 and Charger 2, the transition resistances are
mesured as 0.145k€2 and 0.392k(2, respectively. The estimated
R+ range is an upper bound that can guarantee the success
of the attack. As the resistance increases, Vgysr exceeds
10.4V, when the charger switches to state A. We note that
both 3.78k2 and 2.92k2 for Charger 1 and 2 (from state B
to C) are within the estimated resistance range. The attack on
state C has similar performance.

D. Performance of Serial Insertion Attack on Tesla

In the real-world attack, we connect a Tesla Model 3 in
the place of the simulated vehicle load and repeat the attacks
towards the chargers. We test the attacks on Charger 1, Charger
2, and Public Charger. Here, we only record the resistance once
the communication error is detected. Figure 9(b) shows that the
communication error is detected by Tesla, which immediately
halts the charging process. When the Tesla is in error state,
we further adjust R, to a smaller value trying to return to a
normal state. However, we find that once the error is detected
by the EV, returning back to the normal state is impossible,
unless we re-plug in the charger’s connector. This is likely a
fail-safe feature of the vehicle.

In the first experiment, we test the scenario of A < B — C,
when we attempt to switch the EV to state C and EVSE to
state A. Yet, due to the BMS function, the vehicle could not
be switched to state C regardless of the parameter settings.
Fortunately, by increasing the potentiometer, the attacker could



TABLE VI: Estimated and measured Rg;qcr in serial and parallel design (<— or — stands for state switching direction for

EVSE and EV, respectively, X<— X means that the state does not switch)

R Serial Insertion Attack Parallel Attachment Attack

att A+ B —C B« C—F B — C C—F | Bo>F
Estimated R,+¢ in
Charger 1 (k) >1.0 > 0.63 1.68 — 5.76 | N/A N/A
Estimated R, in
Charger 2 (k) >0.93 > 0.59 1.68 — 5.76 <1.68 <0.73
Measured Rg¢+ in .
Charger 1 using 5 < . - g; g;‘f B « C: 0.95 1.9 5.4 - -
simulated vehicle load (k€2) T
Measured R,:+ in )
Charger 2 using i i: g : g'. 2'322 g : g : IF: (1) ?2 1.64— 4.7 | <15 | <0.618
simulated vehicle load (k€2) T
Measured R,:+ in
Charger 1 2.95 0.72 1.8—-5.0 <0.93 < 0.01
on Tesla (k€2)
Measured R,+: in
Charger 2 2.30 0.50 2—15.3 <0.5 <0.25
on Tesla (k€2)
Measured R,+: in
Public Charger 2.02 0.83 1.5 —5.8 < 0.85 <0.31
on Tesla (k€2)

switch the charging state of EVSE to state A. With a disparity
of the state between EV and EVSE, a communication error
occurs, resulting in a DoS.

In the second experiment, we test B < C' — F'. Based on
our measurement studies, when the high pilot voltage becomes
low enough, the vehicle will switch to state F, i.e., error state.
The increasing resistance of the potentiometer could eventually
reduce the high pilot voltage to cause the state switching.
Meanwhile, when the value of the resistance grows, EVSE
will switch from state C to B, in which case a communication
error will be observed. We find that both errors, i.e., “low
pilot voltage error” and “communication error”, could possibly
occur, when the Tesla falls into state F. In summary, the serial
insertion attack could cause DoS to the EV by causing “low
pilot voltage error” or “communication error’.

E. Performance of Parallel Attachment Attack in the Lab

As shown in Figure 5(b), the parallel attachment attack
circuit contains a potentiometer in serial with a switch and
a diode. We first launch the parallel attachment attack in
the lab environment with the simulated vehicle load. In the
experiments, the switch is initially set to open, such that R,y
is not connected to the pilot line due to the open circuit. Once
the attack starts, we will close the switch and start rotating the
potentiometer from its maximum of 10k(2 to the value that can
cause the state to change.

We record the results in Table VI. Similar to the serial
insertion attack, we test our attack in states B and C. For
Charger 1, when we launch the attack to switch the state from
B to C, we observe the state transition and record the resistance
5.4k as the maximum R,;. Then, we keep adjusting the
potentiometer until the state jumps to state F, and we record
its value 1.9k as the minimum R,;;. Similarly, we launch the
attacks for C — F and B — F'. We find that the measured

resistance range falls within or matches with the estimated
range in all three attack scenarios.

F. Performance of Parallel Attachment Attack on Tesla

We repeat the same attack process and record the resistance
range on a Tesla. We find that the measured R, range is
very similar to the estimated one in the attack B — C'. In the
attacks C' — F' and B — F', we successfully launch the attack
on all the three EV chargers with an appropriate R,;. Charger
2 directly switches to state F, disconnecting itself from the EV.
However, Charger 1 and Public Charger do not possess state F,
yet, the state switching (i.e., from C/B to F) at the EV end still
occurs. The experimental outcomes on Public Charger show
nearly identical results with the two home chargers.

Note that the manual adjustment of the potentiometer and
the responding delay of the Tesla could cause a reduction of
the boundary accuracy, which interprets the difference between
measured values and the estimated ones. In summary, the
parallel attachment successfully achieves state switching on
the Tesla vehicle.

G. Performance of Automation Attack

The automation attack does not require human involvement
(manually turning the switch to start or terminate the attack).
The state will be switched automatically from a certain state
to another state. In the lab environment, we test it by adjusting
the simulated vehicle load and check whether the charger will
switch to the planned states. Using our attack circuit, we
successfully switch the charger state from B to C and C to
F on both Charger 1 and 2.

We test the automation attack on the Tesla when it connects
with the Public Charger. Generally, it is challenging to fine-
tune the attack parameters for supporting different chargers
and vehicle loads. The results show that our attack can
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Fig. 8: (a) and (b) shows the control panel of the Tesla Model
3 at state B and C without attack when it is connected to the
Public Charger.

successfully switch the Tesla charging state from B to C, while
it fails in switching its state from C to F.

H. Attack Demonstration from the Tesla Control Panel

We further demonstrate the attack results on the Tesla
control panel. Figure 8(a) shows that the charging process is
stopped manually by the human driver (i.e., clicking “stop
charging” button), and the vehicle is ready to charge (i.e.,
in state B) with the supply current and voltage readings as
0/30A and 2V. However, when we launch our attack to switch
the charging state from B to C, as shown in Figure 9(a), the
Public Charger continues to offer 6/30A4 and 211V for the
charging activity regardless of the fact that the vehicle has
stopped charging. On the Tesla control panel, the charging rate
is displayed as +0 mile/hour, whereas in the normal charging
state C, the panel (see Figure 8(b)) shows the vehicle’s
charging rate is +18 miles/hour.

Although the charging rate is displayed as +0 mile/hour,
the current and voltage (i.e., 6/30A and 211V) induced by
our attack has to be consumed by the vehicle’s components.
However, without measuring the internals of the vehicle, it
is impossible to know the exact consumers of these powers.
Therefore, we suppose that there may be two possible out-
comes of the attack. First, the battery is not being charged
due to the existence of the BMS, and the power from the
charger is consumed by other components on the vehicle such
as heater unit, air conditioner unit, etc. Second, the battery
level will eventually increase after a long period of time, e.g.,
30 min. This indicates an over-charging situation when the
BMS fails to react to the erroneous state switching. As shown
in Figure 10, when the vehicle is fully charged, the voltage
is 2V and the current is 0/32A. However, if we launch our
attack, the current and voltage may increase which lifts the
battery level as the case in Figure 9(a). If our attack causes
the battery to be overcharged, one of the serious consequences
could be battery damage, especially when the battery is already
fully charged to 100%. Moreover, the users would usually set
a charge limit to optimize the battery life [29], [30]. With our
attack, the battery level may be charged over the set limit,
causing a reduction of the battery capacity in a long term.
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Fig. 9: (a) and (b) shows the state switching from B to C and
B/C to F under cable tampering attacks as displayed on the
control panel of Tesla Model 3 when connected to the Public
Charger.

We consider that the first scenario is a more likely outcome
for Tesla car, as the Tesla BMS could prevent the overcharg-
ing situation to occur. A more refined examination of Tesla
BMS [31] would provide the support for an overcharging
attack opportunity with the state switching attacks, and we
leave such investigation for future work.

Fig. 10: Fully charged status of Tesla Model 3.

VI. EXPLORING CHARGING RATE ATTACK

The above state switching attacks demonstrate the attack
capability in manipulating the charging states. The duty cycle
of the PWM signal also plays an important role in EV
charging, since it determines the charging rate. In this section,
we explore the Charging Rate Attack, which aims to reduce



the EV charging rate. Since the charging rate is proportional to
the duty cycle of the PWM signal based on Table IV, reducing
the charging rate requires control over the duty cycle of the
PWM signal.

To achieve the attack goal, we design two different attack
circuits. One is to use a monostable TLC555 circuit to shrink
the duty cycle. The other design involves a fake vehicle load.
By using a comparator and 4 MOSFETs as switches, the duty
cycle of the PWM signal on the vehicle side can be modified.
One unique characteristic of our design is that these circuits do
not need external power supplies, making them suitable to be
integrated into a malicious extension cable in an unnoticeable
manner. Both designs succeed in decreasing the charging rate
with proper attack parameters in the lab environment.

A. TLC555-based Attack Design

c
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Fig. 11: The design of the TLC555-based duty cycle attack
circuit.

Figure 11 shows a high-level overview of the TLC555-based
duty cycle attack design. We connect the attack circuit in serial
with the vehicle, aiming to change the duty cycle of the PWM
signal in state C. In this attack, we configure Vgysg = Vgy =
6V such that both the charger and vehicle will be in state
C. To avoid adding an extra power source, we convert the
PWM signal to a constant 6 DC voltage using the capacitor
C1 and diode D to power up the TLC555 timer. The rest
of the circuit is a monostable TLC555 circuit [32] designed
to reduce the duty cycle, e.g., from 25% to 10%. The circuit
is triggered on a negative-going pulse, and the output of the
circuit is a square pulse wave with “high” and “low” states.
Once triggered, it will remain in a “high” output state until a
time period (1.1- R- C) set up by the resistor R and capacitor
C has elapsed. Thus, by changing the values of R and C, the
duty cycle can be adjusted accordingly.

B. Fake Load-based Attack Design

The basic idea behind the fake load-design is to decrease
the high pilot voltage to —12V, with MOSFETs acting as
switches to toggle between the attack and non-attack periods.
In the attack period, the real EV load is disconnected with the
EVSE, whereas a fake vehicle load is connected instead.

As shown in Figure 12, fake load-based design contains four
blocks, providing state measurement, duty cycle detection,
Vaa and Vg, creation, and signal comparison & duty cycle
reduction. The first block is designed to detect the high voltage
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Fig. 12: The design of the fake load-based duty cycle attack
circuit.

of the PWM signal from the charger using a RC circuit with
a large time constant. It allows us to derive the “State” signal
information from the high pilot voltage. The second block
detects the duty cycle of the PWM signal on the charger side
using a RC circuit with a small time constant. The capacitor is
continuously charged and discharged to create a triangle wave
(i.e., Duty cycle control signal, DT) which can be used to
detect the duty cycle of the PWM signal based on how fast it
ramps up or down. The third block creates a V4 corresponding
to the state peak value, and a V;, with the value of —12V using
a diode and a capacitor. The forth block consists of a dual
comparator and 4 MOSFETs. The dual comparator compares
the State and DT with the 1.2V DC reference voltage to output
the State Gate (SG) and DT Gate (DTG), which are the gate
values used to decide whether to turn on/off the 4 MOSFETs.
As aresult, the fake load R will be connected or disconnected
based on the charging state.

By adjusting the parameters, we first aim to disable the
attack in state A and B, while enabling the attack in state C.
MOSFET M1 and M2 will be turned on when we apply OV.
MOSFET M3 and M4 will be turned on when we apply Vgq4.
Therefore, we adjust State signal to be higher than 1.2V in
state A and B, and lower than 1.2V in state C. Since M1 is
turned on and M3 is turned off in state A and B, the EVSE is
always connected with the real EV load. In state C, however,
M1 is turned off and M3 is turned on. Therefore, M2 and M4
will further determine the connection between EV and EVSE.

The DT signal reflects the duty cycle of the PWM signal.
Since it controls the value of DTG, its voltage level decides
the status of M2 and M4. By adjusting the parameters, part
of the DT signal is above 1.2V while the rest is below 1.2V.
When DT is below 1.2V, DTG is OV which turns on M2 and
turns off M4. This allows the charger to still connect with
the EV. On the contrary, when DT is above 1.2V, DTG is
V4q which turns off M2 and turns on M4. Then, the attack is
activated, causing EV to detach from the EVSE and connect
to Vss. As a result, it changes the PWM signal on the EV side
from 6V to Vg, resulting in the decrease of the duty cycle. On
the other hand, when EVSE is connected to the fake load Ry,
it stays in state C without being interrupted. The DT signal
can be tweaked by changing the values in the second block,
allowing us to change the duty cycle to different values.
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Fig. 13: (a) Duty cycle in state C without attack; (b)(c) Duty cycle with attacks using two different attack designs.

C. Performance of TLC555-based Attack

We perform the two duty cycle attacks in both a lab
environment and a real-world physical environment with a
Tesla car. We first evaluate the TLC555-based duty cycle
attack circuit in a lab environment using the simulated vehicle
load. Figure 13(a) shows the duty cycle in state C without
attack. It can be seen that the high voltage level of the signal
is 6V and its duty cycle is 26.5% which is corresponding to
the charging rate of 16 A. Then, we launch our attack towards
the Charger 2. The duty cycle can be changed to different
values by adjusting the R and C value in Figure 11.

Figure 13(b) shows an example of the duty cycle attack. The
signal in yellow is the PWM signal read by the EVSE. Its high
voltage is 6V and the duty cycle is 26.5%. The blue signal
on oscilloscope is the output PWM signal at the EV side. The
high voltage level is 6.2V and the duty cycle is 17.41% which
corresponds to the charging rate of 10A. We can see that the
charging rate is reduced by 6A. It demonstrates the success of
our attack in the lab environment.

Howeyver, the attack fails on the Tesla car. The reason is
that the duty cycle attack circuit starts functioning once it is
connected to the charger, which means that state A is absent on
the EV side, which leads to a failure/error state. To address the
problem in real-world scenario, we can implement remotely-
controlled switches in the attack circuit design to control the
starting point of the attack so that the attack will not be
activated in state A and B.

D. Performance of Fake Load-based Attack

We test the fake load-based duty cycle attack circuit in the
lab. The duty cycle can be set to different values by adjusting
the resistance in the second block, as it controls the charging
rate of the RC circuit. Figure 13(c) displays an example of
duty cycle signals on an oscilloscope. The signal in yellow
is the PWM signal at the charger side. The corresponding
high voltage level is 4.8V and the duty cycle is 26.5%. The
blue signal is the output PWM at the vehicle side, whose
high voltage level is 6V and the duty cycle is 18.42% which
corresponds to the charging rate of 11A. We can see that
the charging rate is reduced by 5A, which demonstrates the
success of our attack. Since we are using the analog circuit,

the voltage cannot drop from 6V to V,,; immediately, which
explains the slope of the blue signal.

We further evaluate our attack on the Tesla. We first charge
the vehicle in state C and initiate the attack. We observe
that once our attack is activated, the Tesla starts displaying
the communication error. The reason might be attributed to
the imperfect slope of the PWM signal on the vehicle side.
One solution is to use a microcontroller for generating fake
duty cycles as has been shown in a recent research [33].
However, turning on the microcontroller necessitates the use of
an external power source or a more complex power harvesting
solution, which may further complicate the attack implemen-
tation and maintenance.

VII. DISCUSSION

In this section, we will discuss the impact of vehicle’s
BMS, as well as the practicality, generality, robustness, and
stealthiness of the proposed attacks. We also discuss the lim-
itations and the potential defense mechanisms for countering
ChargeX attack.

A. Battery Management System

For a production-grade electronic vehicle, a BMS is usually
configured for rechargeable batteries to monitor the state of the
battery packs and protect them from high-risk operations. BMS
is also designed to protect the battery pack from malicious
attacks. However, previous studies have shown that potential
vulnerabilities of BMS can lead to various cyber attacks (e.g.,
faulty components) [34]. Cyber attacks could cause overdis-
charge or overcharge, which may damage the battery packs. In
severe cases, it may cause internal shorts and greatly shorten
the lifetime of the battery pack [34]. BMS is also vulnerable to
IEMI attacks [14]. Experiments have shown that attacker can
takeover the control of BMS by intercepting and manipulating
the feedback signal of BMS and cause damage to the EV [14].
In this work, we mainly focus on the functionality of the EV
chargers. By utilizing the existing attacks towards BMS, we
might be able to bypass the BMS and cause permanent damage
to the EV battery. For example, switching the charging state
from B to C might overcharge the battery if the BMS is not
configured properly.



B. Practicality

In our attack, the attacker may connect the malicious
extension cable to the public charging station secretly when the
charger is not in use. Furthermore, the attacker can disguise the
malicious extension cable’s connector as a benign connector
by hanging it on a public charging station. To attack the
home chargers, the attacker can secretly add the attack circuit
into the extension cable. For instance, connecting the parallel
attachment attack circuit to the extension cable does not affect
the normal charging process when the attack switch is open.

C. Generality

We mainly test ChargeX on the AC charging systems,
but we believe that ChargeX is also applicable to the DC
charging. According to the ISO 15118 standard, J1772 DC
charging also employs the same PWM pilot control. This
suggests that our proposed attack might be equally effective
for DC charging. One caveat is that the attacker’s automation
circuit may not work for switching from state B to C. As
the attack circuit directly switches state B to C without any
time delay, it may not be able to bypass the required digital
communication process in state B of DC charging.

D. Robustness

In ChargeX, we mathematically calculate the attack resis-
tance range in Section IV. The results show that for different
EV chargers, the estimated attack resistance range is very
similar to each other. Meanwhile, we prove that the estimated
attack resistance range is close to the measured one in both
the simulated vehicle load case and the real vehicle case. The
attacker can select the resistance in the estimated working
range, and directly apply the attack to different chargers to
achieve a plausible success rate.

E. Stealthiness

In our attack, the attacker can hide the attack in the exten-
sion cable’s adapter, thanks to the tiny size of the attack circuit.
For example, the serial insertion attack contains only one resis-
tor, which is as small as a quarter coin. The automation circuit
in our design has the most number of components, however, its
size is smaller than a typical bank card. Furthermore, because
we assemble the circuit by hand, the component positioning
is not optimized; nevertheless, smaller components could be
used if the PCB was assembled by a pick-and-place machine,
resulting in an even more miniature attack circuit.

F. Limitation

The first limitation lies in that the attacker needs to be
involved to manually initiate and terminate the attack in serial
insertion and parallel attachment attacks. The second limitation
is that our charging rate attacks do not change the charging
current on a Tesla vehicle likely due to the slower response
time of the analog circuit. However, it is possible to change the
charging duty cycles by using a microcontroller, although the
involvement of a microcontroller would require an additional

power source. The third limitation is that accessing a home
charger may be challenging in real life. EV users usually
charge their vehicles inside the yards or garages of residential
houses. It may be hard to get physical access to the home
charger if the charging environment is not publicly accessible.

G. Defense

There are several defense mechanisms to defend against our
attack. The users could avoid using the extension cables, or
should meticulously inspect them before use to ensure they
have not been opened, altered, or modified. If the attack circuit
is implemented in other weak points of the chargers, it is
important for users to check the chargers comprehensively
before charging. For the EV manufacturer, we recommend a
better pre-check procedure to be implemented, e.g., the EVs
should always check the state consistency between the EV and
EVSE. The EVs should also have tighter ranges for states B, C,
and F. Once EVs are locked in a state, they should constantly
monitor the pilot voltage to make sure that the state or voltage
is not drifting. They should also have tighter tolerance for
—12V measurement. These two measures would significantly
increase the difficulty of a circuit design that allows to harvest
power from the communication signals, and thus increase the
complexity of a successful attack.

VIII. RELATED WORK

In this section, we present the most relevant work regarding
the security of EV charging and power grids.

A. Security of EV Charging

The security research of EV charging is a newly-emerging
area. Dayanikli et al. [14] exploit the nonlinearity of amplifiers
and analog-to-digital converters (ADCs), which are commonly
used in power converters for sensing and feedback control, to
attack DC charging. The adversary is able to manipulate the
voltage and current outputs which is necessary to ensure the
proper operation of the converter by injecting IEMI. Baker et
al. [17] propose a passive data eavesdropping method towards
the DC charging via digital communication, i.e., PLC. The
attacker listens to the unintended electromagnetic radiation
of the EV charging communication and develops a PLC
eavesdropping tool to eavesdrop on private data. Different
from the existing studies, we demonstrate the active attack
toward PWM pilot control used by both AC and DC charging.
Moreover, our attack achieves the precise manipulation of the
charging state.

B. Security of Power Grids

There are also some recent studies aiming to attack power
grids. Antonakakis et al. [35] compromise over 600,000 IoT
devices to launch the DDoS attack to paralyze the network
infrastructures. Going beyond traditional computer network
infrastructures, Soltan et al. [36] show that attacking hundreds
of thousands of high-energy IoT devices (such as water heaters
and air conditioners) can disrupt the power grid in a variety
of ways, e.g., line failures and operating costs. By controlling



EV charging, Sayed et al. [37] show that EV loads have a
high reactive power demand, which can have a greater effect
on the grid than residential loads when attacking the power
grid compared to earlier work. To defend against power grid
attacks, Huang et al. [38] demonstrate that more protections
on the transmission grid operation can enable the system
to withstand a wide range of attacks and prevent a system
blackout.

IX. CONCLUSION

This paper presents ChargeX, which is comprised of state
switching attack and charging rate attack. These attacks are
engineered to manipulate the PWM pilot control across diverse
EV charging systems, thereby enabling state switching and
altering the charging rates. The proposed attacks actively
manipulate the charging states, leading to dangerous outcomes
ranging from charging fraud to battery damage. We perform
the attack evaluation on a public AC charging station and two
home chargers, using a simulated vehicle load as well as a
Tesla Model 3. Our experimental demonstration shows that
both the state switching attack and the charging rate attack can
successfully manipulate the charging status, thereby causing
disruption in EV charging.
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