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Abstract

Coordinated inauthentic behavior is used as a tool on so-
cial media to shape public opinion by elevating or sup-
pressing topics using systematic engagements—e.g. through
‘likes’ or similar reactions. In an honest world, reactions may
be informative to users when selecting on what to spend
their attention: through the wisdom of crowds, summed reac-
tions may help identifying relevant and high-quality content.
This is nullified by coordinated inauthentic liking. To restore
wisdom-of-crowds effects, it is therefore desirable to separate
the inauthentic agents from the wise crowd, and use only the
latter as a voting ‘jury’ on the relevance of a post. To this end,
we design two jury selection procedures (JSPs) that discard
agents classified as inauthentic. Using machine learning tech-
niques, both cluster on binary vote data—one using a Gaus-
sian Mixture Model (GMM JSP), one the k-means algorithm
(KM JsP)—and label agents by logistic regression. We evalu-
ate the jury selection procedures with an agent-based model,
and show that the GMM JSP detects more inauthentic agents,
but both JSPs select juries with vastly increased correctness of
vote by majority. This proof of concept provides an argument
for the release of reactions data from social media platforms
through a direct use-case in the fight against online misinfor-
mation.

Keywords: Coordinated inauthentic behavior, bot detection,
social media, wisdom of crowds, simulation, agent-based
modeling

1 Introduction

In April 2022, we bought 100 Twitter likes for 3.85 USD
through a readily accessible website. These 100 likes suf-
ficed to catapult the liked tweet to the top of the Top feed of
#dkpol, the main Twittersphere for discussing Danish pol-
itics. There, it stayed for several hours.! This illustrates that
Twitter’s content sorting algorithm may be easily hacked to
bring selected items to users’ attention using only likes.
Our tweet was clearly marked as off-topic for #dkpol,
but could have been misinformation. Our “inauthentic likes”
could thus have been used with the intent to mislead or ma-
nipulate—and this would not be uncommon: when deploy-
ing influence operations (10s) on social media platforms to

"When the hashtag was viewed in private browser tab without
being logged or when logged in with a new Twitter profile. The
tweet was clearly marked as a test, and published by an account
with almost no network or activity.

shape public opinion (Nizzoli et al. 2021), a central strat-
egy is to exploit the platforms’ content sorting algorithms
to highlight posts to users, a process known as attention
hacking (Goerzen and Matthews 2019). Attention hacking
through likes requires coordination of likes to maximize ef-
fect. As the liking behavior does not reflect authentic per-
sonal beliefs, it is an example of so-called coordinated in-
authentic behavior (CIB) (Pacheco et al. 2021; Schoch et al.
2022; Nizzoli et al. 2021).? Coordinated inauthentic behav-
ior may be exhibited by humans and bots alike.

Liking is an engagement type common across social me-
dia platforms, but as different platforms use different labels,
we refer to reactions, understood as one-click engagements
where users may select one option from a short pre-defined
list as their ‘reaction’ to a post, with users’ choices typi-
cally summed and presented as a quantified metric beneath
the item. Reactions include perhaps most famously Face-
book’s original ‘Like’ and their now five other reaction emo-
jis, the hearts/likes on Instagram, TikTok and Twitter, and
Reddit’s up- and downvotes Weber and Neumann (2021).
Importantly, all these reactions inform the platforms’ algo-
rithmic content sorting, and thus steer users’ attention.

In an honest world, reactions may be informative in
steering attention: through the wisdom-of-crowds, summed
reactions may help identify relevant, well-produced, or
otherwise high quality content as attention-worthy, so it
may be presented to users at the top of their news feed
(Bhadani et al. 2022). Alas, that reactions serve as attention-
steering exactly makes them—along with other quantified
attention metrics (Giglietto et al. 2020b)—a target candidate
for influence operations that spread misinformation based
on coordinated inauthentic behavior (CIB-based 10s). Ac-
counts (often bots) used to hack users’ attention simulate
authentic interest in a topic through reacting to social me-
dia posts (Goerzen and Matthews 2019). While not actively
posting content, they seek to elevate or suppress specific top-
ics in the public perception, flood platforms with misinfor-
mation, and boost narratives counter to an authentic public
interest (Takacs and McCulloh 2019). The identification of

2As many platforms’ sorting algorithms assign higher rank
to posts that many users have engaged with—e.g., through lik-
ing, upvoting, sharing, retweeting or commenting—attention hack-
ing influence operations orchestrate coordinated engagements
through coordinated inauthentic behavior to maximize their effect
(Nizzoli et al. 2021).
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such computational propaganda is difficult as modern bots
mask their identity, mimicking human behavior to an in-
creased extent (Beatson et al. 2021; Bradshaw and Howard
2017).

When CIB-based IOs target reactions, the wisdom-of-
crowds effect is lost. Scholars have called for ways to pro-
mote the Internet’s potential to strengthen rather than dimin-
ish democratic virtues (Lazer et al. 2018), e.g., by redesign-
ing online environments to enable informed choice of at-
tention expenditure by providing transparent crowd-sourced
voting systems (Lorenz-Spreen et al. 2020). Here, current
implementations of reactions are in the ballpark, yet strongly
flawed as they may be hacked by CIB-based IOs. Adopting
exactly a voting perspective, this paper develops a computa-
tional approach to detect and remove CIB influence on reac-
tions, with the aim to restore reactions’ wisdom-of-crowds
effects.

Detecting and removing coordinated inauthentic behavior
targeted to reactions is a neglected area of research (perhaps
partially because relevant data is difficult for researchers to
obtain despite often being public, a topic we return to below
and in the concluding remarks). In general, computational
approaches to combat CIB have not been studied exten-
sively (Nizzoli et al. 2021). Recent research has explored
user information-based coordination such as account handle
sharing, content-based coordination (e.g., synchronized
co-posting of images, hashtags, text, and links), atten-
tion metric-based coordination such as co-retweeting,
or timing-based coordination (Kirn and Hinders 2022;
Pachecoet al. 2021; Nizzolietal. 2021; Giglietto et al.
2020b,a; Grimme, Assenmacher, and Adam 2018;
Weber and Neumann 2021). Despite reactions being a
commonly adopted and an easily manipulatable mecha-
nism, research on CIB more narrowly targeted at reactions
is quite scarce. Borderlining relevancy are studies on
purchased likes not of posts, but of pages [followers] on
Facebook [Twitter] (Ikram et al. 2017; De Cristofaro et al.
2014; Beuteletal. 2013) [(Aggarwal and Kumaraguru
2015)]. This stream of work tries to understand the
modus operandi of page like farms [follower farms]
(De Cristofaro et al. 2014) [(Aggarwal and Kumaraguru
2015)] and develops supervised classification models
based on demographic, temporal, and social characteristics
(Ikramet al. 2017) [(Aggarwal and Kumaraguru 2015)].
Here, notably, Ikram et al. (2017) find that their bot classifier
has difficulty detecting page like farms that mimick regular
like-spreading over longer timespans, and conclude that
Beutel et al. (2013)’s unsupervised approach to detect page
like farms—even developed with data from inside Face-
book—yielded large false positive errors.® Directly about
reactions to posts is Torres-Lugo et al. (forthcoming 2022)’s
study of metric inflation through strategic deletions on
Twitter. They analyze coordination in repetitive (un)liking

3Also in the closely related field of bot detection has the de-
tection of bots that are mainly designed to engage through reac-
tions gone unstudied, again perhaps due to data restrictions. For a
systematic review of the bot detection literature, see (Orabi et al.
2020).

on deleted tweets in influence operations that seek to bypass
daily anti-flooding tweeting limits. From a curation point
of view, looking at unlikes is a very smart move, as this
data is in fact available to purchase from Twitter. Alas,
the approach is inapplicable to tweets that remain online,
such as those central to CIB-based IOs that push narrative
through political astroturfing (Schoch et al. 2022).

1.1 A Voting and Simulation Approach to
Coordinated Inauthentic Behavior

To study CIB targeted at reactions, we methodologically
take a voting perspective on reactions and a computer simu-
lation approach to validate the proposed methods.

With the voting perspective, we conceptualize reactions
as votes about the epistemic quality of an information item.
We restrict attention to a two-reaction case, with one reac-
tion interpreted as a vote for the item being of high quality,
the other a vote against. We adopt this voting perspective as
it allows us to clearly explicate a structure of reactions as bi-
nary voting, to specify different patterns and varying degrees
of coordination (Nizzoli et al. 2021), and to define and quan-
tify the aptitude of a group of users with respect to tracking
quality.

Further, it allows us to draw on intuitions from the Con-
dorcet Jury Theorem* (Condorcet 1785): while many weakly
competent authentic judgments may lead to a highly accu-
rate collective judgment through simple majority vote, such
positive wisdom-of-crowds effects may be counteracted by
the non-independence exhibited by coordinated inauthentic
behavior.

The latter motivates the paper’s fundamental approach to
counter CIB influence, namely to design jury selection pro-
cedures (JSPs). The core idea is this: given a collection of
votes from a voting population of agents, a JSP searches the
collection for coordinated voting and from the findings clas-
sifies agents as inauthentic or authentic, before finally re-
turning a subset of the population—the jury—whose votes
are tallied to determine the epistemic quality of a post. Le.,
a JSP censors a subset of the population’s votes in order to
restore wisdom-of-crowds effects for the remainder.

Methodologically, the paper is also a computer simulation
paper. We develop an agent-based model (ABM) in which
agents vote on the quality of fictitious posts. The ABM in-
cludes agents that vote authentically—in accordance with
their private beliefs about the quality of the post and the as-
sumptions of the Condorcet Jury Theorem—and some that
do not, either by voting only inauthentically or coordinat-
edly inauthentically. Over synthetic vote data generated by
the ABM, we test and validate the machine learning-based
Jsps that we develop.

Validating with synthetic data circumvents three main
challenges in detecting coordinated inauthentic users (lack-
ing reproducibility, lacking data availability, and lacking
ground truth), while suffering the downside that synthetic

“When all jurors vote independently and are better than random
at voting correctly, the probability of a correct majority judgment
approaches 1 as the jury size approaches oc.



data has limited ecological validity. First, empirical so-
cial media studies of bots remain problematic to repli-
cate and reproduce due to a time-sensitivity of the rele-
vant data (Martini et al. 2021; Samper-Escalante et al. 2021;
Bebensee, Nazarov, and Zhang 2021). Attempts to collect
the same data twice are likely to fail, as traces of coor-
dination may be altered or deleted after an influence op-
eration was concluded. While e.g. Twitter grants generous
academic research access to historic tweets through their
API, accounts involved in CIB may evade detection as
they are no longer retrievable in their original appearance
(Torres-Lugo et al. forthcoming 2022). The shortcomings in
data reproducibility make CIB/bot detection frameworks
difficult to compare, as these typically require live data ac-
cess (Martini et al. 2021). Data and analyses of the meth-
ods proposed here are time-insensitive and reproducible (cf.
Data Availability Statement and Supplementary Material®.

Second, data availability limits research. Large scale
studies may simply be impossible due to data ac-
cess restrictions (Martini et al. 2021; Bliss et al. 2020;
Pasquetto, Swire-Thompson et al. 2020). Specifically data
concerning users’ reactions is very difficult for researchers
to obtain: none of the currently existing datasets in-
clude it, and neither Meta, Twitter nor Reddit sup-
ply this data in necessary scope (Blissetal. 2020;
Pasquetto, Swire-Thompson et al. 2020). We outline data
collection strategies in connection with empirical validation
of our methods in the concluding remarks. Data from an
ABM can be (re)synthesized in any quantity.

Third, there is an issue with lacking ground truth as
researchers do not have access to the empirical truth
about accounts involved in coordinated inauthentic be-
havior. Qualified guesses can be made based on sus-
picious similarities in behavior or profile features, but
de facto, it remains unknown whether two users’ ac-
tions are authentically correlated or inauthentically coordi-
nated, or how many fully or partially automated accounts
exist in a total population (Magelinski, Ng, and Carley
2022; Martini et al. 2021; Samper-Escalante et al. 2021;
Chavoshi, Hamooni, and Mueen 2017; Beutel et al. 2013).
Specifically for reaction-based CIB, it seems infeasi-
ble to create a labeled dataset that even approximates
the ground truth: labeling accounts individually e.g.
via crowd-sourcing or the well-established bot classi-
fier Botometer will likely fail as ¢) single accounts will
often seem inconspicuous unless looked at in concert
at a collective level (Magelinski, Ng, and Carley 2022;
Grimme, Assenmacher, and Adam 2018; Yang et al. 2019,
2020a),” and ii) collective level labeling is impossible due
to current data restrictions as reactions data is available only

Code to reproduce and analyse the data
can be found at the GitHub repository
LJ-9/Coordinated-Inauthentic-Behavior-Likes-ABM-Analysis.

®See e.g. Indiana University’s Bot Repository, a resourceful,
centralized repository of annotated datasets of Twitter social bots:
https://botometer.osome.iu.edu/bot-repository/datasets.html.

"Botometer’s feature-based approach considers accounts one at
a time and does therefore not pick up on group anomalies based on
suspicious similarity (Yang et al. 2019, 2020a).

in severely limited quantities, if at all.®

By validating over an ABM where we specify which
agents are involved in CIB, we gain transparency and a
ground truth. We get precise baselines, exact measurements
of the effect of our methods, and certainty about the degrees
of misclassification. We elaborate on this below. Hereby, the
ABM validation allows us to provide methodologically ro-
bust proof of concept for the ISP approach.

1.2 Existing Work and Contributions

Little work exists on identifying and eliminating inauthentic
votes and JSPs. Galeazzi, Rendsvig, and Slavkovik (2019)
suggest to remove inauthentic influence by identifying an in-
dependent jury via the x? test of independence. Their model
takes sharing-induced diffusion in social networks as evolv-
ing crowdvoting. Their main results pertain to JSP time-
complexity, with their least requiring suggestion still expo-
nential in the jury size (a direct consequence of using x?). In
addition, we find that the number of data points required for
x? application (see Sec. 3) makes their JSPs practically inap-
plicable and computationally unservicable. A performance
comparison with their bot detecting scheme is therefore im-
possible beyond contrasting data requirements.

The central goal of this paper is to develop jury selection
procedures that raise the correctness of vote by majority of
juries, complementing (Galeazzi, Rendsvig, and Slavkovik
2019). The methodological voting perspective allows us
to define a metric of success for the methods we de-
velop: majority correctness scores (MCSs). Majority cor-
rectness scores give a direct perspective on the collective
epistemic practice of a group of agents, providing a more
conclusive perspective than misclassification scores. Be-
yond raising majority correctness scores, we desire accu-
rate JSPs that minimize misclassification of 7. authentic
agents as inauthentic and ¢:. inauthentic agents as authen-
tic (i.e., minimize ¢. false positive and ¢:. false negative er-
rors). The first values vox populi and penalizes censorship
(Shao et al. 2018), while the second is a precautionary prin-
ciple against inauthentic influence. Further, we desire fea-
sible JSPs that use only data that is obtainable by social
media platforms and that requires little to no preprocess-
ing, have few to no supervised elements (Orabi et al. 2020;
Grimme, Assenmacher, and Adam 2018), and have reason-
able complexity.

This paper develops two JSPs, evaluated with respect to
vote data generated by the agent-based model. The ABM
is presented in Sec. 2 where varying baseline agent popula-
tions’ majority correctness scores (MCSs) are inspected, on
which inauthentic activity has a substantial negative impact.

The core JSP machinery is presented in Sec. 3. Each
jury selection procedure invokes a classifier method that
decomposes the ABM data into singular values (SVD),
applies a clustering strategy (either a Gaussian Mixture

8Twitter is the only platform that offers any access, with
limitations of 75 requests per 15 minutes, each granting
only the most recent 100 liking users of a single tweet. See
https://developer.twitter.com/en/docs/twitter-api/tweets/likes/api-
reference/get-tweets-id-liking_users.
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Model (GMM) or the k-means algorithm (KM)), and la-
bels agents using a non-standard application of logistic
regression on the qualitative property of the post voted on.
In related work, vote data—such as US congress roll call
data—has been successfully grouped employing dimen-
sionality reduction, e.g., (Yangetal. 2020b; Porter et al.
2005; Sirovich 2003; Poole 2000). Our approach is novel in
applying such methods in the realm of digital propaganda
using simple binary input data. Dimensionality reduction
and clustering methods have so far been applied to less
sparse data structures, such as HTTP-level traffic patterns
(Suchacka 2019; Suchacka and Iwanski 2020), textual
data of tweets (Kirn and Hinders 2022), or rich datasets
with behavior-based features (number of friends/followers,
mentions and hashtags, etc.) like in detection of spam
bots on social media sites (e.g., (Ahmed and Abulaish
2013)). A systematic review on detection of bots on
social media (Orabi et al. 2020) further discusses unsu-
pervised methods, e.g. (Chavoshi, Hamooni, and Mueen
2017; Chen and Subramanian 2018), yet to our knowledge
only Galeazzi, Rendsvig, and Slavkovik (2019) attempt
to flag agents given just binary vote data (i.e., with no
added information about e.g. temporal coordination as
in (Beutel et al. 2013; Grimme, Assenmacher, and Adam
2018; Magelinski, Ng, and Carley 2022; Pacheco et al.
2021; Schochetal. 2022)) obtainable intra-platform by
social media sites.

In Sec. 4, we define and evaluate the GMM and KM jury
selection procedures. We show that both are highly success-
ful, as they select juries that have vastly increased majority
correctness scores compared to baseline juries. Moreover,
the GMM JSP outperforms the KM JSP with respect to its ac-
curate and particularly precautious results. Sec. 5 summa-
rizes the main findings and discusses ethical considerations,
model assumptions, and data collection.

Technically, we contribute a novel, reactions-based ap-
proach to detect CIB, implemented in two variants evalu-
ated to have positive effects over synthetic ABM data, thus
showing proof of concept. Societally, the proof of concept
provides a direct argument to be raised to social media plat-
form to open access to reactions data: the data is necessary to
evaluate, tweak and deploy promising methods (i.e., JSPs) to
combat coordinated inauthentic behavior and thus to inhibit
the spread of misinformation.

2 Agent-Based Model (ABM)

We evaluate the two jury selection procedures over data gen-
erated by the following agent-based model. A model run
consists of a fixed set of agents partitioned into agent types
(see below), and a sequence of independent voting rounds.
Each round concerns a given post (which we do not explic-
itly represent) and whether the post is of high or low quality,
on which agents vote {1, —1} (1 for high, —1 for low). We
think of these votes as users’ reactions, and call 1 an upvote
and —1 a downvote.

Agents are either authentic or inauthentic. We formally
define the agents types in Sec. 2.2 below. We think of au-
thentic agents as regular social media users that use their

up- and downvotes to inform about post quality (e.g., analo-
gously to Metaxas et al. (2015) who showed that by retweet-
ing, users on Twitter signal trust in the message). Au-
thentic agents vote independently according only to their
competence-based beliefs about post quality: they satisfy
the assumptions of the Condorcet Jury Theorem. Inauthen-
tic agents do not: with different patterns and varying de-
grees, they coordinate their votes through properties dis-
tinct from quality. On social media, inauthentic behavior
can both be witnessed among human controlled and auto-
mated accounts. Given the scale of influence operations, it is
relevant to think about inauthentic behavior in terms of so-
called social bots: “Computer programs designed to use so-
cial networks by simulating how humans communicate and
interact with each other” (Abokhodair, Yoo, and McDonald
2015). The design of our inauthentic agents draws inspira-
tion from the social bot classes astroturfing bots (that create
“the appearance of widespread support for a candidate or
opinion” (Ratkiewicz et al. 2011)) and influence bots (“Re-
alistic automated identities that illicitly shape discussion”
(Subrahmanian et al. 2016)) (Orabi et al. 2020).

2.1 Post Properties, Competences and Beliefs

Let A be a finite set of agents and I = {1,2,3} an index
set for properties. A voting round concerns a given post, and
commences with the (Monte Carlo like) sampling of a state
5 = (pi, Ca(p1), Ba(pi))iciuA,aca € R3IAIHI A3 AL+ A
where each p; represents a property of the post, C(p1) is
agent a’s competence in evaluating whether the post has
property p; and B,(p;) is a’s belief about whether the
post has property p;. Properties (p;)ic; = (p1,p2,p3) €
{—1, 1} are sampled independently from a binomial distri-
bution with probabilities P(p; = 1) = (1 — P(p; = —1)),
given as noise levels in Sec. 2.4. Each p, is sampled as ps,
and is a private property used by some agent types.” We say
that the post has property p; if p; = 1, else that it does
not. Property p; represents whether the post has high or low
quality, and is the only property relevant to authentic agents.
Inauthentic agents act also on additional properties, as de-
scribed below.

Each agenta € A is assigned a competence C,, (p1) to de-
termine whether the post has high quality, p;.!° To evaluate
p1,itis assumed that all agents are better than fair coin tosses
but not perfect: C,(p1) € [0.65,0.95]. We chose [0.65, 0.95]
for C,(p1) to expedite convergence towards a 100% MCS
for authentic agents while ensuring imperfect competence.
Any closed, convex subinterval of the open (0.5,1) would
yield similar results w.r.t. MCS, more or less quickly. Com-
petences are uniformly resampled each round, to capture that
agents’ expertise may vary from post to post. Inauthentic
agents are assumed perfectly competent in evaluating prop-
erties p and ps, which they use to coordinate their actions:

9We include p, and B, (ps) for all agents a,b € A in the state
for description simplicity. In the simulation implementation, we
only sampled p, and B, (p.) for agents a that make use of pq.

%Even if p, is irrelevant to the agent’s voting behavior. This is
to simplify the implementation of the model simulation.



C.u(p2) = Cu(ps) = 1. Properties and competences proba-
bilistically determine agents’ beliefs: for all a € A,i € I,
the beliefs B, (p;) € {—1, 1} are sampled with

Cu(pi) = P(Ba(pi) = pi)- (1)

If B,(p;) = 1, then a believes that the post has property p;,

else a believes it does not.! If B,(p;) = p;, then a’s belief
about p; is correct. Hence, (1) states that the probability of
agent a’s beliefs about p; being correct equates a’s compe-
tence with respect to p;. For two rounds and their states s
and s, all sampling is independent, and in each state s, each
C.(p1) is independent from Cy(p1), a # b. No correlations
between properties are assumed due to the interpretations of
p2 and ps, stated below.

2.2 Agent Types

We define 10 agent types. Each agent type is a behavior-
defining function that maps an agent’s beliefs to votes. The
set of agent types is {A,B;,Di,L;}ic(t,4,7}. each defined
and described below. A population is a map P : A —
{A,B;,Ds, L i +,4,7) that assigns each agent an agent type.

Intuitively, {A,B;, Di, Li};c (44,1} contains the following
agent types: A is the authentic agent type, and the inauthen-
tic agents come in three types that incorporate different pat-
terns of coordination—boosters B;, distorters Di, and lone
wolfs L;. Each inauthentic type votes based on beliefs about
a property distinct from quality. Boosters and distorters vote
respectively given properties ps and ps to coordinate their
inauthentic behavior in-group. Lone wolfs do not coordi-
nate. Each group contains three sub-types: one main to our
story which upvotes on cue (i =1), and two auxiliary that
downvote on cue (i =) or both up-and downvote on cue
(¢ =1). We include the auxiliary sub-types to create a more
noisy—and thus harder to maneuver—setting for the JSPs.
We hope the notation is mnemonically helpful rather than
distracting.

Throughout, the largest population is Pry11, defined for
an agent set A, |A] = 1900, with 1000 agents assigned to
A and 100 agents to each X € {B;,D;, L; }ie(+,4,1}- This size
and ratio allows for flexibly choosing subpopulations with
sizes large enough to produce robust votes. We mainly study
subpopulations (restrictions) of Pgy11. We specify these sub-
populations by stating the size of the pre-image of the agent
types (which is sufficient as precise agent identity will not
matter), where we write |X| for [Pgy1 ~1(X)| for agent type
X. The four main subpopulations are subsets of either 1000
agents (Py1; containing all agents types, with 100 agents of
each type) or 200 agents (P, Pp, and P, each with 100
authentic agents and 100 agents of either type By, Dy or Ly).
Thus, let Py11 be the restriction of Pg,11 with [X| = 100
for each X € {A,B;,Di,Li}icqr,1,1}» let Pa, be the restric-
tion of Pry1 with [A] = |B4] = 100 and |X| = 0 for
X € {Bi, D, Li}icgr,1.13 \{B1}, and let P, and P, be given
as Pg, replacing By with respectively Dy and L. We may
further specify subpopulations of Pa11, Ps,, Pp, and Pr,

"Hence, agents never suspend judgment, even on properties ir-
relevant to their voting behavior. Superfluous beliefs have no ef-
fects, and are only to simplify implementation.

like we specify subpopulations of Pgy11. These restrictions
mainly serve to describe what happens when we reduce the
number of authentic agents. We write e.g. “Pg, for [A| = 25”
to mean the subpopulations of Pp, with 125 agents in total,
25 of them authentic.

Authentic Agents. Authentic agents—agents a of type
A——correspond to those assumed in the Condorcet Jury The-
orem: they vote fully in accordance with their beliefs about
quality (p1), independently of others, and with a competence
strictly above 0.5. The vote of an authentic agent a in state s
is A(a, s) € {—1, 1}, given by the following table:

| Ba(p1) =1 | Ba(p1) = —1
Ala,s) | 1 | —1

In this and the below tables, row index (A(a, s)) denotes the
agent type and the cell content denotes the action taken in the
circumstances specified in the column index (e.g. B, (p1) =

1).

Boosters. Boosters vote in a coordinated partisan fashion,
aiming to swing the majority vote in a direction given by
pa, irrespective of quality (p;). Hence boosters exhibit CIB.
In social media terms, we think of p, as disconnected from
quality (p;1), but as representing that the post, e.g., origi-
nates from a specific source, expresses a given viewpoint,
or—taking booster agents as bots—as tagged for special ac-
tion by a handler.

The main Upvote Booster By has as goal to boost and am-
plify p2 posts: they upvote (“Yes, the post has p; ) if they be-
lieve the post has property ps, and else vote authentically (to
hide their inauthentic activities). For auxiliaries, the Down-
vote Booster B ‘inverts’ B4: B demotes non-p posts by
downvoting if they believe the post does not have po, and
else vote authentically, while the Both Booster By combine
the inauthentic behaviors of By and B by always voting ac-
cording to ps, and never authentically. The vote of an agent
a of type B¢y, .1} in state s is B;(a, s) given by

| Ba(p2) =1 | Ba(p2) = —1

B+ (a, s) 1 Aa,s)
By(a, s) A(a, s) -1
By(a, 5) 1 -1

The table also refers to the authentic agent type A to make
it visually explicit in which cases the Up- and Downvote
Boosters behave authentically.

Distorters. Distorters seek to create noise among the votes
by, on cue, voting against their beliefs about quality. They
vote in a coordinated, but non-partisan fashion: triggered by
ps, they vote contrary to their private beliefs about quality
(p1). As with py, we think of p3 as encoding a property of the
post distinct from quality, such as, e.g., tag, source or view-
point. The D agents seek to water down the majority view
and damper public impressions of consensus, thus exhibiting
one form of concern trolling (Goerzen and Matthews 2019).

The main Upvote Distorter Dy votes authentically (to
hide) except when they believe the post has p3 but not p;:
then they distort by voting contrary to their belief about p;
(e.g., they upvote low quality posts of a given viewpoint to



dampen consensus impressions). For auxiliaries, the Down-
vote Distorter D| ‘inverts’ D4: they vote authentically except
when believing the post has both p; and ps; then they distort
by voting contrary to their beliefs about quality. The Both
Distorter Dy join the inauthentic behaviors of Dy and D : if
they believe the post has ps, then they vote contrary to their
p1 beliefs (e.g., to always sow distrust about content from a
given source, or of a given viewpoint). The vote of an agent
a of type Dic(,),1} in state s is D;(a, s) given by

B, =1, and B, =1, and _

| Ba)= ™ | megn=ii™ | Balps) = =1
Dt (a, s) Ba(p1) —1-Ba(p1) A(a, s)
D\L(CL, S) —1 'Ba(pl) Ba(pl) A(a,s)
Dy(a,s) | —1-Ba(p1) | —1- Ba(p1) A(a, s)

Lone Wolfs. Lone wolfs also create noise among the votes
by voting against their beliefs about quality. They do so ex-
actly as the distorters, but without coordination through ps.
We interpret these agents as individual users that—cued by a
personal property—upvote contra their beliefs about quality
(L4, main, Upvote Lone Wolf), e.g., out of sympathy, down-
vote contra their beliefs about quality (L, aux., Downvote
Lone Wolf), e.g., out of anger or spite, or both (Li’ aux.,
Both Lone Wolf).

Instead of voting given shared property ps, a lone wolf,
Le., an agent a of type L;c (4, 4}, Votes on a personal prop-
erty p, € {—1,1}, believing B,(p,) € {—1,1} with
P(Bu(pa) = pa) = 1. For all a,b € A, properties pa, py
are sampled as ps, but if a # b, p, and p;, are sampled in-
dependently. The voting rules for each L;, © € {1,l,3}, is
obtained by replacing ps with p, in the table for D;.

2.3 Majority Vote and Correctness

We are interested in how agent populations’ votes fair with
respect to majority correctness, both before (baseline exper-
iments) and after we have applied our two jury selection
procedures. A jury is a set of agents J C A. Let (vq)ac,
ve € {1,—1} be a voting profile of J with respect to the
post. The majority vote of (vg)qcs is whichever of 1 and —1
that gets more votes, tie-breaking to 1, giving the post the
benefit of doubt. Le., the majority vote of (vg)aes is —1 if
> acs Va < 0,else 1. The majority vote is correct if it equals
the post’s quality, p; € {1, —1}. Finally, the majority cor-
rectness score (MCS) of a jury over a set of voting rounds is
the percentage of correct majority votes of the jury in those
rounds. The MCS of a jury is a measure of its competence
with respect to tracking quality, and is the jury performance
indicator of interest in this paper.

2.4 Parameters and Generated Dataset

Using R to implement the ABM,? we chose three noise level
parameter combinations for the sampling of properties:

2We implemented the ABM from the ground up to retain free-
dom in agent design and as the simplicity of the encoded behav-
ior and generated data do not invoke advanced features of ex-
isting ABM simulation packages and programs, such as Netlogo
(Wilensky 1999), Laputa (Angere 2010; Olsson 2013), or Hashkat
(Ryczko et al. 2017).

‘P(plzl)‘P(m:l)‘P(m:l)

LOW 0.75 0.75 0.9
MID 0.75 0.5 0.5
HIGH 0.75 0.1 0.1

These noise levels were chosen to produce different voting
patterns, and to introduce varying degrees of coordination
and correlations among votes, in turn producing three lev-
els of difficulty for vote-based agent classification. Qual-
ity (p1) is fixed across levels, leaving authentic agents un-
affected. Inauthentic agents perform less (coordinated) in-
authentic activities in higher levels, as ps and ps3 decrease.
They thus mimic authentic agents more (more noise), raising
the difficulty of classification. The sampling of ps is asym-
metric to avoid mirrored results in low and mid noise for B
and B, given that booster agents solely rely on p>. We chose
a symmetric setup for P(p; = 1) as distorters and lone
wolfs’ votes are not solely determined by ps, but influenced
by the sampling of p;, too, hence making completely mir-
rored votes less likely. For each noise level, we performed
100 runs, each based on a random seed and with voting
rounds » = 1000, producing a dataset with 3 x 100,000
(state, vote profile) pairs. Each was done for Pg,i1, thus
counting 1900 agents: 1000 authentic and 100 of each inau-
thentic type. Sec. 2.5 displays diverse population ratios that
explore the effect of authentic agents in minority and major-
ity on MCS. Throughout, results are based on and evaluated
against a datasubset with » = 500. As all runs and rounds
are independent, choosing fewer or more voting rounds is
without problem. Other values of r are mentioned explicitly
when robustness checks are discussed.

2.5 Baseline Majority Correctness Scores

To showcase varying populations’ behaviors, we illustrate
two sets of baseline MCS results in Figures 1 and 2.

Figure 1 shows 7 populations’ MCSs as a function of the
number |A| of authentic agents in the population. As ex-
pected from the Condorcet Jury Theorem, the MCS of au-
thentic agents alone converges to 100%, with 25 agents suf-
ficing. This is representative for all noise levels, as noise
does not affect authentic agents. Figure 1 is filtered to rounds
with po = ps = 1, so B4 and Dy are ‘actively inauthentic’
(and both always upvote). Given this filter, the figure is rep-
resentative for all noise levels for By and Dy. The effect of Ly
is level specific (but unaffected by the filter).

We make three observations concerning the main, upvot-
ing inauthentic agents By, D4+ and L4 of Figure 1. First, the
left-most part of Figure 1 shows populations with |A| = 1,
a very hospitable environment for inauthentic activity. Here,
each of By, Dy and L exhibit a MCS of 75%. This is an ar-
tifact of how their behavior interacts with the sampling fre-
quency for p;. For By and D+, the MCS of 75% follows as
Figure 1 is filtered for p, = ps = 1, and only contains
rounds where both always upvote. As p; = 75%, they are
thus correct 75% of the time. Though not all Ly always up-
vote in these rounds, they do so individually with a 96.5%
chance (assuming average C,(p1) = 0.8). As a group,
they thus sway the majority vote to 1 with high probability,
again correct with 75%. Second, By, D¢ and Ly each exhibit
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Figure 1: Baseline MCS of P with || = 1,3,5,10,25,50,...,
for ps = p3 = 1. Colored: populations with single inauthen-
tic type in low noise. L/M/H: populations with multiple in-
authentic types P = {Bj, Di, Li}ic 14,1} With [B;| = |D;| =
|L;| = 100 in low (L), mid (M), high (H) noise. Find MCS of
Pui. Pe,» Po,. Pr, at |A| = 100.

their maximal lowering effect on the MCS while |A| = 100.
This is a motivating factor in focusing on populations with
|A| = 100, the MCSs of which we return to in Table 2. Third,
for [A| > 100, By and D¢ negatively influence the MCS iden-
tically, as both upvote in the shown rounds, with their effect
declining from a MCS of 75% at |A| = 125 to an MCS of
100% by |A| = 225. For |A| > 100, to form an incorrect ma-
jority, inauthentic agents must be ‘aided’ by authentic agents
that happen to vote incorrectly. The probability that enough
such exist to overcome the correctly voting authentic agents
drops as |A| grows. With |A] > 225, B and Dy are seen to
have lost all effect. Ly have a less robust effect, as they vote
in an uncoordinated fashion, and are thus more quickly out-
numbered by authentic agents’ votes.

Finally, the effect of the 900 inauthentic agents jointly
drops with higher noise levels, i.e., with decreased activ-
ity. In the high activity case (low noise), the 900 inauthen-
tic agents seem ‘overwhelmed’ already by between 325 and
475 authentic agents. This is correct on the aggregate level,
but 900 inauthentic agents do not equate 900 inauthentic ac-
tions: given the filter, some types act authentically always
(By) or sometimes (Dt,Dy, Ly, L}, Ly). Additionally, some
types partially cancel each other (e.g., Dy and L) or even
themselves (e.g., Dy) out.

Figure 2 shows MCS summary plots of all inauthentic
agent types in isolation and jointly, as a function of |A|, not
filtered for properties. As noise increases, the figure evinces
how inauthentic agents’ impact on MCS decreases. Note how
in low noise, agent types Dy, Dy, Ly, and Ly are more effec-
tive than B, for each ¢ € {1, ],]} in lowering the MCS as
the former agent types directly counteract correct majority
voting concerning quality (p;). The picture flips in the high
noise level given how p, pa, and ps3 are sampled (Sec. 2.4).

3 Classification

Our jury selection procedures (GMM and KM JSPs) classify
the set of agents into two agent groups: authentic and in-
authentic. Each jury selection procedure invokes a classifier
method that decomposes the ABM data into singular val-
ues (SVD), applies a clustering strategy—either a Gaussian
Mixture Model (GMM) or the k-means algorithm (KM)—and

‘A By, [By| = 100
'V By, |By| =100
1@ By, [By| =100
|V Dy, |D| =100
|4 Dy, |Dy| = 100
'@ Dy, [Dg] = 100
'V Ly, |Dy| =100
1 Ly, [D4] = 100
1@ Ly, [Dg| =100

5000 100 300 500 0 100 300 |uinp
Figure 2: Baseline MCS of P with |A| = 1,3,5,10,25,50,...
for low (left), mid (mid), high (right) noise and all agent
types. L/M/H: P = {BivDivLi}iE{T,i,i}’ |B1| = |D1| = |L1| =
100 in low (L), mid (M), high (H) noise. Find MCS of Py,
,PBT, ,PDT’ PLT at |A| = 100.
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Figure 3: Exemplary, representative scatterplot of U,D,, for
n = 1000 for Pa11 and r = 500, in low (left), mid (mid),
high (right) noise.

labels agents using logistic regression on the quality prop-
erty p; of the post voted on.

We assume p; known, as we know of the general setting:
the agents vote on quality. We do not assume knowledge
of p2 and ps, or even of their existence. The input dataset
consists of binary votes of n agents over a given number of
voting rounds r, where r > n is not a requirement regarding
the machinery. Yet the more observations r, the better we
cluster. Data requirements are thus feasible, in contrast to
the x? test suggested by Galeazzi, Rendsvig, and Slavkovik
(2019) that requires p; known plus at least 1 observation for
each of the 2" possible voting round outcomes.

For each ABM run, the classification analysis is per-
formed on five resampled (with replacement) datasets with
r = 500 and n either 1000 for Ppyy or 200 for Pg., Po,,
and P, . For each of the bootstrapped datasets, we calcu-

late the Singular Value Decomposition (SVD) X = UDV7’
of the n x n sample correlation matrix X of the vote data.
For clustering, we consider the first ¢ = 2 dimensions’
eigenvectors, i.e., the first two columns of the n x p or-
thogonal matrix U where n = p, weighted with the cor-
responding eigenvalue collected in the diagonal p X p matrix
D. Hence, we cluster on the ¢ partial components U,D,,
(Hastie, Tibshirani, and Friedman 2009). Figure 3 shows the
scatterplots of U,Dy, illustrating more blurred clustering



environments as the noise level increases from low to high.

We contrast the probabilistic Gaussian Mixture Model
(GMM) and the deterministic k-means (KM) algorithm for
clustering the components. The soft clustering GMM is
more memory-intensive, while the hard clustering KM al-
gorithm is faster. We choose GMM and k-means as they
are among the simplest, most well-known, and most ef-
ficiently implementable unsupervised clustering methods
(Hastie, Tibshirani, and Friedman 2009). Both cluster the
weighted eigenvectors into k groups, £ = 2, ..., 20 (in test-
ing, 20 proved sufficient as upper bound). In the GMM,
k is chosen by maximizing the log-likelihood according
to the Bayesian Information Criterion (BIC). The BIC
penalizes the number of parameters more heavily than
Akaikes Information Criterion, aiming for a model fit
with fewer parameters to avoid overfitting (Scrucca et al.
2016). In the KM algorithm, k is estimated with the gap
statistic, which compares the change in the within-cluster
dispersion with that under a reference null distribution
(Tibshirani, Walther, and Hastie 2001).

Having clustered the data into & groups, the mean vote
per voting round of those agents clustered together—i.e.,
the row sums of k£ subsets of the vote data, viz. £k » X 1
vectors—are used in a logistic regression model with the
two-level factor p; as the response variable. Put differently,
the k coefficients refer to the clusters’ mean vote per vot-
ing round given the quality of posts. To select those clus-
ters comprising inauthentic agents, we add the lasso penalty
term to the optimization, Z?:1 [|5]|; with % predictor vari-
ables (clusters), as implemented in the R package glmnet
(Friedman, Hastie, and Tibshirani 2010). Coefficients con-
sequently shrunk to 0 when regressing on p; receive the la-
bel ‘inauthentic’. Coefficients not shrunk to O receive the
label ‘authentic’. Lasso regularization was chosen over the
ridge regularization as the former shrinks coefficients to
0 and thereby imposes sparseness. In contrast, the ridge
penalty never fully removes variables. Coefficients shrunk
to 0 accordingly do not play an important role when regress-
ing on p; and therefore receive the label ‘inauthentic’. These
labels are then forwarded to the agents found in each cluster.

Note that logistic regression is applied in a non-standard
way. In this paper, the goal of the logistic regression is not
to predict each vote per voting round into the categorical
dependent variable p;, in contrast to classical approaches
where the dependent variable describes the classes in which
one is interested. We seek to classify each agent as inauthen-
tic or authentic which we do via hard classification through
shrinking components to 0 and an additional labeling step.
This makes traditional classifier metrics like a receiver oper-
ating characteristic curve (ROC curve) and a corresponding
area under the curve score (AUC score) inapplicable. In-
stead, Sec. 3.1 discusses false positive and false negative
classification errors to transparently and separately assess
the two desiderata vox populi and precaution.

Once the classification analysis is completed on all 5 boot-
strapped datasets, each agent has been classified as either
‘authentic’ or ‘inauthentic’ 5 times. Only if an agent re-
ceived the ‘authentic’ label at least 4 out of 5 times, the over-

Misclassified

A By B, By D, Dy Dy L, Ly

Figure 4: GMM (blue) and KM (orange) mean misclassifica-
tion and standard deviation in P11 in low (L), mid (M), and
high (H) noise.

all ‘authentic’ label will be granted. Else, the agent is over-
all classified as ‘inauthentic’. The 4/5 classification thresh-
old was fixed pragmatically to balance runtime efficiency
and precaution against inauthentic influence. Simple major-
ity would exhibit less precaution and more vox populi, while
a 19/20 classification threshold (95%) would heavily increase
runtime. We discuss this modeling choice further in the final
remarks (Sec. 5.2).

3.1 Classification Results

In order to evaluate the GMM and KM classifier methods,
we first inspect the misclassification results for Pp;; for
r = 500, second comment on selected robustness observa-
tions, and third examine classifier accuracy for smaller sub-
populations Pz, Pp,, and P, for 7 = 500.

First, in population P11, GMM classifies well in the low
(mid) noise case, accurately misclassifying only 4% (11%)
of authentic agents as inauthentic, and 3% (4%) of inauthen-
tic agents as authentic (Table 1), exhibiting both vox populi
and precaution. As expected, classifier accuracy reduces in
the high noise case given that inauthentic agents hide and
mimic authentic behavior, i.e., often vote authentically and
are accordingly difficult to detect. However, here the inau-
thentic agents’ impact on majority correctness scores is lim-
ited (Figure 2) despite a 35% false negative error. Indeed, as
Figure 2 suggests, it is By and By agents that negatively af-
fect the MCS to the largest extent in the high noise case, and
both GMM and KM identify these agent groups accurately
as inauthentic (Figure 4). Moreover, classification results in
Figure 4 and Table 1 show how GMM outperforms KM in
all noise levels with regard to identifying inauthentic agents,
exhibiting less false negative misclassification. Thus, GMM
overall clusters more precautiously than KM.

Second, robustness checks given P11 show differences
between GMM and KM. Results based on fewer observations
(r = 250 instead of » = 500) affect false negative errors
less for GMM, but notably for KM. E.g., GMM still does not
misclassify any booster or distorter agents, while KM’s false

negative errors () ) rise in low noise as follows

Bt | B, | By | Dy | Dy | Dy
T 500 250 |500 250| 500 250| 500 250|500 250 500 250
KM .44 .56 .39 .52 .37 .51 .54 .68 .39 .52 .24 .34
(41) (43)|(5) (5)1C48) (5)|Caa) (] (5) (5)](36) (a1

with similar trends observable in mid and high noise. Based
on more observations (r = 750 (r = 1000) instead of



LOW MID HIGH
A1l By Dy Ly A1l By Dy LT; A1l By Dy Ly
- .04 _ _ .03 11 .00 .0 .5 .01 .01 .09
GMM Authentic (.04) (05)  (.13) (008)  (.03)  (.26)  (.02)  (.02) (.06)
Inauthentic .03 .13 _ .04 .13 _ .03 .35 .13 _ .81
(.03) (.00) (.04) (.00) (.12) 17 (.002) (.11)
- .2 002 .07 .01 .00 .016 .31 .03 .05 .01
KM Authentic (.4) - - (.006)  (.17) (.03) (.01) (.016)  (.29)  (.004)  (.07)  (.03)
Inauthentic .43 .13 .05 .00 .48 .13 .05 .06 .56 .13 .44 97
(.28) (.00) (.06) (.001) (.12) (.003) (.06) (.11) (.16) (.01) (.41)  (.07)
Table 1: GMM and KM mean misclassification and standard deviation ({537 ; ‘—’ is short for 00)) of authentic (G) and inauthentic

(N) agents in populations Pa11, Ps,, Pp, and Pp,, for each noise level. E.g., for low noise in Pp,, GMM perfectly classifies,
while KM misclassifies no authentic agents, but 5% inauthentic agents (SD = 6%).

r = 500), both GMM and KM classify all inauthentic agent
types but Ly more precautiously in difficult high noise envi-
ronments. Misclassification in high noise for the main inau-
thentic agent types improve thusly:

By | Dy | Ly
T 500 750 1000 | 500 750 1000 [ 500 750 1000
.19 .09 11 .47 .29 .25 .54 .36 .33
GMM (55 (5 (21 | (20 (19 Cie) | (229 (2 (i)
KM .7 .5 ,49 .69 .4 .43 .73 .53 .51
(.34)  (.39) (38) | (:25) (.26) (.28) | (.23) (.24) (.25)

However, in the same case, false positive errors increase:
authentic agent misclassification worsens from 5 to 3},
((1s,)) for GMM, and from 3 to 43 (:33)) for KM. In con-
trast to GMM, KM demonstrates robustness shortcomings as
its classification accuracy notably improves with increased
|A| = 1000. This difference is pronounced in false positive
errors in low (mid) noise levels for » = 500: KM improves
from mean misclassification 3 to 00, ({7, to g1)), while

) A N (.00
GMM misclassification changes from ¢}, to o (13 to

.04
(.om)- Neither notably improves false Igos)itive errors in the
high noise case, but the misclassification exhibits lower SD
(KM: 3 to 31, GMM: 5, to 17)). Full robustness re-
sults can be produced with the Supplementary Material.
Third, in small sub-populations P, and Py, we accu-
rately classify inauthentic agents as such without significant
costs of false positive errors: GMM weakly outperforms KM
throughout (it does at least as good everywhere, and some-
times strictly better), and strictly outperforms KM in the high
noise case (it does strictly better everywhere), cf. Table 1. In
P, both perform well in low and mid noise cases, however,
fail to accurately distinguish between A and L4 in the high
noise case, causing large false negative errors. Yet again, Ly
agents do not have a robust effect in watering down MCSs
(Figure 1), given their uncoordinated and camouflaging be-
havior.

4 Jury Selection and Majority Correctness

The GMM and KM classifications of agents as authentic or in-
authentic directly provide jury selection procedures (ISPs):
select the largest jury that includes only agents classified as
authentic. This defines the GMM and KM JSPs.

Evaluation Conditions To evaluate the GMM and KM
JSPs, we compare the majority correctness scores of the
juries they select from Ppi1, Ps,, Pp, and P, with r =

500. The low number of authentic agents and rounds re-
sult in more diffuse clustering environments and situations
in which inauthentic agents have strong negative effects on
Mcss (cf. Sec. 2.5).

Expected Juries Foreach JSP, population, and noise level,
we produce 3 expected juries—the average, best and worst
cases—based on mean misclassification scores and stan-
dard deviations. Let P : A — {A,B;,Di,Li}icqry.1}
be a population. Assume that for each agent type X €
{A,Bi; Dy, Li }ieqq,4,1}» We have a misclassification score dy.
As a JSP removes agents classified as inauthentic, the se-
lected jury will contain (1 — d,)|A| authentic agents and
dy|Y| inauthentic agents, for each inauthentic agent type
Y € {B;,Di, Li}ieqt,4.1} - As specific agent identity does not
matter for behavior and thus for MCSs, it is not important
exactly which agents of each type are removed, only the per-
centage is important. We implemented selecting agents as
juries as follows:

For each agent type X € {A,B;,D;,Li}ieqq,,,1}, let X!
denote the agents of that type, i.e., P~1(X) C A. Enumer-
ate each such X~' so that X~' = {z1,...,zx-1|}. Let &
represent a misclassification score, and let |-| be the floor
function which rounds down to closest integer. Given this,
we define the agents of type X to keep in the jury to be

X(6x) = {wp € X1 k <min([|XY - &J, XD}
Le., X(dx) contains the first (1 — dx) percent (rounded down
to closest integer) of X~1. The min operation is needed as dJx
may exceed 1 if standard deviation is added.

To obtain the average, best and worst case expected juries,
we either directly use dx equal to the mean misclassification
score My of X, or add or deduct two standard deviations. lL.e.,
we use 0x = My for the average, 0x = max(0, My — 20%)
for the best, and dx = min(Mx + 20x, 1) for the worst case
jury. The average [best / worst] expected jury of P is then
the set of agents

G(l - 5G) U UYE{Ai,Di,Li}iE{T,l,i} Y(é‘{)
with 6)( = MX [6)( = Ina,X(O, MX - 20')() / 6)( = Inin(Mx +
20%, 1)] foreach X € {A,B;, Dy, Li bic(1,0,1}-

Le., the average expected jury contains the mean percent-
age of authentic agents classified as authentic plus the mean
percentage of each inauthentic type misclassified as authen-

tic. The best and worst cases are similar, just factoring in
standard deviation.



FILTER: NONE FILTER: po=ps=1  FILTER: NONE FILTER: py=ps=1

B GMM KM By GMM KM Dt GMM KM D+ GMM KM

Base BAW BAW Base BAW BAW Base BAW B A w Base BAW B A \
LOW 8.1t _ _ 7483 _ _ _ _ _ _ 77.43 o _ _ _ 74.83 o _ _ _

(1.99) (2.75) (2.18) (2.75)

87.50 75.41 87.62 75.41
MID (1.39) — T 7 T T T (@38 T T T T T 7T (@1e) - - B B (3.8) -0~ - B B
HIGH 9758 ___ ___ 7117 _ _ _ _ _ _ 97.59 o _ 99.89 97.59  77.17 o _ 99.20 77.17

(.73) (21.54) (.73) (.14)  (.73)  (21.54) (3.52) (21.54)

LT GMM KM LT GMM KM All GMM KM A1l GMM KM

Base BAW BAW Base BAW BAW Base B A W B A W Base B A W B A W
LOW 7494 _ _ _ _ _ _ 7493 _ _ _ _ _ _ 6621 _ _ 9241 _ 82.19 64.21 74.83 _ _ 89.84 _ 74.83 74.83

(2.25) (2.77) (2.18) (1.27) (1.98) (2.27) (2.75) (1.81) (2.75) (2.75)
MID 9998 _ __ _ _ _ 99 _ __ _ _ _ 7512 _ _ _ 100.00 907.07 92,99 7541 _ _  _ 99.99 89.54  78.43

(.07) (.07) (2.08) (.02)  (.77)  (1.1) (3.8) (.07)  (2.8) (3.72)
HIGH — ——— —__ _ - 98.37 _ 99.90  __ _ 99.95 94.18 _  91.02 _ _ 94.92

(.45) (.14) (1) (11.34) (12.79) (10.74)
Table 2: Mean MCs and standard deviation (g3} ‘— is short for {0%07) for populations Pg, , Pp., Pr, and Py in their baseline

form (Base) and in the best (B), average (A) and worst (W) cases for each of the GMM and KM JSPs, for » = 500 either unfiltered
or filtered so B4 and D4 are active (p2 = p3 = 1). Each of the 8 sub-tables (with tinted upper left corner for population subscript)
allows 1) comparisons of a population’s MCS with those of the JSPs’ best, average and worst case juries, and 77) comparisons of
the MCSs of the two KM and GMM JSPs.

Jury Results Table 2 summarizes GMM and KM JSP’s nullifying online voting judgments’ reliability. To restore
mean majority correctness scores and SD for populations wisdom-of-crowds effects, this paper designed two accurate
Pz, Po,, Pr, and Pp11 in key conditions. In Pg,, KM and and feasible jury selection procedures (JSPs) that discard
GMM JSPs result in MCSs that clearly show how remov- agents classified as inauthentic from the voting jury.
ing agents classified as inauthentic from the baseline jury Comparing the GMM and KM JSPs, the main difference
suffices to yield perfect MCSs, despite 13% misclassifica- is accuracy: The GMM JSP detects more inauthentic agents,
tion among inauthentic agents by both KM and GMM (Ta- exhibiting smaller false negative errors and hence more pre-
ble 1). Similar observations hold for Pp,, where the GMM caution. Both JSPs select juries with vastly increased ma-
JSP achieves maximum MCS. The setback in the KM high Jjority correctness scores (MCSs), with preponderantly bet-
noise case is explained by difficulties in distinguishing au- ter scores for the GMM JSP. Overall, the application of ei-
thentic from inauthentic agents: The non-precautious mis- ther almost fully restores wisdom-of-crowds effects, despite
classification of inauthentic agents as authentic forecloses the presence of inauthentic agents. In the low and mid noise
the jury to achieve a higher MCS when the inauthentic agents cases, inauthentic agents strongly affect the baseline MCSs
are activated. For GMM and KM JSPs in P, we might ex- negatively, but both JSPs successfully eliminate this effect.
pect lower MCSs given rather substantial misclassification Only in populations with a high degree of hiding (i.e., high
numbers in the high noise case (Table 1). Yet, we observe noise, where inauthentic agents act mainly authentically),
perfect MCSs, explained by the non-coordinated way that Ly the JSPs do not significantly increase MCSs. However, in
act inauthentically. Hence, difficulties classifying this sub- these cases the inauthentic agents also exhibit negligible
group for both classifiers are mitigated by its limited effect negative effects on MCSs.
on lowering MCss. Note how P, is unaffected by the fil- The latter highlights a trade-off for inauthentic attention
ter in Table 1: L4 agents act on their individual beliefs about hacking behavior: attention hackers must balance their ac-
quality, i.e., they act uncoordinated on their personal prop- counts’ activity to, on the one hand, hide their true identity
erty, which cannot be filtered for per voting round without by acting authentically, and, on the other, act in a coordi-
changing the population size. nated manner to sway the majority vote. We believe this

Assessing JSPs given Pp11, we show the MCSs achieved may be exploited in designing attention hack resistant so-
through the GMM method strictly dominate those from KM cial media vote systems. Employing JSPs means inauthentic
in low and mid noise cases, both in terms of mean value and actors must hide more often, raising the cost of influence for
SD. Moreover, the GMM JSP strictly outperforms baseline the attention hackers that handle them. Further, JSPs could
juries in all noise cases when looking at average and best ju- be combined with a user reputation system that only pub-
ries. Merely in high noise, worst case, we observe that nei- licly displays a user’s vote if the user has logged enough
ther the GMM nor the KM JSP outperforms the baseline jury. (ignored) votes. Beyond raising bot startup costs, this may

provide early data for JSPs.
5 Concluding Remarks We round off with a discussion of ethical considerations,

Influence or information operations such as coordinated in- model assumptions, and data collection.
authentic behavior (CIB), e.g. performed by attention hack- . . .
ing bots, shape public opinion by elevating or suppressing 5.1 Ethical Considerations
topics through coordinatedly up- or downvoting social me- Any suppression of information in public fora raises ethical
dia posts, mimicking authentic behavior to avoid detection, concerns about censorship. The suppression of reactions to
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social media posts is no different. Generally, we find that
the suppression of coordinated inauthentic behavior as used
by attention hackers is defendable, justified by the aim to
combat misinformation online. We omit further discussion
of this point. However, in applying automated techniques
based on classification, there is always a risk that misclassifi-
cation occurs. If the classification is used for censorship—as
is the case here—misclassification may then lead to unright-
ful censorship.

The JSPs risk unjustified censorship on two points: the un-
rightful censorship of individuals due to behavioral correla-
tion with inauthentic agents, and the unrightful censorship
of groups due to an authentic disagreement with the notion
of quality assumed by JSP deployers.

Concerning individuals, then we designed the JSPs with
a focus on the two stated desiderata vox populi (to mini-
mize false positive errors, i.e., to preserve as many authentic
agents as possible) and precaution (to minimize false nega-
tive errors, i.e., to eliminate as many inauthentic agents as
possible). Vox populi implies a desire to not unrightfully
censor individuals, but is opposed by precaution: the most
precautious model censors all, while the model that pre-
serves most voices censors none. Given our ABM and its pa-
rameters, employing ends-justify-the-means reasoning, and
taking the correct evaluation of posts’ quality to be the pri-
mary end, we find it worth compromising vox populi over
deprioritizing precaution: as illustrated in Figures 1 and 2,
deprioritizing precaution quickly threaten the wisdom-of-
crowds effect as few inauthentic agents in the jury drasti-
cally lower the majority correctness score, while compro-
mising with vox populi by allowing small fractions of au-
thentic agents to be labelled as inauthentic is—with respect
to MCS—absorbed by the wisdom of crowds exhibited by
even a small jury of only authentic agents.

In the classification, the balance between vox populi and
precaution is controlled by the classification threshold. As
classification threshold, we precautiously chose that agents
should be labelled authentic 4 of 5 times to be classified as
authentic. This choice did not cause tremendous collateral
damage to vox populi. While we deem especially the GMM
JSP a precautious method, it still exhibits low (< .11) false
positive misclassification errors throughout, except for Py11
in high noise. The KM ISP, similarly shows low false posi-
tive errors (< .1) except for Pyy; in low and high noise (cf.
Table 1). The approach remains flexible to emphasizing vox
populi further by lowering the 4/5 classification threshold.

Concerning group censorship, it is relevant that our ap-
proach assumes an agreed-upon notion of truth about the
quality of posts for which a commonly acknowledged ar-
biter exists. This is a fundamental premise of our method:
if no such notion exists, majority correctness scores loose
their meaning and the assumptions of the classifiers are un-
met. Such a notion of quality is of paramount importance in
relation to fake news, where, arguably, “objective” quality
exists, embodied e.g. by the Principles of Journalism. How-
ever, the criteria for what constitutes quality may lead to
marginalization of groups. E.g., sympathizers of Alex Jones
and InfoWars might be marginalized by censorship if quality
is equated with adhering to the Principles of Journalism, or
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sympathizers of the black feminist Combahee River Collec-
tive may be marginalized if quality is equated with adhering
to ideals of the National Association for the Advancement of
Colored People of the 1970s. Therefore, the notion of quality
used in applications should be carefully defined, and prefer-
ably made open to the public e.g. by inclusion in community
standards or terms and conditions of social media platforms.

Due to the risk of unrightful censorship, we would always
suggest that users are made aware of censorship decisions
that concern them and are given the option to appeal. This,
of course, also allows accounts used in IOs to appeal, but
appeal adds a non-trivial maintenance cost to e.g. large bot
collectives.

5.2 Assumptions of the ABM and Classification

While our contribution hopefully serves as a proof of con-
cept for jury selection procedures as a tool to counter
reaction-oriented CIB-based IOs, the simulated environment
is not in a one-to-one correspondence with the plethora of
environments found on social media platforms. We discuss
how modeling choices relate to social media platforms and
how assumptions may be relaxed, first concerning the ABM,
then the classification.

On social media platforms, it is likely that human users
at times vote inauthentically to a low degree that should
not be penalized by censorship. Such inauthentic voting vi-
olates the ABM’s assumptions about authentic agents who
vote given only their competence-based beliefs. Our clas-
sification results indicate, however, that the authenticity as-
sumption may be relaxed. Lone wolfs in the high noise case
behave almost authentically, and may be interpreted as gen-
erally, but not fully, authentic, uncoordinated users. These
agents are further—by the GMM JSP—often misclassified as
authentic in high noise (cf. L sections of Figure 4 and Ta-
ble 1), but correctly classified for low and mid noise, which
indicates that the GMM method may be tuned to tolerate a
degree of uncoordinated, inauthentic behavior.

Further, on social media, vote participation is not com-
plete: most users do not react to most posts. For simplicity,
we have not included abstaining as an option in the ABM,
but all steps including MCS calculation and jury selection
would be unaffected. As we return to below, also the clas-
sification can accommodate for a less complete vote partici-
pation.

Concerning classification, disciplines not directly related
to social media applications and misinformation research
show how dimensionality reduction and SVD procedures
can be applied to empirical data to disclose coordinated vot-
ing groups and patterns: US Congress roll call votes have
been clustered based on scores similar to the weighted eigen-
vectors used in this paper (Yang et al. 2020b; Porter et al.
2005; Sirovich 2003; Poole 2000). SVD Scatterplots of
votes as suggested by Porter et al. (2005), for instance, pro-
vide proxies for party stance. While Yang et al. (2020b) ex-
plore roll call vote data only 1-dimensionally, we expand
the application and cluster on 2 partial components; both
their and our applications can be generalized to more dimen-
sions to increase precision in less exposing vote environ-
ments. Moving towards social media applications, this can



become relevant for votes with not only binary but several
options from which to choose, such as vote data reflecting
Facebook’s 6 reactions.

We rely on unsupervised methods that disclose co-
ordination that go unnoticed by supervised methods
that take only features of individual accounts into
consideration (Khaundetal. 2022; Orabietal. 2020;
Grimme, Assenmacher, and Adam  2018;  Cresci et al.
2017). We add a single supervised learning ele-
ment—Ilogistic regression—to apply labels to agent
clusters found by the unsupervised steps. In the logistic
regression, we have used that authentic votes correlate
with post quality (possibly allowing for noise in observing
quality). Other subjective assumptions could be used to steer
labeling while producing equally efficient jury selection
procedures.

Besides limiting supervision, the input data needs of the
GMM and KM jury selection procedures are vastly more fea-
sible than Galeazzi, Rendsvig, and Slavkovik (2019)’s: we
rely on 500 observations, where the x? test would require at
least 2199 for our population Pyy;. In empirical application,
obtaining 500 votes of one user group may still be a chal-
lenge. A mitigating factor is that the proposed JSPs can ac-
commodate for missing data, and, for validation, only the in-
authentic agents need to be fixed over several voting rounds,
while the authentic agents may vary, as these vote indepen-
dently. Thus, we can lift the assumption that all agents are
always presented with, and vote, on every post.

5.3 Empirical Validation and The Release of
Reactions Data

Empirical data—in contrast to simulated data—to further
validate jury selection procedures remains difficult to obtain
(Bliss et al. 2020; Pasquetto, Swire-Thompson et al. 2020;
Torres-Lugo et al. forthcoming 2022). Among the platforms
that provide APIs for academic purposes, only Twitter re-
leases user-IDs of (public) profiles that have clicked the
like-button. However, while Twitter provides generous aca-
demic access to historical data for researchers, the platform
does not allow to automatically scrape comprehensive lists
of users that have liked, but only releases the user-IDs of the
100 most recent liking users of any single post. Additionally,
lists of liking users may be requested at most 75 times per 15
minutes. For small-scale Twitter environments where posts
receive few likes, these restrictions may be balanced by us-
ing a suitably timed algorithm. However, for large political
hashtags like #MakeAmericaGreatAgainor #Brexit
where CIB-based IOs may be feared to be in play, the cur-
rent data restrictions make it practically impossible to obtain
a complete picture of liking behavior.

The proof of concept for JSPs provided in this paper pro-
vides a direct use case for reactions data in the fight against
online misinformation. The data is necessary to evaluate,
tweak and deploy the suggested methods. The paper thus
provides a direct argument for a more comprehensive release
of and access to reactions data to researchers, e.g. under full
anonymization and non-disclosure agreements or via open
API access to publicly available data.
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