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ABSTRACT

Pre-trained codemodels aremainly evaluated using the in-distribution
test data. The robustness of models, i.e., the ability to handle hard
unseen data, still lacks evaluation. In this paper, we propose a
novel search-based black-box adversarial attack guided by model
behaviours for pre-trained programming language models, named
Representation Nearest Neighbor Search(RNNS), to evaluate the
robustness of Pre-trained PL models. Unlike other black-box ad-
versarial attacks, RNNS uses the model-change signal to guide the
search in the space of the variable names collected from real-world
projects. Specifically, RNNS contains two main steps, 1) indicate
which variable (attack position location) we should attack based
on model uncertainty, and 2) search which adversarial tokens we
should use for variable renaming according to the model behaviour
observations. We evaluate RNNS on 6 code tasks (e.g., clone de-
tection), 3 programming languages (Java, Python, and C), and 3
pre-trained code models: CodeBERT, GraphCodeBERT, and CodeT5.
The results demonstrate that RNNS outperforms the state-of-the-art
black-box attacking methods (MHM and ALERT) in terms of attack
success rate (ASR) and query times (QT). The perturbation of gener-
ated adversarial examples from RNNS is smaller than the baselines
with respect to the number of replaced variables and the variable
length change. Our experiments also show that RNNS is efficient in
attacking the defended models and is useful for adversarial training.
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1 INTRODUCTION

A great deal has been accomplished with deep learning in many
fields, such as face recognition [17], self-driving car [6], and natural
language processing [26]. More recently, since programming lan-
guage can be seen as one kind of textual data and also inspired by
the success of deep learning for text processing and understanding,
researchers from both machine learning and software engineering
communities have tried to employ language models to help devel-
opers to solve multiple programming tasks, e.g., code search [15],
code clone detection [37], and vulnerability detection [47]. Since
BERT-based pre-trainedmodels [9] have an impressive performance
on general downstream tasks, researchers have pre-trained some
similar models for code [24]. The promising results achieved by
pre-trained code processing models, such as CodeBERT [11], Graph-
CodeBERT [16], open the new research direction –machine learning
for big code [1].

However, even though many novel code processing models with
ever better performance have been proposed day by day, most of
them are only evaluated in very narrow settings – only evaluated
by using the pure test data (split from the training data). It is well
known that this test set normally follows the same data distribution
as the training set, which causes the reported test accuracy can only
reflect the performance of the model on the in-distribution data.
Unfortunately, when the deep learning model has been deployed in
the wild, the distribution of new coming data is unclear and can be
different from the training data. In this situation, the reported test
accuracy is unreliable, and the ability of models is unknown [19].
Therefore, it is necessary to comprehensively evaluate code pro-
cessing models from different perspectives, e.g., both test accuracy
and model robustness.

Since it is impossible to prepare data that cover all the data distri-
bution, comprehensively evaluating the robustness of deep learning
models is not easy. To tackle this issue, the straightforward way is to
generate more diverse and challenging data that the model cannot
handle to perform testing. Adversarial attack is one of the com-
monly used methods for data synthesis, which can generate corner
data cases by perturbing existing ones with imperceptible human
perturbations. The generated adversarial examples can be used to
fool and reveal the weakness of the deep learning model, i.e., force
the model to make the wrong decision. Black adversarial attacks
generate adversarial examples without knowing the model inside
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information. This kind of black-box adversarial testing stimulates a
real scenario from the view of the users, not the developers.

A few black-box attack methods on code processing models have
been proposed, which generate adversarial examples by variable
name replacement based on generation models or rule-based modi-
fications [31, 38]. However, these methods can have the following
limitations, 1) the search space size of the substitute variable names
is limited, 2) the generated substitutes have their own statistics
of word frequency that is possible to be detected [7, 14], 3) these
generated adversarial examples contain large perturbation (e.g.,
using extreme long variable names) and 4) they do not fully utilize
the output information (e.g., output uncertainty) and failed attacks,
which could also be helpful to teach the subsequent attacking trial.

In this paper, to evaluate the robustness of code processing mod-
els, we propose a black-box adversarial attack method for program-
ming languages to generate challenging test data based on model
uncertainty and model behaviour(output) change, named Repre-

sentaion Nearest Neighbor Search (RNNS) Like existing attack
methods, RNNS generates new code data by renaming the local
variables in the original code. By carefully selecting the name sub-
stitutions, the generated code can be natural and might appear in
the wild. Unlike existing attack methods, RNNS searches on the
real data collected from humans, which has a statistic property
from AI-based generation [14]. We propose a new search algorithm.
Specifically, RNNS, first utilizes real code data to construct the
search space of the variable name based on semantic similarity.
Then, RNNS uses an efficient search method guided by the model-
output change to find the adversarial examples in the prepared
namespace. Importantly, failure attacking trials are used to teach
the next round of attacking in RNNS. To show the effectiveness and
efficiency of RNNS, we investigate three (3) big code pre-trained
models CodeBERT [11], GraphCodeBERT [16] and CodeT5 [36],
and evaluate our approach on six (6) code tasks in multiple pro-
gramming languages, i.e., Java, Python, and C. The results on 18
victim models demonstrate that compared to the SOTA approaches
MHM and ALERT, RNNS achieves a higher attack success rate (ASR)
with a maximum of about 100% improvement and 18/18 times as
the winner. Furthermore, we analyze the quality of adversarial
examples statistically and find that RNNS introduces more minor
perturbations than MHM. In the end, we apply the RNNS to attack
three (3) defended models and find that it outperforms the baselines
by up to 32.07% ASR. We also use adversarial examples to improve
the model robustness through contrastive adversarial training. In
summary, our main contributions are:

• We propose a novel black-box adversarial search attack
method, RNNS, for code models guided by model behaviour
change and searching in the real identifier namespace from
actual code data.
• We demonstrate that RNNS outperforms SOTA methods in
terms of attack success rate (ASR) and query times (QT) in
both non-defended and defended models.
• We show that RNNS introduces more slight perturbation
into inputs than the SOTA methods in terms of the number
of modified variables and code length.

• We show that the adversarial examples of RNNS can be
used to improve the model robustness through contrastive
adversarial training.

We organize this paper in the following manner. Section 2 intro-
duces the technical background and the problem we want to solve.
Section 3 describes our motivation and the details of our approach.
Section 4 illustrates the datasets, models and evaluation metrics
used in this work. At the end of Section 4, we claim our four (4)
research questions (RQs). Section 5 shows the experiment results
and the summaries. Section 6 illustrates the threat validity. Section 7
introduces the background and related works of pre-trained code
models and adversarial attacks. Section 8 concludes and discusses
this work.

2 PRELIMINARIES

2.1 Textual Code Processing

The nature of code data (in text format with discrete input space)
makes it impossible to feed one code input 𝑥 directly into deep
learning models. Thus, transferring code data to learnable con-
tinuous vectors is the first step in source code learning. Dense
encoding [46] is one common method used to vectorize textual
code data. To do so, first, we need to learn a tokenizer that splits
the code text into a token sequence which is called Tokenization.
Tokenization can alleviate the Out-of-Vocabulary (OOV) problem
and reduce vocabulary size by reusing the elemental tokens. Af-
ter tokenization, code 𝑥 is represented by a sequence of tokens,
namely, 𝑥 = (𝑠0, ..., 𝑠 𝑗 , .., 𝑠𝑙 ) where 𝑠𝑖 is one token. Then, the code
vocabulary dictionary is built by using all the appeared tokens 𝑠𝑖 ,
denoted V. After that, every word (token) in V is embedded by
learned vectors 𝒗𝑖 with dimension 𝑑 . Here, we use 𝑬 |V |×𝑑 to rep-
resent the embedding matrix for V. Finally, 𝑥 can be converted
into a embedding matrix 𝑹𝑙×𝑑 = (𝒗0, ..., 𝒗 𝑗 , .., 𝒗𝑙 ). After this code
encoding, pre-trained code models based on the transformer take
the matrix 𝑹𝑙×𝑑 as inputs and learn the contextual representation
of 𝑥 for downstream tasks via Masked Language Modeling (MLM)
or Causal Language Modeling (CLM).

𝑠!…
𝑠"
…
𝑠#
. .
𝑠$

𝒗!…
𝒗"
…
𝒗#
. .
𝒗$

Type
equation
here.

𝑝!…
𝑝%
…
𝑝&

𝑓(𝜃)

Code Token
Sequence

Token Vector 
Space

Model
Domain Probability 

Space

𝑥 = 𝑅$×( =

Figure 1: One code model demo on the downstream task

Figure 1 illustrates the main steps of the code processing models
for the downstream classification tasks. First, we tokenize the tex-
tual code 𝑥 into a token sequence that is represented in a discrete
integer space. Then, we map the discrete sequence ids into the
token vector space 𝑅𝑙×𝑑 . Next, we feed the token vectors into the
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task model 𝑓 (𝜃 ). 𝑓 (𝜃 ) is built on top of pre-trained models. Finally,
we can predict the domain probabilities after fine-tuning.

2.2 Problem Statement

Since many critical code tasks are classification problems, e.g., de-
fect prediction and code clone detection. In this paper, we focus
on the adversarial attack for code classification tasks. Consider-
ing a code classification task, we use 𝑓 (𝑥 ;𝜃 ) → 𝑦 : 𝑹𝑙×𝑑 → C =

{𝑖 |0 ≤ 𝑖 ≤ 𝑘} to denote the victim model that maps a code token
sequence 𝑥 to a label 𝑦 from a label set C with size 𝑘 , where 𝑙 is
the sequence length and 𝑑 is the token vector dimension, and 𝑖 is
one integer. By querying dictionary dense embedding 𝑬 |V×𝑑 | , a
code token sequence 𝑥 = (𝑠0, ..., 𝑠 𝑗 , .., 𝑠𝑙 ), is vectorized into 𝑹𝑙×𝑑 .
Adversarial attacks for code models create an adversarial exam-
ple 𝑥 ′ by modifying some vulnerable tokens of 𝑥 with a limited
maximum perturbation 𝜖 to change the correct label 𝑦 to a wrong
label 𝑦′. Simply, we get a perturbed 𝑥 ′ by modifying some tokens
in (𝑠0, ..., 𝑠 𝑗 , .., 𝑠𝑙 ) such that 𝑓 (𝑥 ′;𝜃 ) ≠ 𝑓 (𝑥 ;𝜃 ) where 𝑥 ′ = 𝑥 + 𝜎 , +
represent perturbation execution, 𝜎 is the perturbation code trans-
formation for (𝑠0, ..., 𝑠 𝑗 , .., 𝑠𝑙 ), and 𝜎 ≤ 𝜖 . Besides, we target the
more practical attacking scenario – black-box attack. We assume
we cannot access the model parameters and can only utilize the
final output of model 𝑓 (𝑥 ;𝜃 ) to conduct the attack.

3 METHODOLOGY

3.1 Motivation

Before introducing the details, we demonstrate what is behind
RNNS, and explain its motivation. It is a fact that machine learning
algorithms learn the correlation between the input and the output.
It implicitly means that the input change also has some correla-
tion with the output change. For example, from Figure 1, it can
be seen there is a correlation between the token vector space and
the domain (downstream task) probability space, which 𝑓 (𝜃 ) could
learn. As a result, changes in the token vector space can be reflected
in the domain probability space and vice versa. This observation
motivates us to use the changing relationship between the domain
probability space and the token vector space to find adversarial
identifiers in the token vector space.

Besides this motivated observation, the pattern-based generated
adversarial methods [8, 18, 28, 40] have fixed patterns, which are
easy to be detected, i.e., always reformatting the for-loop into the
while loop or inserting a dumpy statement in the head of the tail of
the code. The AI-based generated adversarial methods [8, 38, 41]
also contain some hidden statistic patterns of the word frequen-
cies that can be used to detect [7, 14]. Instead of pattern-based
or AI-based generation techniques, we search in real name space
with some stochastically to find the adversarial examples. Our al-
gorithm is black-box which stimulates a real attacking scenario.
Figure 2 demonstrates our motivation and differences with the
existing work.

3.2 Representaion Nearest Neighbor Search

(RNNS)

Figure 3 shows the workflow of our approach, RNNS. Generally, it
has two main parts, 1) indicate which variable (attack position loca-
tion) we should attack ( 1 , 2 ), and 2) search which adversarial
tokens we should use for variable renaming ( 3 - 7 ). Algorithm 1
shows the details of our approach. More specifically, RNNS consists
of the following steps.

(1) Variable Collection. We implement a tool Variable Extractor
(denoted as 𝑉𝑎𝑟𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝑜𝑟 ) based on AST to obtain a list of the
variables as well as their corresponding positions in the code
input (step 1 ). All these collected variables will be seen as
candidates for attack.

(2) Variable Ranking. we rank all the variables based on the uncer-
tainty of outputs via Uncertainty Ranking Estimator (step
2 ). We randomly replace each variable with different-length
names and measure the variance of the output to measure its
uncertainty. Given one code 𝑥 , ∀ 𝑣 ∈ 𝑥 , we replace the variable
name 𝑣 with different-length names multiple times and get a
set of mutated codes, denoted𝑀 .

𝑢𝑛𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦𝑣 =
1
𝐶

𝐶∑︁
𝑖=1

𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒 (𝑃𝑖 )

, where 𝑃𝑖 = {𝑝𝑖 (𝑚) |∀𝑚 ∈ 𝑀}, C is the number of labels, and
𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒 denotes the standard variance function. M is larger
and more diverse, and the estimation 𝑢𝑛𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦𝑣 is closer to
the real value. We rank the variables in the descending order of
their uncertainties, denoted as 𝑅𝑎𝑛𝑘_𝑈𝑛𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦.

(3) Variable Picking. We pick the variable with the highest un-
certainty and compute its vector representation by Variable

Name Encoder (denoted as 𝑒𝑚𝑏 at the step 3 ). We use the
pre-trained CodeBERT model as a Variable Name Encoder with-
out any domain knowledge about downstream tasks.

(4) Variable Replacement. We query the real variable dataset and
randomly select 𝐾 substitutes for this variable ( denoted as
𝑅𝑎𝑛𝑑𝑜𝑚𝑆𝑒𝑙𝑒𝑐𝑡𝑜𝑟 at step 4 ). The real variable dataset consists
of all variable names from the task dataset. After that, we re-
name the variable by using these substitutes and generate 𝐾
new code data.

(5) Attack. After replacement, we evaluate these 𝐾 generated code
data and choose the best one by Replacement Evaluator (de-
noted as 𝐺𝑒𝑡_𝐶𝑢𝑟_𝐵𝑒𝑠𝑡 at the step 5 ). 𝐺𝑒𝑡_𝐶𝑢𝑟_𝐵𝑒𝑠𝑡 com-
putes the probability for each replacement and returns the vari-
able with the lowest probability. Then, we check if the label
is changed compared to the original one. If it is changed, the
attack is successful, and we stop attacking and return this ad-
versarial code. Otherwise, we will check if the confidence of
the victim model on this new data for the ground truth label
decreases. If the confidence does not decrease, we move to the
next variable in the ranked list and skip to step 3 . If we find
the victim model reduces its confidence for the ground truth
label, we update our search seed by Search Seed Generator

(step 6 ) and query the top-K replacement set again ( denoted
as𝐺𝑒𝑡_𝑡𝑜𝑝𝐾 at the step 7 ).𝐺𝑒𝑡_𝑡𝑜𝑝𝐾 returns the top-K with
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Figure 2: Motivation of RNNS
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Figure 3: Overview of RNNS

the highest similarity to the search seed (denoted as 𝑒𝑡𝑚𝑝 ). Note
that we continue the loop 5 -> 6 -> 7 -> 5 until we
find one adversarial example, or we reach the maximum loop
iterations and move to the next variable in the ranked list (step
3 ).

In Algorithm 1, we add comments that map the pseudocode to
the steps in Figure 3. When RNNS evaluates adversarial candidates
at the steps 4 and 7 , it has tow constraints:

• similarity distance,

1 − 𝑠𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦 (𝑣𝑎𝑑𝑣, 𝑣𝑜𝑟𝑔) < 𝜖 (1)

• variable length change,

|𝑙𝑒𝑛(𝑣𝑎𝑑𝑣) − 𝑙𝑒𝑛(𝑣𝑜𝑟𝑔) | < 𝛿 (2)

,where 𝑣𝑎𝑑𝑣 is the adversarial variable and 𝑣𝑜𝑟𝑔 is the original vari-
able. We use cosine similarity that can measure the angle of two

vectors. The successful adversarial examples have to satisfy both at
the same time.

RNNS has some hyperparameters, as shown at the beginning
of Algorithm 1.𝑚𝑎𝑥_𝑖𝑡𝑟 defines the maximum attacking iterations.
𝐾 is the number of adversarial candidates we consider at each
trial. 𝛼 is used to smooth the moving/changing direction. 𝜖 and 𝛿
are used to limit the maximum perturbation. The maximum token
similarity distance should be within 𝜖 , and the maximum name
length difference should be less than 𝛿 . 𝑑𝑖𝑠𝑡 is the distance metric,
and the default is cosine distance because we are more interested in
the direction similarity. RNNS is independent of victim downstream-
task models. We use Variable Name Encoder (denoted as 𝑒𝑚𝑏)
that maps one variable 𝑣𝑎𝑟 into an independent token vector space,
denoted as 𝒆𝑣𝑎𝑟 . Search Space S consists of variable names from
the actual code.

Search Seed Generator ( 6 ) is one core step to guide the search
direction. 𝒆𝑣𝑎𝑟 is the model-independent vector representation of
𝑣𝑎𝑟 from Variable Name Encoder. Δ𝒆 is the difference between
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the current intermediate variable state 𝒆𝑐𝑢𝑟 and the last intermedi-
ate variable state 𝒆𝑝𝑟𝑒 , defined byΔ𝒆 ← 𝒆𝑐𝑢𝑟−𝒆𝑝𝑟𝑒 at line 14.Δ𝒆𝑠𝑚𝑜
is the smooth history memory for Δ𝒆, and it is initialized at the first
attacking iteration (line 16), and updated by (1−𝛼)Δ𝒆𝑠𝑚𝑜 +𝛼Δ𝒆(line
18), where 𝛼 is the smooth rate between 0 and 1.

Depending on if using the change direction (Δ𝒆) of the search
seed or if using the change direction historical information (Δ𝒆𝑠𝑚𝑜 )
at the step 6 , our approach RNNS has three variants, RNNS-
Smooth, RNNS-Direct, and RNNS-Raw. RNNS-Smooth combines
the current change direction of the search seed and its change
direction history. RNNS-Direct only considers the current change
direction. RNNS-Raw does not use either of them.

By modifying Algorithm 1 (RNNS-Smooth), we can get the other
two variants, RNNS-Direct and RNNS-Raw. First, RNNS-Direct
does not use the history information Δ𝒆𝑠𝑚𝑜 and directly use Δ𝒆 to
update 𝒆𝑡𝑚𝑝 ← 𝒆𝑐𝑢𝑟 + Δ𝒆 (line 19). RNNS-Direct is equal to RNNS-
Smooth when 𝛼 = 1. RNNS-Raw drops Δ𝒆, 𝒆𝑡𝑚𝑝 ← 𝒆𝑐𝑢𝑟 (line 19).
Figure 4 demonstrates their difference. Both RNNS-Smooth and
RNNS-Direct use Δ𝒆 while RNNS-Smooth introduces the history of
Δ𝒆 for smoothing.

4 EXPERIMENTS SETUP

Dataset and Model. To study the effectiveness and efficiency of
RNNS, we conduct experiments on three (3) popular program-
ming languages, i.e., C, Python, and Java, which can reduce the
evaluation bias caused by the different programming languages.
For the datasets, we consider six (6) widely studied open-source
datasets that cover four important code tasks. Specifically, Big-
CloneBench [33] is one code clone detection dataset consisting
of 98102 Java program pairs named Clone. Devign [47] is a C
programming language dataset used for vulnerability detection,
named Defect. It supports 27318 code files collected from differ-
ent GitHub repositories. For authorship prediction, we use the
dataset provided by [5]. Besides, we consider three problem-solving
classification tasks, Java250, Python800, and C1000, provided by
ProjectCodeNet [27]. For all the datasets (except for authorship pre-
diction which does not have enough data samples), we follow the
original papers to split the data into the training set, validation set,
and test set. The training set is used to fine-tune the programming
language models, the validation set is used to help find the best
model during training. Finally, the test set is used to measure the
performance of the model. Authorship prediction only has two split
parts, training data and test data. We conduct the adversarial attack
on the test data.

For the programming language model, we follow the previous
work [38] and investigate two pre-trained models CodeBERT [11],
and GraphCodeBERT [16]. Besides, we add one recently proposed
and more powerful model CodeT5 [36] in our study. In total, for
six (6) datasets, we prepare (fine-tune) 18 models as our victim
models. Table 1 summarizes the details of our used datasets and
fine-tuned models.

Evaluation Metric. To evaluate the effectiveness of adversarial
attack methods, we employ the commonly used attack success rate
(ASR) as the measurement. A higher ASR means that the attack

method can generate more adversarial examples. ASR is defined as:

𝐴𝑆𝑅 =
Number of Successful Attacks

Total Number of Attacks

.
To evaluate the efficiency of the attack methods, we use query

times (QT) to check the average number of querying the victim
model for one attack. A smaller QT means the attack method can
find the adversarial examples by visiting victim models in a fewer
query times number. Finally, we use the change of replaced-variable
length and the number of replaced variables to study the quality/per-
turbation of adversarial examples. A smaller score means the attack
method can generate adversarial examples with less perturbation
injection.

Hyperparameter Setting.We set themaximum iteration𝑚𝑎𝑥_𝑖𝑡𝑟
= 6, the number of candidates 𝐾 = 60, the smooth rate 𝛼 = 0.2, the
maximum length change 𝛿 = 4 and the maximum cosine distance
𝜖 = 0.15. We tune these parameters on Devign dataset with the two
criteria 1) the performance is acceptable and 2) the cost cannot be
large. It needs the expert experience like setting machine learning
algorithms. The search space S consists of the variable names from
the task dataset. All variants of RNNS use the same settings.

Baseline. We compare RNNS with two SOTA black-box attack
baselines, MHM [41] and NaturalAttack (ALERT) [38]. MHM is a
sampling search-based black-box attack that generates the substi-
tutes from the vocabulary based on lexical rules for identifiers. Here,
MHM employs synthesized tokens as the candidates of substitutes,
which could introduce meaningless variable names. ALERT is a
recently proposed attack method that combines greedy attack and
genetic algorithm to search the substitutes. Mention that ALERT
has a different goal from our approach and MHM. The basic target
of ALERT is to achieve the trade-off between the naturalness of
generated adversarial examples and ASR. While the goal of RNNS
and MHM is to try to achieve high ASR. RNNS uses the variable
names from real code under the constraints to satisfy naturalness
as far as possible.

Implementation. We implement our approach in PyTorch and
run all experiments on 32G-v100 GPUs. We reuse the source code
from the baselines. We provide the link to our implementation in
the end of this paper.

4.1 Research Questions (RQs)

To demonstrate the effectiveness and efficiency of our method, we
compare RNNS with SOTA attacks to answer the following four (4)
research questions (RQs). RQ1 is used to measure the effectiveness
of RNNS. RQ2 explores the quality of generated adversarial exam-
ples to study the practical usage of RNNS. RQ3 studies how the
different constraints affect RNNS. RQ4 studies the robustness of
our approach to the defended models.

• RQ1: How is RNNS compared with SOTA black-box adver-
sarial attacks (MHM and ALERT)?
• RQ2: What is the perturbation of the generated samples in
terms of the change length and the number of the replaced
variables?
• RQ3: How do the constraints affect RNNS?
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Algorithm 1: RNNS-Smooth
Hyperarameter: maximum attacking iteration𝑚𝑎𝑥_𝑖𝑡𝑟 , maximum candidates 𝐾 , direction smooth

rate 𝛼 , maximum distance 𝜖 , maximum length difference 𝛿 , distance metrics 𝑑𝑖𝑠𝑡
Input: code 𝑥 with ground label 𝑔, search space S, victim model𝑓 (𝜃 ), independent token encoder 𝑒𝑚𝑏
Output: adversarial example 𝑥 ′, attacking success 𝑖𝑠_𝑠𝑢𝑐
Initialization:

𝑥 ′ ← 𝑥 , 𝑖 ← 1, 𝑝𝑝𝑟𝑒𝑔 = 𝑓𝑔 (𝑥)
1 𝐿𝑖𝑠𝑡 (𝑣𝑎𝑟, 𝑝𝑜𝑠𝐿𝑖𝑠𝑡) ← 𝑉𝑎𝑟𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝑜𝑟 (𝑥) // step 1 extracts the variables and their positions.

2 𝐿𝑖𝑠𝑡 (𝑣𝑎𝑟, 𝑝𝑜𝑠𝐿𝑖𝑠𝑡) ← 𝑅𝑎𝑛𝑘_𝑈𝑛𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦 (𝐿𝑖𝑠𝑡 (𝑣𝑎𝑟, 𝑝𝑜𝑠𝐿𝑖𝑠𝑡), 𝑥, 𝑓 (𝜃 )) // step 2 ranks the variables.

3 for (𝑣𝑎𝑟, 𝑝𝑜𝑠𝐿𝑖𝑠𝑡) ∈ 𝐿𝑖𝑠𝑡 (𝑣𝑎𝑟, 𝑝𝑜𝑠𝐿𝑖𝑠𝑡) do
4 𝒆𝑣𝑎𝑟 ← 𝑒𝑚𝑏 (𝑣𝑎𝑟 ), Δ𝒆𝑠𝑚𝑜 ← 0, 𝒆𝑝𝑟𝑒 ← 𝒆𝑣𝑎𝑟 , 𝑣𝑎𝑟𝑝𝑟𝑒 ← 𝑣𝑎𝑟 // step 3 embed the variable to

a vector.
5 𝑡𝑜𝑝𝐾 ← 𝑅𝑎𝑛𝑑𝑜𝑚𝑆𝑒𝑙𝑒𝑐𝑡𝑜𝑟 (S, 𝐾, 𝒆𝑣𝑎𝑟 , 𝜖, 𝛿, 𝑑𝑖𝑠𝑡, 𝑙𝑒𝑛(𝑣𝑎𝑟 )) // step 4 initialize 𝑡𝑜𝑝𝐾 limited by Eq

1&2.
6 while 𝑖 ≤ 𝑚𝑎𝑥_𝑖𝑡𝑟 do
7 𝑖𝑠_𝑠𝑢𝑐 , 𝑣𝑎𝑟𝑐𝑢𝑟 , 𝑝𝑐𝑢𝑟𝑔 = 𝐺𝑒𝑡_𝐶𝑢𝑟_𝐵𝑒𝑠𝑡 (𝑓 (𝜃 ), 𝑥 ′, 𝑔, 𝑝𝑜𝑠𝐿𝑖𝑠𝑡, 𝑡𝑜𝑝𝐾)) // step 5

8 if 𝑖𝑠_𝑠𝑢𝑐 then
9 𝑥 ′ ← 𝑅𝑒𝑝𝑙𝑎𝑐𝑒 (𝑥 ′, 𝑣𝑎𝑟, 𝑣𝑎𝑟𝑐𝑢𝑟 )

10 return 𝑥 ′,𝑖𝑠_𝑠𝑢𝑐
11 end

12 else if 𝑝𝑐𝑢𝑟𝑔 − 𝑝𝑝𝑟𝑒𝑔 < 0 then
13 𝒆𝑐𝑢𝑟 ← 𝑒𝑚𝑏 (𝑣𝑎𝑟𝑐𝑢𝑟 ) // step 6 includes line 13-19 to update the search seed.

14 Δ𝒆 ← 𝒆𝑐𝑢𝑟 − 𝒆𝑝𝑟𝑒
15 if 𝑖 == 1 then
16 Δ𝒆𝑠𝑚𝑜 ← Δ𝒆
17 end

18 Δ𝒆𝑠𝑚𝑜 ← (1 − 𝛼)Δ𝒆𝑠𝑚𝑜 + 𝛼Δ𝒆 // If 𝛼 = 1, it is RNNS-Direct.
19 𝒆𝑡𝑚𝑝 ← 𝒆𝑐𝑢𝑟 + Δ𝒆𝑠𝑚𝑜
20 𝑡𝑜𝑝𝐾 ← 𝐺𝑒𝑡_𝑡𝑜𝑝𝐾 (𝒆𝑡𝑚𝑝 , 𝐾, S, 𝒆𝑣𝑎𝑟 , 𝜖, 𝛿, 𝑑𝑖𝑠𝑡, 𝑙𝑒𝑛(𝑣𝑎𝑟 )) // step 7 limited by

Equation 1&2

21 𝑝
𝑝𝑟𝑒
𝑔 ← 𝑝𝑐𝑢𝑟𝑔

22 𝒆𝑝𝑟𝑒 ← 𝒆𝑐𝑢𝑟
23 𝑣𝑎𝑟𝑝𝑟𝑒 ← 𝑣𝑎𝑟𝑐𝑢𝑟

24 𝑖 ← 𝑖 + 1
25 end

26 else

27 𝑥 ′ ← 𝑅𝑒𝑝𝑙𝑎𝑐𝑒 (𝑥 ′, 𝑣𝑎𝑟, 𝑣𝑎𝑟𝑝𝑟𝑒 )
28 break
29 end

30 end

31 end

Δ𝑒
Δ𝑒!"# Δ𝑒

RNNS-Smooth RNNS-Direct RNNS-Raw

𝑒!"# 𝑒!"# 𝑒!"#

Figure 4: Difference among RNNS-Smooth, RNNS-Direct, RNNS-Raw

• RQ4: 1). What is the performance of RNNS when it attacks
the defended models? 2). Can we use the adversarial example
to improve the model robustness?

For RQ1, we compare RNNS with two SOTA methods MHM [41]
and NaturalAttack (ALERT) [38] on six (6) datasets and 18 victim

models that we considered. We should notice that ALERT tends to
balance the trade-off between ASR and its claimed naturalness of
generated code. ALERT compares itself with one modified MHM
which also follows the naturalness condition. Different fromALERT,
the goal of RNNS is to achieve higher ASR from the real variable
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Table 1: Datasets and Victim Model Performance (Accuracy,

%)

Task Train / Val / Test CodeBERT GraphCodeBERT CodeT5

Defect 21,854 / 2,732 / 2,732 63.76 63.65 67.02
Clone 90,102 / 4,000 / 4,000 96.97 97.36 97.84
Authorship 528 / – / 132 82.57 77.27 88.63
C1000 320,000 / 80,000 / 100,000 82.53 83.79 84.46
Python800 153,600 / 38,400 / 48,000 96.39 96.29 96.79
Java250 48,000 / 11,909 / 15,000 96.91 97.27 97.72

names collected from actual code. Thus, in our experiment, we
use the original MHM as the baseline. We count attack success
rate (ASR) and average query times (QT) to one victim model to
evaluate the effectiveness of attack methods. We repeat the experi-
ments at least three times and report the median results. High ASR
and low QT are preferred.

For RQ2, we conduct a study about the quality of the adversarial
examples to check if RNNS can generate real code, e.g., avoiding
naively increasing the variable name length. To do so, firstly, we
count the average length of the original variable and adversarial
variables. Then, we compute the mean and variances of their differ-
ence. Besides, we also compute the average number of the replaced
variables for the successful attack. Low values mean the inputs are
modified less, and high qualities.

For RQ3, we do an ablation study to check how each component
contributes to RNNS. We remove two constraints of RNNS, i.e.,
Equation 1 and Equation 2. We name RNNS without any constraint
as RNNS-Unlimited.We compareRNNS-Unlimited andRNNS-Smooth
on all datasets and all models with respect to ASR and QT.

For RQ4.1, we employ RNNS and MHM to attack the three (3)
defended models provided by ALERT [38]. These models are pre-
pared by using adversarial fine-tuning which is a general approach
to training robust models. The adversarial variables generated by
ALERT are close to the actual data because it uses the masked
mechanism of pre-trained code models to generate the variable
substitutes. RNNS uses the real variable names as the search space.
Thus, normally, these defended models are naturally more robust to
RNNS than MHM. This means that attacking such defended models
can benefit MHM in some way.

For RQ4.2, we use the adversarial examples from RNNS-Smooth
and use the contrastive adversarial learning to retrain the victim
models of CodeBERT. We use the top-3 datasets with the smallest
training size, Defect, Authorship and Java250. We generate the
adversarial examples on the whole training dataset for them.

5 RESULTS ANALYSIS

5.1 Attack Effectiveness and Efficiency (RQ1)

We compare three variants of RNNS mentioned in Section 4.1 with
two state-of-the-art black box attacks MHM [41] and ALERT [38].
Table 2 shows the comparison results where row Count means how
many times this method achieves better results than MHM [41]
and ALERT [38]. Bold-font numbers in Table 2 means they are
the best ones or better than the baselines. First, we compare each
variant of RNNS. From the results, we can see that RNNS-Smooth
is 18/18 times better than the baselines, and the query times are the
lowest or quite close to the lowest values as shown with the marked

triangle in Table 2. RNNS-Raw needsmore query times (QT).We can
see that considering the effectiveness, RNNS outperforms ALERT
and MHM in all cases. Specifically, both baselines have zero (0)
best ASR for all victim models and all datasets. Especially, MHM
and ALERT fail to attack GraphCodeBERT on BigClone dataset,
and only have 9.58% and 10.4% ASR respectively, while RNNS has
more than 40% ASR. RNNS has almost two times larger ASR than
MHMon Java250+CodeT5 and Python800+CodeT5. Besides, we find
that RNNS with the direction Δ𝒆 can improve the attacking success
rate (ASR) and reduce the query times, achieving 18 higher ASR and
10 lower QT among 18 attacking tasks than the two baselines. The
lowest QTs achieved by ALERT and MHM are 2 and 6, respectively.
Both are smaller than any version of RNNS. It should be noticed
that if we individually compare any of the three RNNS variants
with ALERT and MHM with respect to QT, ALERT only has two (2)
cases and MHM has six (6) cases that are lower than each RNNS
variant among the total 18 cases. We also find that ALERT has
much higher QTs than others about the code clone task, and the
victim models based on CodeT5 are more robust to RNNS, which
has lower ASRs than CodeBERT and GraphCodeBERT on all tasks
except the defection detection. Considering the efficiency only, we
can see that RNNS achieves competitive results with baselines.

Answer to RQ1: RNNS outperforms MHM and ALERT
in terms of ASR and QT. RNNS-Smooth is the best one
among three RNNS variants.

5.2 Perturbation of Adversarial Example (RQ2)

Table 3 and Table 4 show our study results. Less length change or
fewer number of replaced variables means smaller perturbation in-
troduced and a higher quality of generated code. In Table 3, the 2nd,
5th, and 8th columns are the average length for original variables
(named Var Len) that are replaced. The 3rd, 6th, and 9th columns
are the average lengths for adversarial variables (named Adv Var
Len). The 4th, 7th, and 10th columns are the average and variance
(𝑚𝑒𝑎𝑛±𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒) of the absolute length difference between original
variables and adversarial variables (named Difference). We observe
that MHM prefers to replace the long-length variables while RNNS
likes replacing short-length variables if we compare the second and
fifth columns. Meanwhile, the change of variable length from RNNS
is less than MHM. MHM introduces the average length difference
of 3.39-6.82 while RNNS only has 2.02-2.54. MHM has much higher
variances than RNNS in the length change. However, ALERT uses
shorter adversarial variable names than RNNS with less change
because it uses the pre-trained model to generate the replacements
that are close to the replaced variables.

Table 4 statistically shows the number of replaced variables. It
can be seen that RNNS replaces around an average of 3.6 variables
with a smaller variance of around (3.4-4.6) while MHM needs to
modify about an average of 5.4 variables with a larger variance (≥
11.14). ALERT also replaces more variables to attack models than
RNNS and MHM.

Figure 5 shows one example that RNNS,MHM, and ALERT attack
successfully from the Java250 dataset. From the left to right, they are
the original code, the adversarial example generated by RNNS, the
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Table 2: Comparing Results with MHM, and ALERT, ASR %. Count: the number of best results achieved.

Task+Model ALERT MHM RNNS-Smooth RNNS-Direct RNNS-Raw

ASR QT ASR QT ASR QT ASR QT ASR QT
Clone+CodeBert 28.67 2155.39 39.66 972.15 46.50 666.48 47.07 967.21 47.79 964.25

Clone+GraphCodeBert 10.4 1466.68 9.58 490.99 41.28 ⊲ 1122.01 42.04 1121.81 42.24 1118.28
Clone+CodeT5 29.2 2359.70 38.79 1069.06 39.61 895.79 38.59 988.52 38.99 1001.93

Defect+CodeBert 52.29 1079.68 50.51 862.18 69.18 588.35 69.18 595.80 67.37 602.46

Defect+GraphCodeBert 74.29 621.77 75.19 539.93 81.63 404.73 83.67 414.58 82.73 410.84

Defect+CodeT5 76.66 721.02 86.51 344.08 89.45 ⊲ 344.29 89.21 890.80 88.69 891.81
Authorship+CodeBert 34.98 682.57 64.70 775.11 73.39 1029.59 75.22 1002.26 76.14 972.82
Authorship+GraphCodeBert 58.82 1227.36 75.49 632.10 80.39 ⊲ 696.64 78.43 709.90 77.45 715.87
Authorship+CodeT5 64.95 1078.40 66.97 715.89 71.79 ⊲ 970.44 68.37 981.98 70.94 981.05
Java250+CodeBert 50.5 958.96 74.03 961.60 75.12 815.91 75.85 798.02 73.58 825.17

Java250+GraphCodeBert 46.74 1026.15 46.05 946.52 72.30 853.74 73.23 851.30 72.51 863.49

Java250+CodeT5 52.04 1189.42 30.59 1107.95 63.80 1049.46 64.85 1034.10 62.34 1130.23
Python800+CodeBert 58.3 513.63 56.67 919.37 77.88 ⊲ 514.19 79.75 503.82 78.40 516.34
Python800+GraphCodeBert 51.87 577.70 54.15 917.92 71.42 ⊲ 730.14 71.94 723.12 69.04 760.71
Python800+CodeT5 52.84 777.20 36.95 1127.44 69.07 662.28 69.70 658.50 67.73 666.61

C1000+CodeBert 53.5 525.43 59.75 340.88 72.96 537.76 72.84 538.59 71.75 547.03
C1000+GraphCodeBert 52.68 566.18 45.93 837.09 72.23 634.27 68.77 634.11 72.47 636.37
C1000+CodeT5 47.86 843.33 36.45 668.15 59.00 697.06 59.12 689.56 59.24 707.90
Count 0/18 2/18 0/18 6/18 18/18 8/18 17/18 10/18 18/18 7/18

Table 3: Replaced-Variable Length Comparison (𝑚𝑒𝑎𝑛 ± 𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒)

Task+Model RNNS-Smooth MHM ALERT

Var Len Adv Var Len Difference Var Len Adv Var Len Difference Var Len Adv Var Len Difference
Clone+CodeBert 6.12 6.79 2.35 ± 4.5 6.47 10.6 6.34 ± 10.98 5.91 6.21 1.32 ± 2.02
Clone+GraphCodeBert 6.32 6.97 2.54 ± 6.43 6.58 10.41 6.82 ± 21.67 5.5 5.93 1.45 ± 2.49
Clone+CodeT5 6.45 6.69 2.51 ± 8.3 6.46 10.46 6.17 ± 25.78 6.25 6.61 1.32 ± 2.72
Defect+CodeBert 4.64 5.44 2.08 ± 2.49 4.44 9.59 6.57 ± 28.78 4.85 5.06 1.36 ± 1.93
Defect+GraphCodeBert 4.08 5.34 2.13 ± 1.83 4.37 9.73 6.48 ± 26.51 4.47 5.22 1.33 ± 1.83
Defect+CodeT5 3.95 5.17 2.03 ± 1.93 4.33 9.81 6.59 ± 29.98 4.36 5.01 1.27 ± 1.57
Authorship+CodeBert 3.81 5.18 2.28 ± 1.56 3.97 7.94 5.45 ± 16.72 4.42 5.35 1.4 ± 2.25
Authorship+GraphCodeBert 3.69 5.23 2.36 ± 1.71 4.39 7.64 5.24 ± 15.38 3.74 4.46 1.22 ± 1.82
Authorship+CodeT5 3.95 5.18 2.03 ± 2.66 3.95 7.98 5.59 ± 20.94 3.81 4.5 1.22 ± 1.62
Java250+CodeBert 2.35 4.22 2.11 ± 1.02 3.21 6.5 4.34 ± 15.2 3.22 3.65 0.937 ± 1.63
Java250+GraphCodeBert 2.48 4.31 2.13 ± 1.07 3.13 6.59 4.42 ± 14.84 3.05 3.5 0.979 ± 1.54
Java250+CodeT5 2.76 4.47 2.1 ± 1.17 3.2 6.54 4.33 ± 14.6 3.16 7.31 4.41 ± 18.73
Python800+CodeBert 1.5 3.54 2.21 ± 1.02 1.97 5.11 3.64 ± 9.06 1.78 2.27 0.64 ± 1.34
Python800+GraphCodeBert 1.88 3.9 2.18 ± 0.78 1.99 6.01 4.46 ± 16.52 1.8 2.33 0.76 ± 1.3
Python800+CodeT5 1.65 3.59 2.13 ± 0.95 1.97 4.95 3.49 ± 8.18 1.88 5.84 4.1 ± 12.64
C1000+CodeBert 1.58 3.44 2.08 ± 0.88 2.41 5.05 3.65 ± 12.02 2.13 2.52 0.67 ± 1.17
C1000+GraphCodeBert 1.6 3.59 2.1 ±0.85 2.39 5.35 3.9 ± 12.98 2.18 2.67 0.66 ± 1.23
C1000+CodeBert 1.38 3.33 2.02 ± 0.85 2.36 4.82 3.39 ± 10.98 2.1 6.56 4.74 ± 13.24

Table 4: Replaced-Variable Number Comparison,𝑚𝑒𝑎𝑛 ± 𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒

Task
CodeBERT GraphCodeBERT CodeT5

RNNS-Smooth MHM ALERT RNNS-Smooth MHM ALERT RNNS-Smooth MHM ALERT
Clone 3.55 ± 4.6 6.72 ± 16.57 6.86 ± 18.85 4.12 ± 4.94 6.21 ± 15.13 6.95 ± 18.99 3.43 ± 5 5.68 ± 14.01 7.65 ± 25.57
Defect 3.39 ± 4.96 2.78 ± 7.89 3.49 ± 3.99 2.67 ± 1.75 2.84 ± 9.5 4.1 ± 11.05 2.51 ± 1.45 2.16 ± 3.58 3.49 ± 3.99
Authorship 4.24 ± 7.47 7.52 ± 25.82 6.6 ± 22.96 3.65 ± 3.32 6.67 ± 22.29 7.75 ± 33.12 4.39 ± 9 5.72 ± 13.02 6.06 ± 18.74
Java250 3.87 ± 4.7 7.11 ± 21.18 7.82 ± 28.96 3.87 ± 4.25 6.41 ± 16.24 7.83 ± 25.06 4.71 ± 6.87 7.04 ± 15.29 8.92 ± 25.97
Python800 3.06 ± 1.87 5.21 ± 12.28 4.96 ± 8.47 4.12 ± 3.68 5 ± 10.83 4.63 ± 6.76 3.57 ± 3.04 5.29 ± 13.51 6.18 ± 11.45
C1000 3 ± 1.86 4.42 ± 7.49 4.13 ± 5.59 3.37 ± 2.38 5.14 ± 7.3 4.88 ± 6.24 3.39 ± 2.48 5.2 ± 7.43 5.43 ± 6.99
mean 3.52 ± 4.24 5.63 ± 15.21 5.65 ± 14.80 3.63 ± 3.39 5.38 ± 13.55 6.02 ± 16.87 3.67 ± 4.64 5.18 ± 11.14 6.29 ± 15.45

adversarial example from MHM, and the adversarial example from
ALERT. The changes are highlighted by shadow markers. RNNS

only renames one variable b to h, ALERT renames two variables,
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public static void main(String[] args) {
Scanner obj = new Scanner(System.in);
int a = obj.nextInt();
int b = obj.nextInt();
int out = 1;
int ans = 0;
while ( out < b ){

out--;
out = out + a;
ans++;

}
System.out.println(ans);

}

public static void main(String[] args) {
Scanner obj = new Scanner(System.in);
int a = obj.nextInt();
int h = obj.nextInt();
int out = 1;
int ans = 0;
while ( out < h ){

out--;
out = out + a;
ans++;

}
System.out.println(ans);

}

public static void main(String[] args) {
Scanner FastScanner = new Scanner(System.in);
int tdigit = FastScanner.nextInt();
int colArr = FastScanner.nextInt();
int tempOp = 1;
int number_array = 0;
while (tempOp < colArr ){

tempOp--;
tempOp = tempOp + tdigit;
number_array++;

}
System.out.println(number_array);

}

Original Code Adversarial Code  from RNNS Adversarial Code  from MHM

public static void main(String[] args) {
Scanner obj = new Scanner(System.in);
int MATRIX = obj.nextInt();
Int DAYS= obj.nextInt();
int out = 1;
int ans = 0;
while ( out < DAYS){

out--;
out = out + MATRIX;
ans++;

}
System.out.println(ans);

}

Adversarial Code  from ALERT

Figure 5: Case study. Original vs. RNNS vs. MHM vs. ALERT

while MHM almost renames all variables and also prefers longer
names.

Answer to RQ2: RNNS does not increase the variable
length and variable number much. Although the variable
altered length is one constraint of RNNS-smooth, the num-
ber of replaced variables is less than the baselines. It in-
troduces smaller perturbations into code than MHN and a
similar level of perturbations with ALERT in terms of vari-
able length change and the number of replaced variables.

5.3 Ablation Study (RQ3)

Table 5 shows the results about RNNS-Unlimited and RNNS-Smooth
after we remove the two constraints. For the three pre-trained mod-
els, CodeBERT, GraphCodeBERT, and CodeT5, RNNS-Unlimited
gets the first place for all the tasks in terms of ASR. ASR can be
improved by a maximum of 8.35% and a minimum of about 2% after
removing limitations. For QT, RNNS-Unlimited only loses 3 times
among 18 evaluations. The improvement of RNNS-Unlimited is not
surprising with respect to ASR and QT. Because RNNS-Unlimited
can search the adversarial examples in the non-similar real names
and use very long variable names. One interesting finding is that
CodeT5 is more robust than CodeBERT and GraphCodeBERT. Ex-
pect the task Defect, RNNS achieves lower ASRs on CodeT5 than
CodeBERT and GraphCodeBERT. We can get the same conclusion
from Table 2.

Answer to RQ3: RNNS-Unlimited requires less query
times and achieves higher ASR in general than RNNS with
constraints. Without any constraint, RNNS can find adver-
sarial examples more easily.

5.4 Attack Defended Model (RQ4)

RQ4.1. Table 6 presents the results. RNNS-Unlimited is one RNNS
variant in that we remove all constraints. We can see that RNNS
outperforms MHM in two (2) tasks (defect detection, authorship),
and MHM is better in one (1) task (code clone). One interesting
finding is that ASRs are increased considering Defect+CodeBERT
for RNNS and MHM, compared with the results before adversarial
training (Table 2 and Table 5). This phenomenon indicates that
the adversarial examples generated by ALERT are not useful for

improving the robustness of code models for defect prediction tasks.
It could be our future work to do a deeper analysis for exploring
the potential reasons.
RQ4.2. Table 7 demonstrates the re-training results about the vic-
tim models of CodeBERT through contrastive adversarial learning.
The second column is the model test performance after retraining.
Compared with Table 2 about the three datasets (Authorship, De-
fect and Java250) and CodeBERT, we can find that the adversarial
examples can improve the mode robustness through the contrastive
adversarial retraining.

Answer to RQ4: RNNS outperforms MHM in 2 out of 3
cases with a by up to 32.07% higher ASR when attacking
defended models. The adversarial examples generated by
RNNS can improve the model robustness.

6 THREATS TO VALIDITY

External validity: The main threat to this validity is that if our ap-
proach can be generalized into other Software Engineering tasks
and pre-trained models. To alleviate this threat, we consider multi-
ple pre-trained models, multiple programming languages and six (6)
different Software Engineering tasks. We also consider two types
of pre-trained models. CodeBERT and GraphCodeBERT are based
on the encoder of Transformer. CodeT5 is the encoder-decoder of
Transformer. We repeat all experiments at least three times.
Internal validity: The threat refers to the technique implementation.
To reduce the threat, we reuse the downstream task models from
CodeBERT, GraphCodeBERT and CodeT5. We implement our ap-
proach in PyTorch. One person is responsible for implementation
and the other person reviews the design of the implementation. We
make our code publicly available for examination, replication and
reuse.
Construct validity: This threat is about the gap between the experi-
mental observation and the facts of our approach. To mitigate the
validity, we fine-tune the victim models to get good performance
for all tasks with respect to Accuracy. We use four (4) metrics to
compare different approaches, attack success rate (ASR), query
times (QT), length change of the variables and a number of re-
placed variables. To reduce randomness, we repeat our experiments
multiple times.
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Table 5: Removing Constraints, ASR %

Task
CodeBERT GraphCodeBERT CodeT5

RNNS-Unlimited RNNS-Smooth RNNS-Unlimited RNNS-Smooth RNNS-Unlimited RNNS-Smooth
ASR QT ASR QT ASR QT ASR QT ASR QT ASR QT

Defect 72.29 590.98 69.18 588.35 87.77 381.82 81.63 404.73 91.64 338.41 89.45 344.29
Clone 50.66 955.97 46.5 666.48 48.16 1105.11 41.28 1122.01 41.38 920.65 39.61 895.79

Authorship 91.74 447.68 73.39 1029.59 91.17 438.69 80.39 696.64 88.88 620.56 71.79 970.44
C1000 74.7 502.02 72.96 537.76 76.82 498.64 72.23 634.27 61.96 704.95 59.00 697.06
Python800 83.9 460.92 77.88 514.19 79 496.30 71.42 730.14 72.69 646.59 69.07 662.28
Java250 79.7 760.97 75.12 815.91 81.94 744.57 72.3 853.74 75.52 910.97 63.8 1049.46
Count 6/6 4/6 0/6 2/6 6/6 6/6 0/6 0/6 6/6 5/6 0/6 1/6

Table 6: Attack Defended Models, ASR %

Defended Model RNNS-Smooth RNNS-Unlimited MHM
ASR QT ASR QT ASR QT

Clone+CodeBert 12.90 958.35 23.47 1319.55 28.17 1245.75
Defect+CodeBert 95.37 282.20 96.52 276.05 92.23 283.66
Authorship+CodeBert 51.88 1524.40 71.69 1179.84 43.26 1026.08

Table 7: ContrastiveAdversarial Retraining about the victim

models of CodeBERT

ACC ASR(RNNS-Smooth) ASR(MHM) ASR(ALERT)
Authorship 90.62 19.81 23.58 14.28
Defect 65.14 40.46 23.69 24.53
Java250 97.63 19.67 6.65 42.91

7 RELATEDWORK

We review the related works from three aspects, pre-trained models
for the programming language, adversarial attacks in NLP, and
adversarial attacks in code models.

7.1 Pre-trained Models for Programming

Language.

Since the pre-trained model, BERT has a great achievement in nat-
ural language processing NLP), researchers start studying how to
learn universal code representation by pre-training deep learning
models. Some works [2–4, 23, 34, 42, 43] use LSTM or Graph Neural
Network to encode code into the vector. These model usually is not
large and their capabilities are quite limited. Most of the state-of-the-
art (SOTA) pre-trained code models are based on the Transformer
architecture [32]. The transformer contains one encoder and one
decoder. The two widely used pre-training strategies for Transform-
ers are Masked Language Modelling (MLM) and Causal Language
Modelling (CLM). MLM predicts the masked tokens using the global
context information. CLM predicts the next sentence given the cur-
rent context. CodeBERT [11] and GraphCodeBERT [16] uses MLM
to pre-train. Both use the encoder of the transformer. CodeT5 [36]
is an encoder-decoder architecture and uses multiple carefully-
designed pre-training objectives. CodeGPT [22] is pre-trained by
predicting the next token. Recent pre-trained transformers for pro-
gramming languages consider using multiple different input types,
e.g., AST [25, 35]. One advantage of pre-training models is that they

can learn code properties from the large dataset, and result in a gen-
eral representation. We can build and fine-tune a downstream-task
model based on pre-trained models.

Instead of proposing new code processing model architectures,
our work targets the robustness evaluation of existing code models.
To do so, we proposed a novel adversarial attack method to generate
challenging code data to measure the robustness of models.

7.2 Adversarial Attacks in NLP

Zhang et al. [44] categorize adversarial methods into three (3)
groups, character-level, word-level and sentence-level attacks based
on attacking granularity. A character-level adversarial attack mod-
ifies the characters in a word. DeepWordBug [12] applies simple
character-level transformations to the text inputs. VIPER [10] re-
places characters with their nearest neighbours in a visual embed-
ding space. Aword-level adversarial attack first finds the risky word,
and then replaces it with the alternative word. TextBugger [20] fools
the models by modifying the vulnerable word. BERT-Attack [21]
uses BERT to generate the adversarial substitutes to replace the
vulnerable word while preserving semantics. BAE [13] also utilizes
the BERT capability of predicting masking tokens to generate adver-
sarial examples. A sentence-level adversarial attack generates fake
inputs directly or manipulates multiple words while keeping inputs
semantically equivalent. Zhao et al. [45] uses Generative Adver-
sarial Networks (GAN) to generate adversarial samples. SEA [29]
constructs a set of universal replacement rules to generate semanti-
cally equivalent adversarial examples. Except that TextBugger [20]
can be configured under both white-box and black-box settings, all
aforementioned adversarial attacks belong to the black-box group.
Overall, with the exception of generating fake inputs directly, all
adversarial attacks must first locate where should change and then
decide what should be filled. Different from the above-mentioned
methods, our work focus on programming language dataset, which
contains more constraints such as the compilability of generated
code.

7.3 Adversarial Attack in Code Models

We introduce state-of-the-art(SOTA) adversarial attacks for code
models based on the concealment levels of model information,
i.e., black-box and white-box attacks. A black-box attack for code



RNNS: Representation Nearest Neighbor Search Black-Box Attack on Code Models Conference’17, July 2017, Washington, DC, USA

models queries the model outputs and selects the substitutes us-
ing a score function. NaturalAttack [38] finds the adversarial ex-
amples using variable-name substitutes generated by pre-trained
masked models for programming language. MHM [41] uses Me-
tropolis–Hastings to sample the replacement of code identifiers.
STRATA [30] generates adversarial examples by replacing the code
tokens based on the token distribution. Chen et al. [8] apply pre-
defined semantics-preserving code transformations to attack code
models. CodeAttack [18] uses code structure to generate adversarial
data. White-box attacks require the code model gradient to modify
inputs for adversarial example generation. CARROT [40] selects
code mutated variants based on the model gradient. Ramakrish-
nan et al. [28] attack code models by gradient-based optimization
of the abstract syntax tree transformation. Srikant et al. [31] uses
optimized program obfuscations to modify the code. DAMP [39]
derives the desired wrong prediction by changing inputs guided by
the model gradient.

In black-box attacks, model inside information is not accessed.
White-box attacks are quite effective but are limited by the avail-
ability of model information. Our approach considers the identifier
replacement like MHM [41] and NaturalAttack [38](ALERT), en-
suring that the adversarial example keeps the same semantic (code
behavior) as the original one. In our approach, we locate vulnera-
ble variables based on the victim model uncertainty and search in
the substitute embedding space guided via model behavior signals.
Our goal is to obtain high ASRs by searching real variable names.
MHM has the goal as ours but synthesizes variable names. ALERT
sacrifices ASR to make the variable name readable.

Compared to existing attack methods, our method, RNNS, uses
the collected real variable names as the candidates and leverages
the model outputs to guide the substitute searching.

8 LIMITATION AND CONCLUSION

Limitation. RNNS is not a determined algorithm, and it has some
steps that are related to randomness. RNNS does not generate ad-
versarial examples with the target labels. RNNS does not go back to
the previous step to continue the search when the model probability
increases. RNNS can be combined with other code pattern-based
transformations to increase ASR. However, the embedded patterns
increase the detected chance. RNNS is affected by the search space;
a small and non-diverse namespace can lead to a low attack success
rate.
Conclusion. We propose a novel black-box adversarial search-
based attack for variable replacement, RNNS. RNNS uses the model
output change as the search guiding signal and finds the replace-
ment from the real datasets. Specifically, RNNS has two stages:
1) locating the vulnerable-variable position based on model un-
certainty, and 2) finding adversarial alternatives based on model
output-behaviour change. Using failed attacks to teach the next
attack and searching for adversarial alternatives to variables in
the real variable names from developers based on model output
behaviours, RNNS can generate practical adversarial examples with
as minor perturbation as possible. We evaluate our approach on
18 victim models for six (6) SE tasks and three (3) widely used pre-
trained code models (CodeBERT, GraphCodeBERT, and CodeT5).
RNNS achieves higher ASRs and fewer QTs than SOTA MHM and

NaturalAttack (ALERT). RNNS requires fewer replaced variables
and increases code length slightly. When RNNS attacks defended
models, it can achieve acceptable performance. Adversarial exam-
ples can improve model robustness through contrastive learning.
In summary, RNNS is a useful black-box adversarial attack on code
models.
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