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ABSTRACT

Many organisations manage service quality and monitor a large set devices and servers where each
entity is associated with telemetry or physical sensor data series. Recently, various methods have
been proposed to detect behavioural anomalies, however existing approaches focus on multivariate
time series and ignore communication between entities. Moreover, we aim to support end-users in
not only in locating entities and sensors causing an anomaly at a certain period, but also explain this
decision. We propose a scalable approach to detect anomalies using a two-step approach. First, we
recover relations between entities in the network, since relations are often dynamic in nature and
caused by an unknown underlying process. Next, we report anomalies based on an embedding of
sequential patterns. Pattern mining is efficient and supports interpretation, i.e. patterns represent
frequent occurring behaviour in time series. We extend pattern mining to filter sequential patterns
based on frequency, temporal constraints and minimum description length. We collect and release
two public datasets for international broadcasting and X from an Internet company. BAD achieves an
overall F1-Score of 0.78 on 9 benchmark datasets, significantly outperforming the best baseline by
3%. Additionally, BAD is also an order-of-magnitude faster than state-of-the-art anomaly detection
methods.

Keywords Anomaly detection - frequent pattern mining - pattern-based embedding - timeseries similarity

1 Introduction

A large stream of information is produced by networks of connected devices in the current Internet of Things world.
Many companies are recording temporal data streams. However, given a large network of devices it becomes infeasible
to inspect sensor logs manually and traditional expert-based supervision methods are prone to false positives where
errors are often detected late or not at all [2]. Anomaly detection is an active research topic with applications in event
logs, time series, multivariate data and networks [23} 25,28} 30]. We focus on contextual anomaly detection in devices
consisting of multivariate time series where operators are interested in detecting if a device behaves unexpectedly
during a time period [4]. Since it is difficult to collect labels we study this as an unsupervised problem. Our research
is motivated by datasets collected from a company that monitors a heterogeneous network of different devices each
consisting of several sensors which we make publicly available. It occurs often that data is sent to multiple devices
and it is expected that because of load-balancing and broadcasting connected entities exhibit anomalies at the same
time.
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Recent methods such as OMNIANOMALY and USAD detect behavioural anomalies in a single entity consisting of
multiple univariate time series based on recurrent neural networks and autoencoders [30,2,15]. However these methods
ignores the network context. Related work, that takes the network into account, is studied specific to a single domain,
such as social networks [28]] or intrusion detection [33]].

We argue that including additional information for an entity in a network, such as time series of connected enti-
ties, leads to an increase in anomaly detection accuracy. For identifying intra-device similarities, we compare with
algorithms (and representations) that support fast similarity search in time series databases. Piecewise Aggregate Ap-
proximation (PAA) and Product Quantization reduce time series dimensions and scale to billions of time series using
GPU processing [19,118]. For heterogeneous times databases, feature-based similarity measures have been proposed
[17,13] where time series of different types are clustered based on multiple aspects such as the distribution, peaks, en-
tropy, change points and patterns, instead of computing the similarity of point values using a distance metric. We focus
on an efficient algorithm using feature-based similarity to tackle the high variety in time series types. Our similarity
score consider features based on the overall trend, peaks and the distribution of a time series. After construction the
similarity matrix we could apply domain knowledge to filter spurious relations. However, domain knowledge related
to sensor types is generally not available. Hence, we reverse engineer domain knowledge thereby computing patterns
or frequent relation types, to further spurious relations. We also propose the usage of density-based fingerprints, which
is a novel approximation of the maximal information coefficient [21]].

For anomaly detection efficiency is important, especially for large networks with many multivariate entities, where the
training cost of learning a separate neural network for each entity is prohibitive and impedes real-time monitoring.
Secondly, interpretability is crucial and we want to assist operators in troubleshooting the root-cause and not only to
enable them to locate the device and sensor causing an anomaly during a certain time period. For anomaly detection in
data series we compute a high anomaly score if few recurring patterns occur. FPOF, is one of the first pattern-based
anomaly detection methods [14] and recently extended by M1vPOD [15] and PBAD [§]]. All three methods apply a
sliding window, discover frequent patterns and compute an outlier or anomaly score based on pattern occurrences in
each window. However, there are major differences in: (1) the type of patterns being mined, (2) how to select an
interesting pattern, (3) how to compute the anomaly score. Existing pattern-based anomaly detection algorithm focus
on frequent itemsets [14], maximal sequential patterns [8] or minimal infrequent itemsets [15]. Different to existing
methods we mine frequent sequential patterns subject to both temporal and information-theoretical constraints. We
use a constraint on minimum length to avoid short sequential patterns and on relative duration, or cohesion, to ensure
that any occurrence of a candidate sequential pattern X contains few gaps [7]]. For instance, both (a, b, ¢) and (d, e, f)
occur in sequence (a, b, ¢, z,d, z, x, e, , f), but we only consider the occurrence of pattern (a, b, ¢). Additionally, this
constraint results in a smaller search space and fewer patterns. A second problem with existing pattern-based anomaly
detection methods, is that an anomaly prediction is not always explainable. While a pattern and its occurrences can
be inspected if an anomaly is reported using the previously mentioned pattern-based anomaly detection algorithms, it
is arguably not explainable if there are thousands of patterns. Hence, we propose to filter frequent sequential patterns
using the Minimum Description Length (MDL) principle [12]. That is, we compute how many bits are saved by storing
the sequence database using patterns including the description of the patterns themselves [32]. An overview of our
context-aware Pattern-Based Anomaly Detection (BAD) method is shown in Figure

The problem we are tackling is defined as follows: Given a network of multivariate time series (or devices) identify
periods of abnormal behaviour. Our main contributions are:

* A novel pattern-based anomaly detection method. We search for patterns that are frequent and filter interest-
ing patterns based on temporal and information-theoretical constraints. Since, the set of patterns is relatively
small and sparse we facilitate human oversight.

* A novel method to reverse engineering a graph of connected devices. We represent each time series using a
fingerprint such that comparing pairwise similarities is both fast and accurate. Thereafter, we prune spurious
relations based on patterns on the type of sensor of common occurring relations.

* For multivariate time series, we construct a pattern-based embedding for univariate time series and report
anomalies by considering the joint probability of patterns occurring in each time series using an isolation
forest or FPOF for interpretability [25}114]).

* Experimentally we demonstrate the interpretability, efficiency and high anomaly detection performance of
the proposed method on large-scale heterogeneous networks.

The remainder of this paper is organised as follows. In Section 2] we introduce the necessary preliminaries. In Section
[Bl we present a novel pattern-based anomaly detection method. In Section ] we present a method for identifying
connected devices based on sensor time series. In Section [5] we combine both steps for detecting anomalies in
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multivariate time series. In Section [6] we present an experimental evaluation of our method and compare it with
state-of-the-art methods. We discuss the related work in Section[7]and conclude our work in Section 8l

2 Preliminaries

2.1 Time series data
A time series, or sensor, is defined as a sequence of measurements S = (z1, zo, ..., T,) where z; € R is sampled at
regular time intervals. We denote the type of a sensor using type(.S).
A time series window, or interval, is a contiguous subsequence of a time series S;.; = (TiyTig1, - - - ;Uj) where 1 <
1< g <n.
Given a window length [ and increment ¢t we can transform each time series to a set of sliding windows, i.e.,
S1:0, S14t:04¢, - - - , Sn—1:np INtO a continuous sequence database D is, that is

D = {S;.,; | Si.j € sliding_window(S,1,t)}
The size of the sequence database is denoted by |D| = (|S| —1+ 1)/t where [ is the window length and ¢ an increment
of the sliding window transform. In practice, we select ¢ = 1.

An entity, or device, consists of m time series, i.e., D = {S1, 52 ..., S™} where all time series start and stop at the
same time. We denote the type of a device using type(D). We assume that each device of the same type has the same
amount and types of sensors.

A multivariate window consists of m subsequences (or dimensions) denoted D;.; = {st s S? Jree S:”]}
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Figure 1: Overview of the proposed BAD method: 1) we search for connected time series, e.g. sensor S; of device
D, is similar to S3 of device Ds; 2) we extend D; and include time series S3 from D- as an additional signal; 3) we
transform each time series to a discrete sequence using SAX; 4) we search interesting sequential patterns; 5) we assign
an anomaly score based on pattern occurrences, e.g P; = adda is absent in the 3" window in E; and E3
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A network, G = (V, E) consists of k entities V(G) = {D1, D, ..., D} and a set of edges between entities E(G).
We assume that the set of edges is unknown as edges are often dynamic in nature and caused by an unknown underlying
data generating process.

2.2 Sequential pattern mining

We use frequent pattern mining for discovering recurring behaviour. For pattern mining we requires a database of
discrete sequences. Therefore, we transform each time series into a discrete sequence using an extension of Symbolic
Aggregate Approximation (SAX) [24].

A sequence database D is created by applying a sliding window on a time series S and transforming each continuous
window S;.; to a discrete sequence S;.; using SAX, where

D= {Si:j | Sij €D S’i:j = SAX(S;:;, paa_win, no_bins)}.

Given a sequence database we can discover frequent unordered or ordered patterns. Many algorithms have been
proposed to efficiently mine (non-redundant) frequent patterns and are publicly available in toolkits such as SPMF
(34, 110].

A sequential pattern X = (e1, ez, . .. e,) is an ordered list of one or more discretised values or items. We use |.X | to
denote the length of a pattern.

A sequential pattern X occurs in a discretised sequence, i.e. X < S;. j»if itis a subsequence of S;. ; thereby allowing
gaps. The cover of a sequential pattern X in D is defined as

COU@’I“(X, D) = {5’17 | Si;j eDANX < Si;j}.

For instance, X = (a,d, d, a) occurs in S = (¢,c,a,d,d,c,a).

The support of a pattern is defined as support(X,D) = |cover(X,D)|. The relative support is defined as
rsupport(X, D) = |cover(X,D)|/|D|. A sequential pattern is frequent if its support is higher than the user-defined
minimal support threshold.

More recently, authors suggest to mine the fop-k most frequent patterns directly, which is more intuitive for end-users
since choosing minsup depends on a database characteristics which are unknown [9} 20].

An issue with baseline sequential pattern mining algorithms is that they discover many redundant and uninteresting
patterns. We impose additional temporal constraints based on minimal length and the number of gaps to find more
interesting patterns in data series [6].

A constraint on the minimal length defines that for any discovered frequent sequential pattern X, the pattern length
should be higher than a user-defined threshold, i.e. |X| > min_len [1]]. By default we set min_len = 3 to filter
sequential patterns consisting of 1 or two items, since they only cover a small fraction of a sequence and are often
frequent due to chance.

A constraint on the relative duration determines the cohesion of sequential pattern occurrences [7]. We impose a
constraint on the duration relative to the length of pattern proposed, i.e.

duration(X, S.;)/|X| > min_relative_duration.

For instance, given a sequence (a, b, ¢, x,d, x, x, e, x, f) the relative duration of sequential pattern (a, b, ¢) is %, while
for (d,e, f) itis g With a relative duration of 1.0 we only count sequential patterns that occur consecutively in each
sequence window. By default we set minimal relative duration to 1.2. We remark that by incorporating gap constraints
during the mining process, we reduce the search space [26, [7]].

2.3 Symbolic Aggregate Approximation

We tranform each continuous window S;.; to a discrete sequence S;.; using SAX and segment a time series into
pieces, down-sample using averaging and then discretise into k£ bins. An example of SAX is shown in Figure [2| We
use non-overlapping sliding windows to compute average values. This is controlled using parameter paa_win, which
determines how many raw values are averaged, e.g., in the example paa_win is 16. Parameter no_bins controls how
many symbols or bins are used for discretisation, e.g., in the example no_bins is 3.
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Figure 2: Illustration of the SAX transform where a time series (or time series window) with length 128 is transformed
into the discrete sequence (b, a, a, b, ¢, ¢, b, ¢) of length 8 using no_bins = and paa_win = 16.

2.3.1 Binning methods

For binning several options are possible, i.e., equal-length or equal-width bins or bins selected assuming a normal
distribution. The default binning method used in our experiments is normal where we use the same equal-length bins
for all windows in one time series, i.e., we compute no_bins equal-length bins between the lowest and highest value in
the entire time series. The second strategy is local, where we use local bins for each time series window, i.e., we create
bins [a, b, ¢] (or low, medium, high) relative to the minimal and maximal value in one window. This is the strategy
originally proposed by SAX [24]. As a third alternative, we use k-means clustering to bin all time series values into k
clusters, where k is chosen to be equal to no_bins.

Each binning approach has its advantages and disadvantages, i.e., using local binning we match the same shape, such
as an increase in slope, irregardless of the absolute values. The main difference with the normal strategy is that we
compare relative values of symbols and not absolute values. However, using the normal strategy a certain pattern
X = (a,b, c) meaning low, medium, high value (assuming 3 bins) is matched in the entire time series in the same
manner and therefore easier to interpret and visualise. Finally, k-means, arguably, leads to a superior binning strategy,
compared to equal-length bins. However, we face the problem that clustering is stochastic and can produce different
bins in highly similar time series.

3 Pattern-based anomaly detection

3.1 Definition of interesting patterns

Given a time series S is transformed into a discrete sequence database D using a sliding window and discretised using
SAX. We discover a set of interesting sequential patterns X € P, defines as:

1. |X| > min_len
2. bits_saved(X,D) > 0
3. X is ranked in the top-k most frequent sequential patterns

4. The frequency of the pattern X is computed w.r.t. relative duration, i.e. rank(X) < rank(Y)
|coverygur (X, D)| > |covergu, (Y, D)|

3.1.1 Temporal constraints
The cover of a pattern X w.r.t. relative duration is defined using:
COU@’I“Tdur(X,D) = {S'i:j | Si;j eD:X < gi:j A

duration(X, S;.;)
X

> rdur}.

We remark that the maximal length of X is constrained by the SAX representation, i.e. given a sliding window [ and
paa_win, |S;.;| = 1/ paa_win.

3.1.2 Minimal description length

We are inspired by MDL as an additional criterion to individually select sequential patterns. That is, we keep a
sequential pattern if its frequent, conforms to temporal constraints, and compresses the data series, i.e., if we need
fewer symbols to encode the data series using the pattern (including the pattern itself) than we need to encode the data
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series literally. The resulting set of patterns P should describe all regularities in the time series. Formally, given a
sequential pattern X € P and its cover D x = cover(X, D), we define the number of bits saved using:

bits_saved(X,D) = > DL(S;;) — (IX|-log(n) + Y DL(S:;| X)).
Si; €D x Si;€Dx
Here DL(S'Z-:j) is the description length to store the covered sequences sequence computed using Huffman codinﬂ
The term | X| - log(n) is the number of bits used to store the pattern, and DL(.S;.;|X) is computed by replacing the
pattern occurrence of X in S;.; and then computing the description length of the remaining symbols. For example, as-
suming X = (a, b, c) and Si:j = (z,y,a,b, ¢, z) we compute the description length of DL(S‘lv:j|X) = DL((z,y,*, 2))
where * is an additional symbol to demarcate the location(s) of pattern X. In case the occurrence contains gaps we
keep gap symbols. We remark that the number of bits saved is maximal for patterns that are both long and frequent,

while frequency is always maximal for short patterns. In preliminary experiments, we found that by filtering patterns
where bits_saved (X, D) > 0, we have an order-of-magnitude less patterns.

3.2 Efficient algorithm

Algorithm 1: MIp(S, I, paa_win, no_bins, k, min_len, rdur) Discover sequential patterns that are frequent,
satisfy both temporal and MDL constraints

Input: Time series S, sliding window interval (I), SAX parameters (paa_win and no_bins), number of patterns
(k), min length pattern (min_len) and min relative duration (rdur)
Result: Interesting sequential patterns

D« {S’i;j|5¢;j € sliding _window(S,1, 1) : Si:j = SAX(S;.;, paa_win, no_bins)}

stack « (0, D, Q)]; // Contains current pattern, projection, candidate suffix items
P < make_heap(k); // Max k patterns sorted on support
?ﬁnal «—0

while stack # () do
(X,Dx,Y) + stack.pop()
ifY = () then // Stop condition: <check if pattern is interesting
if support, 4, (X, D) > min_heap(P) and | X| > min_len then
if bits_saved(X, D) > 0 then
‘ jjﬁnal — :Pﬁnal U {X}
P.push_pop(X)
else // Branch and bound: add super-pattern
if support, g, (X, D) < min_heap(P) then
| continue
Sk+1 Y[O]
Xpy1 < X D 541
stack.push({(X, Dx,Y \ {sk+1}))
Dx, ., + PROJECT(Dx, Xpy1, rdur)
Yx,,, + CANDIDATES(Dx,,,)
stack.push((Xe+1, Dxyyr Yxpis))
return Pgq

We now present and algorithm to mine interesting patterns. The algorithm is an extension of the algorithm proposed
by [7] for mining sequential patterns with respect to temporal constraints. Major differences are that we compute
multiple pattern-occurrences for each window add select patterns using MDL.

MINE_INTERESTING_PATTERNS (MIP), is shown in Algorithm [I] We start by creating an empty stack. During
depth-first recursion we maintain candidate sequential pattern prefixes X and a set of candidate items Y. At each
iteration we do a divide-and-conquer step, i.e. assume X = (s1,...,sx) and Y = {s,, Sp, S} we generate candidate
supersequences Xy, by adding every item s € Y, ie. Xpy1 = X @ Sg41 = (S1,--., Sk, Sk+1). If no more
candidate items exists we evaluate X and check the frequency, minimum length and MDL constraints. The space of
possible varying-length sequential patterns is exponential, thus pruning is extremely important. We limit candidates
using three different ways.

"We remark that Huffman coding computes an optimal table of varying-length codes for all sequences in D x. For computing
description length we concatenate all covered sequences and ignore the storage cost of the Huffman table.
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* First, if X is infrequent, we know all super-sequences are infrequent and stop early. We use the minimal
support in the heap to prune X instead of a fixed value for min_sup (if fewer than k£ candidates are in the
heap, this is 0). As the number of iterations increase, so does the minimal support of the worst pattern ﬂ

* Second, we use prefix-projected pattern-growth [13]]. Hence, we make use of an additional data-structure, i.e.
the prefix-projection, which we compute for each candidate during recursion. The projection of the database
D on X contains all sequences covered by X and a pointer to the first and last occurring item si. In case
X occurs multiple times in a sequence, we keep a reference to all positions. We update the prefix-projected
database for each new super-sequential pattern, instead of having to scan the entire database, which is more
efficient, especially for longer (or low-support) patterns where |D x| < |D|. Additionally, we compute the
set of candidates Y to make super-sequential patterns based on the projection.

e Third, we further limit the number of candidates based on relative duration. If the minimal relative duration
is 1, the set of candidates consists of the next item after s; in each covered sequence in Dx. If the relative
duration is higher we have an upper bound of | maz _len x duration| — maz_len on the number of gaps and
consequently limit the search to a only a few items after s in Dx.

3.2.1 Complexity

The algorithm is memory-friendly, i.e. given the depth-first search strategy of searching for frequent patterns, we
maintain at most maz_len candidates. Secondly, we do not actually materialise (or copy) the original sequence
database in memory to compute the prefix-projection of the database, but rather compute a pseudo prefix-projection
thereby storing only indices (or pointers) to covered subsequences and the first and last item position.

The algorithm generates fewer candidates then typically in sequential pattern mining. To enumerate all sequential
patterns of size 3 with n symbols without pruning would generate n> candidatesﬂ Traditional level-wise or column-
wise algorithms, would first generate n singletons. Assuming n’ singletons are frequent, we would then generate n’ x n
candidates of size two. Next, assuming n’’ frequent patterns of size 2, we would then generate n”” x n candidates of
length 3. In contrast, we do not consider n super-sequences for each candidate pattern of a certain size, but generate
candidates based on items that occur at least once (after the last occurring item of X') based on the prefix-projected
database.

It is also interesting to compare the complexity with consecutive sequence, motif, or string mining algorithms [27]. To
generate all frequent strings of length 3 in a discrete sequence of length k£ we have only k — 3 + 1 candidates, i.e. we
would traverse the sequence from left the right using a sliding window of size 3 and an increment of 1. To generate all
frequent string of length 3 with at most 1 gap, we have k£ — 4 4+ 1 windows and need to check (g) = 4 combinations
for each window, or in general, for a pattern of size [ with g gaps, we have (k — (I + g) — 1) x (lJlrg) candidates
which is inefficient. We limit the number of candidates in each suffix based on relative duration and leverage the
anti-monotonicity of support, thereby combining optimisations from both string and sequential pattern mining.

3.3 Create an embedding

Given a set of patterns P = {X;, X5 ..., X;} we construct an embedding E;.; € R¥ for each discretised window

S’z—;j, using
By = [f(X1,8i5), -, f(Xk, Sij)]  where
& _ ¢ rsupport(X,,D) if X, < Si;
F(Xn, Sij) = { 0 otherwise  ’

where we use the relative support of a pattern as a feature as opposed to a simpler binary function i.e., 1 if X < S, j
and 0 otherwisd’]

A naive algorithm for creating the embedding would search for occurrences for each pattern X in all sequences in D
and has a complexity of O(]D| x |P|). In preliminary experiments we found that the naive algorithm has a longer
runtime than pattern mining itself, so its optimisation is also crucial. We adopt the prefix-projected data-structure, but
for computing occurrences of patterns in any data series. For a pattern X = (s1, ..., s;) we compute the projection
for each prefix (s1), (s1,82),.-., (81,. .., Sx) incrementally. The number of sequences matching in each successive

2Since the minimal support threshold monotonically increases, we trivially guarantee that the final heap contains indeed the
top-k most frequent patterns.

3We remark that repeating the same symbol is allowed which is not always the case in sequential pattern mining literature

*We remark that a a distance-weighted similarity score is applied by [8].
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projection grows smaller (since support is anti-monotonic), thereby early abandoning a sequence when if fails to match
a prefix pattern. This method creates the embedding more efficiently by leveraging the sparsity of the embedding and
temporal constraints.

3.4 Compute the anomaly score

3.4.1 Isolation forest

Given the pattern-based embedding for each window E; ; € RI?I we compute anomaly scores using an isolation forest
[25]. An embedding E;.; has a low anomaly score if many frequent patterns occur and the (average) depth of random
trees is relatively high, or conversely a high anomaly score if few frequent patterns occur in the embedding vector for
each window.

3.4.2 Frequent pattern outlier factor

To improve interpretability we compute anomalies alternatively using the frequent pattern outlier factor (FPOF) [14].
The anomaly score in for window S;.; is computed using

fPOf(Sz‘:j) = 1 Z rsupport(X, D).

72
ET/\X<S¢:_]’

Here, the outlier factor is high (close to 1) if many frequent patterns (weighted by the relative support) match the
current window and low otherwise. For ranking anomaly scores we use 1 — fpof (S; ;).

4 An efficient algorithm to identify inter-device similarities

In the previous section we explained a method to detect anomalies based on interesting patterns. A second goal is to
determine edges between different devices based on similar time series. We assume a heterogeneous set of k entities
Dy, Do, ..., D) where each entity is of certain type, e.g. a server for computing or storage, an industrial device, a
client-oriented device, etc. Moreover, each entity consist of m sensors or time series, each of a certain type, e.g. CPU
or RAM or disk usage, in going or outgoing network traffic etc. Our aim is to discover relations, or edges, between
device sensors, i.e. two devices having a similar CPU load or network transmission. This is challenging because of
following reasons.

* Give a large network of devices and sensors, let NV denote the total number of time series and |S| the length
of time series. It is not scalable to compare each pair of time series, since the runtime is O(N? - |S]).

* There is domain knowledge related to type , i.e. time series of the same type are often similar to each other,
e.g. “device-A/CPU load”. Vice versa, if only single pair of time series “CPU temperature” is similar to
“network bit rate” this is probably spurious.

 Similar to [[17] we find that common point-based similarity measures, such as Euclidean distance, Pearson
correlation or Dynamic Time Warping often result in false positives in a heterogeneous time series databases.
Which is aggravated since time series often exhibit a similar trend, being mostly flat, monotonically increas-
ing, or exhibiting periodical concept drift corresponding to day and night activity.

e [21] report that common similarity scores, except mutual information, are not equitable. Since, we have
heterogeneous sensor types (with high variety in both distribution and trend) this means that a single threshold
on the similarity score, will result in a skew in the degree of connections based on the type of sensors.

4.1 Density-based fingerprint

First, we generate density-based fingerprint. We create a grid of n x k cells for each time series thereby computing the
density, i.e., the number of samples x; in each cell. Additionally, we use logarithmic scaling to give more weight to
low-density cells such as peaks. Formally, the distance between two time series S*, 57 using fingerprinting is defined
as

dist_fp(S*,87,n, k) =

n k ) 1
32 3l (59)-+1)  bole(59)+ Dl M
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where I, ,(S) denotes the number of sensor values in the cell (z,y). Note that in the limit, i.e., for high values of n
and k, the fingerprint distance converges towards the Euclidean distance. Because we are dealing with time series, we
usually set n using an interval and discretise the sensor values into a small number of bins. Fingerprints are inspired by
the maximal information coefficient, which is a similarity metric defined using the mutual information on a discretised
grid of values which is equitable, i.e. the similarity score is comparable between different types of time series [21]].

An example is shown in Figure[3] where we consider a fingerprint as a low dimensional visual summary for each time
series. We highlighted the concept drift in green which foils common point-based distance measures, such as Pearson
correlation and Dynamic Time Warping. In this example, the distance between the two fingerprints is low as there is a
large correspondence in peaks, i.e., light grey cells, and the overall trend, i.e., black and white cells.

4.2 Histogram distances

The histogram is invariant to phase changes and complementary to distance measures in the time domain. We use
histogram distances as a second feature to avoid false positives. Given time series S*, S’ we define the distance

between histograms as
!

dist_hist(S',87,1) = > |H*(S") — H*(87)]
k=1
where [ is the number of equal-length bins and H*(S) denotes the number of sensor values in bin k divided by |S|.

4.3 Feature-based distance

We define two time series are similar, i.e., S* ~ S7, if:

1. dist_fp(S%, 57, n, k) < t;
2. dist_hist(S%, S7,1) < tp,
3. (type(S?), type(S?)) € frequent relations

where ¢ is a threshold for fingerprint-based distance and ¢, is a threshold for histogram-based distance. First we

compute the distance using fingerprinting and histograms between all w pairs to create a symmetric similarity

matrix M € RV*N_ Next, we search M to compute the frequency of a relation between two types of sensors as
discussed next.

4.4 Find frequent relation types

We propose to discover frequent relation types. Thereby, we make the assumption that, if the data series between
sensors of a certain type are often similar, or frequent, this is a pattern in the domain. We remark that the resulting list

— |

0 20 40 60 80 100
0 - -
.
5

0 20 40 60 80 100

Figure 3: Example of two continuous time series collected over 98 days. Fingerprints are created by counting values
in each cell using an interval of 24 hours and 4 bins resulting in 103 x 4 values instead of 28 224 values
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of frequent relation types also has value for the end-user, i.e. it provides a comprehensible summary of the edges in a
heterogeneous network.

We represent the similarity matrix M € RN XN by an attributed network, i.e., G(V, E) where each nodes represents a
sensor instance labelled by its type and E(G) = {(S*,S!) | S* ~ S'}. Formally, we define the support of different
types of edges between devices as:

supportpr (G, type;, type;) = [{(Dz, Dy) |3sk e D,,S' € D, :
(8%, 8") € B(G) A type(S*) = type; A type(S') = type;}|.

The algorithm for discovering frequent relation types is inspired on separate-and-conquer rule learning [11]]. First,
we identify the relation type between sensors with the highest support. Next, we remove all devices connected through
this relation. In the remaining database, we identify the next most frequent relation type and continue recursively, until
we cover, for instance, 90% of time series.

4.5 Algorithm

The main BUILDNETWORK algorithm is shown in Algorithm[2] We load time series one by one, pre-process them and
compute a memory-friendly representation consisting of one fingerprint and histogram for each time series (line [215)).
Next, we compute distances between all N2 /2 candidates and create a similarity matrix M (line |6}{12).

In Algorithm [3| we show the algorithm for discovering frequent relation types based on coverage. First, we join all
pairs of discovered similar time series with metadata, i.e., the device and type of both time series. Next, we identify
the relation type between time series with the highest support (line[8)). Next, we identify all pairs of devices connected
through this frequent relation type and remove all edges between these devices. We keep on mining the next most
frequent relation types recursively until we cover the required number of the discovered edges between time series as
determined by the coverage hyper-parameter. We remark that a pair of devices is often connected based on multiple
correlated time series, however by removing pairs of devices at each iteration we focus on non-redundant relation
types by computing the support of a relation type after filtering the device pairs connected through higher support
relation types.

Finally, we build the network of connected devices based on the similarity matrix and after filtering on the discovered
frequent relations as shown in Algorithm [2] (line [T4).

Algorithm 2: BUILDNETWORK(S, interval, binsy, tr, binsy, t, coverage) Find connected devices in a network

Input: A list of time series filenames S; interval, number of bins and threshold for fingerprint-based and
histogram-based distances; coverage for finding frequent relation types
Result: Set of edges between devices with similar time series
// 1. Create feature-based representation
F«0,H<+ 0
foreach S € S do
St « min_maz_norm(load_ts(S?))
F,; < create_fingerprint(S*, interval, binss)
H, « create,histogmm(Si, binsp,)
// 2. Compute similarity matrix
M « 0/FIxIF|
for i «+ 1to |F| do
for j <~ i+ 1to |F|do
d_fingerprint < |F; — F;||2
d_hist < ||H,L — H]Hl
if d_fingerprint < ty A\ d_hist < t;, then
| M, « d_fingerprint
// 3. Find frequent relation types
freq_relations < FINDFREQUENTRELATIONTYPES(M, coverage)
// 4. Create network of connected devices
E(G) — {(DZ,D])| 35t e Di,Sj S Dj : Mi,j >
0 A (type(S?), type(S?)) € freq_relations}
return E(G

10
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4.5.1 Complexity

The main bottleneck is the computation of the distance function between all N2 /2 candidates to create a symmetric
similarity matrix Ml € RY*N_ The proposed feature-based similarity representation has a linear space complexity of
O(n x k+1). A grid of n x k values for the fingerprint (as determined by the hyper-parameters interval and binsy),
and [ bins for the histogram (as determined by binsy,). Clearly, keeping n x k41 < | S| values in memory is efficient.
The algorithm for discovering frequent relation types requires O(N?) steps in in the worst case, however, in practice
the runtime is only a few seconds.

5 Pattern-based anomaly detection in a network of multivariate time series

Given the methods described in Section[3]and[] we are now able to tackle the main problem of detecting context-aware
anomalies at the entity level. The main BAD algorithm is shown in Algorithm |4, We characterise anomaly detection
based on the following three tasks where we compute an anomaly score for:

1. a window S;.; in a univariate time series

2. awindow D;.; in a multivariate time series or entity

3. awindow D;.; in an entity with regards to the network context.

For instance, for the last case we could discover an edge if the transmitting network bit rate S* of device D, is highly

correlated to the receiving network bit rate S! of device D, and report an anomaly at DY ; (or D¥ ;) if this is not the

i
case.

5.1 Context-aware entity anomaly detection

First, we identify connected devices using feature-based similarity as explained in Section 4] After we have identified
connected devices we classify anomalies in a context-aware manner.

For each device D, we create a new collection D.,; where we add all time series of the device and similar time series
of connected devices, that is

Do =DU{ST |38 €D, S € Dy : (D,Dy) € E(G)AS* ~ S7}.

Next, we mine patterns and create an embedding for each time series and concatenate the embedding vectors. For
instance, if 5* and S are similar (e.g., the sending and receiving bit rates are similar) we expect that frequent patterns
of P* and P? co-occur causing a high anomaly score if this is not the case.

Algorithm 3: FINDFREQUENTRELATIONTYPES(M, coverage) Find frequent relation types using separate-and-
conquer

Input: A similarity matrix M between time series; coverage (%) parameter, i.e., required percentage of relations
in M to be covered

Result: Set of frequent relation types
// 1. Create database
T+ 0
foreach (i,7) € M do

if M; ; > 0 A device(S") # device(S?) then

| T« T U (device(S"), device(S7), type(S?), type(S7))

// 2. Separate-and-conquer
freq_relations < ()
min_cover < |T| x (1 — coverage)
while | T| > min_cover do

freq_rel < argmazx supportrr (T, t1,t2)

(tlft2)€7"iyp€1viyp€2 (T)

freq_relations < freq_relations U freq_rel

device*pairs £ Mdewv, ,devs (Utypelztl Atype,=ta (T))

T« T\ {r|reT: (rdevl,rdev2) € device_pairs}
return freq_relations

11
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Algorithm 4: BAD(V, Dy, Qpetwork> Qdiscretes Qmining, use_fpof) Efficient method to discover anomalies in a

multivariate network

Input: A set of entities V' where each entity D has m time series (or sensors); D, a target entity for anomaly
detection; hyper-parameters for each component; method to compute anomalies, i.e. FPOF or isolation
forest

Result: Anomaly score for each multivariate window D;.; € D,, or for each univariate window S¥ ; in each

sensor S¥ € D1

// 1. Discover relations between devices

18 {S|3DecV:SeD}

E(G) < BUILDNETWORK(S, Qpetwork)
D! .=D,u{S7 |35 €D,, S7€ Dy:(D,,Dy) € E(G)AS*~ 57}
// 2. Create a pattern-based embedding

4 for sensor S* € D!, do

10
11
12
13
14
15
16

Pk MIP(S, Qaiscretes Qnining) 5 // 2.1 Mine interesting patterns
E* « CREATEEMBEDDING(P, S*) ; // 2.2 Create embedding per sensor
// 2.3 Compute anomalies
if not use_fpof then
El,...,m (_(Z)
for window (i,j) € DI, do
‘ Ellj’m = concatenate({E}; | S* € D,,})
return ISOLATIONFOREST(E)
else
A < init matrix of anomaly scores for each sensor and window

foreach sensor S* € D!, do

| A[k] « FpOF(P*, E¥)
return A

5.2 Anomaly detection in multivariate time series

For entity-level anomaly detection we discover patterns in each time series independently as time series are of different
types and an entity D.,; (or D) is in essence a heterogeneous collection.

5.2.1 Isolation forest

Given an entity D.,; = {S*,...,S™} we discover patterns in each time series separately and concatenate the discov-
ered embedding vectors in each time series S* for each window (4, 7) using

1,...m __ k k
E; ;"™ = concatenate({E;; | S € D}).

Next, we use an isolation forest thereby predicting a window D;.; as anomalous if one or more sensors behave unex-
pectedly, i.e., if the joint occurrence of patterns is unusual. The advantage of an isolation forest is that dependencies
between patterns are captured, i.e., if X; € P! and X, € P? always occur together, then an anomaly would be flagged
if only X occurs, which is especially important when combining patterns in multivariate time series.

5.2.2 Frequent pattern outlier factor

Alternatively, we compute the anomaly score independently for each time series in D.,;. Ignoring interactions between
patterns in different time series can result in a lower accuracy. However, the anomaly score can be inspected on the
level of the individual time series (or connected time series). For instance, if at window D;.; only time series S k. ogn
and S' have a high anomaly score while others are normal this localisation information is useful to the end-user [30].

12
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6 Experiments

In this section, we begin by evaluating our method for identifying inter-device similarities, before comparing our
anomaly detection method to state-of-the-art algorithms on several benchmark datasets. Our implementation is open-
source and publicly availableﬂ We also provided an online tutorial notebook in Python with many examples E}

In Table[I| we show more details on the broadcasting video network dataset. This network consists of 315 entities and
8 805 time series. Each sensor was collected over 98 days where the mean value is stored every 5 minutes resulting
in 28 224 values, i.e. telemetry and physical sensor data association with a single device such as the CPU usage, CPU
temperature, memory consumption, disk usage and input and output network bitrate. Each of the time series belong to
one of 5 types of entities and there are in total 49 distinct types of time series. For instance, there are 134 entities of
type A where each entity of type A has at most 11 sensors of a certain type.

For pre-processing we cap outlier values based on the 99% quantile and apply min-max normalisation. Many time
series consist of straight lines and are less of interest. Hence, we detect straight lines by fitting a linear function using
least squares to the time series and remove time series if the Pearson correlation coefficient is higher 0.98.

6.1 Telecommunications network dataset
6.2 Parameter selection for the discrete representation

The accuracy of any pattern-based anomaly detection technique is highly dependent on reasonable values for parame-
ters determining the discrete representation. In this section we discuss how to select parameters.

Entity type # entities # time series

A 134 11
C 60 20
S 73 12
T 27 2
D 21 4

Table 1: The details of the data extracted from a broadcasting video network. The network consists of 315 entities of
5 types and 8 805 time series, or sensors, of 49 types. Each time series was collected over 100 days.

6.2.1 Sliding window parameters

We suggest to always use an increment of 1. An increment of 1 minimising the risk that patterns do no match a window
because of arbitrary boundaries induced by semi-overlapping sliding windows. The interval | depends on the domain
but the order of magnitude of the interval, i.e., days, hours or seconds depends on the characteristics of the dataset such
as the sampling rate and the total length of the time series. In the telecom datasets we have 12 values logged every
hour, hence an interval in hours is reasonable, i.e., 2, 8, 24 or 48 hours. We remark for setting the interval, a measure
of the granularity in time, there is a trade-off, i.e., if the interval is selected too course-grained anomaly detection is
high, but meaningless since anomaly scores cover a large period. Vice versa, if it is too fine-grained we have the risk
of too few data points and low accuracy.

6.2.2 SAX parameters

For SAX we have two parameters that control how many raw values are averaged (paa_win) before binning, and how
many bins or the alphabet size (no_bins) are used. The length of the discrete sequence is given by

|Si.;| = no_symbols = |S;.;|/paa_win = 1/ paa_win.

We suggest to vary no_bins and no_symbols between 5 and 20 and propose defaults values of no_bins = 5 and
no_symbols = 10. The rationale behind this is that long sequential patterns, i.e. consisting of more than 20 symbols
are typically infrequent. Additionally, we want a good coverage of patterns, i.e., a frequent pattern of length 5 will
cover 50% of the symbols in a discrete sequence of length 10. If labels are available, we suggest to use grid search. If
labels are not available, we suggest to plot both the time series, time series after discretisation and the pattern-based
embedding and use our human visual expertise to select reasonable settings. We have a trade-off, i.e., if no_bins is

Shttps://bitbucket.org/len_feremans/pbad_network/
Shttps://1fereman.github.io/
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high and paa_win is small the discrete representation will have high fidelity to the original time series, but few frequent
patterns, i.e., most subsequences will occur infrequently, especially if there is more noise. Vice versa, if too few bins
are selected and a high value for paa_win we risk that the discrete sequences are short and no longer resembling the
original time series.

6.3 Efficiency and accuracy of BUILDNETWORK

6.3.1 Parameter Selection

Since there is no ground truth we select parameters based on expert knowledge and visual confirmation. For finger-
printing, we set the interval to 24 hours and use 5 bins for discretisation. For the histogram creation, we use 100
equal-length bins. We set the threshold for fingerprinting using the 99% quantile and for histogram distances using the
95% quantile. The coverage parameter for filtering on frequent relations is set to 95%.

6.3.2 Results for frequent relation types

We find 9 458 raw pairs of similar time series using these parameter settings. By filtering on intra-device similarities,
edges based on known groups of devices, and frequent relation types, only 351 edges remain. In Table 2] we show
the top-6 of the total 28 frequent relation types which is much smaller than the (429) = 1176 theoretically possible
combinations. These frequent relations are a good starting point to comprehend this complex network of heterogeneous

devices and sensors.

6.3.3 Runtime performance

Computing the similarity of all 78 - 10¢ possible pairs takes just 8.5 minutes or 59.0 ms per instance to search in 8 708
time series after excluding straight lines.

6.3.4 Comparing the accuracy of similarity measures

We compare the proposed fingerprint-histogram distances against PAA [19] and the Pearson correlation coefficient
after sampling each time series to 2000 values. To evaluate performance we compute precision, recall and F1. Since
we do not have labels of similar time series, we pick 50 time series, search for the top-5 most similar time series for
each of them, and manually assign labels based on domain knowledge. The results are shown in Table |3} We find that
fingerprinting combined with histogram distances has a higher precision and F1 but lower recall compared to PAA
and that the performance of Pearson correlation is relatively low. However, we argue that for context-aware anomaly
detection high precision is of more importance than high recall.

6.3.5 Qualitative performance

In Figure 4| we show the resulting network visualised using the NetworkX package. We find 4 large dense clusters
of mostly “type A” devices which are a type of card located inside the same “type C”, so, unsurprisingly, they have

Type # edges
A/System load 91
A/CPU load 52
A/IP bit rate 36
A/TS rate 29
A/User load 24
A/CPU System - A/CPU system time load 10

Table 2: Most frequent relation types between devices

Method Precision Recall F1
Fingerprinting and histogram 0971 0.779 0.864
Piecewise aggregate approximation 0.706 0.895 0.789
Pearson correlation coefficient 0.462 0.639 0.536

Table 3: Accuracy of time series similarity identification in the broadcasting video network dataset
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Figure 4: Discovered network of broadcasting video devices. The colour of each node represents a known cluster and
the shape the type of device

multiple similar sensors and a connection with a few “type C” elements. We also discover interesting smaller clusters,
e.g., “type D”, and “type C” devices are often connected using bit rate. Furthermore, we observe that most discovered
relations are between devices where the identifier is near, e.g., device 1268 is connected with 1269. This validates
that the proposed algorithm for identifying edges using only time series data matches with the prior knowledge that
devices with a near human-assigned identifier are often related.

6.4 Efficiency and accuracy of pattern-based anomaly detection on benchmark datasets

Since we have no labels for the network dataset, we evaluate our anomaly detection method on univariate and multi-
variate benchmark datasets.

6.4.1 Baselines

We compare BAD with two state-of-the-art pattern-based anomaly detection methods: Frequent pattern based outlier
factor (FPOF) computes an outlier factor based on the number of frequent closed itemsets [[14], and Pattern-based
anomaly detection (PBAD) uses an isolation forest trained on the embedding of raw sensor values, closed frequent
itemsets and sequential patterns [8]]. Additionally, we compare with Isolation forest that uses a forest trained on the
original sensor values in each window [25]] and BAD-FPOF which uses the frequent pattern based outlier factor instead
of an isolation forest to facilitate interpretability.

6.4.2 Evaluation protocol

Given a time series S with a number of labelled timestamps, we divide the time series into fixed-sized sliding windows
and compute an anomaly score for each window. Similar to the evaluation protocol of OMNYANOMALY [30]], we adopt
the point-adjust approach where we consider an anomaly detected if it occurs within the boundary of a sliding window.
Each method requires the setting of a threshold and we assume an Oracle that reports the best possible F1 value by
varying the threshold. Since the isolation forest is not deterministic we run each method 5 times using the same
parameters and report the mean values.

6.4.3 Parameter selection

Each method has the same preprocessing steps which include setting the window size [ and increment ¢ to create
sliding windows and parameters for transforming to a symbolic representation such as the paa_window for reducing the
dimensionality and the number of equal-length bins which we optimise using grid search. For the ISOLATIONFOREST,
we use 500 trees. For PBAD we set min_len to 2 and the minimal support to 0.01. For FPOF, we set the minimal
support to 0.01. For BAD, we set the number of patterns & to 10 000, min_len to 2 and the relative duration to 1.2.

6.4.4 Datasets

For the univariate test case, we use 7 datasets. Temp, Latency and Taxi are smaller datasets from the Numenta
Anomaly Benchmark [23]]. Water 1 to 4 is a proprietary dataset that contains the average consumption of water in
4 branches of a retail company where the goal is to detect abnormal water consumption [8]]. The water consumption
is logged every 5 minutes for two years resulting in 170 000 values. For the multivariate test case, we use the Server
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Dataset IsoFOREST FPOF PBAD BAD BAD-FPOF
Temp 0.927 0.875 0.776  0.948 0.881
Taxi 0.782 0.718 0.807 0.851 0.630
Latency 0.827 0.653 0.864 0.901 0.845
Water 1 0.686 0.333 0.755 0.787 0.549
Water 2 0.528 0.450 0.596 0.539 0452
Water 3 0.791 0.321 0.615 0.567 0.447
Water 4 0.561 0.661 0.760 0.666 0.663
Avg. rank univariate 3 4.4 2.1 1.6 3.8
SMD 0.949 n/a n/a 0.966 0.957
SMAP 0.708 n/a n/a 0.775 0.733
Avg. rank multivariate 3 n/a n/a 1 2

Table 4: F1 score of various methods on 7 univariate datasets and 2 multivariate datasets consisting of 28 and 54
entities respectively, where we report the mean result

Machine Dataset (SMD) which consists of 28 entities, with 38 sensors each, containing 56 960 values [30]. The seman-
tics are similar to our broadcasting video network with data such as CPU load, RAM usage, etc. Soil Moisture Active
Passive (SMAP) is a dataset from NASA and consists of 54 entities each monitored by 25 metrics [16].

6.4.5 Compare the accuracy with baselines

Table ] shows the F1 obtained by each method on each dataset. Results in bold highlight the best performing method
on each dataset. We find that BAD has the lowest average rank on univariate datasets thus outperforming existing
state-of-the-art methods such as ISOFOREST, PBAD and FPOF. We find that both BAD and BAD-FPOF perform better
than [SOFOREST on the multivariate datasets. We report no results for FPOF and PBAD on the multivariate datasets as
the run times are prohibitively long.

We compare with the reported results of recent neural-network based methods, such as OMNIANOMALY and
USAD [2]]. On the SMD dataset, we find the average F1 value of BAD is 0.966 (£0.002) which is higher than OM-
NIANOMALY (0.962) and USAD (0.946). However, the F1 value for SMAP is lower, i.e. 0.775 for BAD versus 0.853
for OMNYANOMALY and 0.863 for USAD. The relatively worse performance on SMAP is possibly explained by the
special nature of this dataset, where time series often consist of only peaks alternating between two values. We remark
that all existing methods ignore context when considering anomaly detection in a network of devices.

6.4.6 Runtime performance

Concerning runtime performance we find that PBAD is considerably slower and requires more than 1.5 hours to
complete on each Water dataset. The minimum support threshold results in an unpredictable and larger set of patterns.
In BAD using default parameters results in fewer patterns (800 instead of 5000 for the Water dataset) and both pattern
discovery and the creation of the embedding are more efficient resulting in a total runtime of less than a few minutes.
On SMD the total time for pre-processing, learning the model and making predictions was just 37 minutes (on a laptop).
This is in stark contrast to OMNIANOMALY, that required more than two hours to train a model for a single device on
the SMD datasets. We conclude that BAD and ISOFOREST scale to long time series and collections thereof.

6.4.7 Qualitative evaluation

For decision support, we use BAD-FPOF to allow localisation by computing the FPOF-based anomaly score based on
patterns discovered in each time series. In Figure We visualise the pattern-based embedding of the 7 sensor of the
first device in the SMD dataset where the FPOF score is based on only 6 patterns. The known anomaly is located after
the first series of X7 = [2,2,2,...] occurrences and before occurrences of Xg = [3, 3,3, ...], which is also when few
patterns occur causing a high anomaly score.

In Figure[| we show 4 time series from the first device in the SMD dataset. For SMD we have labelled anomalies specific
to a subset of time series highlighted in red. Below each time series we show the discrete representation computed
using an interval of 6 hours, 10 symbols and 10 equal-length bins and the FPOF score in orange. We remark that there
is high correspondence between known and predicted anomalies.
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Figure 5: Example of a discrete representation of metric-7 from the SMD dataset where we show the pattern-based
embedding. The pattern mining algorithm discovers only 6 patterns. We show the occurrences of each pattern and
remark that in this case a high anomaly score (red) is correlated with an absence of pattern occurrences.
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Figure 6: Example of localised anomaly scores of 4 time series from a single device in the SMD dataset using BAD-
FPOF . We show the time series before and after discretisation, the known sensor-specific anomalies (in red), and the
predicted anomalies (in orange)

7 Related work

We have shown that the proposed similarity measure that considers the trend, peaks and the distribution of values
results in a simple efficient method that produces fewer false positive than PAA. For comparing time series more
advanced techniques have been proposed, however, few scale to large time series databases. Finally, the approach for
filtering spurious relations based on the type of sensor is of specific interest to intra-device similarities and has not
been considered before.

For pattern-based anomaly detection we have shown that BAD is more accurate and efficient compared with state-of-
the-art methods, such as FPOF and PBAD. Related work, such as MIVPOD [[13] was shown to be less accurate than
PBAD.
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In contrast to prior work in sequential pattern mining, we are interested in patterns that are both frequent, cohesive and
compress the data series, while previous work considers only one or two aspects, i.e. [31}22] and [29] discovers a set
of patterns the compresses the dataset best, while [[7] discover frequent and cohesive patterns for data series.

Recently, authors proposed to make complex neural network-based decisions explainable, thereby providing methods
to highlight which segments and sensors of a device contribute to a predicted anomaly [2]. In contrast, we propose an
intrinsically interpretable white-box model that consists of a reduced set of interpretable features (or patterns). This
enables oversight from human experts that can inspect patterns to trust decisions both case-by-case and globally.

8 Conclusions

In this paper, we present a method for detecting anomalies in networks of connected devices. To the best of our
knowledge, no existing method is capable of dealing with this problem. In the first step, we propose a novel algorithm
for detecting similar time series (of potentially different types of sensors) in different devices. In this way, we identify
how devices interact with each other, as this information is often dynamic or unavailable. Once we have built a network
of devices, we discover frequent cohesive patterns in the time series to describe normal device behaviour. To improve
comprehension, we select the best patterns using the minimum description length principle. We then transform the
time series into a pattern-based embedding, in which we search for anomalies. Intuitively, we see an anomaly as a
time period in which frequent patterns are absent. By taking interactions between time series on the same device
and various connected devices into account, we can capture contextual anomalies that would otherwise potentially be
missed. In addition to being able to handle time series from a network of connected devices, our experiments show
that our anomaly detection method also outperforms existing methods on both univariate and multivariate benchmark
datasets.
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