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Marvin Xhemrishi, Student Member, IEEE, Johan Östman, Antonia Wachter-Zeh Senior Member, IEEE,
and Alexandre Graell i Amat, Senior Member, IEEE

Abstract—We propose FedGT, a novel framework for identify-
ing malicious clients in federated learning with secure aggrega-
tion. Inspired by group testing, the framework leverages overlap-
ping groups of clients to identify the presence of malicious clients
in the groups via a decoding operation. The clients identified
as malicious are then removed from the model training, which
is performed over the remaining clients. By choosing the size,
number, and overlap between groups, FedGT strikes a balance
between privacy and security. Specifically, the server learns the
aggregated model of the clients in each group—vanilla federated
learning and secure aggregation correspond to the extreme cases
of FedGT with group size equal to one and the total number of
clients, respectively. The effectiveness of FedGT is demonstrated
through extensive experiments on the MNIST, CIFAR-10, and
ISIC2019 datasets in a cross-silo setting under different data-
poisoning attacks. These experiments showcase FedGT’s ability
to identify malicious clients, resulting in high model utility. We
further show that FedGT significantly outperforms the private
robust aggregation approach based on the geometric median
recently proposed by Pillutla et al. in multiple settings.

Index Terms—Federated learning, group testing, malicious
clients, poisoning attacks, secure aggregation, security, privacy.

I. INTRODUCTION

FEDERATED learning (FL) [1] is a distributed machine
learning paradigm that enables multiple devices (clients)

to collaboratively train a machine learning model under the
orchestration of a central server. To preserve data privacy,
clients share their locally-trained models with the central
server instead of their raw data.

In its original form, FL is susceptible to model-inversion
attacks [2], [3], which allow the central server to infer clients’
data from their local model updates. As demonstrated in [4],
such attacks can be mitigated by employing secure aggregation
protocols [5], [6]. These protocols guarantee that the server
only observes the aggregate of the client models instead of
individual models.

A salient problem in FL is poisoning attacks [7], where ma-
licious and/or faulty clients corrupt the jointly-trained global
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model by introducing mislabeled training data (data poison-
ing) [8], [9], or by modifying local model updates (model
poisoning) [10]. Poisoning attacks pose a serious security
risk for critical applications. Defensive measures against these
threats generally fall into two categories: robust aggregation
and anomaly detection. Robust aggregation techniques [11],
[12], [13] are reactive approaches designed to mitigate the
effect of poisoned models, whereas anomaly detection is in-
herently proactive and aims to identify and eliminate corrupted
models [14], [15], [16]. Robust aggregation techniques can
introduce bias, especially when clients have heterogeneous
data [14], and their effectiveness tends to diminish with an
increasing number of malicious clients [17]. Moreover, a re-
curring issue with defense mechanisms is their reliance on ac-
cessing individual client models, leaving clients vulnerable to
model-inversion attacks. Addressing resiliency against poison-
ing attacks and devising protocols for the identification of ma-
licious clients in FL without access to individual client models
remains a challenge [18], [19]. Notably, privacy-preserving
techniques such as secure aggregation enhance clients’ privacy
at the expense of camouflaging adversaries [18]. Hence, there
is a fundamental trade-off between security and privacy.

Contribution: In this paper, we propose FedGT, a novel
framework for identifying malicious clients in FL with secure
aggregation. Our framework is inspired by group testing [20], a
paradigm to identify defective items in a large population that
significantly reduces the required number of tests compared to
the naive approach of testing each item individually. FedGT’s
key idea is to group clients into overlapping groups. For each
group, the central server observes the aggregated model of
the clients and runs a suitable test to identify the presence
of malicious clients in the group. The malicious clients are
then identified through a decoding operation at the server,
allowing for their removal from the training of the global
model. FedGT trades-off client’s data privacy, provided by
secure aggregation, with security, understood here as the
ability to identify malicious clients. It encompasses both non-
private vanilla FL and privacy-oriented methods, e.g., secure
aggregation, by selecting group sizes of one and the total
amount of clients, respectively. However, by allowing group
sizes between these two extremes, FedGT strikes a balance
between privacy and security, i.e., improved identification
capability comes at the cost of secure aggregation involving
fewer clients. Moreover, FedGT does not require any hyper-
parameter tuning.

We showcase FedGT’s effectiveness in identifying mali-
cious clients through experiments on the MNIST, CIFAR-
10, and ISIC2019 datasets under both targeted and untargeted
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data-poisoning attacks. Our focus is specifically on the cross-
silo scenario, wherein the number of clients is moderate (up
to 50 [21]) and data-poisoning is the predominant attack
vector [22]. Fig. 1 shows the performance of two proposed
versions of FedGT as a function of the numbers of malicious
clients, nm, for a scenario with 15 clients and a targeted label-
flipping attack. The results correspond to a classification prob-
lem over the CIFAR10 dataset after 30 communication rounds.
When no defense mechanism is in place, the attack success
significantly increases as the number of malicious clients
grows. Remarkably, FedGT enables the identification and
removal of malicious clients with low misdetection and false
alarm probabilities. This leads to a substantially reduced attack
accuracy—significantly outperforming the recently-proposed
robust federated aggregation (RFA) protocol based on the ge-
ometric median [23]—while achieving a lower communication
complexity.

II. RELATED WORK

To the best of our knowledge, only the works [24], [23],
[25] address resiliency against poisoning attacks in conjunction
with secure aggregation. The work [24] is the first single-
server solution to account for both privacy and security in FL.
The protocol is based on drop-out resilient secure aggregation
where the server utilizes secret sharing to first obtain the
pairwise Euclidean distance between the clients’ updates and
then selects what clients to aggregate by means of multi-
Krum [11]. However, it is not clear if the pairwise differences
can leak extra information. In [23], a robust aggregation
protocol, dubbed RFA, is proposed. This protocol is based
on an approximate geometric median, computed by means
of secure aggregation. However, RFA lacks the capability to
identify malicious clients and is known to be inferior to other
robust aggregation techniques, especially when dealing with
heterogeneous client data [26]. The work by [25] presents a
privacy-preserving tree-based robust aggregation method. In
particular, each leaf in the tree consists of a subgroup of
clients who securely aggregate their local models. To achieve
privacy between subgroups, masking is done on all but the last
parameters in the aggregated models. By using the Euclidean
distance between the unmasked parameters and the corre-
sponding parameters in the global model, an outlier removal
scheme, based on variance thresholding, is used iteratively to
determine what groups should contribute to the global model.
The approach in [25] is the method closest to ours as it
relies on dividing clients into subgroups and on testing the
group aggregates. However, contrary to FedGT, it is unable to
identify malicious clients and to leverage the information of
overlapping groups.

III. PRELIMINARIES

A. Notation

We use lowercase bold letters and uppercase bold letters
to denote row vectors and matrices, respectively, e.g., x and
X . The i-th element of vector x is denoted as xi. We use
calligraphic letters to denote sets, e.g., X . For an integer x,
we use the notation [x] to denote the set of all positive integers
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Fig. 1: Attack accuracy on a cross-silo setting with n = 15 clients
on the CIFAR10 dataset for varying number of malicious clients, nm,
conducting a label-flip targeted attack.

less than equal to x, i.e., [x] = {1, 2, . . . , x}. The empty set is
denoted by ∅. The logical disjunction operator is represented
by ∨ and the logical conjunction operator by ∧. For a matrix
X and a vector x, we use the notation x ∨XT to denote a
matrix-vector operator, similar to the multiplication, where the
dot product is performed using the logical conjunction and the
addition is computed using the logical disjunction. Finally, we
denote by wH(x) the Hamming weight of vector x, i.e., the
number of nonzero entries of x.

B. Group Testing

Group testing [20], [27] encompasses a family of test
schemes aiming at identifying items affected by some partic-
ular condition, usually called defective items (e.g., individuals
infected by a virus), among a large population of n items (e.g.,
all individuals). The overarching goal of group testing is to
design a testing scheme such that the number of tests needed
to identify the defective items is minimized. The principle
behind group testing is that, if the number of defective items
is significantly smaller than n, then negative tests on groups (or
pools) of items can spare many individual tests. Following this
principle, items are grouped into overlapping groups, and tests
are performed on each group. Based on the test results on the
groups, the defective items can then be identified—in general
with some probability of error—via a decoding operation.

C. Threat Model

We consider a cross-silo scenario with an honest-but-curious
server and n clients out of which nm are compromised
(referred to as malicious clients). The number of malicious
clients and their identities are unknown to the server.

A client may be compromised due to hardware malfunction
or adversarial corruption. In the latter case, we assume that the
malicious clients can collude and perform coordinated attacks
against the global model. In this paper, we focus on data-
poisoning attacks, which constitute the most realistic type of
attack for cross-silo FL [22].
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Fig. 2: The bipartite graph of the matrix A in Example 1. The circles
represent variable nodes and the squares represent check nodes.

IV. FEDGT: GROUP TESTING FOR FL
WITH SECURE AGGREGATION

We consider a population of n clients, nm of which are
malicious. We define the defective vector d = (d1, d2, . . . , dn)
with entries representing whether a client j is malicious (dj =
1) or not (dj = 0). It follows that

∑n
j=1 dj = nm. Note that

d is unknown, i.e., we do not know a priori which clients are
malicious.

Borrowing ideas from group testing [20], the n clients are
grouped into m overlapping test groups. We denote by Pi the
set of client indices belonging to test group i ∈ [m], i.e., if
client j is a member of test group i, then j ∈ Pi.

Definition 1 (Assignment matrix). The assignment of clients
to test groups can be described by an assignment matrix A =
(ai,j), i ∈ [m], j ∈ [n], where ai,j = 1 if client j participates
in test group i and ai,j = 0 otherwise.

The assignment of clients to test groups, i.e., matrix A,
can also be conveniently represented by a bipartite graph
consisting of n variable nodes (VNs) v1, . . . , vn corresponding
to the n clients, and m constraint nodes (CNs) c1, . . . , cm,
corresponding to the m test groups. An edge between VN vj
and CN ci is then drawn if client j participates in test group
i, i.e., if ai,j = 1. Matrix A—and hence the corresponding
bipartite graph—is a design choice that may be decided offline,
analogous to the model architecture, and shared with the
clients for transparency.
Example 1. The bipartite graph corresponding to a scenario
with 5 clients and 2 test groups with assignment matrix

A =

(
1 1 0 1 0
0 1 1 0 1

)
is depicted in Fig. 2.

In FedGT, for each test group, a secure aggregation mech-
anism is employed to reveal only the aggregate of the client
models in the test group to the server. Let ui, i ∈ [m], be
the aggregate model of test group i. For each test group i,
the central server applies a binary test on the corresponding
aggregate model, t : ui → {0, 1}. Let ti = t(ui) ∈ {0, 1} be
the result of the test for test group i, where ti = 1 if the test is
positive, i.e., there is at least a malicious client in the group,
and ti = 0 if the test is negative, i.e., no malicious clients
are in the group. We collect the result of the m tests into the
binary vector t = (t1, t2, . . . , tm).

We propose a suitable test in Section IV-C. However, we
remark that the proposed framework is general and can be
applied to any test on the test group aggregates.

We define the syndrome vector s = (s1, . . . , sm), where
si = 1 if at least one client participating in test group i is
malicious and si = 0 if no client participating in test group i
is malicious, i.e.,

si =
∨
j∈Pi

dj , (1)

and

s = d ∨AT . (2)

For perfect (non-noisy) test results, it follows that t = s.
However, note that the result of a test may be erroneous, i.e.,
the result of the test may be ti = 1 even if no malicious clients
are present (i.e., si = 0) or ti = 0 even if malicious clients are
present (i.e., (i.e., si = 1). In general, the (noisy) test vector t
is statistically dependent on the syndrome vector s according
to an (unknown) probability distribution Q(t|s).

Given the test results t and the assignment matrix A, the
goal of FedGT is to identify the malicious clients, i.e., infer
the defective vector d. The design of the assignment matrix
A and the corresponding inference problem is akin to an
error-correcting coding problem, where the assignment matrix
A can seen as the parity-check matrix of a code, and the
inference problem corresponds to a decoding operation based
on A and t. Thus, a suitable choice for A is the parity-
check matrix of a powerful error-correcting code, i.e., with
good distance properties. Furthermore, d can be inferred by
applying conventional decoding techniques. We denote by
d̂ = (d̂1, . . . , d̂n) the estimated defective vector provided by
the decoding operation, and define M̂ = {i : d̂i = 1}.
Once d̂ has been obtained, clients i ∈ M̂ are excluded
from the training and the server aggregates the models of
the remaining—flagged non-malicious—clients by means of
secure aggregation.

The performance of FedGT, measured in terms of the utility
of the model, is affected by two quantities: the misdetection
probability, i.e., the probability that a malicious client is
flagged as non-malicious, and the false-alarm probability,
i.e., the probability that a non-malicious client is flagged as
malicious, defined as1

PMD ≜
1

n

n∑
i=1

Pr(d̂i = 0|di = 1) ,

PFA ≜
1

n

n∑
i=1

Pr(d̂i = 1|di = 0) .

A high misdetection probability will result in many malicious
clients poisoning the global model, hence yielding poor utility,
while a high false-alarm probability will result in exclud-
ing many non-malicious clients from the training, thereby
also impairing the utility. The misdetection and false-alarm
probabilities depend in turn on the assignment matrix A, the
decoding strategy, and the nature of the test performed. We
discuss the decoding strategy to estimate d in Section V.

1As in other works, we use the normalization factor 1/n. Hence, PMD and
PFA are not strictly probabilities, as their values do not lie between 0 and 1.



4

A. Privacy-Security Trade-off

Vanilla FL [1] and FL with full secure aggregation [5] can
be seen as the two extreme cases of FedGT, corresponding to
n (non-overlapping) groups and a single group with n clients,
respectively. In vanilla FL, tests on individual models can be
conducted, facilitating the identification of malicious clients.
However, this comes at the expense of clients’ privacy. In
contrast, full secure aggregation provides privacy by enabling
the server to observe only the aggregate of the n models, but
it does not permit the identification of malicious clients.

Under FedGT, the server observes m aggregated models
u1 . . . ,um, with ui =

∑n
j=1 ai,jcj and cj being the local

model of client j. The privacy of the clients increases with
the number of models aggregated [28]. Hence, FedGT trades
privacy for providing security, i.e., identification of malicious
clients. Furthermore, there might be additional privacy loss
due to the aggregates being from overlapping groups. This
loss depends on the assignment matrix A and is agnostic to
the number of malicious clients participating in the training.
The privacy of FedGT is given in the following proposition.

Proposition 1. Let the assignment of clients to test groups be
defined by assignment matrix A and let r be the smallest non-
zero Hamming weight of the vectors in the row span of A (in
the coding theory jargon, the minimum Hamming distance of
the code generated by A as its generator matrix). Then FedGT
achieves the same privacy as a secure aggregation scheme with
r clients.

Proof. Due to the overlapping groups arising from matrix A,
there might exist a vector b ∈ Rm such that

∑m
i=1 biui = cj

for some j ∈ [n], or equivalently bA = ej , where ej is the j-
th unit vector. This will occur if ej ∈ Spr(A), where Spr(A)
is the row span of A. Generally speaking, for a subset R ⊂ [n]
of cardinality r, if

∑
ι∈R fιeι ∈ Spr(A) where fι ̸= 0, there

exists a vector b′ such that
∑m

i=1 b
′
iui =

∑
ι∈R fιcι. Thus,

we conclude that FedGT achieves the same privacy as a secure
aggregation scheme with r < n clients, where r is the smallest
non-zero cardinality of the subset R. In other words, r is the
smallest non-zero Hamming weight of the vectors in the row
span of A.

B. The Choice of Assignment Matrix A

The assignment matrix A should be carefully chosen to
balance the trade-off between privacy and security: To improve
the identification of malicious clients, one should choose A as
the parity-check matrix of an error-correcting code with good
distance properties, while to achieve a high privacy level, A
should correspond to the generator matrix of a code of large
minimum Hamming distance. Such codes are readily available,
see [29].

On the other hand, for FedGT to effectively detect malicious
clients with a low probability of false alarm, it is essential that
some group tests yield negative results: If all tests are positive,
i.e., t = 1, FedGT will flag all clients as malicious, resulting
in the highest (unnormalized) probability of false alarm of
PFA = n−nm

n .

As the number of malicious clients grows, the likelihood of
observing only positive test outcomes, i.e., t = 1, increases.
Furthermore, the choice of A highly impacts the probability
of having all groups contaminated. More precisely, the proba-
bility of having all groups contaminated is fully determined by
A and nm. For small matrices A, this probability can be com-
puted exactly, while for larger ones, it can be approximated
using a Monte Carlo approach.

The assignment matrix A should be chosen such that the
probability of having all groups contaminated is small (note
that nm is out of control of the designer). Alternatively, one
can impose a constraint on the probability of all groups being
contaminated and find the assignment matrix A that supports
the maximum number of malicious clients, nmax

m , such that
this constraint is satisfied. The value nmax

m is intrinsic to A
and can be obtained offline, as outlined next.

Consider the best-case scenario of noiseless tests, i.e., t =
s and let the nm malicious clients be assigned uniformly at
random. Let Si be the random variable corresponding to the
syndrome of the i-th group (corresponding also to the test
outcome of the i-th group for noiseless group testing) and
S = (S1, . . . , Sm) (the corresponding realizations are defined
in (1) and (2)). Then, for a fixed assignment matrix A, we
can solve

nmax
m = argmax

nm

{Pr(S = 1|Nm = nm) ≤ κ} , (3)

where Nm is the random variable that represents the number
of malicious clients and κ denotes the probability constraint
of all groups being contaminated. This approach provides a
systematic procedure of identifying assignment matrices that
are suitable for a given scenario.

C. Test Design

FedGT can be applied to any test on the test group aggre-
gates. However, it is essential to design an accurate test, as
the performance of FedGT is impaired by the noisiness of the
test. In this section, we propose a test that, as shown in the
numerical results section, yields low error rate.

To begin, we make the observation that the utility of an
aggregated model tends to decrease as it gets contaminated
by a larger number of poisoned models. Moreover, the work
in [30] shows that when using dimensionality reduction tools
like principal component analysis (PCA), the local models of
the malicious clients tend to cluster around similar values,
even in the first component.2 Empirically, we observed that the
findings from [30] apply also to our group testing scenario:
the aggregated models of test groups with the same number
of malicious clients tend to cluster around the same value in
the first component.

Motivated by this observation, we propose a testing strategy
in which we first cluster the test groups (i.e., the corresponding
aggregated models) into clusters based on the number of
malicious clients involved in the test group. Then, for each
cluster, we compute the average utility of the aggregated

2The first component captures the highest variance of the original observa-
tions (models).
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models using a small validation dataset at the server (a minor
assumption as motivated in Section VI), and finally, we declare
the result of the test for the test groups within the cluster with
highest average utility as negative (t = 0) and the result of the
test for all other test groups as positive (t = 1). The details of
the proposed testing strategy are outlined below.

Let vi denote a measured utility metric of the aggregated
model of test group i evaluated on the validation dataset,
and let v = (v1, v2, . . . , vm). Also, let pi be the first prin-
cipal component representation of the aggregated model of
test group i evaluated on the fully-connected layer, and let
p = (p1, . . . , pm). We form m points ci = (vi, pi) and
cluster them using the k-means algorithm [31]. Since k-means
requires the number of clusters k, we compute the maximum
possible number of clusters,

kmax = min

{
m, max

i∈[m]
|Pi|+1

}
, (4)

and perform k-means clustering for all k ∈ [kmax].
The next step is to determine the optimal number of clus-

ters. Two popular metrics for this purpose are the Silhouette
score [32] and the Dunn index [33]. In scenarios like ours,
where the number of points is relatively small compared to
the number of clusters, the Dunn index tends to perform
better than the Silhouette score. However, the Dunn index is
not effective at determining if the data should be clustered
into a single cluster. To address these limitations, we propose
a combined approach: first, we use the Silhouette score to
assess whether the data should be clustered into one or several
clusters. If multiple clusters are indicated, we then use the
Dunn index to determine the precise number of clusters.

For a data point ci in cluster Cu, the Silhouette score is
defined as

si =


bi − ai

max{ai, bi}
, |Cu|> 1,

0, |Cu|= 1,

where bi is the smallest mean distance of ci to all points in
any other cluster,

bi = min
u′ ̸=u

1

|Cu′ |
∑

cj∈Cu′

∥ci − cj∥22 ,

and ai is the mean distance of ci to all other points in the
same cluster,

ai =
1

|Cu|−1

∑
cj∈Cu,j ̸=i

∥ci − cj∥22 .

For each k, the Silhouette score of the corresponding clustering
result, denoted as s(k), is then the average of the individual
Silhouette scores, i.e.,

s(k) =
1

m

∑
i∈[m]

si .

The Dunn index [33] is defined as

dk =

min
i∈[k],j∈[k]:i ̸=j

∥c̄i − c̄j∥22

max
u∈[k]

max
ci,cj∈Cu

∥ci − cj∥22
,

where c̄i denotes the center point of cluster Ci.
Based on the Silhouette score and the Dunn index, we

determine the number of clusters as

k̂ = argmax
i∈[k]

{di}1{smax ≥ sthres}+ 1{smax < sthres} , (5)

where smax = maxk∈[kmax] s
(k). That is, we first threshold

the Silhouette score to decide whether the datapoints {ci}
should be clustered into one or several clusters and, if multiple
clusters are suggested, we identify the precise number of
clusters using the Dunn index (selecting the number of clusters
that maximizes the Dunn index).

We use the outcome of the clustering to determine the test
result for each test group. Note that each cluster corresponds to
a different number of malicious clients. In this paper, however,
we consider binary test results, i.e., for a given test group
the test is positive (t = 1) if the test determines that there
is at least one malicious client in the group and the test is
negative (t = 0) if there is none. Hence, we only need to
distinguish between clusters corresponding to test groups with
no malicious clients and clusters corresponding to test groups
with malicious clients. To this aim, for every cluster Ci, i ∈ [k̂],

we compute the average utility as v̄i =
1

|Ci|
∑

j:cj∈Ci

vj and

apply the decision rule

tj =

{
0 j : cj ∈ Cι
1 j : cj /∈ Cι

, where ι = argmax
i∈[k̂]

v̄i ,

i.e., our test strategy flags all test groups within the cluster
with highest utility as benign (t = 0) and all other test groups
as containing malicious clients (t = 1).

D. Communication Cost

FedGT introduces a communication overhead only in the
round(s) where group testing is performed. Considering a
single-round of FedGT, which is the setting of our experi-
ments, the overall communication cost of the FL consists of:

1) Before group testing: Number of communication
rounds × communication complexity of secure aggre-
gation with n clients.

2) Group testing round: m × communication complexity
of secure aggregation with maxj∈[m]|Pj | clients (max-
imum size of groups).

3) After group testing: Number of rounds × communi-
cation complexity of secure aggregation with n − |M̂|
clients (number of clients classified as benign from the
group testing).

The overall communication cost heavily depends on the
scheme used for secure aggregation. In [34, Table I], the
communication cost for different secure aggregation schemes
is tabulated. For example, LightSecAgg [35] has a total
communication complexity per round of O(n(C +1)), where
C is the model size. In this case, over K training rounds,
FedGT yields a total communication complexity of O((C +
1)(nK +mmaxj∈[m]|Pj |) where we have assumed M̂ = ∅,
the worst-case scenario from a communication perspective.
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V. DECODING: INFERRING THE DEFECTIVE VECTOR d

Given the test results t and the assignment matrix A, FedGT
estimates the defective vector d. In this section, we present two
decoding strategies based on probabilistic decision metrics to
estimate d.

A. Strategy 1: Neyman-Pearson Based Inference

In our first strategy, we consider optimal inference in a
Neyman-Pearson sense, which prescribes for some ∆′ > 1

d̂i =

{
0 if Pr(t|di = 0) > Pr(t|di = 1)∆′

1 if Pr(t|di = 0) < Pr(t|di = 1)∆′ .

The Neyman-Pearson criterion can be rewritten in terms of the
log-likelihood ratio (LLR) Li = log(Pr(t|di = 0)/Pr(t|di =
1)) as

d̂i =

{
0 if Li > ∆
1 if Li < ∆

, (6)

where ∆ = log(∆′). Further, we can write the LLR Li as

Li = log

(
Pr(di = 0|t)
Pr(di = 1|t)

)
− log

(
Pr(di = 0)

Pr(di = 1)

)
(7)

= LAPP
i − log

(
1− δ

δ

)
, (8)

where δ is the prevalence of malicious clients in the population
of n clients, i.e., the probability of a client being malicious,
δ = Pr(di = 1). In a frequentist approach to probability,
δ = nm/n. Using (7), the Neyman-Pearson criterion in (6)
can be rewritten in terms of the a posteriori LLR LAPP

i as

d̂i =

{
0 if LAPP

i > Λ
1 if LAPP

i < Λ
, (9)

where

Λ = ∆+ log

(
1− δ

δ

)
. (10)

In general, if Λ increases, then PFA increases and PMD

decreases. Note that Λ depends on the prevalence, i.e., the
number of malicious clients nm, which is in general not
known. In the following, we provide the means to estimate
nm.

Estimation of the number of malicious clients. For a given
nm ∈ [nmax

m ] ∪ {0}, we consider all patterns of nm malicious
clients and define Z as the random variable representing the
number of zero syndromes, i.e.,

Z =

m∑
i=1

1{Si = 0} , (11)

where 1{·} is the indicator function. Also, define

z =

m∑
i=1

1{si = 0} (12)

and

ẑ =

m∑
i=1

1{ti = 0} . (13)

Note that, for a noiseless test, ẑ = z.

The decoder has the vector of test results t at its disposal.
This information can be used to estimate nm via the maximum
likelihood criterion as

n̂m = argmax
nm

Pr(Z = ẑ|Nm = nm) . (14)

The likelihood Pr(Z = ẑ|Nm = nm) can be computed
exactly for small enough assignment matrices A. Note that
the accuracy of the estimate is expected to deteriorate with
increasing test noise.

We use the estimate n̂m to estimate the prevalence as δ̂ =
n̂m/n. The estimated prevalence δ̂ can then be used in (10) to
obtain Λ. However, one must still choose ∆. To this end, we
consider an ideal setting, i.e., t = s and n̂m = nm, and find

∆̂(nm) = argmin
∆

{E[βPMD + (1− β)PFA]}, nm ∈ [nmax
m ] ,

(15)
where β ∈ [0, 1] weights between false alarm and misdetection
and their dependency on ∆ is implicit. The expectation is with
respect to the nm malicious clients being sampled uniformly
at random and can be computed via Monte-Carlo estimation.
Notably, (15) can be solved offline. During decoding, we set
Λ = ∆̂(n̂m) + log

(
1−δ̂
δ̂

)
.

Hereafter, we refer to FedGT with decoding strategy 1 as
FedGT-∆. We remark that the number of clients flagged as
malicious by FedGT-∆ may differ from the estimated value
n̂m, i.e., wH(d̂) is not necessarily equal to n̂m.

B. Strategy 2: Flagging n̂m Clients

We propose an alternative strategy to infer the defective
vector d̂ by relying entirely on the estimated number of
malicious clients n̂m. This strategy is based on the observation
that the a posteriori LLRs LAPP

i indicate the likelihood of a
client being benign (see (7)), with higher values indicating to
a more confident guess. Accordingly, Strategy 2 declares the
n̂m clients with smallest LAPP

i as malicious and the remaining
clients as benign.

Let LAPP =
(
LAPP
1 , LAPP

2 , . . . , LAPP
n

)
be the vector con-

taining the a posteriori LLRs for all clients and L̃APP =(
LAPP
i1

, LAPP
i2

, . . . , LAPP
in

)
be a sorted version of LAPP with

LLRs ordered in ascending order, i.e., LAPP
ij

≥ LAPP
ik

for j > k.
For an estimated number of malicious clients n̂m, we define
the decision rule as

d̂i =

{
1 if i ∈ {i1, i2, . . . , in̂m}
0 otherwise , (16)

where {i1, i2, . . . , in̂m} is the set of the indices of the n̂m

smallest elements in LAPP. Note that using this decision
strategy, contrary to FedGT-∆, the number of nonzero entries
in d̂ is always n̂m, i.e., wH(d̂) = n̂m. Henceforth, we refer to
FedGT with decoding strategy 2 as FedGT-n̂m.

Both FedGT-∆ and FedGT-n̂m, require the a posteriori
LLRs LAPP

i . For not-too-large matrices A, they can be com-
puted efficiently via the forward-backward algorithm [36],
which exploits the trellis representation of the assignment
matrix A. For large matrices A, the computation of the a
posteriori LLRs is not feasible, and one needs to resort to
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ℓ = 0 ℓ = 1 ℓ = 2 ℓ = 3 ℓ = 4 ℓ = 5

0 0 0 0 0 0

1 1 1 1 1

2 2 2

3 3 3 3

Fig. 3: Trellis representation of matrix A in Example 1. The dashed
edges correspond to the symbol “0”, while the solid edges correspond
to the symbol “1”.

suboptimal decoding strategies, such as belief propagation
[37].

Given our focus on the cross-silo setting, where the number
of clients is limited, we next present how to obtain the a poste-
riori LLRs for this setting using the trellis representation of the
assignment matrix A and the forward-backward algorithm. In
Section V-C, we describe how to obtain the trellis diagram for
a given assignment matrix A, and in Section V-D, we discuss
the forward-backward algorithm to compute the a posteriori
LLRs to infer d.

C. Trellis Representation of Assignment Matrix A

In this section, we describe the trellis representation cor-
responding to assignment matrix A, which can be used to
compute the a posteriori LLRs as described in Section V-D.
The trellis representation was originally introduced for linear
block codes in [38] and applied to group testing in [39].

For a given defective vector d̃ (not necessarily the true one),
define the syndrome vector s̃ = (s̃1, . . . , s̃n), where s̃i is given
by s̃i =

∨
j∈Pi

d̃j . The syndrome vector can be written as a
function of the defective vector d̃ and the assignment matrix as
s̃ = d̃∨AT. Note that several defective vectors are compatible
with a given syndrome s̃. Let D be the set of all possible
defective vectors, i.e., all binary tuples of length n. We denote
by Ds the set of defective vectors compatible with syndrome
vector s, i.e., Ds̃ = {d̃ ∈ D : d̃ ∨AT = s̃}.

Let aj be the j-th column of matrix A. The syndrome
corresponding to defective vector d̃ can then be rewritten
as s̃ =

∨n
i=1(d̃i ∧ aT

i ). This equation naturally leads to a
trellis representation of the assignment matrix A as explained
next. A trellis is a graphical way to represent matrix A,
consisting of a collection of nodes connected by edges. The
trellis corresponding to matrix A in Example 1 is depicted in
Fig. 3. Horizontally, the nodes, called trellis states, are grouped
into sets indexed by parameter ℓ ∈ {0, . . . , n}, referred to as
the trellis depth.

Let s̃ℓ be the partial syndrome vector at trellis depth ℓ ∈ [n]
corresponding to d̃, given as s̃ℓ =

∨ℓ
i=1(d̃i∧aT

i ). It is easy to
see that s̃ℓ can be obtained from s̃ℓ−1 as s̃ℓ = s̃ℓ−1∨(d̃ℓ∧aT

ℓ ),
with s̃0 being the all-zero vector. The trellis representation
is such that each state in the trellis represents a particular
partial syndrome. The trellis is then constructed as follows: At
trellis depth ℓ = 0 there is a single trellis state corresponding
to s̃0. At trellis depth ℓ ∈ [n], the trellis states correspond
to all possible partial syndrome vectors s̃ℓ for all possible
partial syndrome vectors (d̃1, . . . , d̃ℓ), with d̃i ∈ {0, 1}. For

example, at trellis depth ℓ = 1 there are only two trellis states,
corresponding to partial syndromes 0 ∧ aT

1 = (0, . . . , 0) and
1 ∧ aT

1 = (a1,1, . . . , a1,m), i.e., for d̃1 = 0 and d̃1 = 1,
respectively. Note that at trellis depth ℓ = n, there are
2m trellis states, corresponding to all possible syndromes
s̃. For simplicity, we label the trellis state corresponding to
partial syndrome vector s̃ℓ = (sℓ,1, . . . , sℓ,m) by its decimal
representation

∑m
i=1 s̃ℓ,i2

i−1. Finally, an edge from the node
at trellis depth ℓ corresponding to partial syndrome s̃ℓ to the
node at trellis depth ℓ+ 1 corresponding to partial syndrome
s̃ℓ+1 is drawn if s̃ℓ+1 = s̃ℓ∨(d̃ℓ+1∧aT

ℓ+1), with d̃ℓ+1 ∈ {0, 1}.
The edge is labeled by the value of d̃ℓ+1 enabling the transition
between s̃ℓ and s̃ℓ+1.

Example 2. For the trellis of Fig. 3, corresponding to the
assignment matrix A in Example 1 with n = 5 nodes
and m = 2 tests, the number of trellis states at trellis
depth ℓ = 5 is 22 = 4, i.e., all length-2 binary vectors
(in decimal notation {0, 1, 2, 3}). At trellis depth ℓ = 2,
there are three states, corresponding to all possible partial
syndromes s̃ =

∨2
i=1(d̃i∧aT

i ), i.e., all possible (binary) linear
combinations of the two first columns of matrix A, resulting in
states (0, 0) ∨ (0, 0) = (0, 0) = 0, (0, 0) ∨ (1, 1) = (1, 1) = 3,
(1, 0) ∨ (0, 0) = (1, 0) = 1, and (1, 0) ∨ (1, 1) = (1, 1) = 3.

The trellis graphically represents all possible defective
vectors d̃ and their connection to the syndromes s̃ via the
assignment matrix A. In particular, the paths along the trellis
originating in the all-zero state at trellis depth ℓ = 0 and
ending in trellis state s̃ at trellis depth ℓ = n correspond to
all defective vectors d̃ compatible with syndrome s̃.

D. The Forward-Backward Algorithm

The a posteriori LLRs can be computed efficiently using the
trellis representation of matrix A introduced in the previous
subsection via the forward-backward algorithm [36]. Let E(0)

ℓ

and E(1)
ℓ be the set of edges connecting trellis states at trellis

depth ℓ − 1 with states at trellis depth ℓ labeled by d̃ℓ = 0
and d̃ℓ = 1, respectively. The a posteriori LLRs LAPP

ℓ can be
computed as

LAPP
ℓ = log

∑
(σ′,σ)∈E(0)

ℓ

αℓ−1(σ
′)γ(σ′, σ)βℓ(σ)

− log
∑

(σ′,σ)∈E(1)
ℓ

αℓ−1(σ
′)γ(σ′, σ)βℓ(σ) , (17)

where (σ′, σ) denotes an edge connecting state σ′ at trellis
depth ℓ− 1 with state σ at trellis depth ℓ.

The quantities αℓ−1(σ
′) and βℓ(σ) are called the forward

and backward metrics, respectively, and can be computed
using the recursions

αℓ(σ) =
∑
σ′

αℓ−1(σ
′)γℓ(σ

′, σ) ,

βℓ−1(σ
′) =

∑
σ

βℓ(σ)γℓ(σ
′, σ) ,

with initialization of the forward recursion α0(0) = 1 and of
the backward recursion βn(σ) = Q(t|s(σ)), where s(σ) is
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the syndrome corresponding to trellis state σ. The quantity
γℓ(σ

′, σ) is called the branch metric and is given by

γℓ(σ
′, σ) =

{
1− δ if (σ′, σ) ∈ E(0)

ℓ

δ if (σ′, σ) ∈ E(1)
ℓ

.

The a posteriori LLRs computed via (17) are then used to
make decisions on {di} according to (9).

E. FedGT Hyperparameters

As discussed in the previous section, the decoder requires
the distribution Q(t|s) and the prevalence δ, which are in
general unknown. For the prevalence, we use the estimate
δ̂ = n̂m/n as outlined in Section V-E. (For the case where
the estimated number of malicious clients is zero, n̂m = 0, we
do not run the decoder and flag all clients as benign). On the
other hand, the distribution Q(t|s), i.e., the noisiness of the
test, is test-dependent and hard to estimate. Here, we assume a
simple model for Q(t|s) which, as shown in the experiments
section (Section VI), yields excellent results. In particular, we
assume that Q(t|s) factorizes as Q(t|s) =

∏m
i=1 Q(ti|si) and

model Q(ti|si) as a binary symmetric channel (BSC), i.e.,
Q(ti|si) = 1 − p if ti = si and Q(ti|si) = p if ti ̸= si. In
words, we assume that, for each group, the result of the test
is erroneous with probability p.

Our model for Q(t|s) requires a single parameter, p. Using
the correct value of p improves the decoder performance in
terms of misdetection and false-alarm probabilities. However,
even with the proposed simple BSC model, accurately estimat-
ing p is challenging. Therefore, we arbitrarily select a value
for p and demonstrate that our decoder remains robust to this
choice (see Section VI-B). Specifically, we choose a small
value for p (as a relatively accurate test is preferred), namely
p = 0.05.

FedGT-∆ also requires choosing parameter β (see in (15)),
which balances the misdetection and false-alarm probabilities.
The impact of a higher false alarm or misdetection probability
depends on the scenario. For instance, when facing a powerful
attack, a near-zero misdetection probability is preferable. Con-
versely, in heterogeneous settings, a low false alarm is crucial
to avoid penalizing correct and unique data points. If prior
knowledge of the scenario is available, one can set β < 0.5
to empashize lowering the false-alarm probability or β > 0.5
to prioritize reducing the misdetection probability. Here, we
assume no prior knowledge and set β = 0.5, meaning we
weight misdetections and false alarms equally.

Overall, since we fix p and (for FedGT-∆) β independently
of the dataset and the nature of the attack, FedGT requires no
hyperparameter tuning.

VI. EXPERIMENTS

A. Setup

We consider a cross-silo scenario with n = 15 clients (all
participating in each training round) out of which nm are
malicious. In Section VI-E, we also provide results for n = 30
clients. We remark that these numbers are aligned with current
cross-silo applications [21], [40], [22]. The goal of the server

is to prevent an attack by identifying the malicious clients and
exclude their models from the global aggregation. The exper-
iments are conducted for image classification problems on the
MNIST [41], CIFAR-10 [42], and ISIC2019 [43] datasets for
which we rely on a single-layer neural network, a ResNet-
18 [44], and an Efficientnet-B0 pretrained on Imagenet [45],
respectively.

Similar to previous works [15], [16], [46], [47], [48], we
assume that the server has a small validation dataset at its
disposal to perform the group tests (the validation dataset
is not used for training). Such dataset is not required by
FedGT, but is used here due to our choice for the tests in
the experiments. The validation dataset should contain data
that are sampled from a distribution close to the underlying
distribution of the (benign) clients’ datasets, i.e., it should be
a quasi-dataset [46], [15]. For the experiments, we create the
validation dataset by randomly sampling 100 data-points from
the available data. As a result, the label distribution may not
be uniform. For MNIST and CIFAR10, the remaining data
points (of size 59900 and 49900) are split evenly at random
among the 15 clients, resulting in homogenous data among the
clients, and used for training. For ISIC2019, we follow [21]
and randomly partition the dataset into a training and a test set
consisting of 19859 and 3388 samples, respectively. We then
partition the training dataset into six parts according to the
image acquisition system used to collect the images. Finally,
we iteratively split the largest partition in half until we have
15 partitions. This procedure results in a heterogeneous setting
where both label distributions and number of samples differ
among clients (for the details of the ISIC2019 experiments we
refer the reader to the Appendix).

For MNIST, we use the cross-entropy loss and stochastic
gradient descent with a learning rate of 0.01, batch size of
64, and number of local epochs equal to 1. For CIFAR-10,
we use the cross-entropy loss and stochastic gradient descent
with momentum and parameters taken from [1]: the learning
rate is 0.05, momentum is 0.9, and the weight decay is 0.001.
Furthermore, the batch size is set to 128 and the number of
local epochs is set to 5. For ISIC2019, we use the focal loss
in [49] and stochastic gradient descent with a learning rate of
0.0005, momentum of 0.9, and weight decay equal to 0.0001.
The batch size equals 64 and the number of local epochs is
set to 1. Furthermore, we use the same set of augmentations
as in [21] to encourage generalization during the training.
The results presented are averaged over 10, 5, and 3 runs for
MNIST, CIFAR-10, and ISIC2019, respectively.

For the experiments over ISIC2019, due to the hetero-
geneous client data (see Appendix), the identities of the
malicious clients, i.e., the realizations of vector d, significantly
impact the results. Therefore, for nm > 0, we run the
experiments 3 times with different realizations of d but the
same client data distribution. In particular, we evaluate three
different scenarios: i) the very heterogeneous clients (clients 4
and 10) are not malicious; ii) only one of them is malicious,
and iii) both of them are malicious.

In our experiments, we use the test strategy outlined in
Section IV-C within FedGT. In particular, for the experiments
over MNIST and CIFAR-10, we use sthres = 0.6 (see (5)) and
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due to the heterogeneity of ISIC2019, we use sthres = 0, i.e.,
the clustering solution is decided solely from the Dunn index.

We show the performance of FedGT using both FedGT-
n̂m and FedGT-∆. We compare their performance to three
benchmarks: “no defense”, “oracle” and RFA [23]. The no
defense benchmark corresponds to plain FL including all
clients, i.e., disregarding some clients may be malicious, while
the oracle is an ideal setting where the server knows the
malicious clients and discards them. Note that RFA belongs to
a short list of defense mechanisms that also provide privacy.

To demonstrate the effectiveness of FedGT, we perform
the group testing step only once during the training. This
constitutes the weakest version of our framework as the group
testing may be performed in each round at the expense of
increased communication cost (see Section IV-D). In partic-
ular, for MNIST, we perform the group testing in the first
round and for CIFAR-10 and ISIC2019, in the fifth round. We
pick as the assignment matrix a parity-check matrix of a BCH
code [50] of length 15 and redundancy 8, meaning that we
create a group testing scheme where the 15 clients are pooled
into 8 groups, each containing 4 clients. This choice of A
allows for nmax

m = 5, where κ in (14) is set to 20%. Also, as
discussed in Section V-E we set β = 0.5 in (15) for FedGT-
∆ (tuning β may yield better performance, especially for the
experiments over ISIC2019, but requires prior knowledge).

For the considered setup, FedGT yields a communication
overhead and privacy guarantee as follows.

• Communication cost. Considering a secure aggregation
scheme with linear communication complexity such as
LightSecAgg [35], the communication cost of the group
testing round is approximately 2× the complexity of
secure aggregation with 15 clients. Compared to RFA,
which requires 3× communication cost of secure aggre-
gation with 15 clients in each round, FedGT yields a
significantly reduced communication cost.

• Privacy. With our choice of assignment matrix, FedGT
guarantees the same level of privacy of full secure aggre-
gation with 4 clients. This stems from the property that
any linear combination of the server’s group aggregates
leads to an aggregation involving no fewer than 4 client
models, as elucidated in Proposition 1.

B. Robustness Toward the Crossover Probability p

The decoding strategy employed in FedGT-∆ requires se-
lecting the optimal parameter ∆, which, due to the trellis-
based decoding approach, depends on the unknown crossover
probability p. In our experiments, we set p = 0.05. Next, we
empirically demonstrate that FedGT-∆ is robust to a mismatch
in the assumed p.

In Table I, we present the value of the objective 0.5PMD +
0.5PFA for different values of p and nm when ∆ is obtained
via (15) and p = 0.05 is believed to be the true value, i.e.,
we assess the impact of a mismatch in p. It can be seen
that the objective function is robust to a mismatch in p for
all nm ∈ [nmax

m ]. Hence, p may be chosen to hedge for the
anticipated noise in the testing strategy and one does not have
to be concerned about the impact of a mismatch on the choice
of ∆.

TABLE I: Robustness of the objective, 0.5PMD+0.5PFA, with varying
p for a ∆ obtained from (15) with p = 5%.

nm

p
1% 2.5% 5% 7.5% 10% 12.5% 15% 17.5% 20%

1 0 0 0 0 0 0 0 0 0
2 0.01 0.01 0.01 0.01 0.01 0.01 0.01 0.02 0.02
3 0.07 0.07 0.07 0.07 0.07 0.07 0.06 0.06 0.06
4 0.14 0.14 0.14 0.14 0.14 0.14 0.15 0.15 0.16
5 0.15 0.15 0.15 0.15 0.15 0.15 0.15 0.15 0.17

We observed that FedGT-n̂m demonstrates an even greater
robustness to a mismatch in p. However, due to space con-
straints, we omit a similar table for FedGT-n̂m.

C. Experimental Results for Targeted Attacks

For targeted data-poisoning, we consider label-flipping at-
tacks. We refer to the attacked label as the source label and
the resulting label after the flip as the target label. For MNIST,
we consider malicious clients to flip source label 1 into target
label 7. As such, the objective of the malicious clients is to
cause the global model to misclassify 1’s into 7’s. Similarly,
for CIFAR-10, malicious clients change source label 7, i.e.,
horses, into target label 4, i.e., deers. For the ISIC2019 dataset,
malicious clients mislabel source label 0, i.e., melanoma, into
target label 1, i.e., mole. Note that this attack has a significant
medical impact, as the goal of the attacker is to force the
model to classify cancer into non-cancer. Since the adversary’s
goal is not to deteriorate the global model but to make it
misinterpret the source label as the target label, we adopt the
attack accuracy as the primary metric of interest. The attack
accuracy is defined as the fraction of source labels classified as
the target label in the test dataset. Moreover, since a successful
defense mechanism should not compromise the overall utility
of the model, we employ the accuracy on the test dataset as
a secondary performance metric.

For the utility metric adopted in the testing strategy (see
Section IV-C), we consider the source label recall, i.e., the
fraction of source labels classified into the correct label, to flag
test groups containing malicious clients and perform PCA on
the weights of the fully connected layer incoming to the source
label. We remark that to identify a label under attack, one may
simply monitor, e.g., the recall of each label in the different
test groups, using the validation dataset. For a targeted attack,
the test noisiness obtained from our experiments is 5.41%,
9.16%, and 19.53% for MNIST, CIFAR-10, and ISIC2019,
respectively (we recall that we used p = 0.05 in all our
experiments). At first glance, the test results for ISIC2019
appear to be very noisy. However, we note that, due to the
high heterogeneity, some benign clients may actually harm the
model due to their data distribution, even without containing
poisoned data. FedGT identifies some of these clients as
malicious—thus yielding higher utility—, which explains the
higher noisiness of the test results.

In Table II, we give the attack accuracy and top-1 (or bal-
anced) accuracy of FedGT-n̂m and FedGT-∆. For comparison,
we also provide results for no defense, oracle, and RFA [23].
The results are shown as the mean and standard deviation in
% obtained from a Monte-Carlo-based simulation approach.
However, please note that the experiment over ISIC2019 for
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TABLE II: Attack accuracy (ATT) and top-1 accuracy (ACC) measured after specified communication rounds for MNIST, CIFAR10, and
ISIC2019 datasets. All entries are provided as mean and standard deviation with values in %.

Oracle RFA [23] FedGT-n̂m FedGT-∆ No defense

nm ATT ↓ ACC ↑ ATT ↓ ACC ↑ ATT ↓ ACC ↑ ATT ↓ ACC ↑ ATT ↓ ACC ↑

MNIST (10 communication rounds)

0 0.07± 0.07 90.32± 0.09 0.07± 0.07 90.32± 0.10 0.08± 0.06 90.18± 0.10 0.08± 0.06 90.18± 0.11 0.07± 0.07 90.32± 0.09
1 0.04± 0.04 90.32± 0.17 0.10± 0.07 90.32± 0.10 0.05± 0.06 90.21± 0.09 0.05± 0.06 90.19± 0.10 0.15± 0.04 90.30± 0.17
2 0.04± 0.04 90.33± 0.19 0.13± 0.06 90.31± 0.12 0.06± 0.07 90.17± 0.13 0.07± 0.07 90.16± 0.12 0.18± 0.04 90.23± 0.15
3 0.04± 0.04 90.31± 0.17 0.15± 0.04 90.29± 0.10 0.06± 0.07 90.12± 0.09 0.07± 0.07 90.13± 0.08 0.36± 0.13 90.10± 0.16
4 0.04± 0.04 90.32± 0.16 0.16± 0.04 90.29± 0.09 0.19± 0.13 90.05± 0.13 0.07± 0.05 90.11± 0.11 1.03± 0.23 89.89± 0.19
5 0.04± 0.04 90.34± 0.16 0.17± 0.03 90.26± 0.10 1.53± 2.75 89.77± 0.45 0.07± 0.05 90.07± 0.10 3.15± 0.40 89.49± 0.18

CIFAR10 (30 communication rounds)

0 4.10± 0.27 81.66± 0.16 3.86± 0.27 81.94± 0.28 4.12± 0.28 81.49± 0.40 4.28± 0.49 81.23± 0.91 4.10± 0.27 81.66± 0.16
1 3.36± 0.56 81.69± 0.22 5.44± 0.67 81.65± 0.20 4.84± 1.87 81.07± 0.73 4.40± 1.35 80.41± 2.22 5.72± 0.68 81.45± 0.06
2 4.10± 0.83 81.44± 0.22 7.74± 1.84 81.49± 0.39 4.82± 2.55 80.83± 0.41 4.54± 1.75 78.46± 1.97 9.62± 1.72 81.11± 0.30
3 3.56± 0.32 81.13± 0.32 11.06± 0.62 81.03± 0.21 4.32± 2.31 80.82± 0.43 4.92± 1.23 79.01± 2.22 17.62± 2.23 80.12± 0.55
4 3.94± 1.07 81.07± 0.18 16.92± 3.07 80.52± 0.56 10.7± 5.53 80.28± 0.70 4.90± 1.09 78.68± 1.61 26.42± 2.18 79.25± 0.31
5 3.74± 0.43 80.54± 0.11 25.16± 3.94 79.67± 0.37 18.62± 7.87 79.54± 0.76 5.32± 1.19 76.53± 0.47 38.40± 6.48 78.12± 0.64

ISIC2019 (40 communication rounds)

0 25.04 63.79 21.72 64.96 16.09 62.91 15.92 60.70 25.87 63.29
1 21.72± 1.76 63.14± 0.24 23.27± 0.83 63.24± 1.61 16.97± 0.16 63.28± 0.73 17.69± 0.75 62.17± 1.45 25.43± 2.78 62.00± 0.61
2 21.23± 2.51 63.19± 0.81 24.71± 1.86 62.63± 1.37 18.79± 1.96 63.12± 0.38 19.07± 1.64 62.47± 0.97 26.70± 3.16 62.52± 0.51
3 21.28± 2.54 62.16± 1.48 29.30± 3.05 62.63± 0.21 18.74± 2.84 62.89± 0.75 19.13± 2.52 58.47± 4.05 30.51± 4.62 61.92± 0.68
4 20.18± 2.13 61.65± 0.53 31.29± 2.25 62.10± 1.10 18.57± 1.88 62.58± 0.18 19.90± 3.18 56.15± 4.32 34.11± 2.55 61.50± 1.02
5 20.01± 1.85 61.01± 0.40 38.47± 3.52 61.73± 1.15 22.66± 0.55 61.41± 0.19 17.69± 0.86 54.90± 2.85 38.70± 3.57 60.30± 1.40

nm = 0 is performed only once, as we do not investigate client
data distribution other than the one depicted in the Appendix.

For MNIST, we observe a modest impact of the label
flip, even for nm = 5. Nevertheless, FedGT-∆ effectively
mitigates the attack accuracy compared to no defense. Notably,
it significantly outperforms RFA (which lacks the capability
of identifying malicious clients and entails a much larger
communication complexity) and performs close to the oracle.
FedGT-n̂m outperforms RFA for 1 ≤ nm ≤ 3, but falls short
for other values of nm.

For CIFAR10, the label flip attack has a significant impact,
as can be seen from the no-defense attack accuracy, nearing
40% for nm = 5. Both versions of FedGT significantly
outperform RFA in terms of attack accuracy for all nm ≥ 1,
especially for larger values of nm, with FedGT-∆ performing
very close to the oracle. For example, for nm = 5, FedGT-
nm and FedGT-∆ reduce the attack accuracy to 18.32% and
5.32%, respectively, compared to 25.16% RFA. (We note that
the pronounced reduction in attack accuracy by FedGT-∆ is
achieved at the expense of a slight penalty in accuracy for
larger values of nm).

For ISIC2019, RFA performs poorly, achieving only a
small improvement in attack accuracy with respect to no
defense (RFA is known to underperform for heterogeneous
data across clients [26]). Both versions of FedGT significantly
diminish the attack accuracy, even outperform the oracle. This
can be explained from the data heterogeneity across clients
where some clients, although not malicious, will be biased
to output a given label, see, e.g., client 4 and client 10 in
the Appendix. Hence, due to the testing strategy, FedGT may
identify benign clients exhibiting extreme heterogeneity as
malicious to be removed from the training, ultimately reducing
the attack accuracy and benefiting the overall utility of the
global model. Compared to the experiments on MNIST and
CIFAR10, FedGT-n̂m yields the strongest performance over
the two metrics. This is again attributed to heterogeneity, as
FedGT-∆ removes too many clients, resulting in a high false-

alarm probability.
In Fig. 4, we plot the attack accuracy of the label-flip attack

over communication rounds for different values of nm. From
the CIFAR10 and ISIC2019 experiments, the impact of the
group testing is clearly seen with the attack accuracy rapidly
dropping in round 5.

D. Experimental Results for Untargeted Attacks

Next, we consider a label permutation attack where mali-
cious clients offset their data labels by 1, i.e., Lnew = (Lold+
1) mod nc, where nc is the number of classes. The attack
aims at deteriorating the classification accuracy over all labels,
i.e., an attacker wants to lower the top-1 accuracy (MNIST
and CIFAR-10) or the balanced accuracy (ISIC2019). For this
reason, we use the top-1 accuracy (MNIST and CIFAR10)
and the balanced accuracy (ISIC2019) on the test groups’
aggregates as the qualitative metric in the testing strategy (see
Section VI-A) and perform PCA on the flattened weights of
the entire fully connected layer. The balanced accuracy is
the average recall per class, used to take into account class
imbalances, as in the case of ISIC2019 [21]. The test error
probability is 2.29%, 4.58%, and 3.91% for experiments over
MNIST, CIFAR-10 and ISIC2019, respectively.

In Table III, we show the top-1 accuracy versus nm

for MNIST and CIFAR-10, and the balanced accuracy for
ISIC2019. The results are tabulated as the mean and standard
deviation in %. For all cases, with no defense, a significant
drop in accuracy is observed as the number of malicious clients
grows. For MNIST, FedGT-∆ achieves similar performance
to RFA and oracle for all considered nm. On the other hand,
FedGT-n̂m performs comparably to RFA for nm ≤ 3 but its
performance declines for nm = 4 and nm = 5. For CIFAR-10,
both versions of FedGT perform similar to RFA for nm ≤ 4,
but worse for nm = 5. The robust performance of RFA is antic-
ipated due to the untargeted attack rendering malicious client
models significantly different from benign ones given the iid
data distribution across clients. Consequently, the geometric
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Fig. 4: Average attack accuracy on the MNIST (row 1), CIFAR10
(row 2) and ISIC2019 (row 3) datasets for varying number of
malicious clients. These results are obtained from FL experiments
where nm clients out of n = 15 total clients act as malicious by
deploying a label-flip attack.

median—essentially performing a majority vote—assigns the
malicious models a very low weight.

For ISIC2019, FedGT-n̂m performs better than RFA for all
values of nm, except nm = 1. Moreover, for nm = 0 and
nm = 2, FedGT-n̂m performs even better than oracle due
to the heterogeneity of the data distribution among clients.
This means that some clients can be flagged as malicious just
because they deteriorate the utility of the global model due
to their data samples. FedGT-∆ performs better or similar to
RFA for nm ≤ 2 but worse than RFA for nm ≥ 3. We note
that this result is due to some realizations of defective vectors
triggering the decoder to falsely flag as malicious clients with
more homogeneous data distribution and resort to learning
with clients with heterogeneous data.

In Fig. 5, we plot the top-1 accuracy for MNIST and
CIFAR-10 and the balanced accuracy for ISIC2019 over
different communication rounds. For nm = 1, the attack is
not very powerful (regardless of the dataset), and the no
defense and oracle benchmarks have similar performance. For
nm ∈ {3, 5}, the impact on the top-1 accuracy of the attack
for MNIST and CIFAR-10 is significant, as shown by the
significant gap between the no defense and oracle curves.
FedGT-∆ closes this gap, but RFA outperforms our strategy,
due to its majority decision-based aggregation technique. For
nm = 5, FedGT-n̂m suffers compared to the other techniques
for nm = 5. This is due to its reliance on an accurate
estimate n̂m, something that becomes harder with a larger
nm as more test groups are contaminated. For the ISIC2019
dataset, FedGT-n̂m outperforms RFA for nm = 3, 5, while
FedGT-∆ performs poorly for nm ≥ 3. This occurs due to
the heterogeneity of ISIC2019 where a false-alarm incurs a
significant penalty on the global model.

Finally, we observe an interesting phenomenon for the

TABLE III: Top-1 or balanced accuracy (ACC) measured after spec-
ified communication rounds for MNIST, CIFAR10, and ISIC2019
datasets, for experiments with untargeted attacks. All entries are
provided as mean and standard deviation with values in %.

Oracle RFA [23] FedGT-n̂m FedGT-∆ No defense

nm ACC ↑ ACC ↑ ACC ↑ ACC ↑ ACC ↑

MNIST (10 communication rounds)

0 90.18± 0.10 90.18± 0.09 90.18± 0.10 90.18± 0.10 90.18± 0.10
1 90.19± 0.10 90.22± 0.11 90.21± 0.09 90.19± 0.10 89.96± 0.08
2 90.18± 0.12 90.20± 0.11 90.14± 0.19 90.10± 0.18 89.01± 0.11
3 90.18± 0.09 90.17± 0.09 89.94± 0.28 90.08± 0.16 87.52± 0.13
4 90.16± 0.10 90.17± 0.09 88.72± 1.20 89.75± 1.06 85.06± 0.21
5 90.17± 0.12 90.16± 0.09 84.96± 5.20 89.61± 1.34 80.36± 0.26

CIFAR10 (30 communication rounds)

0 81.66± 0.16 81.94± 0.28 81.40± 0.48 80.47± 2.32 81.66± 0.16
1 81.94± 0.27 81.64± 0.19 81.64± 0.34 81.67± 0.36 81.49± 0.24
2 81.60± 0.15 81.40± 0.21 81.12± 0.45 80.77± 0.71 80.73± 0.08
3 81.28± 0.17 81.13± 0.31 80.90± 0.40 79.78± 1.86 77.73± 2.91
4 80.99± 0.30 79.78± 0.47 80.40± 0.46 78.92± 1.75 56.49± 1.82
5 80.94± 0.39 78.52± 2.43 71.71± 8.70 76.79± 0.76 49.07± 19.31

ISIC2019 (40 communication rounds)

0 61.88 61.26 62.70 62.74 61.88
1 61.63± 1.03 62.07± 0.60 61.80± 0.45 63.13± 0.78 61.03± 1.17
2 62.53± 1.40 62.86± 0.66 63.58± 0.19 62.48± 1.66 59.13± 1.06
3 61.84± 1.80 60.15± 1.55 61.48± 1.46 57.01± 4.03 54.02± 1.51
4 61.34± 0.80 58.87± 1.17 58.88± 3.27 53.27± 2.85 49.75± 0.80
5 58.87± 0.19 52.34± 0.64 55.47± 0.71 50.12± 1.89 42.64± 1.96

experiments over the CIFAR-10 dataset. For nm = 5, the
no defense curve exhibits significant fluctuations throughout
the rounds. Although the performance of FedGT-n̂m also
fluctuates, it does so to a significantly lesser extent, while the
fluctuations are more pronounced in FedGT-∆ and RFA.

E. Federated Learning With More Clients

Hitherto, the experiments have focused on a cross-silo FL
scenario with 15 clients. Next, we investigate the performance
of FedGT for a cross-silo FL scenario with a larger number
of clients, specifically n = 30 clients. For this scenario, we
choose as the assignment matrix the parity-check matrix of a
(30, 18) cyclic code of length 30 and dimension 18, resulting
in 12 groups, each containing 6 clients. The dual of this
cyclic code has minimum Hamming distance 6, thus FedGT
preserves the same clients’ privacy of secure aggregation with
6 clients. This choice of A allows for nmax

m = 8, where the
probability in (3) is constrained to 20%, i.e., κ = 0.2.

We investigate a scenario with nm = 6 malicious clients and
both a targeted attack and an untargeted attack. We conduct
experiments over the MNIST and CIFAR-10 datasets, with
the same hyperparameters as specified in Section VI-A. Due
to the relatively high number of clients, we do not run the
experiments over ISIC2019, as this dataset is tailored to FL
scenarios with a smaller number of clients.

In Fig. 6, we plot the attack accuracy of the targeted attack
(row 1) and the top-1 accuracy of the untargeted attack (row
2), respectively. For a targeted attack, FedGT-∆ performs very
close to the oracle and outperforms RFA for both datasets,
with the improvement in performance being significant for
the CIFAR-10 dataset. For an an untargeted attack, FedGT-
∆ performs similar to RFA and oracle.

VII. CONCLUSION

We proposed FedGT, a novel and flexible framework for
identifying malicious clients in FL that is compatible with
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Fig. 5: Average top-1 accuracy on the MNIST (row 1), CIFAR10
(row 2) and ISIC2019 (row 3) datasets for varying nm.

secure aggregation and does not require hyperparameter tun-
ing. By grouping clients into overlapping groups, FedGT
enables the identification of malicious clients at the expense
of secure aggregation involving fewer clients. Experiments
conducted in a cross-silo scenario for different data-poisoning
attacks demonstrate the effectiveness of FedGT in identifying
malicious clients, resulting in high model utility and low attack
accuracy. Remarkably, FedGT significantly outperforms the
recently-proposed robust federated aggregation (RFA) protocol
based on the geometric median (which is unable to identify
malicious clients and entails a much higher communication
cost) across multiple scenarios. To the best of our knowledge,
this is the first work that provides a solution for identifying
malicious clients in FL with secure aggregation.
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APPENDIX
DETAILS OF THE ISIC2019 EXPERIMENT

The ISIC2019 dataset [43] is a public dataset consisting
of images of various skin lesion types, including malignant
melanomas and benign moles, used for research in dermatol-
ogy and skin cancer detection. We use the ISIC2019 dataset
and follow [21] by first restricting our usage to 23247 data
samples (out of 25331 entries) from the public dataset due to
metadata availability and then preprocessing by resizing the
shorter side to 224 pixels and by normalizing the contrast and
brightness of the images. Next, we randomly divide the data
into a test and a training dataset of size 3388 and 19859,
respectively. The server validation set is created by randomly
sampling 100 data entries from the dataset. Next, as in [21], the
remaining 19759 samples are partitioned into 6 partitions with
respect to the image acquisition system used. The 6 partitions
are then split into 15 partitions by iteratively splitting the
largest partition in half. This procedure results in partitions
with heterogeneity in the number of data samples and label
distribution (see Fig. 7), and in the feature distribution due to
different acquisition systems (see [21, Fig. 1.f]).

Due to the large imbalance in the dataset (label 1 cor-
responds to 48.7% whereas label 5 and 6 are represented
by about 1% of the entries), the focal loss is used in the
training [49] and we use the balanced accuracy to assess the
performance of the trained network. Furthermore, to encourage
generalization during training, we follow [21, App. H] and
apply random augmentations to the training data.

Finally, the heterogeneous data partitioning causes the
choice of malicious clients to significantly impact the outcome
of the experiment. For this reason, we let the set of malicious
clients Mi ⊂ Mj for j > i to ensure that results across
different values of nm are comparable.


