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ABSTRACT

Voice conversion (VC), as a voice style transfer technology, is becom-
ing increasingly prevalent while raising serious concerns about its
illegal use. Proactively tracing the origins of VC-generated speeches,
i.e., speaker traceability, can prevent the misuse of VC, but unfortu-
nately has not been extensively studied. In this paper, we are the
first to investigate the speaker traceability for VC and propose a
traceable VC framework named VoxTracer. Our VoxTracer is sim-
ilar to but beyond the paradigm of audio watermarking. We first
use unique speaker embedding to represent speaker identity. Then
we design a VAE-Glow structure, in which the hiding process im-
perceptibly integrates the source speaker identity into the VC, and
the tracing process accurately recovers the source speaker identity
and even the source speech in spite of severe speech quality degra-
dation. To address the speech mismatch between the hiding and
tracing processes affected by different distortions, we also adopt
an asynchronous training strategy to optimize the VAE-Glow mod-
els. The VoxTracer is versatile enough to be applied to arbitrary
VC methods and popular audio coding standards. Extensive ex-
periments demonstrate that the VoxTracer achieves not only high
imperceptibility in hiding, but also nearly 100% tracing accuracy
against various types of audio lossy compressions (AAC, MP3, Opus
and SILK) with a broad range of bitrates (16 kbps - 128 kbps) even
in a very short time duration (0.74s). Our speech demo is available
at https://anonymous.4open.science/w/DEMOof VoxTracer/.
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1 INTRODUCTION

Voice conversion (VC) is a technology that converts the voice of a
source speaker to sound like that of a target speaker while preserv-
ing its linguistic content. With the blossom of deep learning, the VC
has gained more and more attention and opens up a wide variety
of applications including speaker anonymization [32, 37], movie
dubbing [27], voice customization [17, 20], singing conversion [25],
etc. Recently, web platforms and mobile Apps (e.g., MetaVoice [1],
Respeecher [3] and Resemble Al [2]) for VC are constantly emerg-
ing, and they deliver converted speeches as products or even online
service, making manipulating voices as easy as editing text. As a
result, various types of voice-changing audios or videos are widely
circulated and shared in social media (e.g., TikTok, YouTube and
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Figure 1: Speaker traceability for voice conversion (VC) in
lossy environments. The waveform shape denotes the speech
content while the waveform color denotes the speech timbre.
The hiding process is parallel with VC, and the tracing pro-
cess can accurately restore the source speaker identity and
the source speech from the degraded speech.

Twitter) and are also applied to voice calls and online meetings (e.g.,
Voicemod [4]).

The VC is a kind of audio DeepFake technology [28], and it may
also have a malicious, misleading and even destructive potential,
causing serious individual or societal harm, including reputational
damage, financial losses, the incitement of violence, news media ma-
nipulation and election rigging. In 2019, a British company claimed
it was tricked by a phone call, which impersonated its CEO’s voice,
into wiring money to fraudsters [38]. In 2021, Zimbabwe vice presi-
dent Mohad’s voice was cloned by detractors angling to tarnish his
reputation as a national political leader [11].

To counteract the risks and threats of DeepFakes, proactively
tracing the source of DeepFakes (i.e., traceability) is more essential
than passive detection [48]. For this purpose, many governments
around the world have issued laws and regulations to ensure the
accountability and responsibility of DeepFake platforms. The US
accountability act requires the DeepFakes to contain digital wa-
termarks clearly identifying the altered audio or visual elements
[12]. China recently proposed draft rules stipulating that DeepFake
service providers shall ensure their synthesis content can identify
itself and be traced [7].

For the VC, the source speaker identity is a critical clue for
tracing the origin of a converted speech (i.e., speaker traceability).
However, all the major public VC platforms cannot yet fully meet
the requirement of traceability due to the following two challenges.
First, the converted speeches uploaded and disseminated to social
media always undergo inevitable lossy compressions, which heavily
affect the accuracy of VC traceability, especially for low-bitrate
compressions. Second, different audio coding standards or encoders
have different characteristics, and they are forced by social media
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Table 1: Task comparison of voice conversion, audio water-
marking and speaker traceability (our VoxTracer). Traceabil-
ity is the ability to trace the ID of a source speaker after
disseminating the converted speech. Robustness measures
how the traceability tolerates the perturbations (e.g., lossy
compression) during the speech dissemination. Versatility
measures how the traceability adapts to different conditions
(e.g., VC methods and audio coding standards).

Traceability Robustness Versatility

Voice Conversion X N/A N/A
Audio Watermarking X X x
Our VoxTracer v v v

or chosen by disseminators in various and even unpredictable ways,
which further aggravates the difficulty of VC traceability. One may
expect that traditional audio watermarking can be used for VC
traceability. But unfortunately, existing audio watermarking has
unsatisfactory robustness against lossy compressions, and is often
limited to a few audio coding standards (see Table 1). Therefore, it
is of great importance and pressing to develop new methodologies
for effective VC traceability.

In this paper, we investigate the speaker traceability for VC
in lossy environments, in which the source speaker identity and
even the source speech can be accurately recovered for tracing
when the converted speech suffers from quality degradation caused
by various lossy compressions and audio processing, as shown in
Figure 1.

Specifically, we propose a traceable VC framework named Vox-
Tracer, which mainly involves two processes: the hiding process
for integrating the speaker identity into VC in an imperceptible
manner and the tracing process for recovering the speaker identity
and even source speech from degraded speech. We first extract the
unique speaker embedding to represent the speaker identity. We
then design a VAE-Glow structure, for which the “embedding-latent-
speech” data flow can be transformed bijectively for the hiding and
tracing of speaker embedding. To solve the mismatch between the
converted speech and the degraded speech caused by information
loss, the hiding and tracing are trained asynchronously. Finally, the
recovered speaker embedding is used for speaker verification and
source speech restoration.

Our VoxTracer can be incorporated with arbitrary VC methods to
empower them with traceability while not noticeably affecting the
speech quality. We conduct a large-scale evaluation of VoxTracer,
which clearly outperforms previous audio watermarking on speaker
tracing accuracy. We also comprehensively test the robustness of
VoxTracer on main-stream audio coding standards (AAC, MP3,
Opus and SILK) with a broad range of bitrates (16 kbps - 128 kbps),
and the results show that our VoxTracer can achieve nearly 100%
tracing accuracy at as low as 16 kbps by just using a 0.74s long
speech. Moreover, the VoxTracer is independent of the internal
parts of VC and thus is versatile enough to plug in any existing
one-stage VC and two-stage VC. A comparison of our VoxTracer
with existing works is shown in Table 1.

The contributions of this paper are summarized as follows:
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e New Problem. We are the first to investigate and address the
problem of speaker traceability for the VC task by verifying
source speakers and restoring source speeches.

¢ Novel methodology. We propose a VAE-Glow structure
trained in an asynchronous fashion, which effectively solves
the mismatch between hiding and tracing.

e Strong robustness. Our VoxTracer can achieve superior
tracing accuracy against audio lossy compressions even at a
very low bitrate.

¢ High versatility. Our VoxTracer is highly flexible and can
be used for arbitrary VC methods and popular audio coding
standards.

2 RELATED WORK
2.1 Voice Conversion (VC)

Deep learning has dominated the recent studies of VC, which
combines the content representations disentangled from source
speeches with target timbre information to generate converted re-
sults [36], such as AutoVC [35], SIG-VC [49], S3PRL-VC [14], disen-
tangled sequential variational autoencoder (DSVAE) [21], YourTTS-
VC [8], AVQVC [40], etc. Some latest methods [9, 33, 34] further
refine and disentangle the speech to get more diverse speaker-
dependent information, which improves the conversion quality and
controllability.

The deep learning-based VC can be roughly divided into two
categories. The first category is the mainstream two-stage VC that
first generates Mel-spectrograms, which are then converted into
speech waveforms by a pre-trained vocoder [9, 14, 21, 33-35, 49].
The second category is one-stage VC [8, 40] that directly generates
speech waveforms using an end-to-end learning scheme .

However, none of the existing VC methods can guarantee that the
converted speeches will not be used for illegal purposes, and none of
them have feasible solutions to address the untraceability problem
of converted speeches. Our VoxTracer can solve this problem by
empowering the VC with speaker traceability and can be applied to
arbitrary VC methods (including two-stage VC and one-stage VC).

2.2 Audio Watermarking

Traditional audio watermarking embeds watermarks in time do-
main or transform domain. Typical time domain methods [41, 46]
are of simple implementation but are beset by their limited ro-
bustness. The transform domain methods include spread spectrum
(SS-SNR-HS) [39], singular value decomposition [50], patchwork
techniques [23], etc., which have better robustness but at a high
computational expense.

Recent studies start using deep learning for audio watermarking.
Pavlovi¢ et al. [30] proposed a deep neural network based robust
speech watermarking method (DNN-RSW) by jointly optimizing an
embedder and a detector. Liu et al. [22] introduced a distortion layer
into the training of watermarking models for enhancing robustness
against re-recording.

For the application to speaker traceability, our VoxTracer has the
following advantages over audio watermarking: 1) The audio wa-
termarking hides error-prone watermarks into generated speeches
after the VC is performed. In contrast, our VoxTracer directly in-
tegrates the speaker embedding which is less interfered with by
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Figure 2: The framework of VoxTracer. The VC stage produces a converted Mel-spectrogram, with which the hiding stage
integrates the source speaker identity into the generation of speech waveform. The transmission stage perturbs the converted
speech. The tracing stage recovers the source speaker identity and restores the source speech.

recovery error into the VC process in a unified manner. 2) Our Vox-
Tracer can further restore the original source speech for a higher
grade of traceability, which is not possessed by audio watermarking.
3) The audio watermarking has limited robustness against audio
compression, while our VoxTracer can resist various types of lossy
compressions with even low bitrates.

3 METHODOLOGY

3.1 Overview

Let us suppose the life cycle of the traceable VC is as follows. The
VC platform provides an online VC service, and the users have to
first register their voiceprints that will be used for later speaker
verification. When a user enjoys the VC service, the speaker identity
will be parallelly hidden in the converted speech without affecting
the user experience. The converted speech may be transmitted on
the Internet, during which it may also be lossily compressed or
processed. If the converted speech is used for illegal purposes, the
VC platform can trace the source speaker by recovering the speaker
identity and even restoring the source speech.

According to the above life cycle, our VoxTracer is built upon
four stages: VC stage, hiding stage, transmission stage and tracing
stage. The framework of the VoxTracer is shown in Figure 2 and
the related notations are listed in Table 2.

In the VC stage, a pre-trained VC model accepts as input a source
speech s and a target speech t, and outputs a Mel-spectrogram m,
which will be used for further speech generation. See Section 3.2
for the details of the VC stage.

The hiding stage aims to integrate the speaker identity into the
speech generation. Specifically, a pre-trained speaker ID extractor
takes the source speech s as input and produces a speaker em-
bedding v that represents the source speaker identity. Then an ID
encoder maps the speaker embedding v to a latent code z following
a Gaussian distribution, which is appropriate for subsequent speech
generation. Finally, the latent code z is fed to a speech generator
conditioned on the Mel-spectrogram m to synthesize a converted

Table 2: Notations and their corresponding meanings.

Notation Meaning

t Target speech
s/§ Source speech / Restored speech
x/x Converted speech / Degraded speech
m/m  Mel-spectrogram / Recovered Mel-spectrogram
v/0 Speaker embedding / Recovered speaker embedding
z/z Latent code / Recovered latent code

speech x that contains source speaker identity. The details of the
hiding stage are in Section 3.3.

In the transmission stage, the converted speech x is transmitted
on the Internet and suffers from various lossy compressions and au-
dio processing operations, thus degrading the quality of converted
speech x and resulting in a degraded speech x. See Section 3.4 for
the details.

The tracing stage is the inversion of the hiding stage, attempting
to recover the speaker identity hidden in the degraded speech.
Specifically, a speech inverter retransforms the degraded speech
X to a recovered latent code Z conditioned on a recovered Mel-
spectrogram m obtained from x. Then an ID decoder remaps the z
to a recovered speaker embedding 0. Finally, the ¢ is used for two
types of verification: speaker verification and speech verification.
For the speaker verification, the ¢ is compared with all speaker
embeddings extracted from registered speeches to determine the
source speaker embedding v. For the speech verification, the ¢ and
the converted speech x are fed to a speech restoration model to
obtain a restored speech §, which sounds exactly the same as the
source speech s. The tracing details are in Section 3.5.

3.2 Voice Conversion Stage

Our VoxTracer aims to be applied to arbitrary VC methods and
empower them with speaker traceability.

To ensure the versatility of VoxTracer, it is better to avoid inter-
fering with the internal parts of VC and regard the VC as a black
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box. Considering the fact that the Mel-spectrogram is the interme-
diate output of most advanced VC methods (i.e., two-stage VC), we
use the Mel-spectrogram combined with the speaker identity to
generate the converted speech that is traceable, and this will make
the hiding process more independent of the VC process.

The two-stage VC can be directly used in our VoxTracer, in
which case the speech generator can act as a vocoder when hiding
source speaker identity. For the one-stage VC, the converted speech
waveform is transformed into Mel-spectrogram via a short-time
Fourier transform (STFT), and then the speech generator is used to
re-generate the speech waveform, as did for the two-stage VC. The
STFT and speech re-generation are highly efficient and only slightly
increase the VoxTracer’s time cost which is almost negligible.

3.3 Hiding Stage

3.3.1 Speaker ID extractor. To uniquely identify the source speaker,
we adopt the classical automatic speaker verification (ASV) model
[43] as a speaker ID extractor and use the extracted speaker em-
bedding to represent the speaker identity. The speaker ID extractor
comprises a stack of three LSTM layers with 768 cells each and a
final dense layer to output a 256-D vector (i.e., speaker embedding).
In our implementation, the extractor is pre-trained with GE2E loss
[43] on a voice search corpus containing 36M utterances from 18K
U.S. English speakers [15].

There are two reasons for choosing speaker embedding to rep-
resent the source speaker identity. First, the speaker embedding is
error-resilient. It does not require a complete and accurate recovery
of speaker embedding in the tracing stage, and the variations of
speaker embedding due to lossy compressions are also tolerable for
speaker verification. This has been validated in ASV tasks [6], and
is beneficial for improving the robustness of speaker traceability.
Second, the speaker embedding is speaker-dependent. It contains
rich source timbre information, which can be used to further restore
the original source speech after the speaker embedding is revealed.

3.3.2 ID encoder and speech generator. Inspired by the recent im-
age and audio steganography [10, 16, 24, 47], we perform the hiding
of speaker embedding by using a generative flow (Glow) model [18],
which generates realistic objects from latent codes in an invertible
way. To apply the Glow to our hiding process, the latent code can be
replaced by the mapped speaker embedding, the Mel-spectrogram
can be used as a condition to guide the speech generation, and the
invertibility of Glow can be used for further tracing.

The latent codes of Glow always follow a Gaussian prior dis-
tribution [18], while the distribution of speaker embeddings is
usually uniform or not explicitly known [45], making it impossible
to directly feed the speaker embeddings to the Glow model for
speech generation. To solve this problem, we design an ID encoder
that maps the speaker embeddings into Gaussian-distributed latent
codes, which are then fed into a Glow based speech generator to
synthesize speeches.

For the ID encoder, we implement it with the encoder part of
the VAE [19]. The reasons are as follows. First, the VAE imposes a
Gaussian prior on the latent code to enable it to follow a Gaussian
distribution, which meets the Gaussianity requirement of Glow. Sec-
ond, the variational inference adopted in the VAE encoder makes
the VAE decoder more robust to input changes [19], and it is benefi-
cial to the speaker identity tracing in the information loss scenario
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where the recovered latent codes (input of VAE decoder) are dif-
ferent from the hidden latent codes (output of VAE encoder). The
decoder part of the VAE is asynchronously used in the tracing stage,
which will be presented later.

The ID encoder is trained using the variational objective of the
standard VAE. Given a speaker embedding v, a standard Gauss-
ian prior p(z) = N(z;0,I) and a Gaussian posterior g(z|v) =
N (z; iz, ng) with learnable mean i, and variance o,. The loss
function of the ID encoder is as follows:

Lxr = Dkr(q(z[v) || p(2)), (1

where Dkr (gl p) denotes the Kullback-Leibler (KL) divergence
between distributions g and p.

For the Glow based speech generator, it is taken as a vocoder
in two-stage VC to synthesize speeches from latent codes with
converted Mel-spectrograms as its conditions. The latent code used
in existing VC is randomly sampled and thus has no meaningful
speech information, so we can hide the speaker identity into latent
code without affecting the semantics of converted speeches. Specif-
ically, we replace the random latent code with the mapped speaker
embedding obtained by the ID encoder, and use the WaveGlow
[31] as our speech generator. Accordingly, the loss function of the
speech generator is given by

Lgen =1log p(2) +log|det(dz/dx)], @)

where det(dz/dx) is the determinant of the Jacobian matrix.

In the hiding stage, the ID encoder and the speech generator
are trained separately, since they are mutually independent and
separate training can make the optimization easier.

3.4 Transmission Stage

To ensure the VoxTracer’s robustness in lossy environments, in
this stage, we intentionally perturb the converted speeches via
lossy compressions and audio processing operations for simulating
real-world environments. Specifically, for the speech waveforms
produced by the speech generator, we first save them in a WAV
format, which will cause the saving error in the float-to-integer data
conversion. Then, we compress the WAV-format speeches with a
certain audio coding standard at a certain bitrate. We consider four
coding standards including AAC, MP3, Opus and SILK. We also
adopt common audio processing, such as noise attack, re-sampling,
re-quantization, amplitude modification and filtering, to further test
the robustness of VoxTracer. The detailed settings of lossy compres-
sions and audio processing are in Section 4.4 and Supplementary,
respectively.

3.5 Tracing Stage

3.5.1 Speech inverter and ID decoder. We recover the source speaker
identity by using two successive inverse models corresponding to
those in the hiding stage.

The first model, i.e., speech inverter, shares the same network
structure with the Glow based speech generator and is initialized
with the weights of the speech generator for further training. In-
stead of directly using the speech-to-latent process of speech gener-
ator as speech inverter, fine-tuning the speech inverter can enhance
the reconstruction of recovered latent code. The reconstruction loss
is used for training and is given by:
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where ||-||; denotes the L1 norm function.

The second model is the ID decoder, which is implemented with
the decoder part of the VAE. The normal VAE decoder takes as input
the random latent codes to improve robustness, so it can fit our
information loss scenario where the recovered latent codes have
random perturbations compared with the original ones. Similar to
Eq. (3), the loss function of the ID decoder is calculated as

-L‘virec = ||5_U||1~ (4)

Different from the separate training in the hiding stage, the
speech inverter and the ID decoder are trained jointly using loss

L= Az-cz_rec + Ava_rec > (5)

where A; and A, are weight factors for balancing different loss
terms. In our additional experiments, we tried separate training in
the tracing stage, but its tracing accuracy is slightly lower than that
of joint training. We also tried L2 loss for training, but the results
are worse than those of L1 loss. The comparisons of different loss
functions are provided in Supplementary.

Compared with normal VAE and Glow models, our VAE-Glow
structure is characterized by asynchronous training. In our Vox-
Tracer, the encoder of VAE (i.e., ID encoder) and the forward model
of WaveGlow (i.e., speech generator) are cascaded to synthesize
speeches in the hiding stage, while the decoder of VAE (i.e., ID
decoder) and the backward model of WaveGlow (i.e., speech in-
verter) are cascaded to recover speaker identity in the tracing stage.
Unlike normal VAE and WaveGlow whose models are trained syn-
chronously, the models in the hiding stage and the models in the
tracing stages are trained separately (i.e., asynchronous training).
This can focus the learning more specifically on the tracing, which
helps address the mismatch between converted speech and de-
graded speech, thus enhancing the tracing robustness in lossy en-
vironments. We also tried synchronously training the hiding-stage
models and tracing-stage models, but they cannot converge due to
the aforementioned mismatch.

3.5.2  Speaker verification. We adopt the cosine similarity and de-
cision threshold which are commonly used in ASV tasks to decide
whether the recovered speaker identity matches the speaker iden-
tity previously registered.

Specifically, in the training phase, we follow [5] to tune the
threshold of cosine similarity and search for the optimal one to
trade-off between the false rejection rate (FRR) and the false accep-
tance rate (FAR). In the testing phase, we calculate the cosine similar-
ity between the recovered speaker embedding and the speaker em-
beddings from all registered speakers, and then choose the largest
cosine similarity. If the chosen cosine similarity is larger than the
threshold, the corresponding registered speaker is confirmed as the
source speaker of the degraded speech.

3.5.3 Speech verification. To achieve full speaker traceability for
judicial purposes, it is necessary to restore the source speech from
the degraded speech rather than just verify the presence of the
source speaker identity, and we refer to this process as speech
verification.
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In the VC pipeline, the disentangled speaker embedding and
content representation can be fused to synthesize a target speech.
This motivates us to use the VC model to realize speech restoration.
More concretely, we adopt the AutoVC [35] as our speech restora-
tion model. The degraded speech is fed to the content encoder of
AutoVC to produce a content representation, which is combined
with the recovered speaker embedding and fed to the decoder of
AutoVC to produce the restored speech.

4 EXPERIMENT

4.1 Experimental Setup

4.1.1 Dataset. We use two datasets, VCTK Corpus [42] and Lib-
riSpeech Corpus [29], for experiments. For the VCTK, we randomly
select 100 speakers as source speakers and 10 speakers as target
speakers. Each speaker has 10 sentences, resulting in 10,000 con-
verted speeches, where 9,000 utterances are used for training and
the rest for testing. For the LibriSpeech, we randomly select 2,000
source speakers and 4 target speakers with 5 sentences each to
synthesize 40,000 utterances, and partition them into training and
test sets by 4:1.

4.1.2 Baseline. We adopt two types of baselines, one is audio
steganography DPAS [10], the other is audio watermarking includ-
ing a traditional robust method SS-SNR-HS [39] and a DNN-based
robust speech watermarking method (DNN-RSW) [30]. For a fair
comparison, all the baselines hide binarized speaker embeddings
into speeches and use the same speaker verification approach as
our VoxTracer.

4.1.3  Evaluation metrics. We employ the mean opinion score (MOS)
to evaluate the speech quality, for which the subjects are not in-
formed of the details of test speeches and are asked to rate the
intelligibility (MOS-I) and speaker similarity (MOS-S) by using a
5-point scale. More details are provided in Supplementary.

We use three types of metrics to evaluate speaker traceability.
The first metric is tracing accuracy (TA), which refers to the propor-
tion of correctly verified speaker embeddings to all embeddings, and
similar metrics have been adopted in audio watermarking [13, 44].
To verify whether the tracing method can achieve a good balance
between accuracy and precision, we further adopt the second met-
ric, equal error rate (EER), which is defined as the point where FAR
equals FRR on the receiver operating characteristic (ROC) curve
(note that TA = 1 — FAR). The third metric is mean cosine similar-
ity (MCS) which represents the similarity between the recovered
speaker embeddings and the original ones.

Finally, we use the mean time cost (MTC) to measure the effi-
ciency of hiding process. We do not calculate the MTC for tracing
process, because the tracing process does not require low latency as
the hiding process does. But actually, the time spent on the tracing
process of our VoxTracer is almost negligible.

4.1.4 Implementation details. In our experiments, we use an STFT
with a window length of 1024 and a hop size of 256. All the trainable
models of VoxTracer are optimized by using Adam optimizer with
beta (0.9, 0.999) and a learning rate of 10~%. The batch sizes for the
ID encoder and the speech generator are 8 and 16, while for the
speech inverter and the ID decoder are both 20. ; =1 and A, = 1.
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Figure 3: Visualization of Mel-spectrograms. The texts on the left are the conversion pairs. The hiding operations of DPAS,
SS-SNR-HS, and DNN-RSW produce visible artifacts while VoxTracer does not.

All models are implemented in PyTorch with one RTX 3090Ti GPU,
and the average training time on VCTK Corpus and LibriSpeech
Corpus is 16h and 3 days 15h. The detailed network architectures
are provided in Supplementary.

4.2 Speech Quality Evaluation

To measure the effect of speaker identity hiding on the perceptual
quality of converted speeches (i.e., imperceptibility), we apply the
baselines and our VoxTracer to three typical VC methods (AutoVC
[35], SpeechSplit2.0 [9] and YourTTS-VC [8]), for which the first
two are two-stage VC and the last is one-stage VC.

The speech quality scores of different tracing methods for VC
are reported in Table 3, where “w/o hiding” means the plain VC
outputs without any hiding operation involved. We observe that
for each group of comparison, the plain VC outputs have the best
speech quality, since their speech generation processes or outputs
are not interfered with by speaker identity hiding. Our VoxTracer
clearly outperforms all the baselines, and its speech quality scores
are quite close to those of plain VC outputs. This demonstrates that
our VoxTracer can be applied to arbitrary VC (two-stage VC and
one-stage VC) without noticeably affecting the hearing experience.

To further compare the speech quality, we visualize the Mel-
spectrograms of converted speeches from different tracing methods
in Figure 3 (we only take the AutoVC as an example to save on space).
We can see that the Mel-spectrograms of AutoVC and VoxTracer
are almost indistinguishable, while the Mel-spectrograms of other
tracing methods have visible artifacts compared with AutoVC. This
again demonstrates the high speech quality of our VoxTracer.

4.3 Traceability Evaluation

To measure the speaker traceability of different tracing methods, we
comprehensively compare the TA, EER, MCS and MTC of baselines
and VoxTracer for AutoVC. The experiments are conducted on
VCTK Corpus compressed with four audio coding standards, each
of which uses a high bitrate and a low bitrate. The speech length
for all tracing methods is 6.66s, because it is the minimum length
for SS-SNR-HS to balance hiding capacity and speech quality. The
results are summarized in Table 4.

Table 3: Speech quality scores of different tracing methods.

vC Method MOS-IT MOS-S 7T
w/o hiding 4.30 3.81
DPAS 4.00 3.80
AutoVC SS-SNR-HS 3.54 3.69
DNN-RSW 3.17 3.46
VoxTracer 4.20 3.80
w/o hiding 4.35 3.89
DPAS 3.90 3.76
SpeechSplit2.0  SS-SNR-HS 3.46 3.70
DNN-RSW 3.37 3.74
VoxTracer 4.31 3.89
w/o hiding 4.41 4.04
DPAS 4.00 3.87
YourTTS-VC  SS-SNR-HS 3.63 3.76
DNN-RSW 3.39 3.72
VoxTracer 4.39 3.94

For the TA, the audio steganography DPAS cannot resist any
lossy compression with any bitrate, since the hiding in audio steganog-
raphy is always very fragile. The traditional audio watermarking
SS-SNR-HS vyields high TA for AAC and MP3 with high-bitrate
compression, but has low TA for other conditions. The neural au-
dio watermarking DNN-RSW performs well for AAC and MP3 but
cannot work for Opus and SILK. This indicates that audio water-
marking has a limited range of applications. As a striking contrast,
our VoxTracer achieves 100% TA in all situations, demonstrating its
excellent speaker traceability as well as versatility. The EER results
are completely consistent with TA. The MCS results of VoxTracer
are all nearly 1 (perfect match of two speaker identities), confirming
again the superiority of our VoxTracer in speaker traceability.

Real-time performance is another factor that affects user experi-
ence. For a 6.66s long speech, the average execution time of AutoVC
is 0.27s. We record the total time cost of VC and speaker identity
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Table 4: Performance comparison of different tracing meth-
ods on traceability accuracy (TA), equal error rate (EER),
mean cosine similarity (MCS) and mean time cost (MTC).

Compression  Methods TA T EER| MCST MTC]|
DPAS 1.39% 48.90% 0.4461  0.27s
AAC SS-SNR-HS  100.00% 2.30% 0.9310 27.12s
96 kbps DNN-RSW 96.40% 3.10% 0.9861 0.32s
VoxTracer 100.00% 0.00% 0.9997 0.27s
DPAS 1.25% 48.40% 0.4732 0.27s
AAC SS-SNR-HS  69.60% 35.10% 0.6669  27.85s
32 kbps DNN-RSW  96.50% 2.70%  0.9862 0.32s
VoxTracer 100.00% 0.00% 0.9974 0.27s
DPAS 1.63% 46.10% 0.4398  0.27s
MP3 SS-SNR-HS  100.00% 0.00% 0.9999 27.96s
96 kbps DNN-RSW 96.30% 3.30% 0.9856 0.32s
VoxTracer 100.00% 0.00% 0.9997 0.27s
DPAS 1.62% 46.60% 0.4728 0.27s
MP3 SS-SNR-HS  65.40%  28.90% 0.5928 29.07s
32 kbps DNN-RSW  95.60% 3.60%  0.9847 0.32s
VoxTracer 100.00% 0.00% 0.9990 0.27s
DPAS 0.87% 50.80% 0.5378  0.27s
Opus SS-SNR-HS 80.40% 23.70%  0.6928 28.08s
48 kbps DNN-RSW 3.90% 41.60% 0.4326 0.32s
VoxTracer 100.00% 0.00% 0.9954 0.27s
DPAS 1.19% 49.60% 0.5333  0.27s
Opus SS-SNR-HS  58.80%  25.60% 0.5529  28.47s
24 kbps DNN-RSW 4.10% 43.00% 0.4327 0.32s
VoxTracer 100.00% 0.00% 0.9938 0.27s
DPAS 0.91% 52.10% 0.4968 0.27s
SILK SS-SNR-HS 1.00% 47.10% 0.5081 28.40s
32 kbps DNN-RSW 2.60% 4430% 0.4184  0.32s
VoxTracer 100.00% 0.00% 0.9917 0.27s
DPAS 0.84% 47.30% 0.5165 0.27s
SILK SS-SNR-HS 1.30% 47.80% 0.5045 27.94s
16 kbps DNN-RSW 2.70% 50.00% 0.4171 0.32s

VoxTracer 100.00% 0.00% 0.9944 0.27s

hiding for all methods in the last column of Table 4. We observe that
our VoxTracer and DPAS tie for first place in the time comparison,
and they do not incur extra time consumption to VC, because their
hiding process can be parallel with the two-stage VC process to
reduce delay. For the two audio watermarking methods, the DNN-
RSW takes a slightly longer time, but the SS-SNR-HS increases the
time cost by hundreds of times, which is not suitable for real-time
speaker identity hiding. For the one-stage VC, the average time
spent by additional STFT and speech re-generation is 0.08s and the
total MTC is 0.35s, meaning that our VoxTracer can also be very
efficient for one-stage VC.

4.4 Robustness Evaluation

In Section 4.3, we have verified the traceability and real-time per-
formance of VoxTracer. In this subsection, we further verify the
robustness of VoxTracer in a live-streaming VC scenario, where
the converted speeches are generated chunk-by-chunk. For this
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scenario, the speaker identity can be repeatedly hidden in each
chunk and traced by combining the recovered speaker identities
of all chunks in a speech. More specifically, we assume there are
N(N=2k+1,k=0,1,23,---) chunks in a speech. Each chunk is
hidden with a speaker embedding and the source speaker will be
identified if no less than | N/2] + 1 recovered speaker embeddings
can be correctly verified. We perform this experiment on four audio
coding standards with a broad range of bitrates:

o AAC: 128 kbps, 96 kbps, 64 kbps, 32 kbps and VBR.
e MP3: 128 kbps, 96 kbps, 64 kbps, 32 kbps and VBR.
e Opus: 64 kbps, 48 kbps, 32 kbps and 24 kbps.
o SILK: 40 kbps, 32 kbps, 25 kbps and 16 kbps.

4.4.1 Robustness on VCTK corpus. We first run the experiment
on VCTK corpus and show the results in the first row of Figure
4. The tested speakers are seen in training, but the speeches for
the same speaker in training and testing are non-overlapping. We
observe that for all audio coding standards and all bitrates, the
VoxTracer achieves tracing accuracy (TA) up to 99.87% by just using
one chunk (i.e., 0.74s for N = 1). With the increasing number of
chunks, the tracing accuracy rapidly rises to 100% in all cases. This
indicates that our VoxTracer is sufficiently robust to various types
of audio compression, and the repeated hiding of speaker identity
is conducive to enhancing the robustness of speaker traceability.

4.4.2 Robustness on LibriSpeech corpus. We use another dataset
LibriSpeech to evaluate the robustness in a large number of speakers.
The configurations are the same as those on VCTK corpus, and the
results are shown in the second row of Figure 4. We can see that
the results have the similar tendency with those on VCTK corpus,
and the tracing accuracies are generally higher owing to training
with more data, demonstrating that our VoxTracer can be applied
to different datasets.

4.4.3 Adaptability to unseen speakers. We evaluate the robustness
of VoxTracer in a more challenging scenario where the tested speak-
ers are unseen during training. The experiment is performed by
using 100 new speakers (each has three sentences) which are ran-
domly selected from LibriSpeech corpus. The results are shown in
the third row of Figure 4.

By comparing the last two rows in Figure 4, we observed that
the VoxTracer for unseen speakers can still maintain comparable
performance for the AAC, MP3 and Opus, but its tracing accuracy
drops for the SILK. This is because the SILK usually uses a low
bitrate (maximum allowance up to 40 kbps), which easily causes
severe speech quality degradation and thus affects the tracing ro-
bustness. But this problem can be solved by using a longer length of
speech that contains more chunks to ensure the tracing accuracy.

4.5 Analysis of Source Speaker Identity Leakage

In the last two subsections, we have shown that our VoxTracer
achieves excellent performance in speaker traceability even under
severe distortion conditions. This raises a question: is the high
tracing accuracy caused by source speaker identity leakage that the
source speaker-related information is left in the converted speech?

To answer this question, we use the 10,000 converted speeches
(generated by AutoVC [35] ) of 100 source speakers from VCTK Cor-
pus and adopt a pre-trained ASV model [43] to extract their speaker
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Figure 4: The tracing accuracy of VoxTracer as a function of speech length for different datasets, audio coding standards and
bitrates. The experiments in the first and second rows are conducted in VCTK Corpus (100 seen speakers) and LibriSpeech
Corpus (2000 seen speakers), respectively. The experiments in the third row are conducted in LibriSpeech Corpus (100 unseen

speakers).

embeddings for speaker verification. The results show that only
1.84% of extracted embeddings are verified as their corresponding
source speakers, which is nearly equal to random matching. This
indicates that the VC does not suffer from source speaker identity
leakage, and the high tracing accuracy only comes from our careful
design, confirming the credibility of our tracing experiments.

4.6 Quality Evaluation of Restored Speeches

As we have mentioned in Section 3.5, we can even restore the source
speeches for speech verification. To measure the similarity of the
restored speeches and source speeches, we compare their speech
quality scores with MOS-I and MOS-S and list the results in Table
5.

For simplicity, we only use one type of VC method (AutoVC) to
generate converted speeches and only use one bitrate (minimum
bitrate) to compress the converted speeches.

As seen from Table 5, the restored speeches and the source
speeches have close quality scores even at very low bitrates. Note
that the source speeches are not compressed, while the restored
speeches are reconstructed from the degraded speeches that went
through lowest-bitrate compressions. This indicates that the source
speaker embeddings are recovered accurately so that they preserve
the timbre information of source speakers. To further verify this
conclusion, we also visualize the distributions of recovered speaker

embeddings and source speaker embeddings in Supplementary to
assess their similarity.

Table 5: Quality comparisons of restored speeches and source
speeches.

Speech Type Compression MOS-IT MOS-ST
Source Speeches  Uncompressed 4.81 4.99
AAC-32 kbps 4.51 4.85
MP3-32 kbps 4.50 4.82
Restored Speeches (s kbps 4.9 4.80
SILK-16 kbps 4.46 4.76

5 CONCLUSION

In this paper, we present VoxTracer, which is a traceable voice
conversion (VC) framework aiming to empower the existing VC
methods with speaker traceability. The VoxTracer builds upon
an asynchronous-trained VAE-Glow structure that integrates the
speaker identity into VC and recovers the speaker identity to verify
the source speaker and restore the source speech. The VoxTracer is
considerably robust against various audio processing operations
and lossy compressions with low bitrates. Besides, the VoxTracer
is highly versatile for arbitrary VC methods and mainstream audio
coding standards. Last but not least, the VoxTracer is efficient and
thus can be used for live-stream VC applications.
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Figure 5: The network architecture of VoxTracer.

A NETWORK ARCHITECTURE

We show the network architecture of our VoxTracer in Figure 5.
The ID encoder comprises a 1-D convolutional layer, a non-causal
WaveNet and a 1-D convolutional layer. The first convolutional
layer maps the input dimension from 4 up to 128, and the last layer
maps the input dimension from 128 down to 8. The speech genera-
tor consists of 12 flow blocks, each of which has a 1 X 1 invertible
convolutional layer and an affine coupling layer. The speech in-
verter shares the same architecture with the speech generator, and
is initialized by the parameters of the speech generator. The ID
decoder’s architecture is similar to the latent encoder, except that
the output dimension of the convolutional layer is 4 and the depth
of non-causal WaveNet is halved.

Table 6: The tracing accuracy of VoxTracer for different audio
processing operations.

Processing Method ‘ Tracing Accuracy
20dB 99.79%
. . 30dB 99.79%
Guassian Noise 40dB 99 82%
50dB 99.82%
Re-samplin 24000Hz 99.79%
PUNE | 16000Hz 99.78%
Re-quantization 8bits 99.70%
q 32bits 99.79%
Amplitude Modification | 99.78%
Low-pass Filtering ‘ 99.50%
Median Filtering \ 99.70%

B ROBUSTNESS AGAINST AUDIO
PROCESSING

To comprehensively evaluate the robustness of VoxTracer and keep
consistent with the previous audio watermarking [22, 30, 39], we
introduce distortions to converted speeches by using different audio
processing operations as follows:

Random Gaussian Noise. Add the random Gaussian noises
with different signal-to-noise ratios (20 dB, 30 dB, 40 dB, 50
dB) to the converted speeches.

e Re-sampling. First sample the converted speeches from 22050
Hz down to 16000 Hz or up to 24000 Hz and then sample
them back to 22050 Hz.

e Re-quantization. Re-quantize the converted speeches from

16 bits to 8 bits or 32 bits and then quantize them back to

16bits.

Amplitude Modification. Decrease the amplitudes of con-

verted speeches to 90% of their original values.

e Low-pass Filtering. Filter the converted speeches with the

Butterworth filter at 1 kHz.

Median Filtering. Filter the converted speeches with the

median filter with a window size of 3.

These experiments are conducted on the test set (with a speech
length of 0.74s) of VCTK, and the results are shown in Table 6. We
can see that the VoxTracer achieves a tracing accuracy of no less
than 99.50% in all situations, demonstrating that the VoxTracer is
highly robust to various audio processing operations.

C VISUALIZATION OF RECOVERED SPEAKER
EMBEDDINGS

To further measure the similarity of the restored speeches and
source speeches, we compare the distributions of source embed-
dings and recovered embeddings. The former is extracted from
the source speakers’ real speeches and the latter is recovered by
VoxTracer from degraded speeches compressed by AAC at 32 kbps.

We select 100 source speakers (each has 100 sentences) from the
VCTK Corpus, and divide them into 20 groups, each of which has 5
speakers. Then for each group, we obtain 500 pair of embeddings
from source speeches and corresponding degraded speeches. Finally
we visualize the 20 group of paired embeddings into 20 subfigures
of Figure 6 by using UMAP [26].

As see from Figure 6, the embedding distributions of the source
speeches and degraded speeches for the same speaker overlap al-
most completely, while the embedding distributions for different
speakers exhibit clear distinctions. This explains why our VoxTracer
can trace the source speakers accurately.
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Figure 6: Visualization results of embedding distributions. Each subfigure contains 500 pair of embeddings for 5 speakers. Half
of them are extracted from source speeches, and the other half are recovered by VoxTracer from degraded speeches. The title of
each subfigure refers to the file ID of the 5 speakers in VCTK Corpus. In each subfigure, the overlapping color dots belong to
the same speaker (the dark color denotes the source embeddings and the light color denotes the recovered embeddings).

Table 7: Comparison of VoxTracer with different reconstruc-
tion loss, i.e., L1 norm (L1) and L2 norm (L2).

Table 8: Comparison of VoxTracer with different verification
metrics, i.e., cosine similarity (cos) and L1 norm (L1).

Compression Metric Tracing Accuracy Compression Metric Tracing Accuracy

AAC L1 99.87% AAC cos 99.87%
96 kbps L2 99.79% 96 kbps L1 99.86%
AAC L1 98.86% AAC cos 98.86%
32 kbps L2 98.52% 32 kbps L1 98.30%
Opus L1 99.86% Opus cos 99.86%
48 kbps L2 99.24% 48 kbps L1 99.52%
Opus L1 95.80% Opus cos 95.80%
24 kbps L2 95.62% 24 kbps L1 95.46%
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MQOS test for Intelligibility

1. The speeches from the top to bottom are source speech, target speech, and

converted speech.
2. Please focus on the intelligibility of the content of the converted speech.
3. Scoring Criteria:
o 5: excellent, completely intelligible
4: good, mostly intelligible
3: fair, equally intelligible and unintelligible
2: poor, mostly unintelligible

o
o
o
o 1: bad, completely unintelligible

Score examples: 5,4.5,4,35,3,25,2,1.5,1

P 0:00/0:07 =—— )

00:00. 000

P 0:00/0:02 =— )

00:00. 000

P 0:.00/0:07 =—— )

00:00. 000

intelligibility [ ] NaN
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MOS test for speaker similarity

1. The speeches from the top to bottom are source speech, target speech, and
converted speech.
2. Please focus on how similar the speaker from the converted speech sounds like
the speaker from the target speech, and ignore the difference of content, etc.
3. Scoring Criteria:
o 5: excellent, totally same
o 4: good, mostly similar
o 3: fair, equally similar and unsimilar
o 2: poor, mostly different
o 1:bad, totally different

Score examples: 5,4.5,4,3.5,3,25,2,15, 1

» 0.00/0:07 = )

00:00. 000

> 0:00/002 = o)

00:00. 000

P 0:00/0:07 = )

00:00.000

speaker similarity [ ] NaN

Figure 7: The website screenshots of MOS test for intelligibility (left) and speaker similarity (right).

D SELECTION OF DIFFERENT LOSS
FUNCTIONS AND VERIFICATION METRICS

In Section 3.5 of our main paper, we use L1 norm to calculate the
reconstruction loss in Eq. (3) and Eq. (4), but use cosine similarity
for speaker verification. To measure the effect of different distance
metrics on traceability, we build different variants of VoxTracer to
compare their tracing accuracy. These experiments are conducted
on the test set (with a speech length of 0.74s) of VCTK.

We first compare the reconstruction loss in Eq. (3) and Eq. (4) of
our main paper with L1 norm and L2 norm and list the results in
Table 7. As can be seen, the L1 norm performs slightly better than
the L2 norm, and that is why we select L1 norm to calculate the
reconstruction loss.

We then report the tracing accuracy of VoxTracer using cosine
similarity and L1 norm for speaker verification in Table 8. It is
interestingly found that the cosine similarity based speaker veri-
fication achieves higher tracing accuracy than the L1 norm based
version, even though the VoxTracer is optimized with L1 norm loss
functions.

E MOS TEST DETAILS

We built an online website for MOS test. The MOS test screen-
shots of intelligibility and speaker similarity are shown in Fig-
ure 7. We give the evaluation criteria on each website page, and
the subjects are asked to follow these criteria strictly. Most im-
portantly, all subjects are not informed of any information about
the test speech in advance. In our implementation, for each MOS
test, we select 10 subjects and present them with 50 test pairs
randomly selected from the test set. We provide some examples
in https://anonymous.4open.science/w/DEMOof VoxTracer/. We
will open-source the code of VoxTracer upon acceptance of this
manuscript.


https://anonymous.4open.science/w/DEMOofVoxTracer/

	Abstract
	1 Introduction
	2 Related Work
	2.1 Voice Conversion (VC)
	2.2 Audio Watermarking

	3 Methodology
	3.1 Overview
	3.2 Voice Conversion Stage
	3.3 Hiding Stage
	3.4 Transmission Stage
	3.5 Tracing Stage

	4 Experiment
	4.1 Experimental Setup
	4.2 Speech Quality Evaluation
	4.3 Traceability Evaluation
	4.4 Robustness Evaluation
	4.5 Analysis of Source Speaker Identity Leakage
	4.6 Quality Evaluation of Restored Speeches

	5 Conclusion
	References
	A Network Architecture
	B Robustness against Audio Processing
	C Visualization of Recovered Speaker Embeddings
	D Selection of Different Loss Functions and Verification Metrics
	E MOS Test Details

