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Abstract—Location privacy is critical in vehicular networks,
where drivers’ trajectories and personal information can be
exposed, allowing adversaries to launch data and physical attacks
that threaten drivers’ safety and personal security. This survey
reviews comprehensively different localization techniques, includ-
ing widely used ones like sensing infrastructure-based, optical
vision-based, and cellular radio-based localization, and identifies
inadequately addressed location privacy concerns. We classify
Location Privacy Preserving Mechanisms (LPPMs) into user-
side, server-side, and user-server-interface-based, and evaluate
their effectiveness. Our analysis shows that the user-server-
interface-based LPPMs have received insufficient attention in
the literature, despite their paramount importance in vehicular
networks. Further, we examine methods for balancing data
utility and privacy protection for existing LPPMs in vehicular
networks and highlight emerging challenges from future upper-
layer location privacy attacks, wireless technologies, and network
convergences. By providing insights into the relationship between
localization techniques and location privacy, and evaluating the
effectiveness of different LPPMs, this survey can help inform the
development of future LPPMs in vehicular networks.

Index Terms—location privacy, vehicular networks, 5G, 6G,
localization, tracking attacks.

I. INTRODUCTION
Being an integral part of mobile systems, e.g., the fifth-

and sixth-generation (5/6G) systems, vehicular networks are
required to provide credible information for driving assis-
tance [1]. Over the past decades, multifarious applications
have been developed for vehicular networks to offer various
Location-Based Services (LBSs). LBSs can be classified by
functions into navigation, weather, venue finders, social media,
and crowd-sensing [2]. By reporting location data to the LBSs,
the drivers can search their destinations, check traffic
conditions, and view the weather [3].

A. Overview of Future Vehicular Networks
The architecture of the existing vehicular networks is shown

in Fig. 1. Vehicles in 5G/6G-enabled vehicular networks

*Caijun Sun and Baihe Ma act as the corresponding authors.
B. Ma, X. Wang, X. Lin, Y. Jiang, Y. He, and R. P. Liu are with the

Global Big Data Technologies Centre, University of Technology Sydney,
Australia, 2007 (e-mail: Baihe.Ma@uts.edu.au; Xu.Wang-1@uts.edu.au; Xi-
aojie.Lin@uts.edu.au; Yanna.Jiang@studet.uts.edu.au; Ying.He@uts.edu.au;
RenPing.Liu@uts.edu.au)
Z. Wang is with the School of Cyber Engineering, Xidian University, Xi’an,

Shannxi, China, 710071 (email: wz201018@163.com)
G. Yu and W. Ni are with Data61, CSIRO, Sydney, Australia, 2122 (e-mail:

Saber.Yu@data61.csiro.au; Wei.Ni@data61.csiro.au)
C. Sun is with Zhejiang Lab, Hangzhou, China, (e-mail:

sun.cj@zhejianglab.com)

frequently share data to obtain the required LBSs. Future
vehicular will support ground communication, underwater
communication, air communication, and space communica-
tion [4]. Edge computing enables the calculation tasks to be
conducted at or near the end-side devices, which minimizes
the network latency and load [5]. In this paper, the architecture
of vehicular networks includes entities, Vehicle-to-Everything
(V2X) communications, and LBSs, which are defined as
follows.

• Entity: The entities in vehicular networks are the infras-
tructures and vehicles. Infrastructures such as sensors,
Base Stations (BSs), and charge stations can be seen
as access points to provide services for the vehicles.
Vehicles such as general vehicles, autonomous vehicles,
and Unmanned Aerial Vehicles (UAVs) run in vehicular
networks. The vehicles communicate with other vehicles
and infrastructures to access LBSs.

• V2X Communication: The drivers can obtain LBSs
by transmitting location data among entities, such
as Vehicle-to-Infrastructure (V2I), Vehicle-to-Network
(V2N), Vehicle-to-Vehicle (V2V), Vehicle-to-Pedestrian
(V2P), and Vehicle-to-Device (V2D) [6].

• LBS: Location-based applications obtain and store the lo-
cation data transmitted by the vehicles to provide various
services.

Future 5G/6G-enabled vehicular networks interconnect bil-
lions of devices through heterogeneous networks for Device-
to-Device (D2D) communications [7]. The features of future
5G/6G-enabled networks are as follows [8].

• High Data Rate: The data rates of future 5G/6G-enabled
vehicular networks could be hundred to thousand times
higher than current vehicular networks [9], [10]. Many
technologies are utilized to achieve high data rates in
the 5G networks, such as D2D communications, mas-
sive Multiple-Input and Multiple-Output (MIMO), and
millimeter-Wave (mmWave) [11]. The high data rates
require LPPMs to have low computational consumption
for processing location data.

• Ultra-Low Latency: The latency of future 5G/6G-enabled
vehicular networks is expected to be at the millisec-
ond/microsecond level through the technologies in-
cluding D2D communications, Software Defined Net-
works (SDN), and Cloud Radio Access Networks (C-
RAN) [12]. Thus, it is necessary to protect location
privacy without significantly increasing communication
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Fig. 1. 5G/6G-enabled Vehicular networks. With data sharing, vehicular networks gain benefits from advanced technologies. Vehicular networks with the
Fifth Generation (5G) networks increase communication capacity, reduce communication delay and improve the connectivity of vehicular networks. Artificial
Intelligence (AI)-enabled next-generation (6G) networks are proposed for future network intelligentization. Vehicular networks with AI-enabled 6G technologies
can offer heterogeneous structures in three-dimensional environments (e.g., space, air, ground, and underwater).

latency.
• High Scalability: Future 5G/6G-enabled vehicular net-
works can support massive nodes (vehicles and other
devices) through network function virtualization [13].
The massive nodes could cooperate for location privacy,
but it would be hard to detect malicious nodes.

To make future networks flexible, secure, and low opera-
tion consumption, the future networks can benefit from the
following network management techniques [4].

• Software Defined Network (SDN): The SDN technology
can separate the control function and data management
of the network [14]. The management is achieved by
organizing the controllers through the control layer, and
forwarding and processing data and protocols through the
data layer [15]. As a flexible, low-cost, and cross-platform
operation-supporting architecture, SDN is suitable for
managing the vehicular networks [16], i.e., SDN-enabled
vehicle path planning approach [17]. Combined with
machine-learning approaches, SDN can achieve federated
resource allocation for multiple global tasks [18]. Gao
et al. [19] developed an innovative system architecture
for integrating 6G communication, where the SDN and
multipath techniques are utilized to transmit data in
high-mobility vehicular networks. Sadreddini et al. [20]

improved a routing protocol based on the SDN with the
RIS that reduces link failure and improved the throughput
of vehicular network communications.

• Network Function Virtualization (NFV): The NFV im-
plements the functions of network nodes in the form of
software and breaks the limitations of hardware architec-
ture [21]. In NFV-enabled networks, Telecommunication
Service Providers (TSPs) can skip the deployment of
middleboxes that streamlines processes and guarantee the
service quality [22]. The technical issues of NFV-enabled
networks, such as resource allocation in NFV [23], are
believed to be solved in future 5G/6G networks, which
makes it possible to efficiently manage and share network
recourse in future vehicular networks [24].

• Network Slicing: Network slicing separates the physical
network infrastructure into several logically isolated sub-
networks [25]. With slicing technology, the operators can
independently operate the virtual sub-networks services
which are represented by network slices. Along with
the development of SDN and NFV, network slicing
technology can be fully exploited in future vehicular
networks [26], [27].
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B. Location Data and Location Privacy Concerns
With increasingly popular communication sensing tech-

niques, including cameras, and vehicle-to-vehicle communi-
cations, a lot of location data will be generated in vehic-
ular networks, in real-time and large scale. Location data,
which is shared in vehicular networks, has characteristics
such as massive, highly correlated, dynamic, and unequal
importance [28]. Location data is important to help improve
the safety and efficiency of vehicular networks, including
vehicle infrastructure and pedestrians.

• Massive Data: There are enormous amounts of location
information when the drivers apply LBSs [29].

• High Correlation: Location data is correlated, which can
disclose other information when exposed.

• Dynamic Topology: Location data frequently changes
over time.

• Uneven Significance: Different location information has
various significance to various drivers. Driver’s home and
workplace addresses tend to be more important than his
shopping locations.

• Driver Safety: One of the most important purposes of
location data that is transmitted in vehicular networks
is safe driving [30]. The data transmission in vehicular
networks should primarily satisfy the driving require-
ments [31]. For example, the transmission should ensure
a high data utility of location data after being protected
for location-sensitive LBSs, e.g., navigation.

Sharing the location data in the LBSs of vehicular networks
raises privacy issues [32]. The LBSs in vehicular networks ask
the drivers to expose their locations for working as planned,
but untrusted LBSs and potential adversaries can lead to the
leakage of the location data [33]. The adversaries can collude
with untrusted LBS servers, attack trusted LBS servers, and
eavesdrop on communications channels to gain the shared
location data [32]. This poses the location data at risk of being
obtained by adversaries. By analyzing the shared location data,
the adversaries can threaten the drivers’ privacy as follows.

• Exposure of Driver’s Private Information: The adver-
saries can infer private information by analyzing the
location data transmitted in vehicular networks, such
as home addresses, religions, political parties, jobs, and
work addresses [34], [35]. For example, a driver’s religion
can be estimated if the driver drives to religious buildings
periodically. The inferred private information can be uti-
lized to build models of targets for realizing attacks [36].
The adversaries can attack a specific driver, threaten a
group of targets, or even sabotage a whole system [37].

• Physical Attack: The disclosure of the location privacy
can lead to dangerous physical attacks, such as stalking,
mugging or burglary [38]. For example, attackers can jam
the traffic and induce the driver’s trajectory1.

• Exposure of Other Vehicles’ Private Information: The
drivers’ trajectories can also be utilized to disclose the
privacy of other drivers and predict other drivers’ mobil-
ity [39]. For example, the adversaries can analyze the

1https://simonweckert.com/googlemapshacks.html

driver’s encounter history to obtain the trajectories of
other drivers.

The advanced techniques in vehicular networks introduce
new threats to the driver’s location privacy. With the develop-
ment of vehicular networks, adversaries have a high probabil-
ity of launching attacks across multiple vehicular network lay-
ers. Location privacy protection would be increasing difficult
with the existing Location Privacy-Preserving Mechanisms
(LPPMs) when facing cross-layer attacks. For example, the
Pegasus (spyware) developed in Israel can be utilized to obtain
the driver’s historical encounter messages [40]. By analyzing
the historical encounter messages and the eavesdropped mes-
sages, the adversaries can minimize the estimation error to
achieve high-precision localization for the target driver. The
development of communication capabilities allows the vehicles
to share data frequently with other entities in future vehicular
networks, leading to the current LPPMs, which focus on a
single layer, not able to protect location privacy when the
adversaries launch attacks across multiple layers. The existing
LPPMs should be improved to meet the privacy requirements
in complex composite scenarios.

C. Contribution
This survey aims to bridge the gap between the existing

studies. The threats of localization techniques to the existing
LPPMs have not been well considered, so we introduce the
tracking methods and their threats from the aspect of location
privacy with the development of vehicular networks. We
comprehensively research the existing LPPMs in vehicular
networks by evaluating the methods that the existing studies
have overlooked. We summarize the limitations of the existing
LPPMs from the aspect of the communication and localization
requirements, while the existing surveys evaluate the existing
LPPMs under different attacks. The trade-off between location
privacy protection and data utility is important to the design of
LPPM, but it has been overlooked by the existing works. We
provide the methods of the trade-off in detail to assist future
LPPM designs. Existing studies typically focus on single-layer
location privacy attacks in which the considered adversaries
obtain location data in passive ways (e.g., eavesdropping) or
active ways (e.g., jamming) and locate at the server side or
between clients and servers. The existing literature is far from
comprehensive, as future vehicular networks introduce new
communication mediums, which increase the risk of location
data leakage and bring new cross-layer location privacy issues
to the existing LPPMs. We focus on the influence of the exist-
ing LPPMs introduced by the potential cross-layer challenges
in future vehicular networks.
With a focus on the location privacy of vehicular networks,

the key contributions of this survey are listed as follows.
1. We reveal the potential adverse effect of increasingly

accurate wireless localization techniques on the location
privacy of 5/6G drivers, which has never been discussed
in the existing literature. We separately discuss the effect
under different localization paradigms, including sensing
infrastructure-based, optical vision-based, vehicle driving
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Fig. 2. The organization of this paper. Section I: the introduction of this paper; Section II: the existing surveys and gap analysis; Section III: the existing
tracking techniques, threats and location privacy requirements; Section IV: the existing LPPMs and the balance between location privacy and data utility;
Section V: the future location privacy challenges.

log-based, cellular radio-based, and upper-layer message-
based localization schemes.

2. We review existing LPPM techniques from the user-
side, server-side, and use-server-interface in response to
the different 5/6G localization and tracking paradigms.
While providing a comprehensive review of LPPMs for
driving log-based localization, we unveil that no privacy
consideration has been given to sensing infrastructure-
based, optical vision-based, and cellular radio-based lo-
calization schemes despite their paramount importance in
5/6G scenarios.

3. We analyze in-depth the balance of the existing LPPM
techniques between privacy and utility (such as localiza-
tion precision, computational complexity, communication
complexity, and resource consumption), which result in

different levels of suitability and applicability of the
techniques for the different localization paradigms.

4. We identify the existing LPPM techniques potentially
suitable for the three privacy-unprotected localization
schemes, i.e., sensing infrastructure-based, optical vision-
based, and cellular radio-based localization schemes,
and also reveal potentially significant privacy breaches
resulting from cross-layer implementations of multiple
localization techniques.

The rest of this paper is organized as follows. We compare
this paper with the existing surveys and evaluate their contri-
butions in Section II. We list the existing tracking techniques,
threats and location privacy requirements in Section III. The
existing LPPMs and the balance between location privacy and
data utility are illustrated in Section IV, followed by the future
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Abbreviation Definition

2D Two-Dimensional
3D Three-Dimensional
5G The Fifth Generation (5G) networks
6G Artificial Intelligence (AI)-enabled next-generation
AI Artificial Intelligence
AP Access Point
AVI Automatic Vehicle Identification
BS Base Station
CAN Controller Area Network
CSI Channel State Information
D2D Device-to-Device
ECU Electronic Control Units
FHE Fully Homomorphic Encryption
Geo-I Geo-Indistinguishability
GNSS Global Navigation Satellite System
GPA Global Passive Adversaries
GPS Global Positioning Systems
HE Homomorphic Encryption
ID Identification

LBSs Location-Based Services
LED Light-Emitting Diode
LPA Local Passive Adversaries

LPPMs Location Privacy Preserving Mechanisms
MAC Medium Access Control
MIMO Multiple-Input Multiple-Output
mmWave millimeter-Wave
NFV Network Function Virtualization
OBD On-Board Diagnostic
OBU On-Board Units
PHE Partial Homomorphic Encryption
PIR Private Information Retrieval
QC Quantum Communication
QoS Quality of Service
RFID Radio Frequency Identification
RIS Reconfigurable Intelligent Surface
RSU Road-Side Units
SDC Statistical Disclosure Control
SDN Software Defined Networks
SE Searchable Encryption
SHE Somewhat Homomorphic Encryption
SLAM Simultaneous Localization And Mapping
THz Terahertz
TPMS Tire Pressure Monitor System
TTP Trust Third Party
UE User Equipment
V2D Vehicle-to-Device
V2I Vehicle-to-Infrastructure
V2N Vehicle-to-Network
V2P Vehicle-to-Pedestrian
V2V Vehicle-to-Vehicle
V2X Vehicle-to-everything
VLC Visible light communication

TABLE I
SUMMARY OF ABBREVIATIONS

location privacy challenges in Section V. We conclude our
work in Section VI. The structure of this paper is also shown
in Fig. 2 The acronyms and abbreviations used in this paper
are listed in Table I.

II. EXISTING SURVEYS AND GAP ANALYSIS

In this paper, we investigate the existing studies, most of
which are published by IEEE and ACM in the past five years.
We focus on the development of the LPPMs in vehicular
networks from the aspect of localization technologies and
discuss the trade-off between location privacy protection and
data utility. In this section, our work is compared with the
existing literature reviews [41]–[53] published from 2018 to

2022 and evaluate their contributions, as shown in Table II.
The comparison concludes four major parts, i.e., localization
techniques, the existing LPPMs, the LPPMs in future vehicular
networks, and the trade-off between location privacy protection
and data utility.
This paper reviews the localization techniques according to

the development of vehicular networks and discuss localization
techniques from the aspect of location privacy. Wang et al. [47]
introduced future localization techniques with applications
in 5G and 6G networks. Hussain et al. [45] discussed the
localization methods based on the architecture of 5G vehicular
networks and attacks.
In this paper, the existing LPPMs are divided into user-side,

server-side, and user-server-interface LPPMs according to the
phase that the LPPMs are allocated, by considering the threats
of localization techniques [54]. The user-side LPPMs allow the
drivers to process data before sending it to the LBSs, while
the server-side LPPMs process the aggregated location data
in dataset. The user-server-interface LPPMs use trusted third
parties and secure communication to ensure that the location
data is secure in transmission. We comprehensively compared
related works of each category. The published surveys [41]–
[44], [48]–[50] mainly focus on the existing user-side and
server-side LPPMs in current vehicular networks.
Lu et al. [41] elaborated on the statistical disclosure control-

based LPPMs, e.g., anonymity, in current vehicular networks,
but other techniques are not discussed. Similarly, authors
in [43] paid attention to the pseudonyms changing approaches
of statistical disclosure control. The authors compared the
cost of different pseudonyms-based LPPMs. Sheikh et al. [48]
compared the user-side and server-side LPPMs, e.g, certificate,
secure computation, and statistical disclosure control, under
different adversaries and delineated the advantages and limi-
tations of these LPPMs. The authors listed the location privacy
issues and potential applications under the risk of adversaries
in existing vehicular networks. Nevertheless, the study does
not discuss the LPPMs in future vehicular networks.
By considering the same scenario, Ali et al. [42] classified

the LPPMs into pseudonymous-based, group-based, hybrid,
anonymous-based, and cryptography-based. The authors re-
viewed the location privacy requirements, attacks, and the
efficiency of each LPPM. The authors also compared the
capability of each LPPM to resist different attacks, but the
user-server-interface LPPMs were not well considered. In the
same topic, Mundhe et al. [50] presented an overview of cur-
rent vehicular networks and summarized the existing user-side
and server-side LPPMs. The authors evaluated the advantages
and limitations of the existing LPPMs in current vehicular
networks, especially the cryptography-based LPPMs. Talat et
al. [44] compared the location privacy-preserving capability of
the LPPMs. The authors summarized that each LPPM could
provide higher location privacy-preserving capability than its
counterparts in specific cases. By focusing on applications of
LBSs, the study in [49] discussed user-side and server-side
LPPMs and qualitatively analyzed their performances.
In this paper, we assess the advantages and limitations of the

existing LPPMs from the aspects of localization requirements
and future communication technology in vehicular networks.
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TABLE II
COMPARISON OF RELATED WORK.

Reference Year Localization User-side1 Server
Existing LPPMs

ace3
LPPMs in

4 Trade-off5
-side2 User-server-interf Limitations Future VNs

[41] 2018 ✓
[42] 2019 ✓ ✓ ✓
[43] 2019 ✓ ✓
[44] 2019 ✓ ✓ ✓ ✓
[45] 2019 ✓ ✓ ✓
[46] 2019 ✓ ✓ ✓ ✓
[47] 2020 ✓
[48] 2020 ✓ ✓
[49] 2021 ✓ ✓ ✓ ✓
[50] 2021 ✓ ✓ ✓
[51] 2021 ✓ ✓
[52] 2022 ✓ ✓
[53] 2022 ✓ ✓

This paper ✓ ✓ ✓ ✓ ✓ ✓ ✓

1 User-side: pass and run, certificate, secure computation, and data perturbation;
2 Server-side: statistical disclosure control, homomorphic encryption, private information retrieval, and searchable encryption;
3 User-server-interface: secure communication and trusted parties;
4 VNs: Vehicular Networks;
5 Trade-off: Trade-off between Location Privacy and Data Utility.

In contrast, Ali et al. [42] and Mundhe et al. [50] discussed
the benefits and shortcomings of the existing user-side and
server-side LPPMs according to their methodologies. Jiang et
al. [49] highlighted the limitations of the existing LPPMs to
the requirements of different LBSs. Boual et al. [43] evaluated
the anonymity-based LPPMs, i.e., server-side LPPMs, with
syntactic linking and semantic linking in existing vehicular
networks. By considering more kinds of attacks and LPPMs,
Talat et al. [44] compared the existing LPPMs in existing
vehicular networks under various attacks, including denial
of information/services, breach of information privacy, mas-
querading, and data modification. Hussain et al. [45], Dibaei
et al. [51], Boualouache et al. [52], and Haddaji et al. [53]
presented potential challenges to the existing LPPMs in 5G
vehicular networks. Based on the listed threats, the authors
discussed the performances of the existing LPPMs.

In this paper, we also investigate the potential developments
and cross-layer challenges of existing LPPMs in future ve-
hicular networks from the aspect of future communication
requirements in 5G and 6G vehicular networks. Hussain et
al. [45] researched current privacy issues and solutions in
5G-enabled vehicular networks. An architecture for the 5G-
enabled vehicular networks and potential machine learning-
based LPPMs was developed by the authors to support 5G
applications. Lu et al. [46] examined location privacy issues
in the 5G V2X architecture. They analyzed the existing single-
layer attacks and explored the future directions of LPPMs in
5G vehicular networks. By considering the technologies in
future vehicular networks, Dibaei et al. [51] addressed the
limitations of the existing LPPMs, based on which potential
directions of future LPPMs were presented with blockchain
and machine learning. Boualouache et al. [52] surveyed the
existing server-side LPPMs, which were employed to protect
location privacy by detecting misbehavior in future 5G and
beyond vehicular networks. The authors presented potential
developments of the AI-enabled LPPMs in future vehicular
networks. Haddaji et al. [53] summarized the location privacy

in AI-enabled vehicular networks. The authors covered the
privacy and security issues in future vehicular networks and
discussed AI-based solutions within future frameworks.
This paper further delineates the trade-off between location

privacy and data utility with theory and practice examples,
which is important to LPPM designing. In the compared
surveys, only Jiang et al. [49] discussed methods to balance
location privacy and data utility. They provided the trade-
off based on the methodologies of different LPPMs in the
existing LPPMs. This paper discusses the trade-off in theory
and practice from the aspect of localization requirements and
future communication techniques in vehicular networks.

III. LOCALIZATION AND LOCATION PRIVACY RISKS
In this section, the existing tracking techniques in the differ-

ent scenarios are summarized from the aspect of location pri-
vacy, as shown in Table III. Then, we illustrate the localization
requirements, list the general adversary models, and provide
possible privacy threats in current vehicular networks. By
highlighting the threats introduced by localization techniques,
the adversaries that have been well-considered are presented.

A. Localization and Tracking Techniques
Over the past decades, tracking techniques have been pre-

sented for high-precision LBSs and anti-theft systems [90].
However, the tracking techniques can be used by the adver-
saries, which branches the drivers’ location privacy. Multiple
LPPMs are presented to prevent the adversaries from obtaining
the drivers’ privacy.
The existing tracking techniques can be classified as sensing

infrastructure-based, optical vision-based, vehicle driving log-
based, cellular radio-based, and upper-layer message-based.
The adversaries with upper-layer message-based tracking tech-
niques are well considered in the existing LPPMs, while the
adversaries with vehicle driving log-based tracking techniques
are overlooked by the existing studies. Location privacy under
sensing infrastructure-based, optical vision-based, and cellular
radio-based tracking can almost not be protected.
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TABLE III
EXISTING LOCALIZATION TECHNIQUES.

Category Technique Requirement Description Challenge

Sensing
infrastructure-
based
tracking

Magnetic sensors
[55]–[59]

Obtain magnetic induction signal
generated by the vehicles

Calculate three-dimensional
location and two-dimensional
orientation information of the
vehicles Malicious sensors are difficult to

be detected;
The adversaries can collude with
sensors;
The adversaries can hijack legal
sensors;
No existing work can defend the
adversaries with sensors

Inductive loop
detectors
[60], [61]

The inductive loop generated by
the vehicles

Can be deployed at intersections
on road networks;
Can monitor information like
speed, volume, and size

Beacon
message-based
sensors [62]–
[64]

Beacon messages like AVI tags,
RFID tags, GPS, and MAC

Extract private information from
beacon messages

Optical
vision-based
tracking

ML and AI [65]–
[67]

Use ML and AI to analyze the
geometrical information of the
captured camera frames

Observe the physical features of
the vehicles;
Image identification background

It is impossible to hide the
physical features of the vehicles;
Image identification has a high
accuracy;
The adversaries can directly
observe the vehicles in the real
world;
No existing LPPM can defend the
adversaries in such a scenario

Vehicle driving
log-based
tracking

Reverse
engineering
[68]–[70]

GPS and CAN data
Read CAN data from OBD and
use reverse engineering technique
to calculate location data

Multiple OBD readers can be
combined for localization

In-vehicle
communication
[4], [71]–[78]

In-vehicle communication system;
Drivers’ mobiles

Hijack in-vehicle communication
system to obtain location data;
Hijack mobile phones to read
location data

Few existing LPPMs focus on
hardware layer location privacy;
An in-vehicle communication
system is difficult to be
considered in LPPMs for LBSs;
The mobile devices are almost
impossible to be isolated in the
vehicles

Cellular
radio-based
tracking

Antenna
localization
[79]–[82]

Base stations
Antenna signal

Use the direction of the antenna
signal for localization

Antennas are equipped in the
vehicles for communication;
Signals can be detected in the
physical world;
Based station is necessary for
communication;
Localization with multiple based
stations is very easy;
No existing works can defend
cellular radio-based localization

Upper-layer
message-based
tracking

Estimation actual
information
[83]–[89]

Messages in vehicular networks

The adversaries can launch
multiple attacks to obtain
messages that are transmitted in
vehicular networks, with which it
can infer the drivers’ actual
locations;

Various attacks can be utilized.
The adversaries can launch attacks
that cross multiple layers

1) Sensing Infrastructure-based Tracking: Sensing
infrastructure-based tracking techniques detect vehicle
trajectories by using equipment such as inductive loop,
infrared, ultrasonic, microwave, magnetic and piezoelectric
sensors [91]. The driving features captured by the sensors
can be utilized for tracking.

Magnetic Sensor: Vehicles disrupt the Earth’s magnetic
field that generates magnetic induction signals [92]. The
magnetic sensors can expose the 3D location and 2Dl orien-
tation information of the vehicles [55]. The magnetic sensors
can capture the generated signals to analyze the travel time

and vehicles’ identifications [56]. The existing works [56]–
[59] modeled the magnetic field perturbations caused by the
vehicles and extracted the magnetic waveforms of the vehicles.
With the models and the waveforms, the techniques can track
the vehicles and infer the driving status of the vehicles.

Inductive Loop Detector: The inductive loop detectors are
widely employed to obtain traffic data, which can be deployed
at intersections on road networks to monitor traffic [93]. The
inductive loop detection can provide vehicle information, such
as speed, volume, and size [92]. The existing works [60],
[61] used the data obtained from inductive loop detectors to
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Fig. 3. Localization techniques. The localization techniques are classified into
sensing infrastructure-based, optical vision-based, vehicle driving log-based,
cellular radio-based, and upper-layer message-based tracking techniques.
The localization techniques can be utilized by the adversary to track the
drivers. However, the adversary with the upper-layer message-based tracking
techniques is well considered in the existing LPPMs, while the existing
studies overlook the adversaries with the vehicle driving log-based tracking
techniques. The location privacy under sensing infrastructure-based, optical
vision-based, and cellular radio-based tracking can hardly be protected.

increase the tracking accuracy.
Beacon-message-based Sensor: The Beacon-message-

based tracking techniques utilize messages like Automatic
Vehicle Identification (AVI) tags and Radio Frequency IDen-
tification (RFID) tags, Global Positioning Systems (GPS),
and Medium Access Control (MAC) [94]–[97]. The exist-
ing works [62]–[64] tracked vehicles with multiple beacon-
message-based sensors because a single sensor is susceptible
to the vehicles’ driving status and environment.

No existing LPPMs can protect drivers’ location privacy un-
der the sensing of adversaries who utilize multiple sensors. The
existing studies focused on protecting location data captured
by the legal sensors through techniques such as blockchain,
obfuscation, and anonymity. We will illustrate the techniques
in Section IV-A.
2) Optical Vision-based Tracking: The optical vision-based

tracking estimates vehicles’ locations by analyzing the geo-
metrical information of the captured camera frames (i.e., image
pixels) [65]. The optical vision-based tracking can provide
a high-precision estimation and robustness system in low-
textured and low-visibility environments [98].
The existing works utilized ML and AI techniques to extract

appearance features, such as color and texture, and com-
bined the extracted features with other semantic information
for tracking [92]. Study in [66] developed a deep learning
framework based on the cross-frame keypoint-based detec-
tion network and spatial motion information-guided tracking
network. The developed framework considers the vehicles’
driving status and appearances extracted from satellite videos.
Yang et al. [67] improved a collaborative sensing system that

integrates a customized metric-learning vision-based vehicle
re-identification method to extract vehicle features. The system
combines vehicle appearance with traffic network connection
as features, which achieves a high accuracy of tracking.
To the best of our knowledge, no existing LPPM can prevent

the adversaries from tracking vehicles based on the appearance
features.
3) Vehicle Driving Log-based Tracking: On-Board Diag-

nostic (OBD) readers can be utilized to obtain the data of Elec-
tronic Control Units (ECU) in the Controller Area Network
(CAN) [99]. The easiest way to locate vehicles is by reading
data from the GPS devices, but vehicle manufacturers have
divided CAN into sub-networks to harden the vehicles against
single sensor tracking [68], [69]. Nevertheless, multiple OBD
readers (e.g., inertial, heading, pressure, and speed sensors)
can be combined to realize localization [70], [100].
It has been demonstrated in the literature that in-vehicle

communication systems such as CAN, entertainment appli-
cations, and drivers’ mobile phones can be used to locate
vehicles [71]–[78]. For example, the Tegaron from Daimler
Chrysler has navigation infrastructures and can exchange data
with Tegaron’s control centre [71]. In this way, vehicle local-
ization can be achieved either by the in-vehicle communication
systems from the third party or by the mobile communication
linkage [72]. The Tire Pressure Monitor System (TPMS), as
part of the in-vehicle wireless networks, is another potential
attack surface to track vehicle locations [73]. The identifiers of
the TPMS sensors are unique, and the protocol is vulnerable to
reverse engineering, so the Road-Side Unite (RSU) can launch
a passive tracking system to capture TPMS packets and map
a route with the unique sensor identifiers [74], [75].
Mobile phones with GPS play an important role in the side

channel attack to infer the driving trajectory. The adversaries
can use the accelerometer data from the mobile [76] or the an-
gle matching of the route with the mobile magnetometer sensor
data [77] to track a car. Guha et al. [78] leveraged the data from
the accelerometer and gyroscope sensors to detect vehicular
movements, stops and turns to match the driving path. Besides
the existing vehicle on-board hardware, vehicular services and
applications can also provide the information to track vehicle
trajectory in the side-channel attack. The in-vehicle auxiliary
applications are required to support the autonomous driving
functions by providing services in the passengers’ services,
vehicles’ services, intelligent communication options, and
intelligent resource allocation [4]. However, these in-vehicle
auxiliary applications will generate more data embedding the
vehicle state and location, which increases the privacy breach
risk.
To the best of our knowledge, there are no universal

solutions defending against location privacy attacks in the
hardware-based physical layer. The existing in-vehicle intru-
sion detection systems, such as gateway-, ECU-, and CAN-
based [101], focus on detecting malicious data transmitted in-
vehicle and can hardly prevent the above passive side-channel
attacks on location privacy.
4) Cellular Radio-based Tracking: Antenna systems are

designed to track and steer signals from vehicles [102]. For
tracking systems and localization purposes, it is most desirable
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to combine a small compact omnidirectional sensor array using
beamforming techniques [103]. However, the omnidirectional
antenna is susceptible to signal loss in long-distance communi-
cation [102]. In the case of long-distance communication, the
existing studies utilized a directional high gain antenna that
focuses signal energy in a particular direction [79]. Burghal
et al. [80] realized a relative vehicular localization using the
channel state information from multiple-antenna transceivers.
The authors used feed-forward neural networks to reduce the
number of trainable parameters. The mmWave communication
can also contribute to vehicle localization, as electrically steer-
able directivity of phased arrays offers a direction finding [81].
Several direction findings of base stations can be merged in a
cross-bearing manner to localize the vehicles [82].
To the best of our knowledge, no existing studies have con-

sidered the adversaries with cellular radio-based localization.

Fig. 4. System model of LBS. The LBS consists of drivers, servers, and
networks. The driver accesses vehicular networks with access points, e.g., base
stations and RSUs. Then, the LBS servers respond to the driver’s enquires.
All three components can be threatened by the adversaries.

5) Upper-Layer Message-based Tracking: The upper-layer
message-based tracking techniques allow the adversaries to
obtain vehicles’ location data by eavesdropping on the V2X
communications or attacking the entities. In this subsection,
we discuss upper-layer message-based tracking techniques by
analyzing the adversaries mentioned in most existing works,
as shown in Fig. 3. The adversaries are classified based on the
behaviors and the size of the monitor region.
There are three components in an LBS system: drivers,

servers, and networks, as shown in Fig. 4. Each part of the
LBS system can be threatened by the adversaries. For example,
eavesdropping on the network can disclose the messages
transmitted between two nodes.
Based on the behaviors, the adversaries can be classified

into active attackers and passive attackers [83]. The active
adversaries focus on disrupting network communication, fal-
sifying communication data, and inserting fake messages by
capturing or cloning the legal drivers [104]. Compared with
the active adversaries, the passive adversaries aim to monitor
and analyze the data traffic to discover drivers’ positions by
eavesdropping [84]. The passive adversaries do not disrupt or
interfere with communication directly [85]. The majority of
existing LPPMs focus more on the passive adversaries than
the active ones.

Fig. 5. GPA and LPA for vehicle location privacy. The GPA can eavesdrop
on data transmitted in networks with full knowledge of the road, while the
LPA eavesdrop on a relatively small range with limited equipment.

According to the size of the region that the adversaries can
monitor, the passive adversaries can be classified as Global
Passive Adversaries (GPA) and Local Passive Adversaries
(LPA) [86], as shown in Fig. 5. GPA can eavesdrop on
data transmitted in networks with full knowledge of the
road by monitoring data, obtaining legitimate authorities or
hacking into applications, and can gather information over a
long time, like hours, months, or even years [41]. The GPA
model is considered as strongest adversary in many privacy
methods [87]–[89]. However, the GPA is a theoretical scenario
because the GPA model needs to place a large amount of
equipment with a prohibitive cost [84]. Compared with the
GPA, the LPA eavesdrop on a relatively small communication
range with limited equipment.
Fig. 6 shows an overview of the four main steps of location

attacks. The adversaries obtain the location information of the
drivers by collecting, eavesdropping, and compromising the
vehicle’s information. By analyzing the obtained information,
the adversaries can gain useful knowledge, with which the
adversaries can use methods, e.g., context linking, probability
theory, machine learning, and (fake) peer user to infer the
location information of the driver. And then, the identities,
discretized trajectory points, and continuous trajectories would
be exposed to the adversaries.

Fig. 6. Overview of the location attacks and adversaries. The adversaries
can obtain the location information of drivers by collecting, eavesdropping,
and compromising the vehicle’s information. By analyzing the obtained data,
the adversaries can gain knowledge of drivers with the obtained information.
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B. Location Privacy Requirement
Researchers have different definitions of location pri-

vacy [105]–[107]. In this paper, location privacy can be defined
as a branch of information privacy that deals with the location
data to assist the drivers in deciding on when, what, and how
to share such data [108]. The data shared in the vehicular
networks should not threaten the driver’s security [109]. The
privacy requirements in vehicular networks can be classified
as follows [110], [111].

Privacy Protection: Due to the drivers’ safety require-
ments and the wireless transmission, the communication data
should be well protected when a vehicle applies LBSs. Other
vehicles and any untrusted third parties cannot obtain or
estimate any identifiable information about the vehicle.

Unlinkability: Unlinkability of two or more vehicles can
be defined as characteristics of vehicles that are indistinguish-
able from the adversaries [112]. For instance, the adversaries
cannot distinguish the vehicles based on the obtained trajec-
tories.

Contextual Unobservability: Contextual unobservability
means adversaries cannot obtain the drivers’ private informa-
tion by analyzing the context of messages [113].

1) Characteristic of Vehicular Networks: The character-
istics of vehicular networks, such as unlimited transmission
power, higher computational capabilities, and predictable mo-
bility, differ from those of other scenarios [114]. The char-
acteristics of current vehicular networks are classified into
topology features, node features, and transmission features. As
shown in Fig. 7, the followings are the unique characteristics
of vehicular networks, which are important to the location
privacy in the study.

Fig. 7. Features of vehicular networks. Topology features, node features, and
transmission features make vehicular networks to be significantly different
from other scenarios.

Topology Feature: The topology features of vehicular net-

works, related to location privacy, include mobility, dynamic
network topology, real-time constraints, frequent network dis-
connection, and volatility.

Mobility: A small delay in V2X communication can lead
to severe problems since vehicles in vehicular networks move
at high speeds [115]. It is impossible to employ traditional
LPPMs, e.g., handshake-based authentication technologies,
since most of the encountered vehicles only communicate
once and do not have enough time for handshake message au-
thentication [116]. In vehicular networks, the vehicles change
their points of network attachment frequently [117]. Thus,
the LPPMs in vehicular networks should have mobility man-
agement methods to meet the requirements such as seamless
mobility and scalability [118].

Dynamic Network Topology: The topology of vehicular
networks changes quickly so that the communication duration
of LPPMs is limited [119]. The density of entities on the road
networks is frequently changed due to the dynamic network
topology of vehicular networks that communication recourse
could be unevenly distributed [120]. For example, cooperation-
based LPPMs (e.g., pseudonym swap) could perform well in
the city scenario rather than in the suburb scenario, as the
number of nodes on the road networks in a city is much more
than that in the suburbs.

Real-time Constraint: The data transmission in vehicular
networks is time-limited [121], and LBSs in vehicular net-
works (e.g., accident warning information) need time-critical
messages [122]. Thus, one of the critical requirements in
vehicular networks is that LPPMs should allow messages
to be transmitted within an acceptable period. Nevertheless,
verifying a time-critical message is difficult because the au-
thentication process can increase the time delay [51].

Frequent Network Disconnection: Vehicles frequently
disconnect networks due to the high-speed movement of the
vehicles and the influence of the environment [123]. A great
number of vehicles in the same region can also lead to server
disconnection [124]. Thus, the LPPMs should be robust to
provide location privacy protection in such a scenario.

Connection Volatility: The connections among vehicles
are random because of the high mobility level [125]. The
connectivity between two vehicles could be lost easily, and
connections may remain within a specific wireless hop in
a short period [126]. Vehicular networks lack a long-lived
context due to the random and short connection period. Thus,
it is almost impossible to utilize long-live password-based
LPPMs [127].

Node Feature: The features of nodes in vehicular networks
related to location privacy are autonomy, strong computation
and storage capability, unlimited energy supply, and limited
transmission power.

Autonomy: The vehicles in vehicular networks have the
authority to send, route, and receive data with limited control
of centralized authority [128]. On-Board Units (OBUs) and
RSUs can process the data independently [129]. Hence, de-
centralized LPPMs are fully considered in vehicular networks.

Strong Computation and Storage Capability: The nodes
in vehicular networks are required to process an extensive
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amount of data among vehicles and infrastructures [130].
The computation and storage capability of nodes in vehicular
networks is high, so the computing resource of LPPMs could
be unlimited [131].

Unlimited Energy Supply: The energy consumption is
unlimited in vehicular networks [132]. OBUs are supplied
by vehicle battery, which satisfies the task operations [133].
Therefore, LPPMs in vehicular networks could ignore the
energy limitation.

Limited Transmission Power: The transmission power is
limited in vehicular networks due to the characteristics of
the communication protocols and the wireless access of the
vehicular environment [134]. The covered area of each node in
vehicular networks is limited by the transmission power. The
communication region of decentralized LPPMs in vehicular
networks is limited.

Transmission Feature: The transmission features of vehic-
ular networks related to location privacy are open wireless
medium, transmission attenuation, unstable network strength,
and large network size.

Open Wireless Medium: In vehicular networks, the trans-
mission medium is the air. Security is an important issue in
vehicular networks due to the characteristics of the open wire-
less medium [135]. Attacks targeting open wireless mediums
can also be launched to threaten location privacy in vehicular
networks.

Transmission Attenuation: The features of digital trans-
mission in vehicular networks include diffraction, reflection,
dispersion, refraction, and scattering [136]. These features lead
to several limitations for the dedicated short-range commu-
nication in vehicular networks [137]. These features could
expose the driver’s location data even though the location data
is well protected by LPPMs [138].

Unstable Network Capability: The communication and
computation capabilities of vehicle networks are unstable and
affected by real-time traffic conditions [139]. For example,
the network strength among vehicles can be very high in
a traffic jam, as a large number of vehicles could stay
in the same region and form the vehicular network. Thus,
the privacy-protection capability of cooperation-based LPPMs
(e.g., pseudonym swap) could be unstable.

Large Network Size: Vehicular networks can cover a
large area, especially downtown or on highways. However,
the communication region of vehicles in vehicular networks is
limited. Thus, the LPPMs should consider both the large size
of vehicular networks and the small size of the communication
regions.

2) Application Scenario of LPPM: The location data is
protected by real-time or batch LPPMs during the collection
phase and protected by offline LPPMs at the publication phase,
as shown in Fig. 8. The data is protected by offline LPPMs if it
is processed through the server to the publication stage [140],
while the data is protected by real-time LPPMs before being
sent to time-sensitive LBSs [141]. The batch-wise LPPMs
protect location data when multiple drivers aggregate and send
location data to the time-insensitive LBSs [142]. The offline

LPPMs are employed when LBSs publish the trajectory data
for analysis to protect the whole dataset rather than the real-
time location data [143].
3) Key Performance Index of LPPM: Three major metrics

are defined by the existing works to evaluate and compare the
performances of different LPPMs as follows [2], [144], [145].
Privacy: The privacy metric measures the location-privacy
protection capability of the LPPMs under the adversaries’
attacks [32], [38], [146].

Data Utility: The data utility metric is determined by the
LBSs’ and drivers’ requirements. The privacy metric and the
data utility metric are conflicting [144], [147]. For example,
the data utility will achieve the peak when the location
information is unprotected, and vice versa.

Efficiency: The efficiency metric measures the time and
storage cost of the LPPMs [148], which uses computational
overhead, storage overhead, scalability, and tolerance of error
as metrics [149], [150].

Fig. 8. The cases of employing LPPM to protect location privacy. The LPPM
can be utilized in two phases, i.e., the collection phase and the publication
phase, to satisfy different privacy requirements.

C. Location Privacy Threat in Vehicular Networks
The existing vehicular networks are under various location

privacy attacks. One of the simplest methods to track a
vehicle is illegally setting a Global Navigation Satellite System
(GNSS) on it [151]. The adversaries can obtain the drivers’
real-time locations by this method. However, this method is
infeasible because the adversaries have to set GNSS equipment
for each target vehicle.
1) Passive and Active Attack: The location privacy at-

tacks can be viewed as a typical Multiple Target Tracking
(MTT) issue, which assumes a set of noisy measurements
or observations detected periodically by a sensor [152]. The
adversaries obtain the best estimation of the driver’s state
and association probability through various location privacy
attacks. The location privacy attacks can be classified into
passive attacks and active attacks [104], as shown in Fig. 9.
The adversaries with passive attacks aim to monitor and

analyze the data traffic to discover the drivers’ positions by
eavesdropping that do not disrupt or interfere with communi-
cation directly [84]. The passive attacks in vehicular networks
can be classified as follows [104].

Wireless Eavesdropping Attack: The adversaries can easily
eavesdrop on vehicular networks due to the open wireless
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medium. Through eavesdropping, the adversaries can obtain
data transmitted in networks for future analysis [153].

Tracing Back Attack: The adversaries can employ a
triangulation algorithm to locate the drivers’ positions with at
least two separate antennas through tracing back attacks [154].

Traffic Analysis Attack: The core nodes in vehicular
networks process more traffic flow than ordinary nodes [155].
For example, sources and destinations transmit data at a higher
rate speed than ordinary nodes. Thus, the adversaries can
discover the targets’ locations by analyzing the traffic flow.

Packet Analysis Attack: The adversaries can extract en-
crypted information from the captured packet, e.g., location
information and identification (ID) information [156]. The
adversaries can infer the sender’s trajectory by analyzing
packets’ timestamps if the packets have the same ID in two
different locations.

Back-rolling Attack: The adversaries can utilize the back-
rolling attack if they have larger storage than legitimate
nodes [104]. The adversaries can record the drivers’ historical
and new positions to find out the location information of
targets.

Fig. 9. Major privacy attacks. The attacks on location privacy can be
classified into passive and active attacks. Passive attacks aim to monitor and
analyze the data traffic, while active attacks interfere with vehicular networks.

The active attackers can interfere with vehicular networks
(e.g., compromising and cloning legal nodes). The active
attacks can be classified as follows [104].

Node Compromised Attack: The active adversaries can
capture packets from several legitimate nodes to estimate
drivers’ locations [157]. The adversaries can also infer the
network topology and drivers’ locations by interfering with
networks through cloning nodes [158].

Routing Blocking Attack: The routing-blocking attacks
track back the target drivers hop by hop to obtain the drivers’
data. The adversaries can trigger a fixed routing block and
monitor the data through routing blocking attacks [159].

2) Attack based on Physical Characteristic: The physical
characteristics can disclose the drivers’ location information.
As shown in Fig. 102, the adversaries can track the drivers’

2The vehicle in the figure is owned by the authors.

locations by observing vehicles’ shapes, license plates, and
other characteristics. The tracking technologies (e.g., Auto-
matic Number Plate Recognition (ANPR)) make it possible
to track the vehicles with their physical characteristics [160].
The adversaries can estimate the vehicle’s trajectory when
the vehicle is identified at several different locations. The
adversaries’ estimation error decreases with the number of
exposed locations increases. The obtained data can be utilized
for later tracking attacks even if a vehicle is identified at one
location [161].

Fig. 10. The identifiable characteristics of the vehicles for tracking. The
adversaries can track the vehicle through the appearances like stickers, color,
model, scratches, and license plate. The optical vision-based tracking can
almost not be prevented.

3) Attack on Inside-vehicle Message: Inside-vehicle com-
munication messages indicate the drivers’ location data since
the messages represent vehicle speed and steering angle [162].
The adversaries can obtain the data in Electronic Control
Units (ECU) by illegal On-Board Diagnostic (OBD) reader
on the OBD port or through vulnerabilities [163]. Inside
sensors can transmit data in wireless networks [151]. For
example, the tyre pressure monitoring system can broadcast
unencrypted data within 40 meters. Remote keyless entry
technology sends unique identifiers to unlock vehicles through
short-range broadcasts. The unique identifiers can be used to
track the vehicles [164].
4) Attack on V2X Message: V2X communications in ve-

hicular networks are at the risk of disclosing location pri-
vacy, as shown in Fig. 11. Cooperative Awareness Messages
(CAM) and Decentralized Environmental Notification Mes-
sages (DENM) are periodically broadcasted by intelligent
transport system stations [165]. CAM and DENM messages
consist of the vehicles’ status information, such as time,
location, and speed. CAM and DENM are necessary for the
security services in vehicular networks, e.g., road condition
warning and hazardous location warning [166]. CAM and
DENM, which are unencrypted to decrease time delay, contain
the drivers’ digital signatures for message verification [167].
The digital signatures of CAM and DENM disclose the vehi-
cles’ accurate location data through high-time resolution [151].
The medium access control (MAC) layer protocols can dis-
close drivers’ locations, such as the time-division multiple
access (TDMA) [168]. TDMA MAC slot is broadcasted as
the vehicles’ identifications, which makes it easy for the
adversaries to track the vehicles’ trajectories by eavesdropping
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Fig. 11. V2X and in-vehicle communication threats. The adversaries can
obtain the data by eavesdropping on the V2X communication channel since
the vehicles broadcast data periodically. The adversaries can also use the in-
vehicle communications to track the vehicles easily.

on the wireless channels [169].
The additional devices and peripherals inside the vehicles

can also disclose the drivers’ location privacy, as shown in Fig.
11. The adversaries or telecommunication companies can
recognize the drivers’ regions when they use their mobile
phones within the region of a signal tower [170]. And then, the
adversaries can achieve high-precision localization by using
multiple signal towers. Another unique identification that can
be utilized for tracking is International Mobile Subscriber
Identity (IMSI) [171]. IMSI can be captured by multiple IMSI
catchers, which lead to vehicle tracking if the drivers take
their mobile phones into their vehicles [46]. Bluetooth sensors
in mobile phones also periodically broadcast advertisement
packets containing the devices’ MAC addresses [172]. The
adversaries can calculate the drivers’ trajectories if they can
record the Bluetooth MAC addresses of the drivers [173].
The adversaries can track vehicles without the content of the

transmitted data. As shown in Fig. 9 and Fig. 10, the signal
direction context is sufficient for the adversaries to realize
traceback attacks within the wireless sensor networks [174]. In
vehicular networks, the adversaries can also infer the position
changes and velocity changes with received CAM.

IV. LPPM IN VEHICULAR NETWORKS

In this section, we assess the existing LPPMs in three cate-
gories and discuss the limitations of each category, as shown in
Table IV. The LPPMs are classified into user-side, server-side,
and user-server-interface LPPMs. User-side LPPMs process
location data during the collection phase, while server-side

LPPMs protect location privacy during the publication phase.
The user-server-interface LPPMs use trusted third parties and
secure communications to realize location privacy protection.
We summarize the limitations of LPPMs from the aspect of
localization and communication requirements, and we review
the method to balance location privacy and data utility from
the aspects of theory and practice. The theoretical methods
are classified into the blockchain, adaptive parameters, hybrid,
encryption, elements simplification, and virtual nodes, where
we provide the existing works to illustrate the method in detail.
The real-world in-vehicle tracking techniques, i.e., COVID-
19 tracking applications, are used as examples to discuss the
balance between location privacy and quality of service in
practice.

A. User-Side LPPMs
The user-side LPPMs aim to protect location privacy on

the driver side in the collection phase. The popular user-side
LPPMs include pass-and-run, certificate, secure computation,
and data perturbation.
1) Pass-and-Run: Pass-and-run aims to transmit the infor-

mation through other vehicles instead of sending data directly
to LBSs [175]. The pass-and-run is first proposed in [176]. The
authors treat vehicular networks as delay-tolerant networks.
A vehicle can decide whether to pass the message to other
vehicles or submit the message to LBSs. Lu et al. [177]
propose a lightweight pass-and-run method where the location
data is perturbed according to the mobility of vehicles and
the delay of transmission. The vehicles have two strategies
in the method, i.e., a greedy strategy and a random strategy,
which are selected based on the drivers’ requirements. The
authors utilize an asymmetric encryption algorithm to protect
the passed message. Nevertheless, the transmission delay of
the method is high.
2) Certificates for Privacy: Certificates, also known as

privacy-preserving attribute-based credentials, are crypto-
graphic mechanisms [178] that allow the drivers to obtain cer-
tified credentials for their attributes from trusted issuers, only
reveal required information satisfying the requested LBSs’
predicates [179]. The design of certificates relies on the use
of malleable signatures [180], as follows.

Attribute-based Signature: Shahandashti et al. [181] in-
troduce the concept of attribute-based signature, which allows
the drivers to sign messages with fine-grained control over
identifying information [182]. The attribute-based signature
is calculated based on the attribute value, which can be a
binary-bit string [183], [184], or relies on a particular data
structure [185]. Maji et al. [182] and El Kaafarani et al. [186]
introduce and formalize the anonymity of the attribute-based
signature that the signature should not reveal the driver’s
identity or the used attributes. The authors point out that
the adversaries can track the drivers’ locations by identifying
their actual attributes. Considering the same privacy issues,
Kaaniche et al. [187] improve the anonymous attribute-based
signature by using a concrete mathematical construction based
on standard assumptions and the random oracle model. The
improved model significantly improves the location privacy
and identity privacy of the attribute-based signature.
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TABLE IV
AN OVERVIEW OF THE EXISTING LPPMS.

Category Techniques Description Benefits Limitations

User-side
LPPMs

Pass-and-Run Transmit location data through
other vehicles

Transmission delay
breaks the linkage of
location information

High communication
complexity

Certificates for
Privacy Authentication Provide both location

privacy and authentication
High computational and
storage consumption

Secure
Computation Operate encrypted data directly

Operation is flexible and
does not reveal private
data

High computational and
transmission delay

Data perturbation
Apply LBSs with fake location
data rather than the actual
version

Considers the prior
knowledge of the
adversaries and does not
need a trusted third party

Low data utility

Server-side
LPPMs

Statistical
Disclosure
Control

Anonymize or obfuscates data in
the dataset

Keep the general
statistical features of the
dataset

Need a trusted third party

Homomorphic
Encryption

Operate encrypted data directly
on the server side

The operation could be
flexible and does not
need to decrypt data

High computational
consumption and
transmission delay

Private
Information
Retrieval

Hide the requested items
The drivers can apply for
LBSs without disclosing
their requirements

High computational
consumption

Searchable
Encryption

Hide plaintext keywords in
searching.

Can be combined with
other methods Low accuracy

User-server-
interface
LPPMs

Secure
Communication

Use traditional protocols or
end-to-end encrypted services

Techniques have been
developed in past decades

There are some
limitations of the
traditional protocols

Trusted Third
Party

Introduce trusted third parties to
assist communication High efficiency It is an ideal environment

Group Signature: Group signature allows a driver of
a group to anonymously sign messages on behalf of the
group [188]. Then, any verified vehicle can confirm that
the signature is generated by a legal group member without
requiring to identify the signer. Zheng et al. [189] improve a
linkable group signature that achieves anonymity, auditing, and
tracing functions for the communication sender. The improved
framework increases communication efficiency and security by
employing cryptography modules of blind signature, public-
key encryption, trapdoor indicative commitment, and signature
of knowledge. Hakeem et al. [190] employ a short-size sig-
nature to broadcast authentication information over multiple
zones. The authors decrease the signature generation time
and verification time by utilizing bilinear pair cryptography.
Wu et al. [191] point out that bilinear pair cryptography is
complex for OBUs and RSUs. The authors use an elliptic
curve cryptosystem in the authentication process that decreases
the computational complexity of group signatures. Mundhe et
al. [192] develop a ring signature that provides unconditional
privacy to the drivers by transmitting the message through the
verified legal vehicles. The authors also utilize the pseudonym
to increase the privacy-preserving capability of the ring signa-
ture. Mundhe et al. [193] enable RSUs to participate in the

signature generation process to decrease the authentication
delay of the ring-signature-based LPPMs. Mei et al. [194]
adopt the full aggregation certificateless signature technology
to reduce the bandwidth resources overhead in the transmission
of the certificate.

Sanitizable Signature: Ateniese et al. [195] are the first
to develop Sanitizable signatures in 2005. In the sanitizable
signature, authorized semi-trusted censors can modify part
of a signed message in a limited and controlled fashion
without interacting with the original signer. Pamies et al. [196]
combine the log anonymity and sterilizable signature to protect
the sensitive data, e.g., identity and location. The authors hide
authenticated identification when transferring the data streams
from the local node to remote storage servers.

Blind Signature: For the blind signature, the content
of a message is disguised before it is signed, which means
the signer and message author are different parties [197].
Sun et al. [198] improve a fog-computing-based crowdsensing
architecture where identity and location privacy are protected
by a partially blind signature authentication. The authors use
zero-knowledge verification to improve the security of the
blind signature.
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In summary, the limitation of the signature-based methods
is that certificate management leads to high computational and
storage consumption.
3) Secure Computation Mechanism: Secure computation

techniques protect a driver’s location privacy by processing
the location data, which was first introduced and formalized in
1982 based on the millionaire problem [199]. Zhuo et al. [200]
improve a multi-key secure outsourced computation scheme
that does not need the interaction between the LBS servers and
drivers. The improved scheme avoids duplicating and useless
encrypted LBS messages before verifying identities, which
ensures the quality of LBSs.
4) Data Perturbation: The obfuscation-based LPPMs allow

the drivers to perturb their location before sending the location
information to LBS servers [32]. The data perturbation can
be utilized on either the user side or the server side. In
user-side data perturbation, drivers do not need to trust any
external entity by sending obfuscated location data to LBS
servers [201]. The data perturbations can ensure personalized
location privacy, which offers location privacy protection with
acceptable data utility [32]. The user-side data perturbation is
summarized as follows.

Dummy-based Method: Dummy-based methods do not
need a trusted third party or key sharing step [149]. Niu et
al. [202] improve a dummy-location selection algorithm to
achieve k-anonymity for the drivers. The algorithm selects
dummy locations according to the entropy of anonymity.
The limitation of the dummy-based methods is the insecurity
of submitting spatio-temporal correlation in sequential LBS
requests. Liu et al. [203] point out that time reachability,
direction similarity, and the degree should be a concern when
filtering the dummies to solve this limitation. After the filtering
strategy, the candidate dummies can provide high privacy
protection for the driver’s location information. The storage
cost of the filtering strategy is acceptable, but the computation
delay could be high.

Local Differential Privacy (LDP): Differential privacy can
bind the knowledge obtained by the adversaries but could
decrease the quality of LBSs [204]. From the LBS providers’
perspective, applications can provide a high quality of services
if high accuracy is received, but most LBSs can accept location
data that is not entirely accurate [205]. The differential privacy
can be defined as follows,
Definition 1 (Differential Privacy (DP)): A mechanism M

satisfies ε -DP if and only if, for any pair of data xi and xj,
we have

Pr(M(xi) → y)
Pr(M(xj) → y)

≤ ��,

where y is the output of the mechanism.

LDP is a distributed variant of traditional differential privacy
that allows the drivers to perturb their location information be-
fore sending it to servers [206]. Erlingsson et al. [207] amplify
the privacy to achieve high privacy-preserving capability from
local differential privacy by combining differential privacy and
anonymity. The authors point out that location privacy security
can be achieved without adding any significant noise if the
method employs LDP on the client side and a shuffling strategy

on the server side. Nevertheless, the authors ignore the spatio-
temporal correlation in the road network.

Geo-Indistinguishability (Geo-I): Geo-I is first
proposed by Andre´s [208]. Geo-I allows the drivers to
enjoy Er- differential privacy in the given obfuscate
radius r with a privacy budget E, which is as given by
Definition 1 (Geo-I): A mechanism M satisfies -Geo-I if

and only if, for any two locations xi and xj, the following
holds

Pr(M(�i) → �)
Pr(M(�j) → �)

≤ ���(x�,x�),

where y is the output of the mechanism and d(xi, xj) is the
distance of xi and xj.

Based on the Geo-I, Zhou et al. [209] design a framework
to balance the utility and privacy in edge computing. The
framework includes two parts: privacy-preserving location-
based service usage method and privacy-based service adjust-
ment. The authors add two-dimensional Gaussian noise to shift
actual locations. Although the authors consider the trade-off
between privacy and service quality, the framework can lead
to a high calculation consumption. Based on the background
knowledge of trusty serves, Li et al. [210] employ correlation
probabilities and correlation transition probabilities to realize
Geo-I. The proposed method can provide different privacy-
preserving levels for various requirements. The location shift
decides the level of privacy protection. The shift is invalid
when the driver’s location shift is shorter than the threshold.
Although the method can provide a different protection level,
the method ignores the road condition. If the traffic jams and
the driver applies LBSs frequently, the obfuscated location will
never change by which the adversaries can obtain the driving
state. Li et al. [211] improve an enhanced Geo-I definition
named Perturbation-Hidden to ensure perturbed locations are
valid. The Perturbation-Hidden method transforms the map of
road networks into a grid where the acceptable locations are
used as the candidate set. Furthermore, dynamic programming
is employed to determine the retrieval area to provide accurate
LBSs. The authors employ the dynamic programming method
to provide the drivers with the shortest radius of retrieval
radius. The limitation of the Perturbation-Hidden method is
that it may lead to high privacy costs in privacy-limited
regions.

Pseudonym: Pseudonyms are employed as temporary
anonymous certificates generated and distributed by the cer-
tificate authority [212]. The pseudonym-based LPPMs aim
to ensure the unlinkability between the driver’s identity and
pseudonyms in communication [213]. Wang et al. [214] treat
pseudonyms as a long-term identifier to decrease the computa-
tion and storage consumption. The authors design a trigger of
pseudonym exchange requests to assist the certificate authority
in the pseudonym changing. Vehicles change their pseudonyms
when meeting the trigger. The method has a limitation that a
long period of existing pseudonyms may provide a longer track
window for the adversaries. Pseudonym-Indistinguishability
is first proposed in [215] to ensure strict unlinkability in
the pseudonym swap process. The pseudonym swap process
satisfies differential privacy. The adversaries cannot link the
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pseudonyms after swapping, even if the driving states of the
two vehicles are similar. The Pseudonym-Indistinguishability
method can provide a high swap complete probability with
fewer pseudonyms. The limitation of the method is that the
authors ignore the conflict in the pseudonym swap. There
are two weaknesses of the pseudonym-based LPPMs. One
weakness is that the pseudonym-based LPPMs need to manage
the vehicles’ pseudonyms, which leads to high computation
and storage consumption [216]. Another weakness is that the
pseudonym-based LPPMs cannot ensure unlinkability in the
tracking attack [217].

B. Server-Side LPPMs
By using server-side LPPMs, service providers are required

to perform additional processing on their clients’ hosted
data [218]. Service providers can achieve this by anonymizing
databases, removing identifying traces or encrypting data
contents.
1) Statistical Disclosure Control (SDC): SDC mechanisms

are mainly used to protect data within statistical databases,
which balances data utility and drivers’ location privacy [49].
Generally, the output of the SDC mechanisms ensures that
the databases do not reveal information related to a specific
driver [219]. Database anonymity and differential privacy are
the two most popular techniques in the SDC mechanism, as
follows.

k-anonymity: k-anonymity LPPMs can provide personal-
ized and accurate query results without key sharing [220]. k-
anonymity LPPMs protect driver’s location data in k vehicles
to increase the estimation error of the adversaries [221]. The k
vehicles are selected according to the closest historical request
probability based on the maximum entropy principle [222].
The existing k-anonymity methods can be classified into cen-
tralized k-anonymity and distributed k-anonymity [223]. The
centralized k-anonymity methods need anonymous cloaking
servers, while the distributed k-anonymity methods ask the
participants to unite [224]. Li et al. [225] propose a distributed
architecture utilizing the blockchain. The proposed architec-
ture records the hashed safety beacon messages to ensure
integrity by reducing storage consumption and processing
time. The authors employ k-anonymity to gather and upload
safety beacon messages of a group of vehicles. The proposed
architecture does not need a trusted third party. Luo et al. [34]
improve a blockchain-enabled k-anonymity method to ensure
trustworthiness. The proposed method calculates the trust level
of vehicles based on the historical trust data and the trust
degree reflecting factors. The authors establish a blockchain
structure to record the historical trust information. The authors
treat RSUs as distributed k-anonymity databases that provide
the recorded data.

Mix-zone: The Mix-zone methods allow a certain number
of drivers to change pseudonyms in specific regions [226].
The drivers orderly get into the regions and get out of the
regions in a different order [227]. Mix-zone methods cannot
against timing and transition attacks that the adversaries can
link the driver’s pseudonyms at entry and exit points based on
the timing knowledge [228], [229]. The adversaries can also

employ the continuous query correlation attack to link the old
and new pseudonyms [230]. Some pseudonym mappings can
be ruled out because of the weighting time, traffic conditions,
and time constraints [146]. Amro [231] proposes a Mix-zone
method that introduces fixed transceivers to decrease the influ-
ence of traffic conditions. The legitimate virtual vehicles join
in the pseudonym swap process when the number of physical
vehicles is lacking. The proposed method requires transceivers
that act as physical vehicles. The introduced transceivers
use pseudonyms to communicate with RSUs. However, the
introduced transceivers bring some security and privacy issues.
For example, the pseudonym swap process will be insecure
if the adversaries obtain the pseudonyms of the transceivers.
A group-based dynamic Mix-zone method is proposed to
protect location privacy in resources limited regions [232].
The proposed method allows vehicles to transmit encrypted
information in the silent region. The method is personalized
that considers the expiration time of the drivers’ pseudonyms.

Other Anonymity-base LPPM: Meng et al. [233] propose
a method to protect the driver’s location privacy in navigation
services. The method extends anonymous authentication that
supports a request-limiting property. The method protects both
location and route information of the users. The method can
effectively protect identity privacy, location privacy, route
privacy, unlinkability, and confidentiality. Zhu et al. [234]
propose an Anonymous Smart-parking And Payment (ASAP)
method to realize smart parking navigation. The ASAP method
applies servers anonymously that the drivers transmit their
locations into a region with the cloaking method to hash
and encrypt the location data. Locations and routes can be
explored under similar continuous queries, although the actual
location is cloaked. Singh et al. [235] propose a Masqueraded
Probabilistic Flooding for Source-Location Privacy (MPFSLP)
method to reduce communication costs. The method can
ensure non-repudiation, message authentication, integrity, and
non-traceability. In the MPFSLP method, the re-sending is
defined to replace the forwarding process. The authors point
out that the vehicles do not require a relation between the
location data and the identities of other vehicles. The MPFSLP
method allows each node to send packets by masquerading
as probabilistic flooding instead of generating fake packets.
The vehicles can re-send previous messages to complicate the
identity.

General Differential Privacy: Differential privacy can
also be used on the server side. Soheila et al. [236] propose
a Differentially Private Data Streaming (DPDS) system to
aggregate the data in vehicular networks. By considering the
data correlation, vehicles in the DPDS system set up several
groups in which the group leaders send members’ compressed
information. The compressed information reduces the noise
value, but its limitation is that the size of the compressed data
is similar to the original data. In [237], the authors propose
a protection framework to protect privacy in edge computing.
They also propose a data transmission method based on the
noise quadtree and the Hilbert curve. The proposed method can
improve the efficiency of location data publishing. Nonethe-
less, they only consider the two-dimensional space, which may
not satisfy the real-world environment.
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Joint Differential Privacy: Joint differential privacy limits
the single driver’s manipulation power and reduces the impact
of the single driver’s false report [238]. Based on the joint
differential privacy, a study in [239] proposes a scheduling
protocol to protect location privacy and minimize vehicle miles
in the ridesharing services. The proposed method employs
private dual decomposition technology and driver clustering
to improve the scheduling performance. They also design the
private ride assignment method and driver grouping method
to improve the privacy-preserving capability.

Homomorphic Encryption: Encryption is widely used to
protect the location privacy of vehicles in data dissemination
and computation, but data decryption needs to be more flexible
and secure [240]. Homomorphic Encryption (HE) schemes can
directly analyze ciphertexts by mirroring the corresponding
operations on the plaintexts, which means the decrypted values
of computation results on ciphertexts of location data in the
HE schemes corresponds to the values of operations on the
plaintexts [241]. The most common definition of the HE is
given by

Definition 3: Let P and C be a set of plaintexts and ci-
phertexts, respectively. An encryption mechanism M
satisfies homomorphic if and only if, for any given
encryption key k, and any pair of data xi and xj, the
following holds: ∀xi, xj

M(xi ⊙P �j) ← M(�i)⊙C M(�j )

for some operators ⊙P in P and ⊙C in C, where ← means
that the left-hand side can be directly computed from the right-
hand side.

The HE schemes can be classified into fully homomorphic
encryption and partially homomorphic encryption [242], as
follows.

Partial Homomorphic Encryption (PHE): PHE schemes
are the earliest type of HE scheme and only support homo-
morphic addition or homomorphic multiplication [240]. Yucel
et al. [243] use PHE to solve the location privacy issues in
the charging station scheduling, where frequent scheduling
could expose the drivers’ location data. The authors first
hide the drivers’ location information and then process the
hidden information with PHE. The proposed scheme allows
the drivers to join and leave the charging station dynamically.

Somewhat Homomorphic Encryption (SHE): SHE
schemes support a finite number of homomorphic addition
and homomorphic multiplication [240]. The work in [244]
provides an integer-based SHE scheme based on the duration
between each data transmission from the sensor and the data
packaging method. By using the proposed scheme, the authors
improve the efficiency of the SHE algorithm by reducing the
encryption consumption of the sensor data. Yu et al. [245]
focus on the scenario of an online ride-hailing service that al-
lows a group of passengers to share a vehicle with a minimum
aggregate distance. The authors use the SHE scheme with
ciphertext packing in such a scenario to calculate encrypted
aggregate distance. The ciphertext packing is utilized to ensure
that the actual value of the aggregate distance cannot be
leaked.

Fully Homomorphic Encryption (FHE): FHE schemes
support an infinite number of homomorphic [240], but it
has limitations of low efficiency and high computational
consumption [246]. To decrease the communication overhead
of the FHE scheme, Perma et al. [247] combine FHE with
pseudonyms. The proposed method uses FHE to encrypt
location data transited in vehicular networks, which also avoids
the linkage between different pseudonyms of the same vehicle.
By considering that all LBSs have deadline and mobility
constraints, Mohammed et al. [248] propose a cost-efficient
vehicular fog cloud computing method where the FHE is uti-
lized for security. Farouk et al. [3] utilize a network simulator
to simulate urban mobility, and a cloud simulation to simulate
the real world and protect LBS queries with FHE based
on the advanced encryption standard. The authors outsource
encrypted location data to the cloud server so the drivers can
securely obtain accurate LBS query results.

Nevertheless, there is no efficient homomorphic encryption-
based secure computation method in road networks [240].
2) Private Information Retrieval: Private Information Re-

trieval (PIR) enables the drivers to request data items without
revealing which item is retrieved [249]–[251]. However, the
computational consumption of the PIR could be high that
it is difficult to allocate in practice [252]. To overcome this
limitation, Tan et al. [252] focus on road networks where the
authors apply the transportation information of road networks
as prior knowledge of PIR that significantly decreases the
computational cost.
3) Searchable Encryption (SE): SE schemes are consid-

ered as a server-side privacy-enhancing technique, which
enables the drivers to keep plaintext keywords safe in
searching LBSs [253], [254]. SE schemes are also be com-
bined with other methods or tools to improve precision
and efficiency, e.g., group signatures, Cuckoo filter, Peder-
son commitment, smart contract, public-key encryption, and
proxy re-encryption [255], [256]. However, most existing SE
schemes would provide wrong results for geometric range
searches [257]. To solve this problem, Chen et al. [258] de-
velop a novel SE method under a public-key system supporting
arbitrary geometric area searches. The authors avoid the false
positive result by introducing inner product encryption. The
developed method can achieve 100% accuracy of searching
results.

C. User-server-interface LPPMs
Channel-side techniques encompass mechanisms that act on

the security and privacy properties of the set-up communica-
tion channel between the server and end-users [259]. Secure
communication and trust in the third party are popular in the
user-server-interface LPPMs.
1) Secure Communication: Secure communication can be

classified as follows.
Encrypted Communication Protocol: To avoid pervasive

communication surveillance, it is essential to emphasize that
encrypted channels need to be implemented and configured
correctly [260]. In the LBSs of vehicular networks, traditional
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protocols are widely used [261], e.g., the Transport Layer
Security protocol (TLS) [262], [263] and the Secure Shell
(SSH) protocols [264], [265]. TLS and SSH rely on public key
cryptography techniques so drivers and servers can set up an
encrypted channel without sharing secrets [266]. Nevertheless,
the traditional protocols still have limitations. For example,
SSH requires that the end-users can perform periodical verifi-
cation [267], which is resource-consuming [268].

End-to-end Encrypted Services: End-to-end encrypted
services prevent the adversaries from accessing the location
data when transferring among end-users, meaning that only
the intended receiver can decrypt the data [269]. End-to-
end encrypted services are seldom used in vehicular network
scenarios currently. However, as future vehicular networks
may require the vehicles to cooperate with others to complete
a task, end-to-end encrypted services could be widely used in
the future, which will be discussed in Section V.

2) Trusted Third Party (TTP): The TTP techniques, which
are commonly based on anonymity and pseudonym, are pro-
posed to prevent malicious entities from obtaining the drivers’
sensitive information [270]–[272]. A set of malicious entities
could be more powerful than the legal drivers in that they
could have the capability to trace the drivers and estimate other
private information of the drivers [1]. However, the existing
studies [273]–[276] prefer to protect location privacy without
any trusted third party, which is a strict scenario.

D. Trade-off between Location Privacy and Data Utility
Location privacy and data utility are two competing objec-

tives of vehicular networks. The data utility is one of the major
concerns in location privacy preservation to measure how
the privacy-preserving methods influence LBSs. The drivers
are increasingly wary of their location privacy, which may
discourage their location information sharing with the LBS
platforms. For LBS platforms, they desire the actual locations
of the drivers for commercial purposes. The over-protection
will diminish the data utility of the LBSs [277]. Therefore, a
privacy-preserving method should maximize data utility with
the best privacy-preserving capability.
Many LPPMs focus on the trade-off between location pri-

vacy and data utility, as shown in Table V. There are six major
methods to achieve the trade-off between location privacy and
data utility, as follows.
1) Blockchain: Blockchain can be used to realize distribu-

tion management. LPPMs can access the required information
if the information is stored in the blockchain [284]. This
technology can decrease time delays and detect the malicious
vehicles. Luo et al. [34] use blockchain to store the historical
trust information of vehicles and employ Dirichlet distribu-
tion to allow vehicles to cooperate with others by utilizing
anonymity. The authors reduce the communication delay with
blockchain-based trust management. Li et al. [225] develop
two metrics, i.e., connectivity and average distance, to measure
the data utility of k-anonymity. With these two metrics,
the authors evaluate the developed framework, which uses
blockchain to solve trust management during the exchanging

of safety beacon messages. The experimental results show that
the blockchain-based k-anonymity framework decreases the
data processing time.
Malik et al. [31] avoid the dependency on a trusted third

party by developing a blockchain-based authentication and
revocation method which decreases the consumption of com-
putation and communication. Wang et al. [197] combine the
blind signature with blockchain to achieve a scheme that
has high effectiveness and applicability. The authors use
blockchain to store the public key of the vehicle, which can be
used for authentication by comparing the calculated Merkel’s
root value. Tang et al. [256] manipulate group signature and
multiple tools when designing a blockchain-based privacy-
preserving scope-query searchable encryption scheme, which
achieves fairness and accurate parking lot sharing. Chaudhary
et al. [278] also use blockchain to overcome the limitations of
k-anonymity, while Liang et al. [282] create cloaking region
according to the blockchain. Wang et al. [283] evaluate the
trustworthiness of vehicles by using blockchain-based RSUs,
and Lu et al. [279] use the proofs of presence and absence
in blockchain to protect location privacy. The authors ensure
the high validity of the two methods and avoid the leakage
of identity. Boualouache et al. [280] and Samuel [281] use
blockchain to protect location privacy by preventing semantic,
linking, and data mining attacks.

2) Adaptive Parameter: Some LPPMs achieve the trade-
off between location privacy and data utility by tuning the
parameters according to the drivers’ requirements. The adap-
tive parameters-based LPPMs can decrease unnecessary re-
source consumption and data utility loss. Lu et al. [177]
define the quantitative measurements of location privacy and
perfect privacy. By using these measurements, vehicles can
route location data with the assistance of other vehicles to
obtain efficient, secure and accurate LBSs. Shahandashti et
al. [181] and Kaaniche et al. [187] permit the vehicles to only
reveal required data based on their attributes and requirements,
which can achieve high efficiency and data utility without
breaching the anonymity of the vehicles. Ma et al. [32], Zhou
et al. [209], Li et al. [210], and Li et al. [211] develop the
location privacy-preserving mechanisms which can adaptively
set the parameters based on the drivers’ protection and utility
requirements. Li et al. [215] allow the vehicles to swap
their pseudonyms according to their driving status, which
can achieve high privacy protection and data utility. Zhu
et al. [234] ensure the effectiveness of location data utility
by using hashmap-based short randomizable signature. By
controlling the noise of differential privacy, Ghane et al. [236]
and Miao et al. [237] improve the retrieval accuracy and
decrease the time complexity to balance the location privacy
protection and data utility. Subramaniyaswamy et al. [244] and
Mohammed [248] use encrypt location data in the edge of
vehicular networks without losing data. The authors reduce
the time delay and recourse consumption of encryption.

3) Hybrid Approach: Some LPPMs utilize different
methodologies to improve efficiency. The hybrid LPPMs can
obtain great benefits and overcome limitations by mixing
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TABLE V
EXISTING LPPMS IN THE TRADE-OFF BETWEEN LOCATION PRIVACY AND DATA UTILITY.

Methods Techniques LPPM category Papers

Blockchain Distribution Management
k-anonymity [34], [225], [278]

others [31], [197], [256], [279]–[283]

Adaptive parameters Tuning parameters

Pass-and-run [177]
Attribute-based signature [181], [187]

Geo-I [32], [209]–[211]
Pseudonym [215]

Other anonymity [234]

General differential privacy [236], [237]

SHE [244]

FHE [248]

Hybrid Combining multiple methodologies

Group signature [189], [192]
Sanitizable signature [196]

Dummy-based [202]

LDP [207]

Joint differential privacy [239]
SE [258]

Encryption optimization Reducing computational and
communication consumption

Group signature [191]

Blind signature [198]

Secure computation [200]
Mix-zone [232]

PHE [243]

FHE [247]

Parameter simplification
and optimization Simplifying process

Group signature [190], [194]
Blind signature [198]

Dummy-based [203]

Pseudonym [214]
Other anonymity [235]

FHE [3]

Private information retrieval [252]

Virtual nodes Introducing cooperators

Group signature [193]
Pseudonym [214]

k-anonymity [231]

TTP [273]–[276]

various methodologies. Zheng et al. [189] and Mundhe et
al. [193] combine group signatures and pseudonyms to achieve
identity verification. By using the pseudonym, the signature
could be short, and the computational consumption could be
reduced. Similarly, work in [196] jointly uses log anonymiza-
tion and sanitizable signature to mitigate privacy threats. Niu
et al. [202] realize k-anonymity by utilizing dummy locations,
which considers the side information of the vehicles, and
Erlingsson et al. [207] use differential privacy to eliminate
the signal at the user side. The two methods can prevent
the linking of pseudonyms by the adversaries. With joint
differential privacy, Tong et al. [239] research on the private
spatial index, private distributed optimization, and private
dual decomposition techniques to achieve the balance. Chen
et al. [258] use SE and computational private information

retrieval to decrease computational consumption, ensuring
effectiveness, which considers the restriction of road networks
as the prior knowledge.

4) Encryption Optimization: The encryption methodologies
result in high communication consumption, such as bilin-
ear pair cryptography. Some LPPMs focus on optimizing
encryption methods to achieve high data utility and low
time delay. Wu et al. [191] avoid the high computational
cost of message signing and verification by using the el-
liptic curve cryptosystem rather than bilinear pairs. Sun et
al. [198] introduce encryption-based methods, including zero-
knowledge verification, one-way hashing, and homomorphic
encryption into the partially blind signature to obtain superior
effectiveness of network response and privacy preservation.
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Zhou et al. [200] employ the noncolluding servers, i.e., the
cloud and the cryptographic service provider, to skip the in-
teraction between the vehicle and the LBS servers. The authors
eliminate redundant encrypted LBS data before authentication,
i.e., ciphertext re-encryption, that achieves practicability and
protection. Li et al. [232] suggest the vehicles to transmit
encrypted data rather than being silent in the mix zone. The
authors point out that encryption can decrease the storage
consumption of pseudonym management, and increase privacy
protection without breaching data utility. Yucel et al. [243]
protect location privacy by utilizing homomorphic encryption
into bichromatic mutual nearest neighbor assignments, which
protect location privacy with low recourse consumption and
convergence times. Prema et al. [247] point out that FHE
can lead to communication overhead problems. The authors
utilize pseudonyms with homomorphic encryption to control
the message frequency, which keeps the low overhead of
the pseudonym with the high security of the homomorphic
encryption.

5) Parameter Simplification and Optimization: The time
delay can be significantly decreased when the LPPMs can
simplify the process. For example, the non-certificate LPPMs
can eliminate the certificate authentication time delay and
certificate storage consumption. Hakeem et al. [190] achieve
authentication over multiple zones of large-scale BSs by
using a single message and short signature with bilinear
pairing cryptography and short-size signature. The authors
significantly decrease the generation and verification time of
the signature. Mei et al. [194] use a certificateless aggre-
gate signature scheme with full aggregation technology to
reduce resource consumption. The trade-off between privacy
protection and data utility is achieved by considering random
oracles under the computational Diffie-Hellman assumption.
Sun et al. [198] optimize a fog-bus-based vehicle crowdsensing
framework that severs the relationship between the identity
and location data. The authors simplify the data process in
data reporting, reputation management, and reward issuing so
that the effectiveness can be improved.
Liu et al. [203] focus on the time reachability, direction

similarity, and in-degree/out-degree of the location data. The
developed spatiotemporal correlation-aware LPPM simplifies
neighboring location sets to achieve personalized location
privacy protection. Wang et al. [214] improve the data utility of
pseudonyms by introducing a trigger-based structure, avoiding
the frequent pseudonym changing. Singh et al. [235] simplify
the required characteristics of the vehicles by using location
and speed instead of their identities. The authors allow each
vehicle to send data of others masquerading as its own location
data, which significantly decreases the traceability of the
pseudonym-base LPPM without breaching the data utility.
Farouk et al. [3] outsource the location data to a cloud server
that prevents the vehicles from sharing their location data with
multiple different entities. By only sharing data with the cloud
server, the vehicle can obtain LBSs with a low delay. Tan et
al. [252] use the prior knowledge of road networks to decrease
the consumption of computational private information retrieval
in preprocessing and communication.

6) Virtual Node: Some LPPMs, e.g., k-anonymity, need
a specific number of neighbors to provide a high privacy-
preserving capability. The LPPMs can generate virtual nodes
to act as physical vehicles to overcome this limitation. The
virtual nodes occupy limited storage space. Thus, the privacy-
preserving capability can be improved without decreasing the
data utility. Mundhe et al. [193] avoid the trusted third party in
authentication by employing a lattice-based ring signature. The
scheme provides a low authentication delay and cost, which
improves the effectiveness of the data utility to the signature-
based LPPMs. Wang et al. [214] introduce virtual devices, i.e.,
triggers, to assist pseudonym changing, which improves the
privacy protection of pseudonym-based LPPMs. Zhu et al.
[234] distribute fixed mixing zone in road networks to avoid
the adversaries linking the pseudonyms. The presented
method provides stable location privacy preservation, which is
not influenced by the number of vehicles in the mixing zone.

In summary, existing methods that balance location privacy
and data utility cannot perfectly satisfy the future 5G/6G-
enabled vehicular networks. For example, the Geo-I-based
LPPMs inject controlled noise in location data when the data
is reported to the LBSs. Nevertheless, inaccurate location
data will introduce extra data optimization processes, which
degrade the consumption of big data analysis in 5G/6G net-
works [313]. The data utility will be significantly decreased
even if the Geo-I-based methods finely tune the adaptive
parameters. This is unacceptable to 5G/6G service providers.
The virtual nodes-based method needs to provide the expected
balance between location privacy-preserving capability and
data utility. The reason is that the future 5G/6G-enabled
vehicular networks will deploy numerous sensors to monitor
the environment so that virtual nodes can be eliminated. Thus,
the challenge of balancing location privacy and data utility
will become serious as the requirements of high-precision and
novel technologies are proposed in future 5G/6G vehicular
networks.

7) Example of Localization Application: Different from the
theoretical trade-off between location privacy and data utility,
the applications in practice are more interested in data utility.
Location data collection and exchange in the fight against
COVID-19 is an excellent example of in-vehicle tracking.
Existing applications for epidemic prevention can be classified
into centralized and decentralized management. In centralized
management cases, the medical information of confirmed cases
is monitored by governments or institutions. Governments or
institutions will only disclose the trajectory of the patient
when a new patient appears. In decentralized management
cases, the location data is managed by the drivers. Only
if the drivers are infected, their trajectories are exposed to
authorities. Strict management of such information can save
the world from the virus, but the location privacy of the
patient is exposed. Table VI shows the benefits and limitations
of related applications. In Table VI, the existing COVID-19
applications are classified into centralized and decentralized
applications.
The centralized applications (e.g., TraceTogether (Singa-
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TABLE VI
TRADE-OFF BETWEEN LOCATION PRIVACY AND DATA UTILITY OF IN-VEHICLE TRACKING IN PRACTICE: COVID-19 APPLICATIONS.

Architecture Applications Required information Limitations

Centralized

COVIDSafe (Australia) [285]

Encounter information The personal information of the driver, e.g., identity, phone
number, and email.
Encounter information that is frequently recorded exposes
the driver’s trajectories.
Private information can be inferred from the reported
geographical information.
The geographical information is disclosed to the public for
epidemic prevention

E-Tabib (Azerbaijan) [286]
BeAware Bahrain (Bahrain) [287]

Corona Tracer BD
(Bangladesh) [288]

Taiwan Social Distancing
(China) [289]

TousAntiCovid (France) [290]

VirusRadar (Hungary) [291]
Rakning C-19 (Iceland) [292]

Smittestopp (Norway) [293]

BlueTrace (Singapore) [294]
Alipay (China) [295]

Geographical informationWeChat (China) [296]

LeaveHomeSafe (China) [297]

Decentralized

Stopp Corona (Austria) [298]

Encounter information The malicious drivers can infer the trajectories of patients
and match the trajectories with identifiers by creating
multiple accounts and recording multiple routes.
The geographical information is disclosed to the public for
epidemic prevention

Stop COVID-19 (Croatia) [299]
eRousˇka (Czechia) [300]

Smittestop (Denmark) [301]

Koronavilkku (Finland) [302]

Corona-Warn-App
(Germany) [303]

Apturi Covid (Latvia) [304]

Radar COVID (Spain) [305]

SwissCovid (Switzerland) [306]

NHS COVID-19 (United
Kingdom) [307]

DP-3T (European) [308]

PACT (USA) [309]

Private Kit: Safe Path
(USA) [310]

Geographical information
South Korea system [311]

HaMagen (Israel) [312]

pore) [314], COVIDSafe (Australia) [285], and BlueTrace
(Singapore) [294]) record the encrypted encounter history
rather than the location information. Only the authority can
decrypt the encounter history. The driver’s identification can
be obtained by the authority if the driver is infected. Other
drivers can check their risk of infection by the encounter
history. However, the patients’ identities and trajectories are
exposed to the authority, which increases the risk of location
privacy disclosure. The privacy-preserving capability of the
applications can be decreased if other drivers collude to infer
targets.

DP-3T (European) [308] and PACT (USA) [309] are two
examples of decentralized applications. The two applications
create a periodical key to generate several ephemeral identi-

fiers. The ephemeral identifiers are broadcasted as a beacon
message within a region. The two applications store the
received beacon messages with extra information. The applica-
tions match the ephemeral identifiers based on the information
from the authority. Nevertheless, the malicious drivers can
infer the trajectories of patients and match the trajectories with
identifiers by creating multiple accounts and recording multi-
ple routes. Private Kit: Safe Path (USA) [310] and South Korea
system [311] are the other types of COVID-19 applications.
They periodically record the drivers’ trajectories with time-
stamped log and pseudonyms based on the GPS (the South
Korean system record detailed personal information). The
drivers can report their trajectories to the authority if they are
infected. The authority can select information to be exposed



22

•

•

•

•

•

to the public. The trajectories are disclosed to the public
for epidemic prevention. Nevertheless, the applications cannot
offer the expected location privacy-preserving capability, as
everyone can view the trajectories.
The existing COVID-19 contract tracing applications bal-

ance location privacy protection capability and data utility by
using anonymity [315]. The applications, e.g., TraceTogether
(Singapore) [314] and COVIDSafe (Australia) [285], period-
ically broadcast random time-varying tokens as the driver’s
temporary IDs [316]. The applications record the encounter
information of the drivers, which are employed to report
infection risk [317]. However, the authorized entities can still
link the temporary IDs and the driver’s personal information
(e.g., trajectory, phone number), even if the applications do
not collect personal information on purpose [316].

V. LESSONS LEARNT AND OPEN CHALLENGES FOR LPPM
IN FUTURE VEHICULAR NETWORKS

This section starts with illustrating the localization tech-
niques in future vehicular networks, which are compared with
their counterparts in current versions. By discussing the new
requirements of location privacy and data utility introduced
by the novel localization, we present the limitations of the
existing LPPMs in future vehicular networks. The potential
location privacy issues under the future cross-layer tracking
techniques introduced by new communication technologies are
illustrated, and we offer solutions to these issues by improving
the existing LPPMs.

A. Advancement of Localization vs. Location Privacy
Localization technologies in future 5G/6G-enabled vehicu-

lar networks can be classified as basic localization, cooperative
localization, machine learning-based localization, driver track-
ing, and multipath exploiting localization [318], as shown in
Table VII. The differences in localization techniques between
the future vehicular networks and the current ones are also
shown in Table VII. We compare the BS density, recourse cost,
and localization precision of the localization techniques in Ta-
ble VII. In future vehicular networks, localization, sensing, and
communication will coexist, sharing the same time-frequency-
spatial resources [319], [320]. The localization technologies in
future vehicular networks are as follows [319].
1) Traditional Localization: Traditional localization tech-

nologies mainly focus on geometric calculation with aug-
mented assistance, under the assumption that the positions
of the Base Stations (BSs) are knowable and the positions
of User Equipment (UEs) are geometric constrained [321].
For example, the position of UEs can be calculated if the
distances and physical angular orientations between BSs and
UEs are known. Compared with the localization precision
of the existing cellular radio-based tracking, the future basic
localization could have high precision due to the high data
rates and scalability. The frequent communication and the
high BSs density also expose a granularity trajectory. The
traditional localization techniques can be classified into dis-
tance measurement, angle measurement, area measurement,
and hop-count measurement [322], as follows.

Distance Measurement: Distance measurement calculates
the positions with the obtained distance-related measurements.
The distance-related measurements leverage transmission time
(e.g., time difference of arrival), received signal strength
indicator, and connectivity condition [323].

Angle Measurement: Angle measurement employs
trigonometry and geometric calculation, which requires the
distance and angular information between the target and
BSs [324].

Area Measurement: Area measurement localization tech-
nology uses the center intersection of all overlapping coverage
regions as the estimation position [325]. The more restricted
zones are obtained, the higher precision can be achieved [326].

Hop-count Measurement: This kind of localization can be
realized by analyzing the number of hops [327], [328].

2) Cooperative Localization: Cooperative localization has
been employed in current vehicular networks, as the vehi-
cles and other devices can communicate with others directly
through D2D communication protocols [329]. Cooperative
localization allows UEs to measure the distance and angular
information on each D2D link [330]. UEs are typically closer
to each other than to the BSs in D2D communication, which
has higher signal-to-noise ratio [331]. This method provides a
high position precision for cooperative localization. Due to the
ultra-low latency and high scalability, massive nodes in future
vehicular networks would be connected in the network, and
the distance between UEs would be closer than that in current
version. Hence, the precision of cooperative localization would
be significantly more accurate in future vehicular networks
than in current version.
3) AI-based Localization: AI-based localization is a data-

centric technique [318]. The localization algorithms utilize
machine learning to generate a fingerprint database of the
environment [332]. The fingerprinting database contains the
channel parameters (e.g., channel state information) that are
measured at the known locations (reference points) [333].
Then, the localization algorithms can compare the informa-
tion of the environment surrounding vehicles to estimate the
drivers’ positions. In future vehicular networks, the dataset for
machine learning could be more detailed due to the features
like hierarchical coexistence, flexible storage, and flexible
processing.
4) Channel Charting: Channel charting localization em-

ploys AI-based algorithms [345]. It generates a virtual map
based on the gained channel state information. The drivers
can be located and tracked on the virtual map. Although the
map cannot provide the drivers’ actual locations, it offers a
real-time pseudo-location as reference [319].
5) Driver tracking localization: Driver tracking localization

continuously infers the driver’s position to smooth out the
estimation errors [318]. This localization technique can predict
the drivers’ trajectories with the vehicle sensor data as follows.
Passive Sensing: Passive sensing in future vehicular
networks is also known as passive radar or passive coherent
location [319]. Passive sensing locates the target by receiving
and processing the energy reflected by the targets [346]. In
future sensing infrastructure-based vehicular networks, it is
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TABLE VII
DIFFERENCE OF LOCALIZATION TECHNIQUES IN CURRENT VEHICULAR NETWORKS AND FUTURE VEHICULAR NETWORKS.

Localization techniques Features of future
vehicular networks

Corresponding techniques in
current vehicular networks Difference

Traditional localization High data rates
High scalability Cellular radio-based tracking

More BS and UE
More frequent signal transmission
More accurate localization

Cooperative localization Ultra-low latency
High scalability

Sensing infrastructure-based tracking
Cellular radio-based tracking
Upper-layer message-based tracking

More sensors
More frequent signal transmission
Closer BS and UE

AI-based localization High data rates
High scalability

Sensing infrastructure-based tracking
Optical vision-based tracking
Upper-layer message-based tracking

More sensors
More detailed dataset
Massive devices

Channel charting High scalability
Cellular radio-based tracking
Sensing infrastructure-based tracking
Upper-layer message-based tracking

Considering channel state information

Driver tracking localization High data rates
Ultra-low latency

Sensing infrastructure-based tracking
Upper-layer message-based tracking

More sensors
3D vehicular network

Multipath exploiting localization Ultra-low latency
High scalability Cellular radio-based tracking More sensors

SLAM
High data rates
Ultra-low latency
High scalability

Vehicle driving log-based tracking
Upper layer message-based tracking
Cellular radio-based tracking

More sensors
Considering time-varying states
More fixed landmarks

Context-aware localization High data rates
Ultra-low latency

Vehicle driving log-based tracking
Upper-layer message-based tracking

Intelligent prediction
Massive personal information

TABLE VIII
LOCALIZATION TECHNOLOGIES IN FUTURE VEHICULAR NETWORKS. based localization can exploit additional position-related data

in radio signals, even if the vehicles are not in the line of
sight [350]. As the vehicles in future vehicular networks would
equip with multiple sensors, the radar-like signals from the
sensors could be utilized in multipath-based localization.
7) Simultaneous Localization And Mapping (SLAM): High

data rates, ultra-low latency, and high scalability of the future
vehicular networks introduce SLAM for the vehicles. SLAM
localization aims to estimate the state of the vehicles and the
landmarks [351]. The vehicles and other mobile devices in
SLAM consider vehicles with time-varying states [342]. In
future vehicular networks, the SLAM can be classified into

almost impossible to avoid disclosing location privacy by
sensor signals.

Active Sensing: Active sensing (radar) localization is
employed in various scenarios, e.g., adaptive cruise control
and cross-traffic alerts [347]. In future vehicular networks,
sensors could share the data related to the location information
to support the high-precision localization applications. The
sensor localization will provide high-precision distance in 3D
vehicular networks [319].

6) Multipath-based Localization: Multipath-based localiza-
tion discloses the drivers’ positions by combining multipath
components and environment geometry [348]. The multipath
components can be seen as mirror images of a physical en-
vironment [349]. Using the road network environment knowl-
edge, multipath-based localization can be launched with the
information of the radar signal path. Thus, the multipath-

vision-based SLAM and radar-based SLAM as follows.
Vision-based SLAM: It uses image sensors (e.g., cameras)

to detect landmarks whose states are fixed or changing slowly.
Radar-based SLAM: It requires laser sensors that can
provide higher accuracy than vision-based sensors. 3D lidar
point clouds would be widely used in future autonomous
vehicular networks.

The entities in future vehicular networks can collect location
information with radar-like signals from other vehicles, fixed
infrastructures, and sensors [352].
8) Context-aware Localization: The future 5G/6G-enabled

vehicular networks allow intelligent data transmission and
multi-modal localization prediction by combining highly per-
sonal information with public data [344]. The drivers can
select and change communication channels and technologies
according to their locations and contexts [343]. Thus, future

Localization BS Density Cost Precision

Traditional High Low [334] Low [335]
Cooperative Low Low [336] Medium [337]
AI-based Medium High [338] High [338]

Channel Charting Depends Depends Depends
Driver Tracking Medium Low [339] Medium [339]

Multipath Exploiting Low Medium [340] High [341]
SLAM Low Depends High [342]

Context-aware High Medium [343] High [344]
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vehicular networks could utilize the message context in chan-
nels for localization.

B. Limitations and Opportunities of LPPMs for Future Upper
Layer Location Privacy Attacks
With the development of vehicular networks, there would be

new challenges for the existing LPPMs. As discussed in Sec-
tions III and IV, the existing LPPMs mainly focus on upper-
layer message-based tracking that the adversaries with other
tracking techniques (i.e., sensing infrastructure-based, optical
vision-based, vehicle driving log-based, and cellular radio-
based) cannot be defended in the existing vehicular networks.
Nevertheless, as shown in Table IX, the existing LPPMs could
not provide acceptable location privacy protection under the
upper-layer message-based attack scenario in future vehicular
networks.
1) User-side LPPM: Most of the existing user-side LPPMs

cannot suit the low latency of the future vehicular networks,
i.e., pass-and-run, certificate, and secure computation. Al-
though data perturbation can satisfy the latency requirement,
the location data protected by data perturbation cannot provide
high-precision LBSs for high-precision localization applica-
tions.

Pass-and-Run: The communication delay in the pass-
and-run is high since the vehicles apply LBSs by routing
through other nodes. Identity verification is also a challenge
for the pass-and-run-based vehicles because it would lead
to high communication delays for legal cooperator authen-
tication [353]. The frequent communication among multiple
vehicles could also increase the precision of signal-based
localization, i.e., basic localization and cellular radio-based
localization.
The transmission delay caused by routing can be decreased

by sensors that are fully used in future vehicular networks.
With the sensors, the drivers can have full knowledge of
the road network and communication environment to select
the channels and routers (i.e., vehicles and sensors) [354].
The trust issues of the pass-and-run can be solved by trust
management, i.e., authentication and certificate. The advanced
blockchain technologies [355] would be utilized in future
vehicular networks, which can also be employed for trust
management.

Certificates for Privacy: Certificate-based LPPMs achieve
authentication by verifying the certifications and signa-
tures [178]. There are two limitations of the certificate-
based LPPMs in future vehicular networks: requiring a trusted
authority and storage consumption of certificate manage-
ment [48]. The delay caused by the authentication process
might be unacceptable for communication consumption [356].
The massive nodes, i.e., vehicles and sensors, would increase
the storage consumption, which would be challenging to
manage certificates.
The features of blockchain, i.e., immutable, secure, and con-

sensus, satisfy the authentication requirement [34]. Therefore,
the blockchain platform could be utilized as a support for
certificates [280]. The information collected by sensors could
also be referred to for authentication.

Secure Computation: The major limitation of secure
computation is computation delay, although it satisfies the
requirement of flexible storage and processing. Even in cur-
rent vehicular networks, the computation consumption of the
existing secure computation is still a problem [200].

Data Perturbation: Data perturbation is flexible for stor-
age and processing [32]. The communication and calculation
delays of the data perturbation are also low. Nevertheless,
the future vehicular networks require highly accurate loca-
tion data, i.e., centimeter-level or millimeter-level, but the
existing data-perturbation-based LPPMs generally generate
meter-level precision [357]. If the data perturbation provides
centimeter-level or millimeter-level precision, the location
privacy-preserving capability of the LPPMs could be ex-
tremely low [358].
The scenario for data perturbation in future vehicular net-

works would be limited. Hence, it should be combined with
other LPPMs and use adaptive noise to satisfy the future
scenario.

2) Server-side LPPM: The low latency requirement also
challenges the existing server-side LPPMs, as the process at
the server side could bring computation delay.

Statistical Disclosure Control: The statistical disclosure
control is achieved by using LPPMs, like data perturbation,
secure computation, and anonymity on the server side [49].
Therefore, the limitations of the corresponding LPPMs on the
user side also exist on the server side. As data transmission
in future vehicular networks would be ultra frequent and
the amount of data would be huge, computing consumption,
storage consumption, and data management would be great
challenges for statistical disclosure control.
The data management and storage consumption of statistical

disclosure control could be optimized by utilizing blockchain-
based techniques, but the computing consumption would be
difficult to decrease [223]. AI-based LPPMs can be launched
to achieve adaptive protection and efficient analysis to simplify
the process [130]. Trust management could also be employed
in statistical disclosure control to avoid costing computational
resources on trusted entities.

Homomorphic Encryption: Homomorphic encryption is
one of the popular, secure computations. The server-side ho-
momorphic encryption is also limited by its computation delay,
which can lead to a high computational and communication
consumption [246]. It is necessary to simplify the process
of homomorphic encryption for computational consumption
reduction.

Private Information Retrieval: The computational con-
sumption of the PIR cloud be high, which is difficult to
be allocated in current vehicular networks. For the future
vehicular networks with low-latency requirements, the current
version of PIR would also be impossible to be launched in
practice.

Searchable Encryption: The LBSs in future vehicular
networks require high-precision location data, but the existing
SE schemes would return results with errors to the drivers. The
existing works allow the drivers to use SE and other LPPMs
together to improve the accuracy of results. Nevertheless, the
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TABLE IX
CHALLENGE OF LOCATION PRIVACY IN FUTURE VEHICULAR NETWORKS.

Techniques New challenges LPPMs that are available LPPMs that need to be improved

THz
Small coverage area
Spectrum penetration power
Centimeter-level precision via APs

Pass-and-run
Certificates for Privacy
Secure computation
Homomorphic encryption
Private information retrieval
Searchable encryption
Secure communication

Data perturbation
Statistical disclosure control
Trusted third party

VLC
Signal scatter
Observation signal
Effective transmission requirement

Certificates for Privacy
Secure communication
Trusted third party

Pass-and-run
Data perturbation
Secure computation
Statistical disclosure control
Private information retrieval
Homomorphic encryption
Searchable encryption

mmWave
Exchange CSI frequently
Low latency requirement
Eavesdrop channel easily

Certificates for Privacy
Secure computation
Data perturbation
Statistical disclosure control
Homomorphic encryption
Private information retrieval
Searchable encryption
Trusted third party
Secure communication

Pass-and-run

Sub-6 GHz
Flexible antenna design
Fake BS and malicious devices
In-vehicle tracking

Pass-and-run
Certificates for Privacy
Secure communication
Trusted third party

Secure computation
Data perturbation
Statistical disclosure control
Homomorphic encryption
Private information retrieval
Searchable encryption

Satellite
Communication

Long propagation delay
Difficult to allocate MIMO
Communication resource allocation

Certificates for Privacy
Data perturbation
Statistical disclosure
Secure communication
Trusted third party

Pass-and-run
Secure computation
Homomorphic encryption
Private information retrieval
Searchable encryption

QC Quantum channel
Quantum computer

Certificates for Privacy
Secure computation
Data perturbation
Statistical disclosure control
Secure communication
Trusted third party

Pass-and-run
Homomorphic encryption
Searchable encryption
Private information retrieval

computational consumption could also be increased when SE
schemes are combined with certificated-based or other tools.

Information from sensors in future vehicular networks could
be referred to correct the result, as massive sensors would be
allocated. Also, AI-based LPPMs can be introduced to opti-
mize the result according to the driver’s historical information,
which would be fine-grained [24].
3) User-server-interface LPPM: The user-server-interface

LPPMs would attract more researchers’ attention in future
vehicular networks than in the current version because future
vehicular networks would ask the vehicles to share data
through frequent V2X communication. Protecting location
privacy in channels would be an approach to defend basic
localization, channel charting localization, and driver tracking
localization.

Secure Communication: The communication channel pro-
tocols of future vehicular networks would be improved to be

different from the current protocols. As the protocols of current
vehicular networks have not been completely developed, we
do not consider the protocols in this part. For the end-to-
end encrypted services of secure communication, it is seldom
used in current vehicular networks [269]. The computational
consumption of data encryption and decryption could be high,
increasing the latency of communication.

Trusted Third Party (TTP): TTP in current vehicular
networks is an ideal scenario which is difficult to achieve
privacy, as the adversaries can hijack the TTP even if the TTP
is controlled by government3. In future vehicular networks,
there will be massive sensors and vehicles which can generate
a huge amount of data. A hijacked TTP could lead to serious
privacy disclosure. The trust issues of the massive sensors
and vehicles also reduce the efficiency of TTP. To solve these

3bleepingcomputer.com/news/security/hacker-claims-to-have-stolen-data-on
-1-billion-chinese-citizens/
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limitations, TTP should be combined with other LPPMs, such
as encryption, blockchain, AI-based LPPMs, anonymity, and
data perturbation.

C. Location Privacy Challenges and Emerging Wireless Tech-
nologies
Different from the existing vehicular networks, the future

version transmits data through new communication mediums.
The new communication mediums improve the efficiency of
vehicular networks but bring new cross-layer location privacy
issues.

Sub-6 GHz: The Sub-6 GHz has a spectrum range from
0.45 GHz to 6 GHz and wavelength from 0.15 cm to 2
cm [4]. The wide coverage capability and low cost have been
extensively investigated in the existing works to support V2X
communications [359].
The sub-6 GHz techniques introduce new challenges to

the existing physical-layer LPPMs because of the flexible
antenna design [360]. However, the flexible antenna design
allows the pass-and-run to transform data effectively. By using
fake BSs and malicious devices, the adversaries can obtain
distance and angular data by monitoring multiple sub-6 GHz
links, with which the adversaries can calculate the positions of
vehicles in high precision [361]. The above two issues could be
solved by using the certificate and a trusted third party, which
aims to detect illegal entities for authentication. Nevertheless,
data perturbation and statistical disclosure control increase the
difficulty of illegal entity detection.
Malicious applications can be installed on mobile devices or

vehicles for tracking the vehicles. The Pegasus developed in
Israel can be installed on Android and iOS mobile phones to
monitor drivers’ location data. The in-vehicle communication
via the sub-6 GHz channel can expose the vehicles’ location
data, as mobile phones have similar location data to the
vehicles if the drivers carry mobile phones when driving [151].
To protect location privacy in such a scenario, the driver
can hide its semantic information in the location data and
block the adversaries’ eavesdropping links. Hence, the user-
server-interface LPPMs and server-side LPPMs would attract
attention to the sub-6 GHz techniques when combined with
the AI and blockchain techniques.

mmWave: The mmWave has a spectrum range from 30
GHz to 100 GHz and a wavelength from 1 nm to 10 mm [362].
Due to the beam-based directional transmissions and the
utilization of the huge spectrum, mmWave can reach a high
multi-gigabit speed and communicate in all weather [363].
In future vehicular networks, the frequent changing of the

network topology and channel requires nodes (e.g., vehicles,
RSUs, and sensors) to exchange CSI with a low delay, which
increases communication consumption [364]. As the V2X
communication needs a low transmission delay, the LPPMs in
future vehicular networks should be highly efficient. Pass-and-
run will increase the transmission delay, so it cannot satisfy
the low latency requirement of mmWave.
The adversaries can eavesdrop on the mmWave to obtain

and infer the transmitted location data [365]. However, the

Doppler shift of signal transmission, which is unavoidable in
future mmWave-based vehicular networks, can be combined
with the data perturbation and anonymity to protect location
privacy [366]. Then, the adversaries cannot obtain the real
information by eavesdropping. Secure computation, homomor-
phic encryption, private information retrieval, and searchable
encryption could be used to prevent the adversaries from
obtaining the useful information by eavesdropping because
they do not expose the private information in the channel.

Terahertz (THz) communication: The THz has a spectrum
range from 100 GHz to 10 THz and a wavelength from 30 µm
to 3000 µm [367]. Nevertheless, the communication region of
the THz is small, i.e., less than 50 m [368]. The frameworks of
the THz-based vehicular networks have been designed in the
existing studies, e.g., [369]–[371]. To overcome the limitation
of small coverage regions and improve the utilization of THz
bands, the design in [369] used an SDN controller to select
an optimal route between the source and the destination.
As shown in Table IX, the existing LPPMs would face

new challenges with THz communication. The pass-and-run
mechanism could be improved with the THz-based routing,
but the trust issues would be more serious in future vehicular
networks than that in current version. Hence, the certificate-
based LPPMs would be popular in future THz-band com-
munication. Although the low coverage area and penetration
power of THz spectrum increase the privacy level of the
communication medium, THz-band communication requires
the vehicles’ private information, e.g., whereabouts, driving
status, road network information, and traffic condition [369].
The potential optimization for the above two drawbacks could
be overcome by combining the trust management mechanisms
and blockchain or AI-based techniques. As the coverage area
of the THz is small, the data perturbation and statistical
disclosure control cannot provide expected location privacy
protection with a small number of perturbation candidates.
The numerous legal sensors in future networks could also be
a good choice to route the data.
The Access Points (APs) for THz-band communication,

which are a kind of trusted third party, can achieve centimeter-
level precision of localization when tracking the vehicle’s
mobility to overcome the limitations of the existing vehicular
networks (e.g., frequent network disconnection and volatility
of connection) [372]. Nevertheless, the existing DP-based user-
side LPPMs cannot satisfy the high-precision localization in
such a scenario. Thus, the DP-based LPPMs on the server side
have more widespread application prospects than they are on
the user side. In future vehicular networks, the user-side DP-
based LPPMs should focus on more driving states rather than
only using location data to achieve high data utility [373].

Visible Light Communication (VLC): Lighting devices in
vehicular networks, such as traffic signals, roadside lights,
and vehicle lights, can be employed for VLC to send data
with Light-Emitting Diode (LED) installations [374]. VLC
has a spectrum range from 400 THz to 800 THz and a
wavelength from 380 µm to 780 µm [375]. VLC assists the
communication for V2X with low energy consumption and
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high efficiency [376].
Due to the inevitable scatter issues, VLC outside is not

as safe as it is inside [377], and it can be eavesdropped on
by the adversaries. For outside VLC for V2X, the scattered
signals can be received by the adversaries, i.e., eavesdrop-
per [378], even though the techniques like non-orthogonal
multiple access [379] and pseudo surface waves [380] can
minimize the attenuation effect. Therefore, the pass-and-run in
VLC will increase the risk of eavesdropping. Data perturbation
and statistical disclosure control cannot protect location data
when the source of the signal can be physically observed. As
the signal has been observed on the user side, the server-side
LPPMs cannot provide location privacy protection.
As the privacy risk introduced by the use of VLC is

related to its physical channel characteristics, the certifica-
tion for authentication and the user-server-interface LPPMs
could outperform other existing LPPMs. The certification-
based methods can achieve high location privacy protection in
short-range VLC by preventing unauthorized receivers from
joining VLC, as the scattered signals in shot-range VLC
can be ignored [377]. When VLC is allocated for remote
communication, the physical layer LPPMs, e.g., cooperative
jamming [381] and Channel State Information (CSI) estima-
tion [378], can be used to prevent the eavesdropper from
obtaining the transmitted private information. Cooperative
jamming is a positive LPPM that aims to block the eaves-
dropper’s channel by allowing multiple legal nodes to route
the signal [382]. The CSI estimation is a passive LPPM that
asks the legal nodes to infer the CSI of legal and eavesdropping
links with which the legal nodes can select different devices
to send signals [378].

Quantum Communication (QC): The QC utilizes the quan-
tum states of lights, which achieves secure communication
by using microscopic particles to carry quantum informa-
tion [383].
Quantum Key Distribution (QKD) has been integrated with

existing classical optical networks in QC to achieve cost-
efficient and secure communication [384]. Tradition cryptog-
raphy that relies on mathematical computations is challenged
by the development of quantum computing, making QKD
important in QC [385]. QKD is based on Heisenberg’s un-
certainty principle and quantum no-cloning theorem enabling
detection of eavesdropping on the key distribution [386].
However, QKD cannot protect location privacy in vehicular
networks, as the laser for QC can be used to infer the
direction of the source and destination vehicles. To address this
limitation, quantum homomorphic encryption [387], quantum
searchable encryption [388], and quantum private information
retrieval [389] have been developed for secure QC based
on QKD. These techniques enhance the security of QC by
enabling computation on encrypted data without decryption,
secure search of encrypted data, and retrieval of data from a
database without revealing the query contents, respectively.
To enable scalable quantum communication with massive

nodes, researchers have been exploring quantum teleportation
(QT) in long-range communication scenarios. QT allows for
the sender to divide information into traditional and quantum

channels and transfer the message to the receiver through both
channels, with the message at the sender side being destroyed
during transmission. This method has received significant at-
tention due to its potential for log-range communication [390],
[391]. However, the use of QT in vehicular networks presents
a challenge to existing routing-based PPMs, such as pass-and-
run, as they become ineffective in this scenario [391].
Quantum Identity Authentication (QIA) and Quantum Sig-

nature (QS) are introduced to realize trust management for
secure and reliable QC. The trust management in QC can be
classified into objective trust and subjective trust, as follows,

• Objective Trust: The trust management is based on cer-
tifiable evidence, e.g., certification.

• Subjective Trust: The trust management is based on a kind
of group, which has specific characteristics or behaviors,
e.g., TTP.

Hence, the certification-based LPPM and statistical disclosure
control can be improved to achieve a secure QC in vehicular
networks.

Reconfigurable Intelligent Surface (RIS): Comprising
passive reflect arrays and control elements, RIS provides
a programmable wireless environment for the vehicle-road-
human integrated network, which exploits the advantages of
the novel electromagnetic wave manipulation technique, i.e.,
metamaterials [392]. As there are no specific or complicated
requirements for the installation location of the metamaterials,
RIS can be easily installed, e.g., on the building facades and
billboards, which are close to the roads for communication
support [393]. The metamaterials would have low computa-
tional and energy consumption [394]. Hence, RIS is conducive
to future large-scale deployment, which can also conform to
the concept of green communication and sustainable develop-
ment. The support of full-duplex and full-band communication
in RIS provides comprehensive coverage and diverse options
for vehicular communications [395]. Furthermore, Multi-Input
Multi-Output (MIMO) technology could be applied to RIS
to utilize the large surface area of RIS for better antenna
deployment, which shows great potential in future vehicular
networks [396]. However, the mobility and personalization of
the drivers in vehicular networks have been overlooked by the
existing RIS design [397]. The dynamic network topology and
disconnection of vehicular networks lead to a low utility of RIS
in vehicular networks, as the RIS cannot gain knowledge from
the frequently changed environment or the limited feedback
from the drivers [397].

D. Challenges Arising from Networks Convergence
In the integrated vehicular networks, the vehicles can ex-

change information and communicate with other vehicles,
roadside infrastructure, and pedestrians automatically through
real-time V2X communications [398]. With the support of
V2X technology, traffic information (e.g., vehicle status, live
road conditions, and pedestrian information) enable the for-
mation of the integrated vehicle-road-human network [4].
The components with 5G/6G characteristics in the integrated
vehicle-road-human network are illustrated as follows.
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•

•

Integrated Satellite and Terrestrial Network (ISTN): The
satellite communication, which is vulnerable to changeable
weather, can provide future vehicular 3D services while coop-
erating with the existing ground vehicular networks [4].
Satellite communication has the limitations such as long

propagation delay, difficulty in allocating massive Multiple-
Input Multiple-Output (MIMO) networks, and communication
resource allocation [359]. Therefore, the pass-and-run is dif-
ficult to be used in satellite communication because of its
transmission delay. Other existing LPPMs, e.g., homomorphic
encryption and secure communication, which have high com-
putational consumption and communication delay, should be
optimized to improve their efficiency. To overcome the above
limitations, the recourse consumption methods could be run
on trusted third parties. The data perturbation and statistical
disclosure control can protect location privacy effectively
so that they can outperform their counterparts in satellite
communications.

Human Interaction: The rapid development of mobile
devices carried by pedestrians has brought powerful commu-
nication and data processing capabilities to enable informa-
tion interaction between the pedestrians and vehicles [399].
Communication between the vehicles and humans (including
the pedestrians, vehicle drivers and passengers) will be more
frequent and efficient in future vehicular networks, which
can be utilized to improve the vehicular networks [400].
By sharing data actively and passively with the pedestrians,
the vehicles can overcome the limitations of blind spots in
vehicular sensor cameras. And thus, the vehicles can obtain
services like accurate situation reporting and early warnings
that can reduce the traffic accidents and protect lives and
property [401]. With the mobile devices equipped by the
drivers and passengers, the vehicles can communicate with
the base stations efficiently and can autonomously complete
the required tasks. For instance, the vehicles without GPS
can also be accurately located with the smart devices of pas-
sengers [402]. Frequent communication between the vehicles
and pedestrians increases the risk of cross-layer attacks. The
encounter information can be combined to infer the trajectory
of the target vehicle. Trust management-based LPPMs can
be employed to prevent the adversaries who can localize
the drivers based on the in-vehicle driving log and sensing
information will be more serious.

VI. CONCLUSION
In this paper, we have comprehensively investigated the

development of LPPMs and the threats to location privacy in
vehicular networks. By reviewing the localization methods in
vehicular networks, we have illustrated the threats to location
privacy introduced by localization and classified LPPMs into
user-side, server-side, and user-server-interface LPPMs. Our
analysis has evaluated the performance of existing LPPMs
under various localization and communication scenarios and
provided methods for balancing location privacy preservation
and data utility to improve their effectiveness.
In addition, we have identified potential threats introduced

by new communication technologies in future vehicular net-

works that have been overlooked by existing studies. Our
findings provide potential directions for the existing LPPMs to
assist future research, which is important for LPPMs design.
By considering the challenges and opportunities related to
location privacy in vehicular networks, we can develop ef-
fective LPPMs that balance data utility and privacy protection
to enhance the security and safety of drivers and passengers.
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