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Abstract. Cryptographic algorithms and protocols often need unique
random numbers as parameters (e.g. nonces). Failure to satisfy this re-
quirement lead to vulnerable implementation and can result in security
breach. We show how linear types and static type checking can be used
to enforce the correct generation of a new unique random number for
each function invocation.
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1 DMotivation

The security of various cryptographic constructions relies on unique or even
unpredictable values. Examples are nonces in cryptographic protocols, initial-
ization vectors in modes of symmetric encryption, salts in password-based key
derivation functions etc. These values are often generated as a random numbers
of prescribed length.

Programmers, which are not experts in cryptography, may believe that it is
not strictly necessary to generate a new random number every time. Program-
mers can be lazy and provide some numeric constant instead of a new random
number for each use. After all, the cryptographic construction will “correctly”!
work even with this fixed numeric constant. However, if the no-reuse principle is
not followed, it can lead to a serious security vulnerability in the resulting ap-
plication (which is not visible at first glance). Well known example is forbidden
attack for AES-GCM [1], but e.g. see also [2].

We show how to implement a cryptographic library that would allow the
compiler to detect incorrect (i.e. repeated) use of such one-time random numbers
at compile time. We will divide this task into two parts:

1. In the first part, we ensure that the function expecting a random number
gets as an argument a random number generated by an “approved” method.
E.g. a true random number generated by a special hardware device and not
just software generated pseudorandom number or we can enforce usage of
any chosen specific software implementation.

! Depending on the construction it can for example still correctly encrypt and decrypt
messages.
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For this first part, we will utilise abstract data types with a hidden data
constructor.

2. In the second part, we will ensure that once the generated random number
is used, it cannot be reused for the second time.
For the second part, we will use linear types. We will illustrate on the Rust
programming language, but the idea can be used in any programming lan-
guage with linear types.

2 Abstract data types

An abstract data type (ADT) is defined by its behaviour (e.g. operations like
insert or delete). However, the implementation details are hidden from its users.
The implementers have the flexibility to use data stractures internally or even
make changes to their approach in the future. As long as the external behaviour
(interface) remains unchanged, all existing code that uses this ADT can function
without requiring any updates to adapt to any modifications made to the internal
implementation.

ADTs are commonly used and supported in many standard programming
languages, for example C++, Java, Pascal. ADTs are usually realised as mod-
ules or objects concealing internal implementation and exposing only the public
interface. For example, if we want to realise the stack (FIFO data structure)
as ADT, we will provide public functions like push, pop, ...and type Stack
for variables holding values of this ADT. But the important aspect is, that we
do not provide the client with any information on how the stack is internally
implemented. It may be a linked list or an array or something totally different.
We also do not provide any external means for creating a new stack (because
external users do not know the internal details of the Stack type). The only
possibility to create a new stack is to call some function from the module, which
returns a new Stack value (or create a new instance if objects are used instead
of modules).

ADT are useful for constraining access and preventing invalid states. By cre-
ating the stack as ADT, the implementer of the module can maintain strict con-
trol over its representation. A client has no way to accidentally (or maliciously)
alter any of the stack representation invariants.

We can use this technique to create a nonce module in Rust with Nonce
abstract data type (see Listing 1.1). We have created a public struct type Nonce
with a private random value of type u128. The client can not directly create
structs with any private fields. In this case for example it is invalid to write
let nonce = Nonce { val: 42 }. The only way for the client to create a nonce
is to call a public constructor method let mut nonce = nonce: :Nonce: :new().
Because the client needs to call the new method we can guarantee that on line 10
we, as implementers, choose the right system function to generate a new random
number (e.g. we may use hardware RNG).

While abstract types are a powerful means of controlling the structure and
creation of data, they are not sufficient to limit the ordering and number of uses
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mod nonce {
// A public struct with a private random value of type ul28
pub struct Nonce {
val: ul2s,
}

impl Nonce {
pub fn new() -> Nonce { // A public constructor method
use rand::prelude: :*;
Nonce { val: random() }

}

pub fn get(&self) -> ul28 { // A public getter method
self.val
}

Listing 1.1. Implementation of nonce module in Rust

of values and functions. As another example, we can mention e.g. files. There is
no (static) way to prevent a file from being read after it has been closed. Also,
we cannot stop a client from closing a file twice or forgetting to close a file at
all. In our case, there is no static way to stop the client from using one nonce
value multiple times just with ADT. But this can be enforced in programming
languages with linear types.

2.1 Linear types

Before presenting our proposed solution (using linear types), we want to quickly
recapitulate what linear types are [5] and how they are implemented in the
well-known Rust programming language [3].

Linear types are a special case of substructural type systems, which are par-
ticularly useful for constraining interfaces that provide access to system resources
such as files, locks and as we will show, we can constrain random number reuse.
Substructural type systems augment standard type abstraction mechanisms with
the ability to control the number and order of uses of a data structure or oper-
ation, which is exactly what we need.

2.2 Structural Properties

Lets discuss three basic structural properties. The first property, exchange, indi-
cates that the order in which we write down variables in the context is irrelevant.
A corollary of exchange is that if we can type check a term with the context I,
then we can type check that term with any permutation of the variables in I".
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context

—~
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permutated context

The second property, weakening, indicates that adding extra, unneeded as-
sumptions to the context, does not prevent a term from type checking.

I'ke:r

W (Weakening)
~—~—

unneeded assumption

Finally, the third property, contraction, states that if we can type check a
term using two identical assumptions (z3: 7, and x3: 74 ) then we can check
the same term using a single assumption.

Ixo:Ty,x3:m Fe:r

Contraction
Ixy:i7y, b re = 21,23 = 21]e:T ( )

2.3 Substructural Type Systems

A substructural type system is any type system that is designed so that one or
more of the structural properties do not hold [5]. Different substructural type
systems arise when different properties are withheld.

Linear type systems ensure that every variable is used exactly once by allow-
ing exchange but not weakening or contraction.

Affine type systems ensure that every variable is used at most once by allow-
ing exchange and weakening, but not contraction.

Relevant type systems ensure that every variable is used at least once by
allowing exchange and contraction, but not weakening.

Ordered type systems ensure that every variable is used exactly once and in
the order in which it is introduced. They do not allow any of the structural
properties.

The picture below can serve as a mnemonic for the relationship between these
systems. The system at the bottom of the diagram (the ordered type system)
admits no structural properties. As we proceed upwards in the diagram, we add
structural properties: E stands for exchange; W stands for weakening; and C
stands for contraction. It might be possible to define type systems containing
other combinations of structural properties, such as contraction only or weaken-
ing only, but so far researchers have not found applications for such combinations
[5]. Consequently, they are excluded them from the diagram.
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Fig. 1. Relationship between linear and other substructural type systems.

2.4 Rust

Ownership is Rust’s most unique feature. It enables Rust to make memory safety
guarantees without needing a garbage collector. The feature is straightforward
to explain. In Rust, the memory is managed through a system of ownership with
a set of rules, that the compiler checks at compile time. None of the ownership
features slow down the program while it is running (unlike garbage collection).

Ownership rules

— Each value in Rust has a variable that is called its owner.

— There can be only one owner at a time.

— When the owner goes out of scope, the value will be dropped (memory will
be deallocated).

We will demonstrate these rules on Listing 1.2. On line 2 we create a string
and assign its value into variable s1. This variable is now the only owner of the
string. Then on line 4 we move value from variable s1 to new owner — variable
s2. Now s2 is the only owner of the string value. That is the reason, why we can
not use variable s1 on line 5 to borrow the string value to println! function.
But we could use s2 for this. When s2 comes out of scope the string value can
be deallocated from memory.

fn borrowing() {
let s1 = String::from("Hello");

// move "~ occurs because ~String does not implement the “Copy” trait
let s2 = sl1; // value moved here
println! ("{}, world!", s1); // value borrowed here after move

Listing 1.2. Example of ownership rules
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This is illustrated in Fig. 2. After assigning to s2 the value from s1, variable
s2 points to the same memory on the heap, but s1 can not be used for deref-
erencing anymore. This is used primarily for memory management without the
need for a garbage collector or explicit deallocation. We will use these ownership
rules for constraining nonce usage.
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Fig. 2. Memory representation of variables s1 and s2

3 The solution

The solution in Rust is syntactically very simple because it is well aligned with
Rust syntax. Usually, when functions in Rust take arguments, they are passed
as references (with & before variable name). This way value is not moved to
the parameter from the local variable (it is just borrowed). But we prevent this
in Nonce type, because we do not implement Copy trait. Traits are similar to
interfaces in other languages. To read more about traits see for example [4].

fn need_new_random_ul28_every_time(nonce: nonce::Nonce) {
let _tmp = nonce.get();
println! ("Nonce param value: {}", nonce.get());
println! ("Nonce param value: {}", *nonce);

Listing 1.3. Example of function with nonce as argument
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On Listing 1.3 we implement function need_new_random_ul28_every_time
to demonstrate function signature for functions that require new random value
for every call. The body of the function is not significant, but we demonstrate,
that the nonce value can be used repeatedly inside library implementation, which
is often needed. We also implement Deref trait, so * can be used on line 4 instead
of longer nonce.get () from the line above.

When function need_new_random_ul28_every_time is called, then value
ownership is moved from the local variable to the argument and thus local vari-
able can not be used anymore. As an example, if in Listing 1.4 we comment out
line 7, we will get compile time error “value used here after move” on the next
line.

fn main() {
// Structs with private fields
// can be created only using public constructors
let mut nonce = nonce: :Nonce: :new();
need_new_random_ul28_every_time(nonce) ;

nonce = nonce: :Nonce: :new();
need_new_random_ul28_every_time(nonce) ;

need_new_random_ul28_every_time(nonce: :Nonce: :new());

Listing 1.4. Example of nonce usage

4 Conclusion

We have demonstrated how to use ADT and linear types in Rust for enforcing
the freshness of nonces for library function calls. In Rust, the syntax is very
straightforward. This solution can be implemented also in other languages with
linear types, like Haskell, which experimentally supports linear types from ver-
sion 9.0.1. But syntax, in this case, is not so clear as in Rust.
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