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Abstract—With the rise of intelligent applications, such as self-
driving cars and augmented reality, the security and reliability
of wireless communication systems have become increasingly
crucial. One of the most critical components of ensuring a high-
quality experience is channel estimation, which is fundamen-
tal for efficient transmission and interference management in
wireless networks. However, using deep neural networks (DNNs)
in channel estimation raises security and trust concerns due
to their complexity and the need for more transparency in
decision-making. This paper proposes a Monte Carlo Dropout
(MCDO)-based approach for secure and trustworthy channel es-
timation in 5G networks. Our approach combines the advantages
of traditional and deep learning techniques by incorporating
conventional pilot-based channel estimation as a prior in the
deep learning model. Additionally, we use MCDO to obtain
uncertainty-aware predictions, enhancing the model’s security
and trustworthiness. Our experiments demonstrate that our pro-
posed approach outperforms traditional and deep learning-based
approaches regarding security, trustworthiness, and performance
in 5G scenarios.

Index Terms—Uncertainty, Trustworthy AI, Wireless network
security, Channel estimation

I. INTRODUCTION

Over the past few decades, communication systems have
undergone a significant transformation driven by advances
in information and processing technologies. Next-generation
communication systems, such as 5G and beyond, have gar-
nered significant attention due to their potential to meet the
growing demands of industry and consumers. These require-
ments include higher data transmission speeds, ultra-low la-
tency, increased reliability, a better quality of service, massive
network coverage, and increased availability. However, with
the proliferation of new applications, such as Augmented Real-
ity (AR)/Virtual Reality (VR), the Internet of Things (IoT), and
autonomous vehicles, come significant cyber security risks [1]].
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These risks stem from the exponential growth in traffic volume
and the increased complexity of the communication networks,
which seriously threaten the confidentiality, integrity, and
availability of data. For instance, an attacker may exploit
a vulnerability in the communication network to intercept
sensitive information or launch a Distributed Denial of Service
(DDoS) attack, which can result in a significant disruption
of service. In addition, the ITU-R study on “IMT traffic
predictions for the years 2020 to 2030 predicts that mobile
traffic (excluding M2M traffic) will expand at an annual rate
of roughly 54% in 2020-2030, reaching 543EB in 2025 and
4394EB in 2030 [2]. Therefore, it is crucial to develop secure
and trustworthy communication systems that can meet the
growing demands of industry and consumers while mitigating
cyber security risks.

In recent years, NextG technologies have been equipped
with improved information, and computing methodologies [3]].
Various studies have proposed different algorithms for channel
estimation. This paper presents a novel approach for chan-
nel estimation that employs deep learning models. Channel
estimation is a challenging task in wireless communication
due to algorithms’ high computational complexity level, many
mathematical operations, and the low accuracy of channel
estimation. To overcome these challenges, machine learning
approaches have been successfully used in 5G and beyond
communication systems, resulting in improved performance of
channel estimation algorithms [4]]. Deep learning-based algo-
rithms, in particular, offer the potential for reduced computing
costs and excellent channel estimation accuracy. However, the
trustworthiness of using machine learning methods in NextG
technologies is a concern. The lack of transparency in deep
learning algorithms makes interpreting and understanding their
decision-making processes challenging, leading to uncertainty



and trust issues [5]. To address this, research has been con-
ducted on interpretable deep learning models and proposed a
taxonomy for categorizing interpretation algorithms. Trustwor-
thy autonomy for NextG technologies, along with explainable
Al (XAI) and its test protocols for integration with radio re-
source management and associated key performance indicators
(KPIs) for trust, has also been introduced [6[]. Building trust
and transparency into Al optimization algorithms from the
design through the testing phase is crucial for ensuring their
trustworthiness in NextG technologies.

II. RELATED WORK

Quantifying uncertainty in deep learning (DL) models is
a topic of ongoing research. One of the primary methods
for assessing uncertainty in DL models is using the softmax
variance and expected entropy across multiple models. Gal
et al. [[7] showed that a neural network model with dropout
activated during prediction time is equivalent to a specific
variation of a Bayesian neural network model. This approach
approximates the model’s uncertainty by averaging probabilis-
tic feed-forward MC dropout sampling during prediction time.
This method is efficient for large models and helps understand
how networks perform under different test conditions [8].

An alternative method for quantifying uncertainty in DL
models is through the use of Deep Ensembles, which is a non-
Bayesian approach [9]]. This method trains multiple models in
parallel, each with random noise and adversarial instances in
its training dataset subset. This results in a set of independent
classifiers, each with a unique weight. The ensemble can
produce different predictions for the same input instance
using its models. However, since Deep Ensembles require
multiple models, it is unsuitable for single-model uncertainty
quantification. In this study, we have chosen the prediction
time-activated dropout-based neural network approach [10] for
single-model uncertainty quantification.

The goal of methods in adversarial ML is to create modified
input instances that can evade or fool a DL model. Recently,
Ma et al.,, in their work [10], have shown the relationship
between uncertainty and model prediction performance. Their
approach focused on increasing the robustness of DL models
by applying various adversarial ML attacks, such as the Fast
Gradient Sign Method, Basic Iterative Method, DeepFool,
Jacobian-Based Saliency Map Attack, and Carlini-Wagner, to
create instances that are highly uncertain and misclassified.
These newly generated instances are then used as a new train-
ing dataset in a re-training phase to enhance the DL model’s
robustness. This iterative training with adversarial instances
is similar to traditional adversarial training techniques [11]].
They evaluated their approach on the MNIST, Fashion MNIST,
and CIFAR-10 image datasets. While the method is similar to
adversarial training, it improves the prediction performance
of DL models by using highly uncertain inputs instead of
adversarial ones.

The authors of [[12] investigated the use of Bayesian Convo-
lutional Neural Networks (CNN) for quantifying uncertainty in
Deep Learning models to improve the diagnostic capabilities

of human-machine collaboration using a dataset of COVID-19
chest X-ray images. Another research paper, [13]], proposed a
method for estimating predictive uncertainty in DL models by
considering uncertainty values and quality estimates. However,
this approach is limited to object detection tasks and cannot
be applied to data from cyber-physical systems (CPS).

The study [[14]] provides a comprehensive review of Al-
based techniques at the algorithm, implementation, and op-
timization levels. It highlights the advantages and disadvan-
tages of these solutions, outlines upcoming techniques, and
discusses unresolved research problems. Additionally, it in-
troduces machine learning (ML) techniques that handle model
uncertainties, such as Al-based full-duplex SI cancellation and
RF/PA linearization. The emergence of network slicing in
5G networks has created a need for new resource allocation
algorithms that can satisfy service level agreements (SLAs)
and optimize resource utilization while minimizing costs for
tenants. The authors in [[15] propose a family of online
algorithms that can improve prediction-based decisions and
adapt to prediction error variance, thus addressing the issue
of uncertainty in prediction models. Results indicate that the
proposed probabilistic approach is capable of addressing the
uncertainty inherent in prediction-based decisions, thereby im-
proving the overall performance of network resource allocation
algorithms for 5G network slicing.

In our recent study [16], we introduced a new method
for measuring uncertainty in object detection models called
PURE. To evaluate the effectiveness of PURE, we conducted
experiments on a variety of datasets, including KITTI, Stan-
ford cars, Berkeley DeepDrive, and NEXET, using popular
object detection models such as YoLo, SSD300, and SSD512.
The results showed that PURE effectively quantified the pre-
diction uncertainty of these models.

A variety of methods have been proposed in the literature
for addressing uncertainty in requirements, design models,
and other areas of software engineering, including RELAX
[17], Fuzzy RE [18], U-RUCM [19], and UncerTum [20].
Additionally, some approaches focus on refining uncertainty
measurements using historical data, such as the work by Zhang
et al. [21] or using Bayesian inference, as in the study by
Valdes et al. [22]]. There also exist methods for testing software
systems under uncertainty, such as the approaches by Ma et
al. [23]] and Camilli et al. [24].

Various approaches have been proposed in the literature
to ensure the quality and reliability of software systems that
employ Deep Learning (DL) models. Zhang [25] proposed
a method to enhance the prediction performance of DL
models by using adversarial machine learning (ML) attacks
to generate highly uncertain test inputs. This approach uses
genetic algorithms to create adversarial instances that can
effectively penetrate DL defense techniques and reveal hidden
defects in the models. The models are then re-trained with
these adversarial inputs. On the other hand, Tuna et al. [26]]
demonstrated that adversarial inputs generated by adversarial
ML attacks could deceive DL models with low prediction
uncertainty values.



In autonomous driving, Michelmore et al. [27]] applied vari-
ation ratios, entropy, and mutual information-based uncertainty
quantification methods to discover the relation between uncer-
tainty and wrong prediction of steering angles of autonomous
cars. They found that wrong angle decisions of an autonomous
car have significantly higher uncertainty values than correct
decisions.

III. PRELIMINARIES
A. Uncertainty in Deep Learning

In their work, Gal et al. in their work [7] presented an
MC Dropout technique, which incorporates dropout layers
in existing object recognition models without altering the
number of neurons or layers. This is an ensemble technique
in which the system randomly drops out different neurons in
each layer during the prediction phase according to a specified
dropout ratio. The final prediction is obtained by averaging the
predictions from multiple dropout iterations, as represented by
the following equation:
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Where 6 represents the model’s weights, D is the input
dataset, T" is the number of predictions of the MC dropouts,
and x is the input sample. The overall prediction uncertainty is
approximated by finding the entropy and the probabilistic feed-
forward MC dropout sampling variance during prediction time.
Using this approach, the class label of the input sample can be
estimated by taking the mean value of multiple MC dropouts
predictions. This allows for the prediction and quantification
of the overall prediction uncertainty.

B. Uncertainty Sources

DNN models are known to be affected by two types of
uncertainties: epistemic [28]], and aleatoric [29]. Epistemic un-
certainty refers to the uncertainty that arises from the model’s
lack of knowledge. This can be mitigated by increasing the
training data and fine-tuning the model’s architecture, such as
the number of layers and activation functions, to better suit the
problem at hand [[7]. On the other hand, aleatoric uncertainty
arises from inherent noise in the data, such as measurement
errors. This type of uncertainty cannot be reduced, even with
more data. This is an important consideration when working
with neural networks, as it can affect the accuracy of the
predictions (cite: Kendall and Gal [29]).

C. Uncertainty Quantification Methods

A typical DNN model generates a single output for a
regression problem or a softmax probability for each label in a
classification problem. To quantify the uncertainty of a single
prediction, the model should produce multiple outputs for a
single input instance. An uncertainty quantification metric is a
scalar value that measures the reliability of the prediction for
an input instance. For regression models, the only uncertainty
quantification metric is the variance of the predictions:
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where y; is the ith prediction of the input instance x, and
7 is the average of all the predictions, y = [y1,- - , tr].

In addition to variance, several other uncertainty quantifica-
tion metrics can be used for DNN models. One such metric
is the Confidence Interval, which can be computed using the
following equation:

S
Cl=7=%z24 T 3)
where 7 is the mean prediction, .S is the standard deviation
of the predictions, 7" is the number of predictions, and z, /2
is the critical value of the standard normal distribution for a
given confidence level a.
Another metric is Predictive Entropy, which is a measure
of the Uncertainty of a classifier’s prediction, computed as the
EntropyEntropy of the predicted class probabilities:
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where C' is the number of classes and p(c) is the predicted
probability of class c.

Additionally, Aleatoric Uncertainty, a measure of the in-
herent noise in the data, can be estimated by adding a noise
term to the model’s output. Finally, Epistemic Uncertainty, a
measure of Uncertainty due to limited data or model capacity,
can be estimated by training an ensemble of models or using
Bayesian neural networks. These are just a few examples of
uncertainty quantification metrics, and many other methods
can be used depending on the specific problem and data set.

D. Channel Estimation

Without a doubt, one of the most important procedures
in wireless communication is channel estimation, which as-
sures the communication channel’s performance is high. It is
also used to boost overall system performance by enhancing
capacity and data rates. The properties of the link between
a transmitter and receiver in a wireless communication sys-
tem is known as the channel characteristic or channel state
information (CSI). When a signal is transmitted through a
medium, it can become distorted and contain noise by the
time it is received. To properly decode the received signal, it’s
important to first identify the channel characteristic through a
process called channel estimation and remove any unwanted
distortion or noise added by the channel. The received signal
is attenuated by a factor hy and delayed by a specific time 7
which is effected by the propagation speed in communication
medium. kg also determined by the T2/ Rx gains, propagation
medium and frequency.

Transmitted signal (x(t)) is distorted during its propagation
through a communication channel, i.e., air, and absorbs noise.
That’s why received signal (y(t)) differs from the transmitted
signal. Received signal y(t) can be represented as:



y(t) = ho * x(t — 79) (5)

However, the received signal is composed of multiple paths,
such as reflected and scattered paths, each with its own unique
attenuation and delay. This results in a composite received
signal.

l
y(t) => hxa(t—7) (6)
=0

where [ indicates the specific path/tap at a time.

In addition to composite received signal, the movement of
the transmission elements can introduce Doppler effect. This
results in the frequency shift which alters the perception of an
observer who is moving alongside the signal source. Channel
characteristics, represented by hg and 7y are effected greatly by
the Doppler effect while calculating multi-path signal loss and
fading. The Doppler effected channel characteristics , h} and
7/ incorporates number of paths and the delay. The received
signal can be represented as follows:

l
y(t) =Y hixa(t—1) (7)
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Channel estimation is a crucial aspect of wireless commu-
nications, as it plays a vital role in increasing capacity and
overall system performance. New technologies are integrated
to the communication networks to improve quality of service
by providing higher data and network capacity. Transition from
Single Input Single Output (SISO) antennas to Multiple Input
Multiple Output (MIMO) antennas is one of these technolo-
gies that enables the next-generation (NextG) communication
systems. Reliable estimation of channel parameters draws
enormous attention as it is the main driver of the NextG sys-
tems. Channel estimation is executed by merging transmitted
signal with pilots which gives the distortion information of the
transmitted signal during the transmission. This information
is then used to increase receiver’s ability to correctly pick
up the original signal. There are three main categories of
channel estimation algorithms, i.e., blind channel estimation,
semi-blind channel estimation, and most used training-based
estimation method [30].

IV. SYSTEM MODEL
A. Dataset

The data used in this study benefits the MATLAB 5G
Toolbox which provides wide range of NextG communication
system samples. This tool support creation and customization
of diverse communication modes, subcarrier spacing, number
of subcarriers, waveforms, frequency, and channel models. The
example from this toolbox, "Deep Learning Data Synthesis
for 5G Channel Estimation”, was used to generate the dataset
for channel parameters in this study. Estimation of channel
parameters are carried out by SISO benefitting CNN models.
Channel estimation model is built using the PDSCH and DM-
RS symbols. The dataset consists of 256 training examples,

each with 8568 data points converted into 4-D arrays for use
in the CNN model, and is generated using various channel
parameters such as delay profiles, delay spreads, doppler shifts
and SNR changes. The training dataset is created by generating
new channel characteristics utilizing diverse tapped delay line
(TPL) profiles, delay spreads, SNR values and doppler shifts.
These parameters are provided with their respective values
in Table [ Perfect channel values and the DM-RS-based
corresponding generated transmitted waveform are included
in the dataset.

TABLE I
EACH OF THE CHANNEL CHARACTERISTIC PARAMETERS AND VALUES
Channel Parameter Value
Delay Profile TDL-A, TDL-B, TDL-C, TDL-D, TDL-E
Delay Spread 1-300 ns
Maximum Doppler Shift 5-400 Hz
NFFT 1024
Sample Rate 30720000
Symbols Per Slot 14
Windowing 36
Slots Per Subframe 2
Slots Per Frame 20
Polarization Co-Polar
Transmission Direction Downlink
Num. Transmit Antennas 1
Num. Receive Antennas 1
Fading Distribution Rayleigh
Modulation 16QAM

In order to prevent overfitting, the training dataset is divided
into two sets: a validation set and a training set. Model training
is done with the training set (80% of the dataset) whereas
validation set (20% of the dataset) is utilized to evaluate how
well neural network learnt the data distribution.

B. Approach

In this paper, we present a novel approach for chan-
nel estimation using a combination of traditional and deep
learning techniques to improve the trustworthiness of next-
generation communication systems. Specifically, our approach
incorporates a Monte-Carlo Dropouts (MCDO) technique for
uncertainty-aware prediction, which enhances the reliability
of deep learning-based algorithms [[7]. Moreover, we integrate
the conventional pilot-based channel estimation technique as a
prior in our deep learning model to leverage the advantages of
both traditional and deep learning methods. This combination
of techniques not only improves the accuracy of channel esti-
mation but also enhances the transparency and interpretability
of the resulting model, which is essential for ensuring the
trustworthiness of our approach in practical applications.

The proposed uncertainty-aware trustworthy deep learning
approach for channel estimation combines the advantages of
both traditional and deep learning techniques. Our method is
based on MCDO technique for uncertainty-aware prediction.
Additionally, our approach leverages the traditional channel
estimation framework by incorporating the conventional pilot-
based channel estimation as a prior in the deep learning
model. To improve the model’s trustworthiness, we adopted



an adversarial retraining approach for the MCDO technique.
Adversarial retraining uses an adversarial network to gener-
ate negative examples for the training set and then retrains
the models with the generated adversarial examples. In our
approach, we selected highly uncertain inputs to retrain the
model iteratively. To compute the uncertainty of the model, we
used the uncertainty wizard library. Algorithm [I] presents the
proposed approach for channel estimation DL model retraining
using highly uncertain inputs.

Algorithm 1 Uncertainty Aware Trustworthy Deep Learning
Approach for Channel Estimation.

1: Inputs: DL model, training set D, validation set }, max iterations
T, tolerance €
: Output: Trained trustworthy DL model M
: Initialize DL model M
for t < 1to T do
Compute uncertainty of the model M on the validation set
v
Select highly uncertain inputs from the validation set V
Generate adversarial examples from the selected inputs
Retrain the DL model M with DUV
Compute the loss of the DL model M on the validation set

0° XA

10: if loss < € then

11: break
12: end if
13: end for

14: return Trained trustworthy DL model M

Algorithm [T] is performed by using the uncertainty wizard
library [31]]. The library provides several uncertainty metrics,
such as entropy, mutual information, and prediction variance.
In this paper, we used entropy as the uncertainty metric.

Convolution-2

5 5 N
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" Convolution-1

Fig. 1. DL Model

V. EXPERIMENTS AND RESULTS
A. Experiment Setup

We conducted experiments to evaluate the performance
and trustworthiness of our proposed approach for channel
estimation in 5G scenarios. Our proposed approach was com-
pared to the traditional and deep learning-based approaches.
The conventional approach is based on pilot-based channel

estimation, while the deep learning-based process is a CNN
model. All the models were implemented using the Python
programming language, and the TensorFlow framework.

The dataset for the experiments was generated using the
MATLAB 5G Toolbox. The parameters of the channel es-
timation scenario are given in Table [ The models were
trained with the generated dataset using the Adam optimizer.
The training was stopped when the validation loss stopped
decreasing and improving the model. The learning rate was
set to 0.001, and the batch size was set to 64.

B. Results and Discussion

Figure |Z| shows the initial mean squared error (MSE) and
Uncertainty correlations of the traditional and deep learning-
based models. It can be seen that the deep learning-based
model has a lower MSE compared to the conventional model,
which indicates better channel estimation accuracy. This is
because the deep learning-based model can extract more in-
formation from the received signal than the traditional model.
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Fig. 2. Initial MSE and uncertainty correlations of the traditional and deep
learning-based models.

Figure [3] shows the MSE and uncertainty correlations of
the retrained DL model. It can be seen that the retrained DL
model has lower MSE compared to the initial DL model,
which indicates better channel estimation accuracy. This is
because the retrained DL model can exploit the uncertainties
in the validation set to improve the model’s performance.
Furthermore, the uncertainty correlations are enhanced after
the retraining, which indicates that the DL model is more
trustworthy.

Figure [] shows MSE improvements in each iteration for
training and validation sets of the retrained DL model. It can
be seen that the MSE is improved with each iteration in both
training and validation sets. This indicates that our proposed
approach is able to improve the channel estimation accuracy
of the DL model.



0.050 A

0.045 A

0.040 -

Uncertainty

g
o
@
o

0.025 -

0.0201 @

0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08

MSE

Fig. 3. Retrained MSE and uncertainty correlations of the DL model.
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VI. CONCLUSION AND FUTURE WORK

NextG technologies, such as 5G and beyond, have received
significant attention from the industry and academia to meet
the growing demand for high-speed data transmission, low
latency, and increased reliability. Advanced information and
computing methods, such as channel estimation and machine
learning, have been applied to NextG technologies to achieve
these requirements. However, the trustworthiness of using
machine learning methods in NextG technologies remains a
crucial concern.

In this study, we proposed an uncertainty-aware trustworthy
deep learning approach for channel estimation that combines
the benefits of traditional and deep learning techniques. Our
approach leverages the traditional pilot-based channel esti-
mation framework as a prior in the deep learning model
and uses MCDO technique for uncertainty-aware prediction.
Additionally, we adopted an adversarial retraining approach to
improve the model’s trustworthiness by selecting highly un-
certain inputs for iterative retraining. The experimental results
showed that our approach outperforms conventional and deep

learning-based approaches in performance and trustworthiness.

In future work, we plan to investigate the generalization
capability of our proposed approach to different channel en-
vironments and evaluate its performance in various scenarios.
We also aim to explore alternative techniques for uncertainty
estimation and investigate their effectiveness in improving
the trustworthiness of deep learning-based channel estimation.
Moreover, we will consider further integrating our approach
with other communication systems components, such as re-
source allocation and power control, to enhance the overall
system performance. Ultimately, the proposed approach can
contribute to developing more trustworthy and reliable NextG
communication systems.
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