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Abstract

We determine a connection between the weight of a Boolean function and the total
weight of its first-order derivatives. The relationship established is used to study some
cryptographic properties of Boolean functions. We establish a characterization of APN
permutations in terms of the weight of the first-order derivatives of their components.
We also characterize APN functions by the total weight of the second-order derivatives
of their components. The total weight of the first-order and second-order derivatives for
functions such as permutations, bent, partially-bent, quadratic, plateaued and balanced
functions is determined.
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1 Introduction

The nonlinearity and differential uniformity of a vectorial Boolean function from F
n
2 to

itself are properties which are used to measure the resistance of a function towards linear
and differential attacks, respectively. It is well-known that APN and AB functions provide
optimal resistance against the said attacks. Many studies are conducted to learn more
about the properties of these functions. There are several approaches to the study and
characterization of these functions (for example see [1, 5, 7, 8]). Today, many APN func-
tions are known as several studies have been conducted on their constructions. However,
not so much is known about APN permutations in even dimensions. It is, therefore, im-
portant to study more about the properties and characterizations of APN permutations.
One of the long-standing open problems is to find an APN permutation in dimension 8.

In this paper, we study about characterizations of APN functions (permutations). Can
the total weight of the first-order and second-order derivatives of (vectorial) Boolean func-
tions give us any information about the original functions? We first determine a relationship
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between the weight of a Boolean function and the total weight of its first-order derivatives.
The relationship established plays an important role in obtaining most of the results in
this paper. We establish characterizations of APN functions (permutations) in terms of
the weight of the first-order and second-order derivatives of their components. The total
weight of the first-order and second-order derivatives of the functions such as permutations,
plateaued, bent, partially-bent, quadratic and balanced functions is determined.

The paper is organised as follows. In Section 2, we report some definitions and known
results. In Section 3, we study the weight of the first-order derivatives of Boolean functions
and the components of vectorial Boolean functions. We establish characterization of APN
permutation in terms of the weight of the first-order derivatives their components. In
Section 4, we use the total weight of second-order derivatives of Boolean functions and the
components of vectorial Boolean functions to characterize bent and APN functions.

2 Preliminaries

In this section, we report some definitions and well-known results. The reader is referred
to [2, 4, 5, 9, 10, 11, 12] for more details.

In this paper, the field of two elements, 0 and 1, is denoted by F2. A vector in the
vector space F

n
2 is denoted by small letters such as v. We use ordinary addition + instead

of XOR ⊕. Given any set A, we denote its size by |A|.

A Boolean function is any function f from F
n
2 to F2 and a vectorial Boolean function is

any function F from F
n
2 to F

m
2 for some positive integers n and m. In this paper we study

vectorial Boolean functions from F
n
2 to F

n
2 . A Boolean function in algebraic normal form,

which is the n-variable polynomial representation over F2, is given by:

f(x1, ..., xn) =
∑

I⊆P

aI

(

∏

i∈I

xi

)

,

where P = {1, ..., n} and aI ∈ F2. The algebraic degree (or simply degree) of f , denoted by
deg(f), is maxI⊆P{|I| | aI 6= 0}.

A Boolean function f is called affine if deg(f) ≤ 1 and quadratic if deg(f) = 2. We
denote the set of all affine functions by An. The weight of a Boolean function f is defined
as wt(f) = |{x ∈ F

n | f(x) = 1}| and f is balanced if wt(f) = 2n−1. The distance between
two Boolean functions f and g is defined as d(f, g) = w(f + g) and the nonlinearity of f is
defined as N (f) = minα∈An

d(f, α).

A vectorial Boolean function F from F
n
2 to itself is denoted by F = (f1, ..., fn) where

f1, ..., fn are Boolean functions called coordinate functions. The functions λ · F , with
λ ∈ F

n
2 \ {0} and “·” denoting dot product, are called components of F and they are
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denoted by Fλ. A vectorial Boolean function F is a permutation if and only if all its
components are balanced. The degree of F is given by deg(F ) = maxλ∈Fn

2
\{0} deg(Fλ).

The Walsh transform of a Boolean function f is defined as the function Wf from F
n to

Z given by:

Wf (a) =
∑

x∈Fn

2

(−1)f(x)+a·x ,

for all a ∈ F
n
2 . A set of Wf (a) for all a ∈ F

n
2 is called Walsh spectrum. We define F(f) as

F(f) = Wf (0) =
∑

x∈Fn

2

(−1)f(x) = 2n − 2wt(f).

Notice that f is balanced if and only if F(f) = 0.

The nonlinearity of a function f can also be defined as follows:

N (f) = 2n−1 −
1

2
max
a∈Fn

2

|Wf (a)|. (1)

The nonlinearity of a vectorial Boolean function F is defined as follows:

N (F ) = min
λ∈Fn

2
\{0}

N (Fλ).

For every Boolean function f , with n even, N (f) ≤ 2n−1 − 2
n

2
−1 and f is said to be bent

if and only if equality holds. The lowest possible value for maxa∈Fn

2
|Wf (a)| is 2

n

2 and this
bound is achieved only for bent functions.

For n odd, a Boolean function f is called semi-bent if N (f) = 2n−1 − 2
n−1

2 . Semi-bent
functions can also be defined in even dimension. For n even, a function f is semi-bent if
N (f) = 2n−1 − 2

n

2 . A vectorial Boolean function F in odd dimension is called almost-bent
(AB) if all its components are semi-bent.

A Boolean function f on n variables is called plateaued if its Walsh spectrum is either
{±2n/2} (this happens only when n is even and in this case f is bent) or {0,±µ} for some
integer µ (see [13]). In [9, 13], the order of a plateaued function f on n variables is defined
as the even integer r, 0 ≤ r ≤ n, such that all non-zero values of W 2

f (a) are 22n−r.

We define the first-order derivative of f at a ∈ F
n
2 by Daf(x) = f(x + a) + f(x) and

the second-order derivative of f at a and b is defined as:

DbDaf(x) = f(x) + f(x+ a) + f(x+ b) + f(x+ a+ b).

An element a ∈ F
n
2 is called a linear structure of f if Daf is constant. The set of all linear

structures of f is denoted by V (f) and we call it the linear space of f . It is well-known
that V (f) is a vector space.
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Theorem 1. A Boolean function f on n variables is bent if and only if Daf is balanced
for any nonzero a ∈ F

n.

The two Boolean functions f, g : Fn
2 → F2 are said to be affine equivalent if there exist

an affinity ϕ : Fn
2 → F

n
2 such that f = g ◦ ϕ. This relation is denoted by ∼A and written

as f ∼A g.

Theorem 2. Let f be a quadratic Boolean function on n variables. Then

(i) f ∼A x1x2 + · · ·+ x2k−1x2k + x2k+1, with k ≤ ⌊n−1
2 ⌋, if f is balanced,

(ii) f ∼A x1x2 + · · ·+ x2k−1x2k + c, with k ≤ ⌊n2 ⌋ and c ∈ F2, if f is unbalanced.

Definition 3. For a vectorial Boolean function F and a, b ∈ F
n
2 , define

δF (a, b) = |{x ∈ F
n
2 | DaF (x) = b}|.

The differential uniformity of F is defined as:

δ(F ) = max
a6=0,b∈Fn

2

δF (a, b)

and always satisfies δ(F ) ≥ 2. A function with δ(F ) = 2 is called Almost Perfect Nonlinear
(APN).

There is another representation of vectorial Boolean functions which is known as uni-
variate polynomial representation. The finite field F2n has 2n elements and we write F

∗
2n

to denote a set of all nonzero elements of F2n . The vector space F
n
2 can be endowed with

the structure of the finite field F2n (see [4]). Any function F from F2n into F2n admits a
unique univariate polynomial representation over F2n given as:

F (x) =

2n−1
∑

i=0

δix
i, (2)

where δi ∈ F2n and the degree of F is at most 2n − 1. Given the binary expansion
i =

∑n−1
s=0 is2

s, we define w2(i) =
∑n−1

s=0 is. Therefore, we say that F is a vectorial Boolean
function whose algebraic degree is given by max{w2(i) | 0 ≤ i ≤ 2n − 1, δi 6= 0} (see [4]).

The (absolute) trace function Tr : F2n → F2 is defined as:

Tr(z) =

n−1
∑

i=0

z2
i

,

where z ∈ F2n . For ν ∈ F2n , a component Fν of F is given by Fν(x) = Tr(νF ).
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Theorem 4. Let f be any unbalanced quadratic Boolean function on n variables. Then

wt(f) = 2n−1 ± 2
n+k

2
−1,

where k = V (f).

Definition 5. A Boolean function f is partially-bent if there exists a linear subspace E of
F
n
2 such that the restriction of f to E is affine and the restriction of f to any complementary

subspace E′ of E (where E ⊕ E′ = F
n
2) is bent.

Remark 6. In [6], it is proved that the weight for unbalanced partially-bent function is
given by 2n−1 ± 2n−1−h where dimE = n− 2h (E as defined in Definition 5) and h ≤ n/2.

Theorem 7. Let F be a function from F2n into itself. Then

∑

λ6=0,a∈F2n

F2(DaFλ) ≥ 22n+1(2n − 1).

Moreover, equality holds if and only if F is APN.

Theorem 8. Let F be a function from F2n into F2n . Then, for any nonzero a ∈ F2n , we
have

∑

λ∈F2n

F2(DaFλ) ≥ 22n+1.

Moreover, F is APN if and only if equality holds for all nonzero a ∈ F2n .

3 On weight of first-order derivatives of APN permutations

In this section, we consider the total weight of first-order derivatives of Boolean functions
and components of vectorial Boolean functions. A characterization of APN permutations
in terms of the weight of first-order derivatives of their components is established.

For a given Boolean function f , we know from [5] that

F2(f) =
∑

a∈Fn

2

F(Daf). (3)

We use the relation (3) to show the connection between the weight of a Boolean function
f and the total weight of its first-order derivatives.

Proposition 9. For a Boolean function f on n variables, we have

wt(f) = 2n−1 ±
1

2

√

22n − 2
∑

a∈Fn

2
\{0}

wt(Daf).
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Proof. From the relation F2(f) =
∑

a∈Fn

2
F(Daf), we obtain the following:

|F(f)| =

√

∑

a∈Fn

2

F(Daf). (4)

Since F(f) = 2n − 2wt(f), then (4) becomes

|2n − 2wt(f)| =

√

∑

a∈Fn

2

(2n − 2wt(Daf)). (5)

If wt(f) ≤ 2n−1, then |2n − 2wt(f)| = 2n − 2wt(f). So (5) becomes

wt(f) = 2n−1 −
1

2

√

∑

a∈Fn

2

(2n − 2wt(Daf))

= 2n−1 −
1

2

√

22n − 2
∑

a∈Fn

2
\{0}

wt(Daf).

If wt(f) > 2n−1, then |2n − 2wt(f)| = 2w(f)− 2n. So (5) becomes

wt(f) = 2n−1 +
1

2

√

22n − 2
∑

a∈Fn

2
\{0}

wt(Daf).

By using Proposition 9, we can write the total weight of first-order derivatives of a
Boolean function f in terms of weight of f as in the following.

Corollary 10. Let f be a Boolean function on n variables. Then we have

∑

a∈Fn

2
\{0}

wt(Daf) = 2wt(f)[2n − wt(f)].

Remark 11. Observe that we can also use the relation 3 to write the total weight of the
first-order derivatives of a Boolean function f in terms of F2(f) as follows:

∑

a∈Fn

2
\{0}

wt(Daf) = 22n−1 −
1

2
F2(f).

Since F(f) = 0 if and only if f is balanced, then by Remark 11 and by the fact that
0 ≤ F2(f) ≤ 22n we deduce the following.
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Corollary 12. For any Boolean function f on n variables, we have

∑

a∈Fn

2
\{0}

wt(Daf) ≤ 22n−1.

Moreover, equality holds if and only if f is balanced.

Proposition 13. For any Boolean function f on n variables, we have

∑

a∈Fn

2
\{0}

wt(Daf) = 22n−1 − 2ℓ2

where 0 ≤ ℓ ≤ 2n−1. Moreover, ℓ = 0 if and only if f is balanced and ℓ = 2n−1 if and only
if f is constant.

Proof. Since wt(f) is always a positive integer then the quantity in the square root ap-
pearing in the relation given in Proposition 9 must be

22n − 2
∑

a∈Fn

2
\{0}

wt(Daf) = m2

for some positive integer m. This implies that

∑

a∈Fn

2
\{0}

wt(Daf) = 22n−1 − 2ℓ2

where ℓ = m/2. From Corollary 12, it is clear that we must have 0 ≤ ℓ ≤ 2n−1.

Note that, from Corollary 10,
∑

a∈Fn

2
\{0} wt(Daf) = 0 if and only if wt(f) = 0, 2n if

and only if f is constant. So it follows that ℓ = 2n−1 if and only if f is a constant. We also
conclude, by Corollary 12, that ℓ = 0 if and only if f is balanced.

Corollary 14. Let f be any quadratic Boolean function on n variables. Then

∑

a∈Fn

2
\{0}

wt(Daf) =

{

22n−1 if f is balanced

22n−1 − 2n+k−1 otherwise,

where k = V (f).

Proof. If f is balanced, then by Corollary 12 we have
∑

a∈Fn

2
\{0} wt(Daf) = 22n−1. Suppose

that f is unbalanced. Then, by Theorem 4, we know that wt(f) = 2n−1 ± 2
n+k

2
−1, where
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k = V (f). Taking wt(f) = 2n−1 − 2
n+k

2
−1 and applying Corollary 10 , we have

∑

a∈Fn

2
\{0}

wt(Daf) = 2
(

2n−1 − 2
n+k

2
−1
)

(2n − 2n−1 + 2
n+k

2
−1)

= 2
(

2n−1 − 2
n+k

2
−1
)(

2n−1 + 2
n+k

2
−1
)

= 2
(

22n−2 − 2n+k−2
)

=
(

22n−1 − 2n+k−1
)

= 2n−1
(

2n − 2k
)

= 22n−1 − 2n+k−1.

Using wt(f) = 2n−1 + 2
n+k

2
−1 yields the same result.

Since Daf is balanced for all nonzero a ∈ F
n
2 if and only if f is bent, then the following

result is immediate.

Corollary 15. Let f be a bent Boolean function on n variables, with n even. Then

∑

a∈Fn

2
\{0}

wt(Daf) = 2n−1(2n − 1) = 22n−1 − 2n−1.

Theorem 16. For any partially-bent Boolean function f on n variables, we have

∑

a∈Fn

2
\{0}

wt(Daf) =

{

22n−1 if f is balanced

22n−1 − 22n−2h−1 otherwise,

where h ≤ n/2.

Proof. If f is balanced, then by Corollary 12 we have
∑

a∈Fn

2
\{0} wt(Daf) = 22n−1. Now

suppose that f is unbalanced. From Remark 6, we know that wt(f) = 2n−1±2n−1−h where
dimE = n− 2h. Taking wt(f) = 2n−1 + 2n−1−h and applying Corollary 10, we have

∑

a∈Fn

2
\{0}

wt(Daf) = 2(2n−1 + 2n−1−h)(2n − 2n−1 − 2n−1−h)

= 2(2n−1 + 2n−1−h)(2n−1 − 2n−1−h)

= 2(22n−2 + 22n−2−2h) = (22n−1 + 22n−1−2h)

= 2n−1(2n − 2n−2h) = 22n−1 − 22n−2h−1.

Using wt(f) = 2n−1 − 2n−1−h yields the same result.
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Proposition 17. Let f be a plateaued function of order r on n variables. Then we have

∑

a∈Fn

2
\{0}

wt(Daf) =

{

22n−1 if f is balanced

22n−1 − 22n−r−1 otherwise.

Proof. If f is balanced, we have F2(f) = 0 and if f is not balanced, then F2(f) is nonzero
positive integer and we deduce from the definition of a plateaued function of order r that
it must be F2(f) = 22n−r. By applying Remark 11 the result follows.

Theorem 18. Let F be a vectorial Boolean function from F2n to itself. Then

∑

λ,a∈F∗

2n

wt(DaFλ) ≤ 22n−1(2n − 1).

Moreover, equality holds if and only if F is a permutation.

Proof. By Corollary 12, we can deduce that for any function F from F2n to itself, we have

∑

λ,a∈F∗

2n

wt(DaFλ) ≤ 22n−1(2n − 1).

Since all the components Fλ, λ ∈ F
∗
2n , of a permutation F are balanced, then it follows

that the equality holds if and only if F is a permutation.

Remark 19. Observe that if F is an AB function or APN permutation from F2n to itself,
then we can use Theorem 18 to conclude that the total weight of the first-order derivatives
of its components must be equal to 22n−1(2n − 1). Computer check shows that Dillion’s
APN permutation in dimension 6 is equal to 211(26 − 1) = 129024.

Remark 20. Notice that, from Theorem 18, we can deduce that for any non-bijective APN
function F from F2n to itself we have

∑

λ,a∈F∗

2n

wt(DaFλ) < 22n−1(2n − 1).

Proposition 21. Let Q be a quadratic APN function from F2n to itself, with bent and
unbalanced semi-bent components only. Then we have

∑

λ,a∈F∗

2n

wt(DaFλ) = 2n−1(2n − 1)(2n − 2).
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Proof. From Theorem 1, Daf is balanced for all a ∈ F
∗
2n if and only if f is bent. We know

that for any unbalanced quadratic function f , Daf is balanced for all a ∈ F
n \ V (f) and

Dαf = 0 for all α ∈ V (f). For semi-bent we know that dimV (f) = 2, i.e., |V (f)| = 4.
Thus, for each bent, the total weight of its first-order derivatives must be 2n−1(2n−1) (see
Corollary 15) and for each semi-bent, the total weight of its first-order derivatives must be
2n−1(2n−4). For any quadratic APN function with bent and semi-bent components, there
are exactly 2/3(2n − 1) bent components and (2n − 1)/3 semi-bent components (see [11]).
So the total weight of all first-order derivatives of Q must be

∑

λ,a∈F∗

2n

wt(DaQλ) =
2

3
(2n − 1)2n−1(2n − 1) +

1

3
(2n − 1)2n−1(2n − 4)

= 2n−1(2n − 1)

(

2

3
(2n − 1) +

1

3
(2n − 4)

)

= 2n−1(2n − 1)

(

2(2n − 1) + (2n − 1)− 3

3

)

= 2n−1(2n − 1)

(

3(2n − 1)− 3

3

)

= 2n−1(2n − 1)(2n − 2).

Remark 22. Computer check shows that the total weight of first-order derivatives of com-
ponents of the Gold APN power functions in dimensions 4, 6 and 8 satisfy Proposition 21.
However, the non-quadratic APN power functions such as Kasami functions of dimension
6 and 8 also have the total weight that satisfy Proposition 21.

Theorem 23. Let F be a permutation from F2n to itself. Then

∑

λ,a∈F∗

2n

[wt(DaFλ)]
2 ≥ 22n−1(2n − 1)(2n−1 + 1).

Moreover, equality holds if and only if F is an APN permutation.

Proof. We have the following:

∑

λ6=0,a∈F2n

F2(DaFλ) =
∑

λ6=0,a∈F2n

[2n − 2wt(DaFλ)]
2

=
∑

λ6=0,a∈F2n

[

22n − 4 · 2nwt(DaFλ) + 4[wt(DaFλ)]
2
]

= 23n(2n − 1)− 4 · 2n
∑

λ,a∈F∗

2n

wt(DaFλ) + 4
∑

λ,a∈F∗

2n

[wt(DaFλ)]
2 . (6)
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Since F is a permutation then, by Theorem 18, we have

∑

λ,a∈F∗

2n

wt(DaFλ) = 22n−1(2n − 1).

So by Equation (6) and Theorem 7, we have

23n(2n − 1)− 4 · 23n−1(2n − 1) + 4
∑

λ,a∈F∗

2n

[wt(DaFλ)]
2 ≥ 22n+1(2n − 1) (7)

from which we deduce that

∑

λ,a∈F∗

2n

[wt(DaFλ)]
2 ≥ 22n−1(2n − 1)(2n−1 + 1). (8)

Since, by Theorem 7, we conclude that the equality in the relation (7) holds if and only if
F is an APN permutation, then we deduce from the same that the equality in the relation
(8) holds if and only if F is an APN permutation.

Remark 24. Computer check shows that the result in Theorem 23 holds for Dillion’s APN
permutation in dimension 6. However, the result can never hold for non-bijective APN
functions.

4 On weight of second-order derivatives of APN functions

In this section, we use the total weight of second-order derivatives of (vectorial) Boolean
functions to characterize bent and APN functions.

We first exhibit the relationship between the weight of the first-order derivatives and the
weight of the second-order derivatives. By Corollary 10, we can deduce that for any a ∈ F

n
2

we have
∑

b∈Fn

2
\{0} wt(DbDaf) = 2wt(Daf)[2

n − wt(Daf)] = 2n+1wt(Daf)− 2[wt(Daf)]
2

from which we get

∑

a,b∈Fn

2
\{0}

wt(DbDaf) = 2n+1
∑

a∈Fn

2
\{0}

wt(Daf)− 2
∑

a∈Fn

2
\{0}

[wt(Daf)]
2. (9)

From Corollary 12, we know that
∑

a∈Fn

2
\{0} wt(Daf) = 22n−1 if and only if f is balanced.

So it implies that the equation (9) becomes

∑

a,b∈Fn

2
\{0}

wt(DbDaf) = 23n − 2
∑

a∈Fn

2
\{0}

[wt(Daf)]
2 (10)
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if and only if f balanced.

By Remark 11, for any a ∈ F
n
2 , observe that

∑

b∈Fn

2
\{0} wt(DbDaf) = 22n−1− 1

2F
2(Daf)

from which we obtain

∑

a,b∈Fn

2
\{0}

wt(DbDaf) = 22n−1(2n − 1)−
1

2

∑

a∈Fn

2
\{0}

F2(Daf). (11)

Next we give an upper bound on the total weight of the second-order derivatives and
show that this bound is met only for bent functions.

Proposition 25. Let f be a Boolean function on n variables. Then we have

∑

a,b∈F∗

2n

wt(DbDaf) ≤ 22n−1(2n − 1).

Moreover, equality holds if and only if f is bent .

Proof. Observe that
∑

a∈Fn

2
\{0}

F2(Daf) = 0

if and only if Daf is balanced for all a ∈ F
n
2 \ {0} if and only if f bent. Hence, the result

follows immediately from the relation (11).

Proposition 26. For any partially-bent function f on n variables, we have

∑

a,b∈Fn

2
\{0}

wt(DbDaf) = 22n−1(2n − 2n−2h),

where h ≤ n/2.

Proof. Observe that, for all α ∈ E, we have Dαf = c, with c ∈ F2 and Daf is balanced
for all a ∈ F

n \ E. Since, by Remark 6, we are given that dimE = n − 2h, then we
have |Fn

2 \ E| = 2n − 2n−2h. Since Daf is balanced then, by Corollary 12, we can de-
duce that

∑

b∈Fn\{0} wt(DbDaf) = 22n−1 and since Dαf is constant then clearly we have
∑

b∈Fn\{0} wt(DbDαf) = 0. Therefore, it follows that

∑

a,b∈Fn\{0}

wt(DbDaf) =
∑

a∈Fn\E

∑

b∈Fn\{0}

wt(DbDaf) +
∑

α∈E

∑

b∈Fn\{0}

wt(DbDαf)

= 22n−1(2n − 2n−2h) + 2n−2h(0) = 22n−1(2n − 2n−2h).
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It appears like the total weight of second-order derivatives can be associated with
the nonlinearity of a Boolean function. Observe from Propositions 25 and 26 that all bent
functions have the same total weight of their second-order derivatives and also all partially-
bent functions with the same nonlinearity have the same total weight of their second-order
derivatives.

Next we show that the total weight of the second-order derivatives can be expressed in
terms of the Walsh transforms of a Boolean function f .

Lemma 27. Let f be a Boolean function on n variables. Then we have

∑

a,b∈Fn

2
\{0}

wt(DbDaf) = 23n−1 −
1

2n+1

∑

a∈Fn

2

W 4
f (a).

Proof. If f be a Boolean function on n variables, we have

∑

a∈Fn

2

W 4
f (a) =

∑

a∈Fn

2

∑

x,y,z,w∈Fn

2

(−1)f(x)+f(y)+f(z)+f(w)+a·(x+y+z+w)

=
∑

a∈Fn

2

∑

x,y,z,w∈Fn

2

(−1)f(x)+f(y)+f(z)+f(w)(−1)a·(x+y+z+w)

=
∑

x,y,z,w∈Fn

2

(−1)f(x)+f(y)+f(z)+f(w)
∑

a∈Fn

2

(−1)a·(x+y+z+w)

=
∑

x,y,z,w∈Fn

2
|x+y+z+w=0

2n(−1)f(x)+f(y)+f(z)+f(w)

= 2n
∑

x,y,z,w∈Fn

2
|w=x+y+z

(−1)f(x)+f(y)+f(z)+f(w)

= 2n
∑

x,y,z∈Fn

2

(−1)f(x)+f(y)+f(z)+f(x+y+z)

= 2n
∑

x,b,c∈Fn

2

(−1)f(x)+f(x+b)+f(x+c)+f(x+b+c) ( where y = x+ b and z = x+ c)

= 2n
∑

x,b,c∈Fn

2

(−1)DbDcf(x) = 2n
∑

b,c∈Fn

2

F(DbDcf)

= 2n
∑

b,c∈Fn

2

(2n − 2wt(DbDcf))

= 24n − 2n+1
∑

b,c∈Fn

2

wt(DbDcf). (12)

The result immediately follows from the relation (12).
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Remark 28. Since Wf (a) = ±2
n

2 , for all a ∈ F
n, if and only if f is bent, then Proposition

25 can also be deduced from Lemma 27. Since nonlinearity depends on maxa∈Fn

2
|Wf (a)|

(see the relation (1)), then we can use Lemma 27 to conclude that a function with high
nonlinearity its total weight is relatively high.

Next we give a characterization of APN functions that is deduced from Theorem 7.

Theorem 29. Let F be a function from F2n to itself. Then

∑

λ,b,a∈F∗

2n

wt(DbDaFλ) ≤ 22n−1(2n − 1)(2n − 2).

Moreover, equality holds if and only if F is APN.

Proof. By the relation (11), for any λ ∈ F
∗
2n , we obtain

∑

a∈F∗

2n

F2(DaFλ) = 22n(2n − 1)− 2
∑

a,b∈F∗

2n

wt(DbDaFλ)

from which we deduce the following:

∑

a∈F2n

F2(DaFλ) =
∑

a∈F∗

2n

F2(DaFλ) + 22n = 22n(2n − 1)− 2
∑

a,b∈F∗

2n

wt(DbDaFλ) + 22n

= 23n − 2
∑

a,b∈F∗

2n

wt(DbDaFλ). (13)

Using the relation (13), we have

∑

λ6=0,a∈F2n

F2(DaFλ) = 23n(2n − 1)− 2
∑

λ,a,b∈F∗

2n

wt(DbDaFλ). (14)

By applying Theorem 7, the relation (14) becomes

23n(2n − 1)− 2
∑

λ,a,b∈F∗

2n

wt(DbDaFλ) ≥ 22n+1(2n − 1), (15)

and equality holds if and only if F is APN. The relation (15) is then reduced to:

∑

λ,a,b∈F∗

2n

wt(DbDaFλ) ≤ 22n−1(2n − 1)(2n − 2)

and equality holds if and only if F is APN.
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Theorem 30. Let F be a function from F2n into F2n . Then, for any nonzero a ∈ F2n , we
have

∑

λ,b∈F∗

2n

wt(DbDaFλ) ≤ 22n−1(2n − 2).

Moreover, F is APN if and only if equality holds for all nonzero a in F2n .

Proof. By applying the relation (3), we have the following:

∑

λ∈F2n

F2(DaFλ) =
∑

λ,b∈F2n

F(DbDaFλ)

=
∑

λ,b∈F2n

[2n − 2wt(DbDaFλ)]

= 23n − 2
∑

λ,b∈F2n

wt(DbDaFλ)

= 23n − 2
∑

λ,b∈F∗

2n

wt(DbDaFλ). (16)

By Theorem 8 and the equation (16) we obtain the following:
∑

λ,b∈F∗

2n

wt(DbDaFλ) ≤ 22n−1(2n − 2).

Remark 31. As observed in Remark 28, we can conclude that the nonlinearities of com-
ponents of APN functions are relatively high since in Theorem 29 the total weight of its
second-order derivatives is the highest.

5 Conclusion

In this paper, we have established a characterization of APN permutations in terms of the
weight of their first-order derivatives. Using the total weight of second-order derivatives,
a characterization for APN functions has been discovered. The total weight of the first-
order and second-order derivatives for the functions such as bent, partially-bent, plateaued,
balanced and permutations have been determined.
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