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We propose a fully-passive twin-field quantum key distribution (QKD) setup where basis choice,
decoy-state preparation and encoding are all implemented entirely by post-processing without any
active modulation. Our protocol can remove the potential side-channels from both source modula-
tors and detectors, and additionally retain the high key rate advantage offered by twin-field QKD,
thus offering great implementation security and good performance. Importantly, we also propose a
post-processing strategy that uses mismatched phase slices and minimizes the effect of sifting. We
show with numerical simulation that the new protocol can still beat the repeaterless bound and

provide satisfactory key rate.

Background. For a practical quantum key distri-
bution (QKD) system, active modulation devices in a
source might introduce additional side-channels [1, 2] or
be susceptible to Trojan horse attacks [3, 4], leaking in-
formation to Eve. Therefore, it would be ideal if we can
remove the modulation devices in the source and imple-
ment decoy-state setting choice [5-7] and the encoding
of signals passively by post-selection or post-processing
only.

Passive decoy-state [8, 9] and passive encoding [10]
schemes have both been proposed for BB84 systems.
More recently, fully passive BB84 schemes [11, 12] com-
bining both passive decoy-state preparation and en-
coding have also been proposed, which entirely re-
move active modulators in the source. Passive state-
preparation has also been implemented for Gaussian-
modulated continuous-variable (CV) QKD [13] and very
recently for discrete-modulated CV-QKD [14].

All the above passive schemes, however, aim at re-
moving side-channels in source modulators. We can fur-
ther improve the implementation security of the sys-
tem if we can apply passive encoding and decoy-state
choice to measurement-device-independent (MDI) proto-
cols [15, 16], which can remove side-channels in detectors.
Particularly, the new twin-field (TF) QKD [16] protocol
can provide both measurement-device-independence and
exceptionally high key rate. In fact it can beat the upper
bound for the rate-distance trade-off relation without a
repeater [17] and so far has enabled QKD over as far as
1000 kilometers [18]. Ever since its proposal, TF-QKD
has led to much theoretical interest [19-27] in recent years
and many experimental demonstrations [28-37]. While
there has been a recent proposal for passive decoy-state
TF-QKD [38], it still requires active modulators for en-
coding. So far, there has never been any passive-encoding
(or fully-passive) scheme for TF-QKD.
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FIG. 1. (a) The setup for a single source module for Alice
(Bob holds an identical module with sources B1 and B2). Al-
ice prepares two strong laser pulses and splits off each of them
respectively to measure the phases ¢ 41 and ¢42. She then let
the two pulses interfere, and attenuates one of the output port
to single-photon level before sending off the output signal to
Charlie. Alice can also replace the “discard” port with a clas-
sical detector, but the detection results are already implied
by ¢a1 and ¢a2. (b) The overall setup for fully passive TF-
QKD where Alice and Bob prepare signals and send them to
a third untrusted party Charlie, who performs a swap test
and publicly announces the results. Alice and Bob also need
a common phase reference, e.g. sent by Charlie, or estab-
lished by Alice and Bob sending strong pulses to Charlie for
comparison and feedback.

In this work, we build upon the CAL TF-QKD
protocol [23] and propose the first fully passive TF-QKD
scheme, where all the encoding, decoy-state setting
choice, as well as even the basis choice, are entirely
generated by post-processing, and all the degrees-of-
freedom (DOFs) come from the randomness of the
phases from the laser sources themselves. To address
the main challenge of heavy sifting (which would occur
if one performs naive post-selection), we also propose a



set of post-processing strategies that match phase slices
and maximize the amount of signals used, reducing loss
in key rate due to sifting. This allows us to have a
protocol with very high implementation security with no
side-channels in either detectors or source modulators
[39] as well as satisfactory key rate.

Setup. In the passive setup, we make use of two in-
dependent laser sources for each of Alice and Bob, which
we denote as sources A1,A2 B1 and B2. The pulses are
first generated at strong intensity levels, which allow us
to split off the pulses and measure classically the phases
of all pulses (e.g. by interfering with a reference laser),
which we can denote as @41, a2, ¢p1 and ¢ps. For sim-
plicity, we set the four laser sources to all output pulses
at the same intensity finqz/2.

The most crucial assumption here is that the phases are
all independent and random, i.e. uniformly distributed
between [0, 27r). Such inherent phase randomness in laser
sources have already been used for QKD systems and
quantum random number generators (QRNGs) [40-44].
We also assume that Alice and Bob can establish a com-
mon phase reference for all their measurements.

Alice (Bob) first lets Al and A2 (B1 and B2) interfere,
and the signal from one output port is then attenuated
to single-photon level, and sent to the relay Charlie, who
lets the incoming two beams interfere and announces
the click events from detectors DO and D1. Alice (Bob)
can optionally observe the other output port of their
local interferometer to obtain the output intensity, but
this information is also already contained in |pa1 — @ a2]
(l¢1 — ¢B2|). The setup can be seen in Fig. 1.

Protocol. We can use the above setup to implement
fully passive CAL TFQKD [23].

1. Alice and Bob simply prepare the states based on
the setup in Fig. 1 and send out the signals without
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FIG. 2. (a) The post-selection of phase-slices for Alice and
Bob in the coding phase (X basis). Alice and Bob each only
post-select cases where their local two phases are in the same
slice and the slice happens to have an index of k = 1 or
k = N/2+1 corresponding to 0 and 7 phases (here total slice
number is N = 8). Note that Alice and Bob can further use
mismatched slices to generate key (details are described in
Appendix C). (b) The post-selection of decoy intensities for
Alice and Bob. They can e.g. divide the domain into a 3 x 3
grid where each S;; corresponds to a decoy setting.

any modulation, while recording the locally mea-
sured @1, Pa2, 01 and ¢ps. Charlie announces
the detection results k., kg from detectors Dy and
D,.

2. During post-processing, Alice and Bob first each
randomly chooses between a coding phase (X ba-
sis) and a decoy phase (Z) based on local random
classical bits. They announce their basis choice.

(1) In the signal X basis, Alice and Bob divide up
the [0,27) domain of phases into N slices (N is an
even number), and assign each of the phases they
measured into a slice, indexed by k (we can denote
the indices respectively by ka1, ka2, kg1 and kpa).
In the simplest form of post-selection, Alice (Bob)
only announces a successful event if the two local
phases ¢a1 and a2 (dp1 and ¢po) fall within the
same slice, and the slice happens to have an index
ofk=1ork=N/2+1 (i.e. target states are ¢ =0
or ¢ = ) and discard the event otherwise, as shown
in Fig. 2 (a). Alice and Bob keep their slice indices
secret (which correspond to their classical bits 0 or
1).

(2) In the decoy Z basis, Alice and Bob each
post-selects their signals based on |¢p41 — ¢ 42| and
|¢B1 — @p2|, which is equivalent to measuring and
post-selecting the output intensities p4 and pp,
both of which randomly lie between [0, t4.] fol-
lowing an intensity probability distribution p(u) =
1/(m/ (ttmae — 1)) [11]. Alice and Bob can sim-
ply divide the ranges into continuous post-selection
regions S;; (similar to passive decoy-state method
[8]) and announce the region the signal each falls
in. For instance, they can simply divide the domain
equally into 3 x 3 square regions, which conceptu-
ally correspond to the intensity set of {u,v,w} X
{p,v,w} for active TF-QKD. They can then per-
form decoy-state analysis and estimate photon-
number yields Yi,,,.

3. Alice and Bob perform sifting of basis, perform
error-correction on their raw key obtained from the
coding phase, and perform privacy amplification,
the amount of which is estimated using the upper-
bounded phase error rate and also the classical in-
formation leakage (in the same fashion as active
TF-QKD).

While the above protocol is already a functioning fully-
passive CAL TF-QKD scheme, the main drawback of it
would be the heavy sifting due to post-selection (there
is only a low probability that scales with 1/N* for Alice
and Bob’s slices to follow the pattern in Fig. 2). To ad-
dress this problem, we propose a post-processing strat-
egy where Alice and Bob can match up the originally-
discarded slices that do not have the same index to im-
prove sifting. Any combination of {ka1, ka2, kp1,kp2}
can be potentially used to generate key. Some highly



mismatched combinations might have zero key rate, but
they will have no detrimental effect to the total key rate
since we can choose only the combinations with positive
key rate to generate key.

In the improved sifting scheme, Alice and Bob do not
have to choose slices corresponding to 0 and 7 phases, but
instead, any pair of ¢ and ¢g + 7 can be used to gener-
ate key (since Charlie only measures the phase difference
between incoming pulses), i.e. Alice and Bob can use
any pair of k = or k = N/2 4 [ and publicly announce
their reference point index I (so long as they each still
choose between states with 0 or 7 phase differences with
respect to the reference point ¢¢ and keep this choice
secret). Additionally, it is possible to have mismatched
local slices (ka1 # ka2 and kg1 # kp2, which correspond
to smaller and potentially unequal signal intensities for
Alice and Bob) and mismatched phase references between
Alice and Bob (ka1 # kp1, which corresponds to a mis-
alignment between Alice and Bob). More details on this
strategy can be found in Appendix C. The final key rate
can simply be a summation of the key rates from all com-
binations for Alice’s and Bob’s slices.
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[max(0, Ro,1(ka1, kaz, kp1, kp2))
+max(0, Ry 0(ka1, ka2, kB1,kB2))]s

which includes a sifting factor of 1/N* corresponding to
the probability of signals falling within each pattern of
slices [45]. The subscripts of Ry, k, corresponds to de-
tection patterns from Charlie.

Importantly, since we add up all combinations of phase
slices, increasing the slice number N does not affect the
sifting factor and only increases the key rate. Our slice
size is only limited by the accuracy and resolution of
the classical local detection (at least in the asymptotic
scenario with infinite data size, which is the focus of this
work. Finite-size analysis will be the subject of future
studies.). This is the main reason why, as we will later
show, our key rate is only moderately lower than the
active counterpart, despite we are slicing and matching
the phases for four independent sources.
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FIG. 3. (a) An equivalent local quantum channel £4 inside
Alice’s lab, which perturbs an otherwise perfect laser source
with intensity ftma. into the physical output signal from the
setup in Fig. 1 (a). The same channel can be assumed inside
Bob’s lab.
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FIG. 4. After we apply the Cauchy-Schwartz inequality and
convert the source into a summation of n4 photon number
states, the local channel £4 is equivalent to a local lossy
channel for an n4 photon state and potentially reduces it
to ma photons with probability of Py ,, ¢, (malna). A sim-
ilar process applies to Bob. The local transmittances at Alice
and Bob are multiplied to the external channel yield Y, ymp,
which can be estimated from the decoy-state analysis.

Security. In the fully passive CAL TF-QKD scheme,
the main difference from the active counterpart would
be the finite size of the phase slices, Ay = n/N (for
convenience, we define a slice to be 2A4). This can be
considered as a type of source preparation imperfection:
(1) the signal state QBER would be inherently higher
due to the slightly mismatched phases of Alice and Bob’s
signals, even if they choose the same slice, e.g. k = 1;
(2) the characterization of the source states (which were
just @), |—a) for active TF-QKD) is imperfect, since the
interference of e.g. sources Al and A2 with finite phase
slices results in fluctuations in both the source intensity
and the source encoding (phase). This may result in a
security loophole and need more careful discussions.

Here we consider a local quantum channel [46-48] €4
(Ep) inside Alice’s (Bob’s) lab, as shown in 3. The chan-
nel accepts a perfectly prepared source with intensity
maz- The signal is split evenly in two and a random
phase modulation between [—Ay, Ay] is applied on each
path. The signals are re-combined to interfere at a sec-
ond beam splitter, one output of which is directed to the
output and the other port is discarded. A perfect source
going through this quantum channel will generate the ex-
act same statistics as that of the physical source in Fig.
1 (a) after Alice post-selects slices k41 = 1 and kaz =1
[49].

Therefore, we can pessimistically “yield” this quantum
channel to Eve and consider it as part of the external
channel under Eve’s control. In the signal X basis, this
simply means that the higher QBER (physically due to
finite phase slices) can be considered part of the channel
and it only increases error-correction cost.

For the conjugate Z basis, we recall that in CAL TF-
QKD [23], we establish a virtual protocol with cat states
in Z basis, and apply the Cauchy-Schwartz inequality to
bound their statistics (the phase error rate) with yields
from photon number states, Y, ,m, we estimate from
real WCP states as decoy-states. Here for passive TF-
QKD, the yields we obtain from decoy-state analysis only
represent the external physical channel and do not in-
clude the effect of £4 and £g. We observe that the local
channels can in fact be represented as just local losses,



as shown in Fig. 4, which reduce e.g. n4 photons to m 4
photons with probability Pg,, ¢.,(mal|na). The actual
yield can be written as:

NN
By S0 J=Ag Ay
na np
Z Z Py a1 ¢4 (mA‘nA>P¢Bl,¢Bz (mB|nB)YmAmB
ma=0mp=0
dpa1dp a2dpp1dg B2,
(2)
which can be used to calculate the corrected phase er-

ror rate. The detailed expressions and derivation can be
found in Appendix D.
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FIG. 5. Simulation of the key rate for passive TF-QKD ver-
sus active TF-QKD. Here we only consider the scenario of
infinite data size. The PLOB bound [17] is also included for
comparison. We generate key rate for passive TF-QKD for
both the asymptotic case with infinite decoys and the case
with three decoy settings for each of Alice and Bob. As can
be seen, passive TF-QKD only has moderately lower key rate
than the active counterpart and is still able to surpass the
PLOB bound under practical settings.

Results. Here we perform a simple simulation for pas-
sive TF-QKD versus its active counterpart in the asymp-
totic limit of infinite data size and infinite decoys (i.e. we
assume Alice and Bob can estimate Y, ,m, perfectly).
We set a dark count rate of py = 1078, no misalignment,
a fiber loss of 0.2d B/km, detector efficiency of ng = 1 (the
efficiency can be equivalently incorporated into channel
loss) and an error correction efficiency of f. = 1. Here for
simplicity, the signal intensity is first optimized for active
TF-QKD and also used for the passive protocol (ranging
from approximately fimqz = 0.01 to 0.12 depending on
distance) [50] and we fix the slice number to a reasonably
large value N = 24.

We also plot the key rate with three passive decoy set-
tings for each of Alice and Bob (using the 3 x 3 grid decoy
regions as shown in Fig. 2 (b)), where we choose regions
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More details on the active and passive decoy analysis

models used in the simulation are included in Appendix
F.

The results are shown in Fig. 5. As can be seen,
the passive TF-QKD scheme still yields satisfactory key
rate and can exceed the linear repeaterless bound [17].
The asymptotic key rate is about 1.2 orders-of-magnitude
lower than the active counterpart, due to the inherent
QBER and increased local losses resulting from finite
phase slices, in exchange for the much better implemen-
tation security. The key rate using three decoy settings
is lower than that of the infinite-decoy case at longer dis-
tances, mainly due to decoy intensities being relatively
small (since all decoy intensities are no larger than pi,,qz ),
although it can still beat the PLOB bound.

Note that, however, the main purpose of the passive
TF-QKD scheme is not to reach a record-breaking key
rate, but rather to provide a higher implementation se-
curity than either active BB84 or active TF-QKD (while
still maintaining good key rate), and it would be useful
not only at long distances, but even at close-to-medium
distances (where it does not beat the PLOB bound), such
as in a metropolitan network with untrusted relays and
multiple users.

Discussions. In this work, we have proposed a passive
TF-QKD protocol that removes both detector and source
modulator side-channels while also offering satisfactory
key rate.

A main challenge for implementing the scheme experi-
mentally would be maintaining (1) a common phase ref-
erence between the distant parties Alice and Bob, as well
as (2) a good interference visibility between all four laser
sources (including timing and frequency stability). Sta-
bility of interference between the local pairs of sources
can be addressed by using a time-delay scheme [11] that
allows each of Alice and Bob to just use a single laser.
The bigger challenge, on the other hand, is to remotely
establish the global phase reference and maintain the fre-
quency stability between Alice and Bob. This is also a
challenge for active TF-QKD schemes, which usually use
phase-locking schemes that send reference signals (from
Charlie or locally from Alice) through service fibers to
Alice and Bob respectively, implementing optical phase
locked loops [30, 31, 34, 36, 37], time-frequency metrol-
ogy [29, 37], or injection locking [32, 35] (citing cate-
gorization from Ref. [52] Table I). However, a unique
challenge passive TF-QKD faces is that we need inde-
pendent phase randomness between Alice’s and Bob’s
sources, making phase-locking no longer viable. In prin-
ciple, though, Alice and Bob can send strong signals to
Charlie and evaluate their phase drift, and use classi-
cal feedback mechanisms (e.g. temperature control at
source, or post-processing/compensation at Charlie) to
maintain the frequency stability between signals [51]. For
instance, there have very recently been proposals for TF-
QKD schemes that achieve frequency stability without
phase-locking using compensation at Charlie’s station



only [52, 53]. An experimental demonstration of the fully
passive TF-QKD scheme as well as a finite-size analysis
for the passive TF-QKD protocol would be subjects of
future work.
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sum of key rate should be divided by a factor of 4). How-
ever, since {ka1, ka2} and {kB1, kp2} now correspond to
pairs of slices, the sifting factor (number of signals falling
within these pairs of slices), which was originally 1/N*,
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Appendix A: Comparison with Fully Passive BB84

We have recently proposed a fully-passive BB84
scheme [11], which can impressively also remove active
modulators for both decoy-state choice and encoding.
The scheme can also potentially be used for fully pas-
sive measurement-device-independent QKD.

However, Ref. [11] focuses on a polarization encoding
setup (or an equivalent time-bin phase encoding scheme)
involving two different optical modes, and post-selects
from states spanning the entire 3D Bloch sphere. This is
a very different idea from what we propose in this work
for TF-QKD, which always prepares states in the same
polarization mode and performs slicing and matching for
just the different relative phases between pulses.

Additionally, fully passive TF-QKD can eliminate side-
channels from not only source detectors, but also detec-
tors, enabling higher implementation security than either
fully-passive BB84 or active QKD. While future applica-
tions of the fully passive source in Ref. [11] to MDI-QKD
can potentially offer similar protection against detector
side-channels, a fully passive TF-QKD scheme can poten-
tially provide better scaling of key rate versus distance.

Appendix B: The CAL Twin-Field QKD Protocol

Here we present a brief recapitulation of the CAL TF-
QKD protocol [23], which the passive protocol in this
work is based on.

In the encoding basis X, Alice and Bob encode infor-
mation by sending the states (for simplicity here we only
show Alice’s system, and Bob’s system has the identical
form but with suffixes B and b):

[ ale), +1=)al-a), (B1)

in the X basis.

In a virtual protocol, Alice sends cat states in the Z
basis:

10) 4 (J0)q + [=))/V2 +[1) 4 (J), = [=a),)/ V2
=10)41C0)q + 1) 4 1C1),
(B2)
where |Cy), and |C), are (unnormalized) cat states.

Alice and Bob measure their local qubits in X or Z
bases. The phase error rate for the signal states is sim-
ply the bit error rate for the cat states. Moreover, us-
ing Cauchy-Schwartz inequality, any statistics for the
cat states (which are superpositions of photon number
states) can be upper-bounded by statistics of a mixture
of photon number states. The upper bound for the phase
error can be written as [23]:

QX Z
ke.kqCke ka

o0 (B3

< Z [ Z Ciﬁj)cﬁ’éﬂ Yk€7kd7mAmB] ’ ( )
7=0,1 Lna,np=0

where Ych,kd,mAmB is the yield for the m4,np photon
number state (here instead of using the notation Y, ,mp,
in the following Appendices we use the more detailed no-
tation from Ref. [23] and include the basis Z and detec-
tion event k., kg information), and the coefficients for cat
states are:

. na
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In practice, instead of using real cat states, in the Z
testing basis, Alice and Bob prepare phase-randomized
WCP states in various intensity settings, which can be
used to construct a linear program and solve for n4,npg-
photon yields Y,i kamanp ohat is used above to calculate
the phase error rate.

The secure key rate is

R, kg = Qii,kd[l - h2(efc,kd,) - feh2(El§i,kd)]v (B5)

where f. is the error-correction efficiency and E,ii k, the
observed quantum bit error rate in signal basis. The final
key rate sums up the two detection patterns

R=Ry1+ Rip. (B6)

Appendix C: Phase Slice Matching Strategy

Here we describe in more detail the phase slice match-
ing strategy that we propose in order to minimize the
amount of discarded signals.

As mentioned in the main text, we allow Alice and Bob
to generate key with any combination of phase slices for
sources Al, A2, B1, and B2, indexed by ka1, kAo, kp1
and kpo. Compared to the default case as shown in Fig.
2 where Alice and Bob both pick the same local slice
and both use the same phase reference, there are four
possible types of mismatches, which we show in Fig. 6.
We will proceed to explain that all of these mismatches
are already included in the current framework and do not
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FIG. 6. Types of mismatch between phase slices for sources A1, A2, B1, and B2. We also show the target states (the asymptotic
limit of the state if the slice size is infinitely small) to be prepared. All types of mismatch only affect the key rate and will
not require additionally modified security analysis. (a) Alice and Bob’s phase reference points are not kK = 1 (i.e. not ¢ = 0);
(b) Alice and Bob’s local slices are not the same; (c) Alice and Bob’s phase reference points are different; (d) The amount of
mismatch between Alice and Bob’s local slices are different. The above types of mismatch give us four degrees-of-freedom and

can be used to describe any combination of {ka1, ka2, kp1,kp2}.

need additional revision to the security analysis:

1. As shown in Fig. 6 (a), the global phase reference
for Alice (and also Bob) is not zero. This does
not have any effect on either bit error rate (since it
generates identical statistics at Charlie, who only
compares phase difference between Alice and Bob)
or the phase error rate (since the effect is equivalent
to a phase drift in the external channel and does not
yield any additional information to Eve), leading
to the same secure key rate as slices with phase
reference point at zero.

2. As shown in Fig. 6 (b), the local slices are mis-
matched at Alice (and also Bob). This results in a
shifted phase reference (which has no effect on the
key rate so long as the amount of shifting is the
same for Alice and Bob) and also a smaller average
signal intensity. A smaller average intensity simply
changes the coefficients for the cat state and does
not affect security, while the fluctuation of intensity
and phase will be addressed in the next section in
the security analysis.

3. As shown in Fig. 6 (¢), Alice and Bob’s phase refer-
ences can be different. This is equivalent to a chan-
nel misalignment and will result in higher QBER
and lower key rate, but will not affect the security.

4. Asshown in Fig. 6 (d), the amount of mismatch be-
tween Alice’s and Bob’s local slices can be different.
This on the one hand results in a different phase ref-
erence (same as mentioned above), and also results
in asymmetry between Alice’s and Bob’s average

signal intensities. As discussed in Ref. [26], the cat
states for Alice and Bob are independent and are
allowed to have different coefficients. Asymmetric
signal intensities simply result in worse visibility
(hence higher QBER) when channels are symmet-
ric, but might be beneficial if the physical channels
are asymmetric to begin with.

These four degrees-of-freedom 1 = (ka1 + ka2)/2,
o = kaz — ka1, 3 = (ka1 + ka2)/2 — (k1 + kp2)/2,
and x4 = (kg2 —kp1) — (kas — ka1), are sufficient to rep-
resent all combinations of {ka1,ka2,kB1,kB2}, meaning
that the use of any such combination will be a legitimate
setup for CAL TF-QKD (and will allow the same form
of the bounds on the key rate, without introducing any
security loophole). Therefore, we can simply add up the
non-zero key rates, in the form of Eq. 1.

Additionally, for the sole purpose of simplifying the
calculations, we can calculate:

1 N N N
R=sz > D> >
klyo=1kp=1kp,=1 (Cl)
[maX(O’R0,1(07 k:427 ;31’ ;32))
+ max(0, R1,0(0, Ky2, k1, Kp2))],

where k'y5 = kaz — ka1 (and same applies to kp; and
kp2). This is because the global phase reference point
does not have any effect on the key rate, so we can freely
“rotate” all phase slices until k4, to zero and obtain the
same statistics and key rate. A factor of 1/2 is removed
because we no longer double-count the 0 and 7 phases



for kas1.

Appendix D: Security Analysis for Passive TF-QKD

As described in the main text, the finite size of the
two local phase slices at each of Alice and Bob results
in fluctuations in the intensity and phase of the signal
states, which can potentially lead to a security loophole.

To address this, we construct local quantum channels
[46—48] £4 and &g inside Alice’s and Bob’s labs, as shown
in 3, and yield these channels to Eve’s control (i.e. assum-
ing they are part of the overall external channel). For the
signal basis, the only implication of this is higher QBER
and consequently higher error-correction cost, which is
already accounted for in the physical observation E,ii ,kd)'

The trickier part lies in the Z basis. We similarly use
the virtual protocol for CAL TF-QKD and assume Alice
and Bob send perfect cat states in the Z basis, which
first pass through £4 and £p before passing through the
physical channel, which we can denote as £g.

We can apply Cauchy-Schwartz inequality at the per-
fect source first, such that we can simply consider the
statistics for Alice and Bob sending mixtures of na,npg
photon number states first through £4 ® £ (whose ef-
fects are simply equivalent to photon losses, as shown)
and then through the external channel (whose effect is
described by the yield Yk{,kd,mAmB’ which can be ob-
tained from decoy-state analysis).

The effect of £4, as shown in main text Fig. 4,
can be described by a set of conditional probabilities
Py, 64,(malna) of obtaining ma photons from Alice
sending n 4 photons into the local channel (a similar pro-
cess holds true for Bob):

P¢A17¢A2 (mA|nA)

1 TLA!
P mal(na —ma)!

m D1
|:1_|_ei7f/2+(¢A2_¢A1):| 4 ( )

. (na—ma)|?
{1 +em/2+<¢42—¢m)] 7

which depends on the phase difference between the upper
and lower path, ¢ 42 — ¢ 41. The total yield can be ob-
tained from Eq. 2 in the main text, which sums over all
combinations of m 4, mp and integrates over the possible
phase differences between ¢4 and ¢ 7.

Note that, while in Eq. 2 we have considered the slices
ka1 = kao = kg1 = kpo = 1 for simplicity, in prac-
tice when using the aforementioned phase slice match-
ing strategy, the slices can have any index. This simply
results in a different integral region for the slices (and
higher local photon losses):

kmkd,nAnB =
/ /2kA2A¢+A¢ /2k§31A¢+A¢ /2]6’52A¢+A¢
2kA2A¢ 2k}31A¢7A¢ 2k332A¢7A¢

Z Z Ppoipaz(Malna)Pys, 6p,(mplng)

ma=0mp=0

XYy kmampd0a1dd a2ddp1ddps,

(D2)

where we have included the slice indices for A2, B1, and
B2 (and again, we can assume k47 = 0 due to the sym-
metry).

Appendix E: Source and Channel Model

1. Simulation of Observables

Firstly, we consider the coding phase. Alice and Bob
selects the phase slices ka1, ka2, kg1 and kps. Within
each slice, the phase is distributed within a range of
[—A, A] where A = /M.

Here we first consider the statistics for a given set of
phase @41, p42,0p1 and ¢po, which can later be inte-
grated over domains that are dependent on the phase
slice choices.

The amplitudes at Alice and Bob’s output ports
A3, B3 (the ports A4, B4 are omitted as these signals are
either discared or measured by an intensity modulator)
are:

20 pidar 4 Z ei(daz— 7T/2)

a =
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where a9 = /ug, and the output amplitudes are com-
plex numbers (i.e. vectors in complex space). We can
convert a43,aps from Cartesian to polar coordinate in
the complex space:

[Re(aas), Im(aas)] — [aa, ¢al, (52)

[Re(aps), Im(aps)] — [ap, é8],
where we can now treat Alice’s and Bob’s output states as
if they were two coherent light sources of amplitudes and
phases (a4, ¢4), (ap,¢pr). Let n be the channel loss be-
tween Alice and Charlie (and Bob and Charlie, assuming
symmetric channels). The output ports C, D at Charlie
has amplitudes:
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For a given detector with a coherent light of amplitude
« arriving at it, we can calculate the click probability:

(E3)
n O‘Bixz/ﬁeiwrw/z).

2
P = 1 —e~1°17 (1 = py), (E4)

where pg is the dark count probability. Combining the
data from detectors C' and D gives us the singles proba-
bility

Pk)i,kd(¢z417 ba2, 81, 982) = (Paick.c)™ (1 — Peice.p)"
X (Pclick,D)k”’(l - Pclick,C)kd
(E5)
where k., kg can be bits 0,1 or 1,0. Note that this click
probability is solely a function of the four local phases,

(pa1,Pa2, dB1, OB2)-

Next, considering the phase slices chosen, the actual
observed data is a 4-dimensional integral of the click
statistics over the slices.
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where the two parities +, — depend on the encoding bits
that are sent (and how Alice and Bob determine which
pairs correspond to 0 or 1 bits). Here we characterize the
misalignment between Alice and Bob as ¢r. However,
since Alice and Bob will generate key from all combina-
tions of slices, the misalignment can be roughly consid-
ered as a rotation for all of Bob’s slices - which would
affect the overall key rate very little. This is an addi-
tional benefit of using the passive encoding scheme we
propose.

Depending on how Alice and Bob choose the 0 vs 1 bits
(ideally, the smaller between Qkakd)Jr, QkXC’kd’f should be
defined as the error), the QBER can be written as:
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El?i,kd = min(QkXC,kd,Jra QkXC,kd,f)/(QkXC,kd,+ + QkXC,kd,f)'
(E6)

Secondly, we consider the testing phase (decoy states).
Here, we can consider Alice and Bob to simply have
two phase-randomized sources with arbitrary intensities
(1, up) each taking a value between [0, timaz] - funda-
mentally, the values are determined by |¢pa1 — ¢ 42|, but
for convenience we convert the DOF's into (ua,pup) di-
rectly. Note that, while the phases are uniformly dis-
tributed over [0, 27), the corresponding intensities satisfy
the probability distribution of

1

- /J/A)\/MB (Mmaw - MB) .
(E7)

Pint(pa, pp) =
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This probability distribution integrates to 1 over the
region [0, tmaz] X [0, tmaz]. Note that the intensities
1A, i, the random relative phase ¢sp between Alice
and Bob, together with a random global phase (which
ensures the validity of the photon-number assumption,
and cannot be used for post-selection), contains the same
amount of information as (¢ a1, Pa2, 51, dB2).

For any given set of (14, up, ¢an), the amplitudes ar-
riving at detectors C, D are

neA ./ TIUB i($an— ﬂ/g)
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\f V2 (ES)
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where, again, the click probability is
P =1 — e 11 (1= py), (E9)

from which we can again combine the click probabilities
for C and D detectors and obtain the single-click proba-
bility

PE (A, 15, 048) = (Petick,c) (1 — Pejiex,p )"
% (Petice.p)* (1 — Peier,c)*
(E10)

As mentioned above, we can divide the 2D domain of
1A, g into arbitrary regions playing the roles of “decoy
settings”. The average gain in each region is:
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where Pg, . is the normalization factor of intensity distri-
bution:
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For instance, we can set a grid of 3 x 3 square regions.
In this case, the gain for each setting (a,b) (where a,b =

1,2,3) is
1 /aumaI/S /bumaz/S /27r
a 27TPS' j (a 1)Hmar/3 (bil)ﬂmaz/:j 0

Pk ka (ﬂAa UB, ¢AB) znt(,qua MB)
dpadppdpap.
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An example decoy setting strategy is shown in Fig.
2(b).

2. Characterization of Source States

By the way, just for reference, we can also character-
ize the states that are sent out by Alice and Bob. The
information below is not used in the simulation (which
only uses integration of the observable functions and do
not directly use the density matrix), though, and is listed
only to aid the readers’ understanding of the setup.

Before they perform post-processing, the state Alice
and Bob each send is simply a globally-phase-randomized
and intensity-randomized coherent state, similar to the
output of a passive-decoy setup. The intensity probabil-
ity distribution of Alice’s (or Bob’s) output is p(u) =

1/(m/i(ttmaz — 1)) [11].  The joint state, when ex-

pressed in the Fock basis, can be written as:

Hmaz Hmax
PAB = / / Py MA ,UB)

na,nNp
X PPoisson (,UJA, nA)PPOiSSOn(,U'Ba nB)d,LLAd,UfB)
X |na,ng) (na,ng|
(E14)
where P)int = 1/(71'2 \//LA (,Ufmaz - /LA),UB (,Ufma:c - ﬂB))
and Ppy;sson 1 the Poissonian distribution.

In the Z basis, Alice and Bob each post-select a range
of intensities as their decoy setting (while keeping the
global phase random). The conditional states can be
written as:
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where S;; is the decoy region corresponding to setting
(a,b) (where, as an example, a,b =1,2,3).

In the X basis, Alice and Bob post-process the data and
divide them into pairs of slices. Here for simplicity, let us
focus on Alice, and consider the case where she selects the
first slices for her sources Al and A2, i.e. ka1 = kao = 1.
The case where she selects differently indexed slices and
the case for Bob can both be derived from this basic case
straightforwardly.

Based on Eq. El, we know that if Alice inputs two
states |ape??41) and |age’?42) into a beam splitter, on the
output port A3, the coherent state can be described by
the complex amplitude a3 = %ew“ + i%ei(‘“?_”/m.
Let us denote it as aas(da1, da2) as it is a function of
the input phases ¢ 41 and ¢ 42. The output state of Alice
(conditional to her choosing ka1 = ka2 = 1 in the X
basis) is:
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From the above, we can similarly write out p% and
hence pip = pi ® p3 .

Note that, here pf is the same state being sent out by
both the physical setup in Fig. 3 and the equivalent setup
with a virtual “local channel” in Fig. 4, since by defini-
tion both setups interfere two coherent states |cpe!®4t)
and |ape’®42) at a beam splitter, where ¢4; and ¢ 49 each
fluctuate within ranges [-Ag, Ay]. The only difference
is that, in the former setup, the fluctuations come from
the random phase initialization in the two sources (af-
ter which the phases are further post-selected into two
given slices), while in the latter setup, the fluctuations
come from the active modulation of two identical incom-
ing pulses being split off from the same source.

Note that in the case of active TF-QKD, the X basis
signal states are simply coherent states |o) and |—a). On
the other hand, in the case of passive TF-QKD, the fluc-
tuations of the phases result in the state p% with mixed



phases (within the range [Ay4, Ay]) and mixed intensities
(possible to take values smaller than gi,,q., when ¢ 41 and
® a2 are mismatched).

(a) Perfect coherent state

(b) Actual output state
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FIG. 7. (a) The Wigner function of a coherent state with
intensity u = 2. (b) The Wigner function of px with intensity
tmaz = 2,Ay = /4. (c) The Wigner function of a coherent
state with intensity p = 0.1. (d) The Wigner function of
pfg with intensity ptmae = 0.1, Ay = 71'/24 (corresponding to
N = 24). We deliberately choose a large intensity and wide
phase slice for the above two figures to illustrate the spread
of phases for p% due to the finite size of the phase slice. For
the below two figures with reasonable intensity and phase
slice values, we can see that the state p% is very close to the
perfect coherent state (and the Wigner functions are almost
indistinguishable). The Wigner function plots are generated
with the QuTiP library [54].

To visualize the state, we can plot out the Wigner func-
tion of p%X, as shown in Fig. 7, where we also plot the
Wigner function of a coherent state with intensity fixed
at fimae for comparison (here fimar = 2|ag|?). In Fig. 7
(a)(b) we choose an extreme case of (e = 2, Ay = /4
to more clearly illustrate the mixed phases caused by
sorting signals into phase slices of a finite size.

In Figs. 7 (c)(d) we choose a set of reasonable values
Hmaz = 0.1,Ay = (7/24) (which are similar to the pa-
rameters used in our simulations). As can be seen, the
output signal state in the passive TF-QKD setup is actu-
ally quite similar to that of active TF-QKD. Here when
N = 24, the fidelity between p% and |a) (o] is as high as
approximately 99.97%, and even when N = 8 the fidelity
is still about 99.74%. This means that, the finite size of
phase slices has little effect on the statistics measured by
Alice and Bob (hence the key rate is not affected much),
but rather is only a security concern, which we address
by constructing the virtual local channels, as described
in the previous section.
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Appendix F: Decoy Analysis Models

In this section we describe the models of decoy state
analysis we used to generate the key rates in Fig. 5, in-
cluding that of active TF-QKD, passive TF-QKD with
infinite decoys, and passive TF-QKD with a finite num-
ber of decoys. Note that, throughout this paper, we
focus our discussions on the scenario of infinite signals
only, while finite-size effects will be a subject of future
work. When use terms including “asymptotic” and “fi-
nite” here, we are referring to the number of decoys set-
tings.

1. Active TF-QKD: we simply follow the practical pro-
tocol 3 from [23], i.e. CAL TF-QKD with signal states of
phases {0, 7} in the X basis, and phase-randomized de-
coy states with various intensity settings in the Z basis.
In our simulation, we consider the asymptotic case with
infinite decoy settings, i.e. Alice and Bob have perfect
knowledge of all the photon yields Y, ,,m,. We calculate
the key rate simply using the theoretical values for the
yields. The full form of yields in the presence of chan-
nel polarization misalignment is shown in [23]). Here for
simplicity we consider no polarization misalignment, in
which case the yields can be simplified into:

ma mA mp m
Z,pa=0 . B
ch,ZZ,mAmB _Z < k ) Z ( l )
k=0 =0
nkJrl(]_ _ n)mAerB*k*l(k + l)l (Fl)
8 kFTEI]]
- (1 - T’)mA+va

where 7 is the channel loss between Alice (Bob) and
Charlie. In the presence of dark count pg, the corrected
yields are

Yk{,kd,mAmB :(1 _pd) [p (1 - n)mA+mB + Yrﬁi?gg] .
(F2)

2. Passive TF-QKD with infinite decoys: For passive
TF-QKD, we first consider the case of infinite decoy set-
tings, where we again assume that we have perfect knowl-
edge of all photon yields Y, ,m, and use Egs. F1 and
F2. The external channel yields Y;, ,m, are further used
in calculating the corrected yields Y;, ., in Eq. 2 when
including the effect of local channels in Alice’s and Bob’s
labs in the passive TF-QKD security analysis. The cor-
rected yields are then combined with passive signal state
statistics to calculate the key rate.

There is actually a slightly caveat here: for passive
TF-QKD, since there is no active basis-switching and the
same signal is used for X and Z bases (just with differ-
ent post-selection/post-processing strategies), the decoy
intensities are limited to the range of pa € [0, timaz] and
1B € [0, tmaz] and are capped by fimaq, which is on the
order of ~ 0.01 — 0.12 and needs to be small because
the phase error rate estimation favors smaller signal in-



tensities (which affect the cat state coefficients). This is
different from the ideal infinite-decoy case for active TF-
QKD, where the decoy intensities can in principle go up
to infinity.

However, we still have the freedom to choose as many
divisions (each of which can also be infinitesimally small
so it is equivalent to using a fixed intensity value instead
of a range) within [0, ftmqz] as we want. This means that,
in theory, we can still get an infinite number of linearly
independent equations, which are sufficient to solve any
arbitrarily large numbers of variables Y, , ., accurately,
which justifies our usage of theoretical values of Yy, ,mp
when calculating the key rate for infinite-decoy passive
TF-QKD.

8. Passive TF-QKD with a finite number of decoy set-
tings: Lastly, for practical passive TF-QKD using a finite
number of decoy settings, we need to divide up the map of
1A, ip into decoy regions (such as the ones shown in Fig.
2 (b)) and perform passive decoy analysis. Each region
functions as one decoy setting, where we calculate the
gain and the photon number distribution by integrating
over each given region, similar to what is performed in
passive decoy-state BB84 protocol [8, 9] . The average
photon number distribution is:

1
P? =—
Fastmams) = 5 [,

PPoisson (MA, mA)PPoisson (MBa mB)

Pint(pa, pp)dpadus,
(F3)
For instance for a grid of 3 x 3 square regions, the
distribution for each setting (a,b) (where a,b =1,2,3) is

1 Aphmaz /3 bimaz/3

(PZ o (ma,mp)) = /(

B PSij (a=Dpmaz/3 J (b=1)pimaz /3
PPoisson (MA, mA)PPoisson (MBa mB)

})im‘/ (MA; ,uB)d/’[’Ad/J/Ba
(F4)
where the Poissonian distribution is

PPoisson (/La n) = eiu%' (F5)

Once we have the set of observables {Qfm kg )o@ well
as the photon number distributions for each (m4, mp),

1 Note that this is different from the decoy analysis in fully passive
BB84 [11, 12], where the analysis is significantly more compli-
cated since polarization (and by extension the yield and QBER)
also depends on S;;. Here for passive TF-QKD, the decoy anal-
ysis is very straightfoward: the only difference from the active
case is that the photon number distribution is averaged over S;;,
but, importantly, the yields Ych,kd,mAMB do not depend on g4

and pup and is independent of the integral.
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we can list out the linear equations

Qf ks = D Bk, (mamp)Y oy (F6)

na,mB

from which we can estimate the upper bounds of

2 kasmamy and use it to calculate the upper bound for

z
the phase error rate ey .
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FIG. 8. Comparison of key rates for active TF-QKD calcu-
lated with infinite number of decoys using theoretical values
of yields and with decoys capped with a maximum intensity of
Umaz = 0.1 and solved with linear programming. We choose
maez as the same optimal intensity for the case with theo-
retical yields. For the linear program, we choose as many
number of decoys as numerically feasible in order to approach
the asymptotic case (here we use linspace(0,0.05,1) X timaz,
where linspace is an operator that returns an array of equidis-
tant values between 0 and 1 with a step size of 0.05, i.e. using
21 x 21 decoy settings for Alice and Bob in total). No dark
count or misalignment is introduced and the channel only
contains loss. As can be seen, even with a large number of
decoy settings and no noise, the key rate solved with linear
programming is visibly lower at longer distances, illustrating
the numerical instability caused by small coefficients in the
linear program, which is a side-effect of using small decoy
intensities.

Note that, as we mentioned above, the decoy inten-
sities being capped to a small value does not funda-
mentally limit the asymptotic upper bound for the key
rate of passive TF-QKD, since we can in principle still
choose an infinite number of infinitesimally small decoy
regions and solve for the yields with arbitrarily high pre-
cision. However, in practice, the smaller decoy inten-
sity values may still cause some numerical instabilities
for the linear solvers, due to the coefficients being small
and neighboring linear equations having coefficient val-
ues that are rather close to each other. This means that
small numerical inaccuracies might sometimes inadver-



tently cause some sets of linear constraints to be contra-
dictory, making the linear program infeasible for some
Yin.mp (in which case we have to upper-bound them to
one, increasing the phase error rate and decreasing the
key rate). We can illustrate this problem in Fig. 8 where
we compare active TF-QKD with and without decoy in-
tensities capped to a small value and solved with linear
programming. The passive TF-QKD with three decoy
settings suffers from similar numerical challenges, which
means the numerically bounded key rate in Fig. 5 is
slightly lower than what it could have theoretically been.
Note that, however, the above problem not a theoreti-
cal limitation but just a numerical one, and e.g. scaling
methods for the linear program can alleviate the problem
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to an extent (similar to the numerical problem and the
methods to alleviate it as mentioned in Ref. [55]).

Also, experimentally, the smaller decoy intensities put
a higher requirement on the accuracy of intensity mea-
surement, but since the intensity measurement is per-
formed on classical strong light, in principle we can have
arbitrarily high accuracy for the measurements (albeit in
reality this will be limited by the intensity of the laser
diode, as well as the resolution and noise of the photodi-
ode for detection). Again, this is not a theoretical limita-
tion on our use of small decoy intensities, but rather an
engineering one that can be lifted or at least alleviated
with better equipment or experimental design.
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