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Abstract: We present an improved post-quantum version of Sakalauskas matrix power function key agreement protocol, using 

rectangular matrices instead of the original square ones. Sakalauskas matrix power function is an efficient and secure way to 

generate a shared secret key, and using rectangular matrices provides additional flexibility and security. This method reduces the 

computational complexity by allowing smaller random integer matrices while maintaining a high level of security. We don’t rely 

on matrices with special formatting to achieve commutativity; instead, we use full random values on those structures, increasing 

their entropy. Another advantage of using rectangular matrices over key agreement protocols is that they offer better protection 

against various linearization attacks. 
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1. Introduction 

Post-quantum cryptography has become an important area of research. It aims to develop cryptographic algorithms 
that are secure against attacks by quantum computers [1]. One of the most important applications of post-quantum 

cryptography is key agreement protocols [2], which allow two parties to establish a shared secret key over an insecure 
channel. In this paper, we explore the use of rectangular matrices instead of traditional square ones in a post-quantum 

key agreement protocol using the Sakalauskas matrix power function [3-8]. 

2. Paper organization 

First, we define the rectangular matrix power function (RMPF), a generalization of the matrix power function (MPF) 
introduced by Sakalauskas [3-8], and describe its properties. Second, the key agreement protocol (KAP) based on the 

RMPF is presented. Then, a simplified numerical example of the protocol is given, followed by security 
considerations, and ending with a discussion of the advantages of using rectangular matrices in the given protocol. 

3. Definitions and properties of the Rectangular Matrix Power Function (RMPF) 

We use here the same notation used in the work of Sakalauskas [3-8]. 

Definition 1. Equidimensional (m,n) rectangular matrices of integers (specifically p-prime ℤp field elements) form an RM set, a 

ring structure with p-modular sums and p-modular Hadamard products (Modular operations keep numbers under constant 

format). 

Definition 2. Matrix elements of RM-set n-powers are formed with p-modular n-powers of each element of the base matrix. 

Therefore, the product of a x-power of W element by a y-power of the same element commute (Wx.Wy= Wy.Wx) since the integer 

exponents product x, y commute. From now on, this paper deals only with RM-sets, whenever rectangular matrices are invoked. 

Definition 3. Given any three matrices (X,W,C) of the same (m, n) RM-set, the left-sided rectangular matrix power function 

(RMPF) exponential action of X over W, is defined as the matrix C= �����: 
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        X ⊳ W ≡ W = C    where�    c�� = ∏ w��
���        �������

��                                                       (1) 

Definition 4. Given any three matrices (W, Y, D) of the same (m, n) RM-set, the right RMPF exponential action of Y over W, 

is equal to D; ! = �"���: 

              W ⊲ Y ≡ W& = D   where   d�� = ∏ w�)
*+,�����&�

)�                                                         (2) 

Definition 5. Given any four matrices (X, W, Y, Q) of the same (m, n) RM-set, the double-sided RPMF exponential action of 

the matrix W with the left-sided X - matrix action and the right-sided Y matrix action is defined as Q; - = �.���:   

X ⊳ W ⊲ Y ≡   W&� = Q  where   q�� = ∏ ∏ w�)
���.*+,                                     (3) �����&�

)� 
����(�)
��  

Lemma 1.  The RPMF is unilaterally associative, as Sakalauskas proved [7], if the following identities hold: 

     (& W)� =  W(&�) =  W&�   ;    (W�)&  =  W(�&) =  W�&                                                (4) 

and two-sided associative if: 

                                 ( W)� & =  (W&)� =  W&�                                                                    (5) 

and RMPF is defined as associative if both conditions hold. 

Lemma 2. (m, n) RM-sets, obey the associative properties of RMPF. This is a special case of Sakalauskas proof [14 and others], 

since the square (m, m) matrices are replaced by the particular case of (m,n) rectangular ones.  

Lemma 3. If (X, Y, U, V, W) are (m, n) RM-set matrices acting as one-sided (left or right) RMPF actions over another W and 

(X, U), (Y, V) pairs respectively outer (ordinary) products, then both satisfy the commutative conditions:  

                        X7. U =   U7. X   ;  Y7. V =   V7. Y                                                               (6) 

and RMPF over RM sets are associative (eq 4,5), then: 

          ( W&) �: ; = W&; :� =  W;& �: =  ( W;) :� &                                                            (7) 

Proof. If pairwise outer products commute, the elements of their square product matrix exponents could be interchanged (see 

Definition 2. properties applied to (1), (2), (3) equations). Therefore, equation (7) holds.  

Lemma 4. If (=1, =2) ∈ ℤCDE" (F, G, H) are members of the same RM-set, then the scalar products =1. H = F  DE"  =2. H =
G are matrices satisfying condition (6). 

Proof.  Given an RM-set matrix H = �I���, then =H = �=I���  and JH =  �KI���, as (=, J)  ∈ ℤ2 then =I�� . KI�� =
 KI�� . =I�� = (K. =)I��

C  = (=. K)I��
C   and therefore, condition (6) holds. 
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4. Schematic Key Agreement Protocol (KAP) using the proposed RMPF action 

 

Figure 1. This scheme shows the Key Agreement Protocol here proposed which is based on the RMPF. 

Lemma 5.  keyA = keyB 

Proof. Considering (6) and (7), LMNO = O1 ⊳ PQ ⊲  Q1 = O1 ⊳ ( O2 ⊳  QDRM ⊲  Q2) ⊲  Q1 = O2 ⊳ (O1 ⊳  QDRM ⊲
 Q1) ⊲  Q2 = O2 ⊳ PO ⊲  Q2 = LMNQ.   

5. Detailed Key Agreement Protocol (KAP) using the proposed RMPF action 

5.1. Setup 

Both parties (Alice and Bob) agree on: 
1. A random prime p (minimum 64 bit). 

2. RM set dimensions (m, n), where m>n. 

3. Three RM random matrices Base, X, Y with values in ℤS are shared between them. 

5.2. Alice’s private values 

4. lambdaA, omegaA: random numbers in ℤS 

5. A1=lambdaA.X ;  B1=omegaA.Y 

5.3  Alice’s public token 

6. Generate the TA matrix; {TAij }  

7. TA�� = ∏ ∏ BaseY ��.Z +,�����Z �
�� 

�����Y �
)�  (mod p) 
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8. TA is sent to Bob. 

 5.4  Bob’s private values 

9. lambdaB, omegaB: random numbers in ℤS 

10. A2=lambdaB.X ;  B2=omegaB.Y 

5.5  Bob’s public token 

11. Generate the TB matrix; {TBij }  

12. PQ�� = ∏ ∏ QDRM^C_` .aCbcdefg�aC�
g� 

defg�^C�
h�  (iK" j) 

13. TB is sent to Alice. 

 5.5  Shared key 

14. kMNO�� = ∏ ∏ PQ^ _`.a bcdefg�a �
g� 

defg�^ �
h�  (iK" j) 

15. kMNQ�� = ∏ ∏ PO^C_` .aCbcdefg�aC�
g� 

defg�^C�
h�  (iK" j) 

6. A toy numerical example (KAP) 

6.1. Small KAP full description 

Defining prime p = 104729. it follows: 

 

Figure 2. Setup of public values for Alice and Bob. 

 

Figure 3. Alice’s private values. 

 

Figure 4. Alice’s public token. 
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Figure 5. Bob’s private values. 

 

Figure 6. Bob’s public token. 

 

Figure 7. Shared keys. 

6.2. Real life parameters and security. 

Sakalauskas [8] suggests that the success rate of a brute force attack decreases exponentially as the matrix order 
increases. In our context, this is irrelevant since the (X, Y) matrices are public and the security relies upon lambda and 

omega secret integers. Therefore, much attention must be paid to the pseudo-random number generator, since the 
security of the protocol depends sensibly on it, given the linear relationship between the public parameters (X, Y) and 

the private values (A, B). 
Since an attacker does not know (lambda, omega, A, B), a natural attack would be the systematic exploration of the 

space of the random constants (lambda, omega) which depend directly on the cardinal of the set ℤS and in consequence 

the security against this attack is proportional to jC. We recommend using p ~ 264 as a minimum value. Thus, two 

random integers in ℤS represent a 128-bit brute-force search. 

Consequently, overall security relies on the NP-hard nonlinear MPF [2] if the linear step becomes practically 
invulnerable. 

 7. Discussion  

7.1. Background. 

The advent of quantum computing poses a significant threat to the security of current cryptographic protocols [1]. 
Therefore, post-quantum cryptography has become an active area of research to develop cryptographic algorithms 

that can withstand attacks from quantum computers. Here we rely on the key agreement protocol developed by 
Sakalauskas, the Matrix Power Function (MPF) [3-8]. This is an NP-hard one-way (trapdoor) function [2] that has 

proven over time to be efficient and secure for generating shared secret keys. No useful attack against the use of the 
enhanced MPF {6,8] has appeared in the years since it was first published. 

7.2. Our contribution 

Here we present: 

 A variant using rectangular matrices instead of the original square matrices of the Sakalauskas MPF. Using 
rectangular matrices can provide additional flexibility and security, as the added singularity blocks algebraic 
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linearization or Gröbner basis attacks [8-14]. Further research in this area is advisable to explore the full potential of 
rectangular matrices in post-quantum key agreement protocols [15, 16]. 
 Replacing standard algebraic matrix products with Hadamard products, an unavoidable change to adapt 

products without recourse to transposed matrices. This approach does not simplify the attacks since the nonlinearity 
is assured by the intrinsic MPF mechanism. 

 Using p-modular operations to deal with algebraic attacks (congruence as opposed to equality) and to keep the 
numerical format well dimensioned. 
 Increasing the entropy of key search spaces, replacing the use of circulant matrices or restricted algebraic groups 

[8] to achieve commutativity with unstructured random integers.     

To compute the complexity order of our solution, further research is needed in this area. 

Supplementary Materials: A Mathematica 11 notebook with all functions used in our KAP could be distributed upon request to 

phecht@dc.uba.ar  
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