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Abstract

Users embrace the rapid development of virtual reality (VR)
technology. We are witnessing a widespread adoption of VR
technology in more routine settings, such as gaming, social
interactions, shopping, and commerce. VR systems access
sensitive user data and assets when handling these routine ac-
tivities, including payment, which raises the need for user au-
thentication in VR. However, there is a limited understanding
of how users perceive user authentication in VR, in particular,
how users’ interaction experiences factor into their perception
of security and privacy. Our work adopts a “technology probe”
approach to understand this question. We design technology
probes of authentication in VR based on existing authentica-
tion interactions in both VR and the physical world. Further,
we embed these probes in the routine payment of a VR game.
Our qualitative analysis reveals that users face unique usabil-
ity challenges in VR authentication, e.g., in motion control.
Such challenges also hinder users from accessing security
and privacy accurately in VR authentication. Users’ expecta-
tions for VR authentication mainly center on improvements
in interaction. However, their expectations could appear non-
specific and conflicting. We provide recommendations to ac-
commodate users’ expectations and resolve conflicts between
usability and security.

1 Introduction

Virtual reality (VR) systems immerse individuals in a digital
world, one that simulates real-world interactions with objects
and characters [6]. In addition to specialized use cases (e.g.,
military training and healthcare [51]), VR technology is see-
ing widespread adoption in more routine settings, such as gam-
ing, social interactions, shopping, and commerce [19,23, 56].
We are already in the early phase of a VR commerce boom,
where service providers, such as retailers and banks, are creat-
ing virtual branches to serve users in popular VR worlds [33].

VR systems access sensitive user data and assets, raising
the need to authenticate users, especially for payment scenar-
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ios that empower the VR commerce boom [33]. VR service
providers deploy user authentication methods borrowed from
traditional platforms to verify users’ identities, such as using
passwords and personal identification numbers (PINs). How-
ever, there is limited understanding of how users perceive
user authentication in VR, especially how users’ interaction
experience factors into their security and privacy percep-
tion of authentication in VR. Recent research has shown
that the context in which authentication is used (e.g., where
and for what purpose) affects users’ security and privacy per-
ception. For example, users feel insecure when using an ATM
in a crowded space [40]. VR presents a unique context where
users interact with digital objects to perform routine activities,
such as payment, which were once limited to conventional
platforms. There is a need to understand how users perceive
the security and privacy properties of payment authentication
in the growing VR commerce ecosystem. With such under-
standing, we can guide the future design of authentication
methods that are both secure and usable. Our paper provides
this understanding by investigating the following research
questions.

* RQ1 - Interaction Experience: What are the factors
that contribute to users’ interaction experience of authen-
tication in VR, and how?

* RQ2 - Security and Privacy Perception: How does
users’ interaction experience, in regards to the above
factors, affect users’ security and privacy perceptions of
authentication in VR?

* RQ3 - Meeting User Expectations: How can we meet
users’ expectations on VR authentication that improve
interaction experience, security, and privacy?

To answer these questions, we leverage technology
probes [24], a method that leverages proof-of-concept inter-
faces to uncover hidden phenomena in user interaction, to
study user authentication in VR. We designed four probes per-
taining to authentication interactions in VR — entering a PIN,
tapping a virtual card, and signing a signature — to evaluate
of the user interaction experience and perceived security and



privacy. These probes follow three interaction paradigms of
authentication using something you know (e.g., PIN), some-
thing you have (e.g., token), and something you are (e.g.,
biometrics) [52]. They resemble existing authentication mech-
anisms in both VR and the physical world [40]. We embed
these probes in a routine payment interaction for users when
they play a VR archery game, which is an ecologically valid
context.

We conducted a user study with 24 participants and evalu-
ated their experiences in the VR game with the probes. We
qualitatively analyzed open-ended responses from the partic-
ipants, which include 312 statements. Our analysis is also
supported by quantitative ratings, e.g., the overall usability of
our designs.

Our analysis reveals these findings in response to the three
research questions:

e RQ1: Participants’ interaction experiences with VR au-
thentication were associated with multiple factors, in-
cluding the usability characteristics of authentication.
When participants adapted their real-world authentica-
tion experiences in performing VR authentication, some
interaction factors in VR, such as participants’ motion
control and spatial awareness, posed unique usability
challenges.

¢ RQ2: Participants benefited from the realistic interac-
tions in VR authentication in translating real-world per-
ception of authentication into VR. However, participants
faced the gap due to usability issues in VR, e.g., losing
the sense of signing their signature. Also, the gamified
VR context may reduce participants’ sensitivity to secu-
rity and privacy.

* RQ3: Participants’ expectations for VR authentication
centered around improving the interaction factors, e.g.,
making the interface more engaging. Although their
expectations were sometimes nonspecific and even ap-
peared conflicting, e.g., the need for receiving feedback
and a reduced interaction burden.

Based on our findings, we propose several recommenda-
tions to accommodate participants’ expectations for VR au-
thentication, further resolving the gaps and conflicts. To re-
duce the uncertainties from the environment of VR authen-
tication, we suggest service providers not only inform users
but provide active access control to mitigate threats, e.g., an
invisible phishing interface. Further, engaging interface de-
signs can motivate users to understand the security properties
of authentication. In addition, we discuss the open challenges
and opportunities in implementing these recommendations,
e.g., identifying the responsibility among stakeholders in VR
and payment ecosystems.

2 Methodology

We use a “technology probe” approach to understand how
interaction experiences affect users’ perception of authenti-
cation in VR and extract design guidelines [24]. The idea
of the “technology probe” approach entails using a set of
proof-of-concept interfaces. As these interfaces package ba-
sic interactions, researchers can reveal phenomena otherwise
hidden from user interactions [10] This approach is com-
monly used to evaluate emerging technologies, including VR
and user authentication [40, 59]. Our probes implement the
core interaction patterns of user authentication to elicit users’
responses in regard to users’ interaction experience and per-
ception of security and privacy. We deploy our probes for
users to make routine payments in a VR game, which is an
ecologically valid context.

2.1 Probe Design
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a) PIN-F

(d) SIGN
Figure 1: Our four probes for VR authentication.

Our probe designs represent three major paradigms of in-
teractive user authentication leveraging something you know
(PIN), something you have (a virtual card), and something
you are (signature) [52]. We designed four probes: (1) floating
PIN pad (PIN-F), (2) on-kiosk PIN pad (PIN-K), (3) tap-to-
pay (TAP), and (4) signature (SIGN).

The following describes the design of the four probes,
which are shown in Figure 1.

Floating PIN pad (PIN-F). PIN-F resembles the default
virtual input interface of many VR platforms, where users
interact with a floating PIN pad. PIN-F conceptualizes the
idea of giving users a personal and isolated virtual experience
in authentication. Users enter PINs via pointing on a floating
PIN pad that follows users’ viewport. PIN-F randomizes the
PIN layout, which is a common security mechanism in digital
PIN pad against observers [40].



On-kiosk PIN pad (PIN-K). In contrast to PIN-F, for
PIN-K, we mapped real-world interfaces into VR. Such map-
ping is becoming a popular design choice to recreate real-
world experiences in VR [4]. PIN-K maps real-world experi-
ences into the VR scene by rendering its PIN pad on the kiosk
where users initiate and confirm payment. As such, users do
not experience a gap in the transition between authentication
and other payment tasks, e.g., selecting the items.

Tap-to-pay (TAP). TAP represents how users could use a
personal virtual object as a unique token to authenticate. It
establishes the realistic mapping by rendering a credit card
as the authentication token. To pay, users take out a virtual
credit card from an inventory on their virtual body and tap
the card on the kiosk display. The kiosk checks whether the
card is in proximity and being held by the user. In addition,
the virtual card renders a name and a card number.

Signature (SIGN). SIGN represents how users draw a
unique signature to give consent and prove their identity. It
maps the real-world signing processes. Users grab a virtual
pen from the kiosk and sign on the designated area using the
hand-held controller; Only after users sign, they can proceed
to check out.

Note that, as technology probes for interaction, our designs
only package the essential frontend interaction instead of the
full backend of authentication mechanisms, e.g., verifying an
encrypted token or comparing signatures. Instead, our study
adopts the idea in “Wizard-of-Oz” studies [42] in creating an
impression that the system has the full functionality through
a mock registration process.

2.2 Experiment Context: VR Archery Game

We design a VR game — an archery contest — where partici-
pants trade in-game credits, using the probes to authenticate
their payment. Participants earn credits by shooting virtual
targets and consume these points when they refill arrows.
To make the game and payment realistic to participants, we
match their in-game credits with a physical award: the partic-
ipant who scores the highest wins a grand prize (a 90 USD
smartwatch). In the below, we further describe the main com-
ponents in this game (see Figure 2).

Environment. We situate the contest in an indoor archery
range. We assign the participant a chamber. In the chamber,
the participant can find the bow set and a kiosk instructing
them to shoot, refill arrows, and authenticate their payment.
We place the targets towards the other end of the room at a
distance. The participant can also find the information display
that shows their current credits and remaining progress.

Bow set. The participant can interact with the bow using the
two hand-held VR controllers. They need one hand to hold
the bow and the other hand to draw. The participant shoot the
arrow toward the target by releasing the drawing hand. The
participant will need to refill after they use up three arrows.

Info. displa
Figure 2: The environment of our archery game with key
components marked.

Each arrow consumes ten credits.

Targets. We place eight targets in the range at two different
distances. Taking down each closer target rewards 20 credits
to the participants while 30 for the farther targets.

Kiosk. The kiosk displays game instructions and payment
interfaces. To refill arrows, participants interact with the kiosk
to select how many arrows to load. After the participant con-
firms the selection, the kiosk will display the authentication
interface among one of the four probes. Once the participant
completes authentication, the kiosk will display a waiting
page that emulates the running backend processes. After that,
the kiosk will accept the credit payment and refill arrows.

Information display. The display shows the current credit,
the remaining arrows, and how many rounds the participant
has completed.

Implementation. We implemented our VR game using
Unity, a mainstream VR engine, and C#. In the experiment,
we ran the game on a commodity PC (CPU: Intel i7-12700F,
GPU: Nvidia 3060Ti), which is connected to an Oculus Quest
2 VR headset. Participants interacted using the headset and
its hand-held controllers.

2.3 Experiment Design

Here we explain our experimental procedure, the instruments
we used to collect users’ responses, and our recruitment.

2.3.1 Experimental Procedure

We designed a with-in subject experiment to evaluate the
four probes. The study consists of two phases—an enrollment
phase and the main study phase. The purpose of enrollment
is to familiarize participants with our VR and authentication
setups. In the main study, participants played the VR game
and interacted with our probes during authentication. Figure 3
illustrates our experimental procedure

Enrollment. The experimenter first obtained consent and
asked the participant to complete a pre-study survey. After
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Figure 3: Our experimental procedure.

that, the experimenter explained the game context to the par-
ticipants. We assigned participants a “nickname” for the game.
The experimenter then introduced the PIN, the virtual card,
and the signature setup to the participant (we assigned each
participant the same credential information for the statistics
of authentication time). We described to the participants that
they would enroll the information, including the signature,
for the use of authentication in the second phase. The experi-
menter then walked participants through how to use our VR
setup. After the tutorial, the experimenter let the participants
practice with the registration kiosk, similar to the one they
will use for authentication, and present their credentials to it.
After registration, the participant will practice archery. The
enrollment phase took about 20 minutes.

Main study. The one-hour main study took place on an-
other day to reduce participants’ fatigue. We first reminded
the participants of the study procedure, game context, and the
authentication interaction.

Then, the participant entered the game with 400 points.
They proceeded to finish four sessions; each includes the
game with an in-study survey. In each session, the participant
will pay using one of the probes (in a randomized order) to
authenticate. Each session consists of three rounds. Partici-
pants authenticated to pay for the arrows (min: 1, max: 3),
except the first round of every session where three arrows
were free. At the end of each session, the participant com-
pleted an in-study survey. And after the second session, the
participant took a rest outside of VR. After four sessions, we
instructed the participant to fill in the post-study survey. Then,
they redeemed the credits, which we used to compete for the
grand prize after we stopped recruitment.

After the experiment, we disclosed our full study purpose
to the participant. We clarified that our focus is to evaluate
the interaction experience from the frontend, and we did not
process their information, i.e., signature, in the backend.

2.3.2 Instruments

Our study mainly relies on surveys that elicit users’ responses
for our qualitative analysis. We chose to use surveys instead
of more active methods such as think-aloud studies [11] to
minimize the interference with users’ game experiences.

Pre-study survey. In the pre-study survey, we collected par-
ticipants’ demographic backgrounds, including their gender,
age, education, and experience with VR. We also used the
standard affinity for technology interaction (ATI) score (com-
puted from 6-point Likert ratings) to understand participants’
tech-savviness [18].

In-study survey. The in-study survey assessed (1) users’
general experience in the VR context and (2) the perceived
usability of authentication probes. For the former, we used
the IPQ VR presence questionnaire, a standard measure of
users’ sense of presence in VR. The sense of presence is a
commonly adopted measure of VR experience. It is defined as
users’ subjective perception of being and acting in the virtual
world (though their body resides in the physical world) [55].
This measure consists of four sub-scales (1) sense of being
here (PRES), (2) spatial presence (SP), (3) involvement (INV),
and (4) experienced realism (REAL). For the perceived us-
ability, we collected participants’ open-ended comments on
the usability issues of each authentication probe when par-
ticipants exited VR. Moreover, participants completed the
system usability scale (SUS), a standard measure to assess the
overall perceived usability, for each authentication probe [5].

Game log. In addition, we logged participants’ behaviors
and timings in the game, including their archery performance
as well as the time spent on payment and authentication. We
used these objective behavior logs to support our qualitative
findings.

Post-study survey. The post-study survey consists of three
major components. First, to understand participants’ engage-
ment in the routine payment of the game, we asked them to
explain how they decided on the number of arrows to pay.
Second, we wanted to understand participants’ security and
privacy perception of payment authentication. We designed
questions to elicit participants’ responses from different an-
gles. From prior research, we identified the five aspects re-
lated to the security and privacy of payment authentication,
namely consent [22,38], security [27], privacy [71], being
alerted [26,50,66], and in control [45]. We asked the partici-
pants to evaluate and elaborate on their agreement on state-
ments related to the five aspects. One example is: when the
participant used TAP to pay for arrows, “I [the participant]
felt that my [the participant’s] payment was secured”. We col-
lected both their Likert-scale rating and open-ended responses
to explain perceptions. However, rather than relying on the
quantitative ratings, we mainly study the relation between
interaction experiences and perception from their open-ended
responses. Third, the post-study survey asked participants



about their preferences among the four probes, their quality
expectations that affect their preferences, and their sugges-
tions to improve these probes. We use these questions to
understand users’ expectations on VR authentication.

2.3.3 Participants and Recruitment

Our study and recruitment were approved by the IRB-
equivalent body of our organization. Consistent with prior
work in VR authentication [40], we recruited 24 participants
from our organization. We stopped recruiting when we ob-
served data saturation from our qualitative coding [20]. Each
participant received compensation (a 30 USD gift) after they
completed the study.

The demographics of participants are as follows. 18 out of
24 identified themselves as male (6 female). 16 of them are in
the 25-29 age group. 20 of them completed or were studying
for a graduate degree. Most participants have a background
in computer science. Participants’ ATI score (mean: 4.35, std:
1.1) shows a high affinity for technology interaction) [18]. 20
participants had used VR before (mainly for gaming). But
none of the 20 participants frequently used it.

2.4 Data Analysis

To analyze such qualitative data, the first author started open
coding and took memos while recruiting participants. Mean-
while, another researcher coded data independently. The
whole team discussed the memos, reconciled the codes, and
refined the codebook iteratively. Using Grounded Theory [64],
high-level themes emerge from our coding. And the two
coders reached high inter-rater reliability (Cohen’s Kappa
k = 0.81) using 25% of the statements. When we observed
data saturation from our coding [54], we stopped recruiting.
We make our codebook available via an anonymous link.' In
Figure 4, we show our analysis framework along with themes
we identified from analysis.

In addition, we report the quantitative data to support our
qualitative analysis, including the IPQ questionnaire, SUS
scales, and participants’ Likert-scale rating on security and
privacy perception.

2.5 Limitations

Our study has the following limitations. First, our participant
population has a demographic bias, e.g., most participants are
tech-savvy. Using a technology probe, our study’s objective is
not to generalize but present a set of findings and recommen-
dations that guide future design. Nevertheless, our analysis re-
veals that even these tech-savvy participants faced challenges
in interaction with VR and assessing security and privacy, let
alone other users. Future work may study the probes with a

'Our codebook and survey are available at: https://osf.io/bcne7/
?view_only=717805£c875847cl9e5eld5ef97al6eb

more diverse population, generalize the findings, and quanti-
tatively measure users’ experiences and perceptions. Second,
our study does not investigate how users use VR authentica-
tion longitudinally in the wild where users’ experience and
perception of security and privacy may change over time. In
addition, participants’ self-reported responses may be biased
due to social desirability [48]. Despite these limitations, we
believe that our work still presents a significant contribution.
To the best of our knowledge, our exploratory study is the first
to investigate the interplay between interaction experience
and perception of security and privacy for VR authentication.

3 RQI1: Interaction Experience

Participants’ interaction experiences are dependent on factors
around two main aspects: (1) the perceived usability of au-
thentication using the four setups and (2) their experience in
the VR game — the context for payment authentication.

3.1 Perceived Usability of Authentication

We reveal the components in authentication interaction and
their associated characteristics, which affect overall usability.

3.1.1 Components of Authentication Interaction

We categorize the interaction components of VR authenti-
cation interaction into three themes: (1) motion control, (2)
authentication interface, and (3) process of authentication.

Motion control. Participants performed gestures and in-
teracted with digital objects when they authenticated. The
motion control in making these actions in VR impacted the
usability of authentication regarding the three subthemes (1)
spatial awareness in the VR space, (2) action control and
consistency, and (3) interaction modality.

First, spatial awareness in the VR space includes feeling
a virtual object in relation to their avatar. Some participants
noticed their lack of spatial awareness hindered them in con-
trolling a virtual object, e.g., stretching their arm to sign a
signature:

“It takes a while to get used to the proper distance between
the pen and the kiosk screen.” (P7)

On the other hand, the action control and consistency im-
pacted the quality of participants’ actions, e.g., how their
gestures aligned with their intention, via the hand-held con-
trollers. Participants preferred to have better action control
and consistency when interacting with digital components.
For example, one participant preferred PIN-K over PIN-F due
to such consistency in entering PINs.

“The floating idea seemed okay, but I think the stable kiosk
was easier to use as it allowed for better calibration of my
pointer.” (P10)
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Figure 4: Our analysis framework and summary of results. We connect themes that are most related across research questions.

Last, participants had different preferences over the inter-
action modality used to control interface components, e.g.,
using the controller to sign:

“could be easier if I can just use my finger to sign because
grabbing the pen is not [a] very good experience. ” (P24)

They also compared it to other interaction modalities in the
real world, for example, “laser pointer is less similar to using
keyboards in real world.” (P2)

Authentication interface. The design of the authentication
interfaces affected participants’ perceived usability regarding
(1) the interface presentation and (2) the interaction feedback.

The interface presentation relates to how the interface com-
ponents for authentication are displayed and visualized. Par-
ticipants sometimes expect different presentations in VR than
in the real world. For example, PIN-K displays the PIN pad
on the kiosk, which requires participants to move their avatar
compared to PIN-F:

“This seemed like the real world kiosk, where the number-
pad was at a fixed place. I had to move to get a better look
at the numpad.” (P13)

In another example, one participant mentioned the aesthetic
style of the virtual card:

“expect some more fancy effects than real life card experi-

ence, such as when success the card shows another color
etc.” (P24)

The interaction feedback refers to how the authentication
system confirms participants’ actions, e.g., delivering a con-
firm message as P24 described above. Some participants were

concerned about the lack of this feedback during authentica-
tion in VR. Such feedback includes visual and haptic cues.
Sometimes, they expected the feedback they would receive in
the real world, e.g., the sense of writing on a paper.

“It is still usable and the pen writes like real writing but
still did not get the feeling of writing on a paper.” (P1)

Process of authentication. The process of authentication
affects perceived usability due to (1) its learning curve, (2)
the transition in workflow, and (3) knowledge to memorize.
The learning curve refers to how easy participants will get
used to the interactions in VR. For example, one participant
felt signing was easy after practicing.

“It’s very easy to learn and use, and the functionality can
be easily picked up.” (P3)

Meanwhile, authentication probes may require multiple
steps of interaction, i.e. the transitions in the workflow par-
ticipants perceived simpler transition in the workflow of au-
thentication as merit, which relates to the difficulties of VR
motion control:

“I do not need to accomplish complicated move-
ments/actions in the virtual env.” (P18)

This aspect was also related to the security measures, i.e., PIN
pad shuffling in our probes: “The challenging part was that
the numbers shifted locations between attempts” (P13).

In addition, how much knowledge to memorize the partici-
pants should memorize is associated with their experiences.
More than remembering every step to complete the authenti-
cation, participants mentioned the burden of memorizing the
PIN: “It was hard for me to memorize the pin” (P11).



3.1.2 Usability Characteristics of Authentication

Participants mentioned multiple usability characteristics of
the authentication interactions related to the above compo-
nents. These characteristics are in three themes: (1) easiness,
(2) realism, and (3) intuitiveness. Then, we explain how the
characteristics, along with the interaction components, affect
the overall usability of each authentication probe.

Easiness. Other than generally describing an interaction as
easy or cumbersome, participants associate easiness with com-
fortability of interacting in VR, the physical, mental, and time
efforts, and the smoothness of the interaction process. Partic-
ipants perceived the easiness of one authentication method
differently. For example, as mentioned before, some partic-
ipants thought signing was easy, while others did not. one
participant felt it was easy conceptually but hard in practice
when performing the VR gesture.

“Signature: it was conceptually easy, but the execution was
somewhat cumbersome and it required a complex gesture.”
(P6)

Realism. Participants often liked the VR interaction and
interfaces that are realistic as in real life, which made them
feel familiar and immersed. However, the participants differed
in such perception due to their prior experience. For example,
one participant did not think a shuffled PIN pad is realistic
for an ATM or gas station.

“I got confused by the randomization of the numbers on the
pin-pad. I am not used to this since most terminals have a
fixed layout (I am thinking of ATMs and gas stations).” (P5)

Meanwhile, when participants felt immersed in VR, some
of them did not like authentication to break such experience
through an “unreal” interface:

“the floated pad makes it so unreal that I know it is in VR
rather than real life. I do not like the experience.” (P24)

Intuitiveness. Last, participants were in favor of interfaces
that are intuitive. The intuitiveness appears as a result of the
interaction interface being simple and clear, and participants
could rely on their prior authentication experience in real life:
The interface is intuitive and somewhat matches what you
have in real life” (P7). However, as mentioned above, some
participants got confused by the interaction components, e.g.,
the shuffled PIN pad.

Opverall usability. In Figure 8, the overall usability for the
four probes via participants’ SUS rating, a standard usability
metric. In addition, we also compare the authentication time
in Figure 9. TAP received the highest SUS score (mean: 82.1,
std: 14.6), indicating “excellent” usability [5]. It has the merit
of easiness, realism, and intuitiveness. Nevertheless, some
users still mentioned the burden of walking towards the kiosk
to tap: “because in this game I [the participant] have no arms

>

that I can extend my reach to a kiosk that is a few feet away’
(P16).

PIN-F (mean: 70.6, std: 19.9) and PIN-K (mean: 76.1, std:
11.7) closely follow TAP, showing a “good” usability. Partici-
pants liked their usability because they were familiar with this
scheme, and it was relatively easy, despite the effort in mem-
orizing and entering the PINs. However, the margin between
PIN-F and PIN-K is small. Participants commented on dif-
ferent usability issues for them. For PIN-K, though it looked
more real, some participants felt burdensome walking towards
the kiosk to see the PIN pad clearly; others thought entering
the keys on a moving PIN pad (PIN-F) was distracting.

SIGN (mean: 60.7, std: 14.7) has the lowest score among
the four but still has an “OK” usability. Though its interface
seemed intuitive, signing with the virtual pen was not easy for
multiple participants in VR, as “signing in the virtual world
was very different as compared to the real world” (P13).

M Overall [MPRES [JSP [MINV [EREAL
6 T T T T

Score

PIN-F

PIN-K TAP SIGN

Figure 5: IPQ sense of presence scores for the four authen-
tication probes. A higher score indicates a higher level of
presence. From 0 to 6, a score higher than 3 stands for neutral.
All subscales have a positive mean score, except REAL. The
IPQ scores of our setups are consistent with prior implemen-
tations for VR authentication [40].

3.2 Experience in the VR Game

Participants’ interaction experiences also consist of their game
experiences. We notice that participants perceived a high
presence in the VR world and demonstrated high engagement
in the game.

Feeling present in the VR world. Using the IPQ presence
questionnaire (Figure 5), we observe that participants had a
positive rating on their presence in the VR world overall. At
the same time, we do not see a noticeable difference in the IPQ
scores between different authentication probes, which con-
firms that authentication is perceived as a secondary task [14].

High engagement in the game. We found that participants
were highly engaged in the archery game and the routine
payment. When describing their motivation in deciding on the
arrows to pay for, participants mentioned the reasons for their
strategy to compete and enjoyment of the game. Participants’
strategies are based on their confidence in the archery skill and



a cost-benefit analysis. Among them, 19 explicitly mentioned
that they would like to shoot as many arrows as they could,
and six people said it was fun to play. However, participants’
archery performances differed a lot. They obtained a final
score of 824.17 on average but had a large gap between the
highest and the lowest (1470 and 190).

4 RQ2: Security and Privacy Perception

This section reveals how the interaction experiences we dis-
cussed in the previous section factor into participants’ security
and privacy perception of authentication. We qualitatively ana-
lyze participants’ responses and show five themes in Figure 4.
We then explain each aspect regarding participants’ rating on
the four authentication probes.

4.1 Influences of Interaction on Perception

We present five key insights that explain how the interaction
factors influence participants’ perception of authentication.
We find that interaction with authentication mechanisms in
VR serves as a bridge between participants’ perceptions of
VR and their real-life experiences. However, contextual uncer-
tainties in VR make understanding of threats and risks more
difficult.

Realistic authentication interactions help users translate
real-life perceptions into VR. More than contributing to
usability, realistic authentication interactions and interfaces
bridge participants’ security and privacy perceptions. How-
ever, there is still a gap in fully mirroring users’ real-world
sensations in VR, which reduces the perceived consent and
security. For example, this gap reduces participants’ feeling
of giving consent to pay when signing in VR.

“The sign-to-pay method was a bit hard to use, so I think [
just tried to write something, and I felt less like providing
my signature.” (P10)

Similarly, the same participant felt TAP not secure as they still
thought “it’s not my [their] real card but a card-like object”
(P10).

Second, participants’ real-life experiences differed, man-
ifesting in their perceptions in VR. For example, one user
thought SIGN is less reasonable as they “rarely signed to pay
(only recently in the US...)” (P6). Meanwhile, others “natu-
rally perceive it as giving my [their] consent.” as they usually
did in the physical world (P12).

In addition, participants sometimes evaluated the realism
of authentication interaction based on how it is related to the
context of payment. One participant noticed little difference
in how the four authentication probes alert them for payments:

“Similar to transactions in physical world i felt the need to
be alerted for payments across all the methods.” (P13)

Another participant thought authentication by card-tapping in
TAP is most specific to payment scenarios.

“Grabbing the card and making the payment made it seem
like an actual payment. The other 3 felt like they could have
been anything.” (P9)

However, interactions that exactly mirror the physical world
might not necessarily fulfill participants’ security and privacy
needs. They expected “we could do more than real life with
card” in VR (P24) — as mentioned in Section 3.1.1, P24
thought the virtual card could inform them of authentication
results by changing its color. P10 felt more secure and alerted
to pay when using the floating PIN pad of PIN-F, which gives
them a more personal view compared to the kiosk in PIN-K.

“I think pin numbers are genuinely more secure, but I would
vote more highly for the floating method because it seems a
bit harder for others to see the numbers that I am putting
in.” (P10)

Usability challenges and a lack of feedback in VR interac-
tions make users feel insecure. Usability challenges dur-
ing interaction reduced realism of authentication mechanisms
for participants. In addition, lack of proper feedback neg-
atively impacts participants’ perception of consent in VR.
Some participants assumed that the certain authentication
mechanisms trade off security for usability e.g., accepting an
inconsistent or even impersonated signature:

“The sign-to-pay felt the most insecure as people easily
have access to my cheques and can probably fake in the VR
world since the VR signatures were clearly less accurate
than the real-world.” (P5)

Authentication mechanisms that involved interactions with-
out apparent feedback made participants question their secu-
rity despite good usability, e.g., unexpected behaviors in VR,
e.g., “making accident payment” (P15). In another example,
P2 thought TAP seemed too easy without any warning:

“Tap-to-pay seems more no-brainer, so it is better to give
warnings.” (P2)

A subset of participants were willing to accept additional
friction during interaction for security and transparency, in-
cluding the shuffled PIN pad.

Users lack the understanding of VR authentication pro-
cesses behind the interface. Due to similar processes in
VR, participants transferred their prior knowledge about
physical-world authentication into understanding the secu-
rity and privacy of VR authentication. Examples of the pro-
cesses include possessing secret knowledge (PIN), that is
“only known by me [the participant]”, and using the shuffled
PIN pad, which “gave me [the participant] some sense of
security” (P20, P17). Though participants’ prior understand-
ing could differ, for example, whether the PIN is personal
compared to the signature:



“Sign-to-pay requires my signature, so it requires more
information from me. The pin is not personal information,
so the privacy concern is less.” (P20)

Meanwhile, participants also brought their knowledge in
identifying the vulnerability of VR authentication. For exam-
ple, PINs and signatures in VR are also prone to malware.

“Similar reason that pins and signatures are just exposed
to the game or malware in the gaming system.” (P24)

Moreover, participants were aware of the differences in
VR authentication’s backend compared to authentication in
the physical world, although they shared similar interactions
and interfaces. However, they felt difficult in assessing the
inherent security and privacy of VR authentication, “without
more information on how the payment actually works” (P13).
Some participants assumed VR used different mechanisms
than the physical world. Some of them thought that there
could be additional verification or certification steps for the
virtual card in TAP.

“I don’t know how the backend works, I assume it should
quire a pre-certification process such as a cookie.” (P3)

As such, P3 also struggled to define a proper threat model:

“Ofc, to consider this deeply requires a solid definition
about what adversary we are facing. E.g., a man-in-the-
middle or ish.” (P3)

Last, some participants felt a lack of trust due to such am-
biguity in VR authentication and the technology generally.
For example, P12’s described how their negative perception
of TAP ’s security came from their distrust of VR.

“Tap-to-pay was the simplest, but it was way too simple to
believe that the entire payment process behind the scene
was dealt with as [ wanted. I'm not sure if this is due to my
distrust to the specific payment system, or just to the VR
world, or both.” (P12)

Users associate uncertainties in the VR environment with
potential threats. Participants also lacked awareness of
their VR environment. Some were not sure how the VR envi-
ronment would cater to multiple users sharing the same space,
and prevent users from performing malicious actions. P1 was
afraid that he would expose his PINs to other users in the
same VR space.

“If  was sharing my virtual space with others and they can
see what I was typing then I would have gone for "Sign to
pay" (although not so usable).” (P1)

Another concern with malicious users is that they could lever-
age their prior knowledge about a potential target from the
physical world to launch attacks in VR:

“signing can be also copies by anyone who knows my
signature in the real world.” (P12)

Participants were also concerned about attacks in VR that
could be more imperceptible to them than the physical world,
e.g., using an invisible terminal to phish users.

“Tap-to-pay is the easiest, but I feel it not safe because I
can easily touch it to an invisible system in the VR world.”

(P19)

Attacks in VR may have different degrees of noticeability. For
example, participants would not necessarily realize their PINs
being observed “unlike [attackers] stealing a card” (P6).

The gamified VR context alters users’ sensitivity to secu-
rity and privacy. Note that our context for user authen-
tication is participants’ routine payment in a VR game. As
described, participants were highly engaged in the game. How-
ever, such game context reduced some participants’ sensitivity
to security and privacy. P7 argued that they did not feel losing
privacy in a VR game compared to real-life transactions.

“In the context of the game I didn’t feel like giving away
privacy. However if I were to imagine this with real trans-
actions, then I'd feel like giving some of my privacy away,
similar to every time I pay with something else than cash.”
P7)

The gamified interactions and interfaces of some authenti-
cation probes also made some participants feel less related to
security and privacy. For example, when signing a signature
in VR, the feeling of playing a game overrode P7’s sense of
giving consent.

“The sign to pay wasn’t completely obvious you were ac-
tually paying for something, it could have been part of the
game to have to write your name.” (P7)

Similarly, P10 thought PIN-F “felt a bit too much like being
in a game as well” compared to PIN-K (P10).

4.2 Overall Perception

In Figure 6, we show participants’ overall rating of perception
regarding the five aspects (consent, security, privacy, being
alerted, and in control). Below we further explain their ratings.

Consent. PIN-F and PIN-K made more participants feel
they gave consent compared with the TAP and SIGN. Com-
pared to TAP, the higher level of user interaction in providing
PINs contributed to this result. However, TAP still gave partic-
ipants a decent feeling of giving consent, benefiting from the
realistic interface. As mentioned before, the usability hurdle
of signing in VR reduced participants’ feeling of providing
consent using SIGN.
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Figure 6: Overall security and privacy perception of the four
probes. We color-coded the bars (red: strongly disagree, or-
ange: disagree, grey: neither agree nor disagree, light blue:
agree, dark blue: strongly agree)

Security. Most participants associated PIN authentication,
a familiar method, with security. Though participants were
still concerned about shouldering-surfing attacks, some appre-
ciated the shuffled PIN pad and the more personal PIN pad in
PIN-F. The response for TAP is polarized (many of them re-
sponded neither disagree nor agree). Participants lacked infor-
mation to assess this method from the interaction. Some par-
ticipants were afraid of unexpected behaviors; Others trusted
TAP to have comparable security measures as the physical
credit card. As mentioned for SIGN, participants thought their
VR signatures could be more easily forged as the system
seemed to have a higher tolerance for accepting inconsistent
signatures.

Privacy. The participants were more in agreement than dis-
agreement that TAP put their privacy less at risk. For those who
felt they were losing privacy in TAP, they thought their name
and card number rendered on the virtual card was a concern.
In contrast, more participants associated drawing their signa-
ture with a privacy loss to either the payment authentication
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Rank
1 TAP
2 PIN-F
3 PIN-K
4 SIGN

1st choice 2nd choice 3rd choice Last choice

Figure 7: Overall payment preference of the four probes. The
bars are color coded dark blue, light blue, orange and red to
indicate the fraction of users that selected each probe respec-
tively to be their 1st, 2nd, 3rd and last choice.

systems or bystanders. In the two PIN methods, participants
were less concerned about their privacy when compared to
SIGN but not as confident as they are in TAP. This contradic-
tion is due to whether the participants considered the secret
PIN personal information.

Being alerted. Participants’ responses to all four authenti-
cation setups are polarized for this aspect. In general, higher
levels of interaction alerted users. Such polarized responses
are due to how much attention the participants paid to com-
pensate in matching their cautiousness on potential security
risks. For example, some participants paid extra attention to
TAP as it was too easy, while others did not.

In control. Engagement in interaction smoothly and the
sense of ownership made participants feel in control. For
example, participants thought they were in control of PIN-F
and PIN-K the action of providing PIN is explicit and looks
familiar. In contrast, several participants thought they did
not feel in control with TAP, as the card did not seem too
personal, and the interaction appeared frivolous. The barriers
to drawing VR signatures made some participants feel out of
control with SIGN.

5 RQ3: Meeting User Expectations

In this section, we summarize how we can meet participants’
requirements and expectations for VR authentication from
their preferences on our authentication probes, suggestions to
improve the probes, and desired qualities of payment authen-
tication.

We first show participants’ overall preference over the four
probes. The majority of the participants selected TAP as their
top priority and selected SIGN as their last choice. PIN-F and
PIN-K, with little difference between themselves, follow TAP.
This result directly reflects that participants prioritized the
usability of authentication. Nevertheless, most participants
also mentioned that they valued security and privacy, along
with usability.

Next, we present four themes from users’ requirements for
VR authentication. These themes mainly center around im-
provements in authentication interaction, which also improve
participants’ perceived security and privacy.



Providing flexible interaction modalities to authenticate.
Participants expected interaction modalities that are more flex-
ible and personalized to them. Such flexibility might make
authentication in VR easier through better realism and ac-
cessibility. For example, some participants considered hand-
gesture interaction an alternative to a controller. Moreover,
the authentication system could support a variety of interac-
tions inspired by real-world interaction. For example, P14
mentioned the potential of swiping or inserting a card to pay
other than tapping:

“There are also insert-card-to-pay and swipe-to-pay sce-
narios.” (P14)

Being creative in designing authentication interfaces for
VR. Participants were aware that mapping realistic authen-
tication interactions into VR might reduce the learning curve
in early adoption, especially for the elderly:

“The users (especially elders) would hesitate to move onto
this whole new experience if there is nothing that resembles
their previous experience in the real world.” (P12)

Nevertheless, many of them expected the VR authentication
interface to be creative instead of using an exact mapping.
Such creativity may also improve usability, e.g., saving physi-
cal effort by “tap to pay on a floating panel” (P23); or it may
add functions regarding the usage in payment. For example,
P20 desired a wallet interface to hold multiple virtual cards,
and they could “select the card from a pop up UI” (P20);
Further, participants also anticipated emotional appeals (e.g.,
enjoyment) from the authentication interfaces, especially in
the game context.

“I want the payment process to be cool and make me feel
good. some visual effects could help and make me happy to
make the payment.” (P24)

However, multiple participants expected such creativity and
novelty in VR without brining specific ideas.

“However I do hope there are better ways to do than emu-
lating real world payment system in the virtual world.” (P7)

Informing and offering feedback for VR authentication
from multiple channels. Many participants desired feed-
back and transparency in VR authentication for security and
privacy. First, they expected feedback in the virtual world to
increase their awareness of the VR surroundings and unex-
pected behaviors. For example, P21 suggests using a virtual
mirror to inform them of their surroundings.

“For pin-to-pay, maybe add some mirrors to reflect the
surrounding environment.” (P21)

Similarly, P24 wanted to “add a cancelation feature in case
of an accidental grap-and-tap” (P24). Also, VR authentica-
tion may leverage different modalities, e.g., visual effects and
sound, to deliver feedback.
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Moreover, participants demand transparency of VR authen-
tication from the physical world. P8 wanted to be informed
about suspicious activities through email even when they are
in the physical world.

“I could only become sure of its security depending on how
the system notifies me w.r.t. suspicious activity (e.g., sending
me an SMS/email/etc.)” (P8)

Meanwhile, service providers may open-source their protocol
to authenticate users.

“Transparent: All the codes and methods behind should be
well-defined and open-sourced.” (P3)

Adapting the security of authentication to the context of
payment. In Section 4.1, we find that the VR game might
reduce some participants’ sensitivity to security and privacy.
Nevertheless, participants did expect security measures for
different contexts of payment. One participant proposed that
authentication can happen at launch time on device instead
of a routine in the app — “after authentication one can use
any stored information to do payment (including card in-
formation).” (P11) Nevertheless, P8 stated that multi-factor
authentication can be helpful when handling large payments.

“Tap-to-pay: ask the user to enter pin from time-to-time (or
when the object in question is above a certain price) as an
extra layer of authentication.” (P8)

Also, the system may offer additional security for shared us-
age e.g., to ensure “no accident payment from the kids” (P20).

In summary, we observe that most participants’ require-
ments centered around interaction experiences and the usabil-
ity of authentication. Their requirements align with our find-
ings in RQ2 — how interaction experiences influence security
and privacy perception. However, participants’ requirements
could be non-specific, especially regarding security and pri-
vacy, due to their lack of understanding of VR. Sometimes,
participants’ requirements might lead to conflicts, e.g., the
need for feedback vs. the interaction effort, but participants
rarely named options to resolve these conflicts.

6 Discussion

Our findings yield recommendations to guide the design of
future VR authentication by resolving the uncertainties in
VR environments, offering transparent authentication inter-
faces, and identifying the responsibility to implement such
improvements.

Summary of findings. In response to RQ1, we observe
participants’ interaction experiences with VR authentication
depended on multiple factors, including the components of
authentication interaction, usability characteristics of authen-
tication, and the context of authentication (e.g., routine pay-
ment in a VR game). These factors helped participants adapt



their real-world authentication experiences into VR. How-
ever, VR posed unique usability challenges to participants’
motion control and spatial awareness when they performed
authentication.

In response to RQ2, we find that realistic interactions in
VR authentication helped users translate their real-world per-
ception of authentication into VR. However, due to usability
issues in VR, participants faced difficulties assessing their
security and privacy concerns. They lost the sense of signing
their signatures, lacked knowledge of VR authentication’s
backend, and exhibited uncertainties about their virtual sur-
roundings. In addition, the gamified VR context sometimes
reduced participants’ sensitivity to security and privacy.

In response to RQ3, we identify participants’ expecta-
tions and requirements for VR authentication, which cen-
tered around improving the interaction factors. For example,
participants demanded flexible and engaging interfaces for
authentication. However, their expectations can sometimes
be nonspecific and even appear conflicting, e.g., the need for
receiving feedback and a reduced interaction burden.

Resolving the perceptual uncertainties and ambiguity for
VR authentication. The lack of awareness in a VR environ-
ment, due to usability challenges or deception, prevents users
from adequately assessing security and privacy. Therefore,
we provide the following recommendations to resolve the un-
certainties from the virtual world, the physical environment,
and the authentication interface itself.

First, the VR platform could employ access control to ac-
tively safeguard users’ virtual assets. The VR platform could
control others’ access to one user’s scene when they perform
authentication. It can also monitor the VR scenes to detect and
mitigate potential threats, e.g., an over-privileged VR recorder
or a hidden phishing interface [53].

Next, the VR platform could make users aware of their
physical environment, e.g., bystanders. The VR experiences
immerse users into the virtual world so that users lack the
awareness of physical surroundings, leading to safety and
security issues, such as shoulder-surfing. While the VR plat-
form could notify users of the bystanders [28], VR designers
should avoid breaking the immersion or inducing security
fatigue. They may consider visualizing the bystanders with
digital avatars that match the aesthetic style of the VR scene.

Third, the VR platform should not misrepresent the secu-
rity properties of its authentication interfaces. Users might
draw overestimate the security of VR authentication based on
how much the interface look similar to their prior experiences.
For example, while inserting a card into a reader looks similar,
the technology to secure a VR token would be different than
the EMV chip in a physical credit card [60]. Thus, the service
provider should explain how the authentication’s backend
processes work in an understandable manner.

Engaging users in understanding the security and pri-
vacy of VR through authentication interface designs.
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Users have a limited and differing understanding of VR’s
inherent security and privacy properties. The security model
of VR authentication can be more involved than the conven-
tional platforms. For example, second factor authentication
in VR can include virtual behavioral biometrics, e.g., how to
perform tap a card, along virtual token-based authentication
methods. As such, we provide suggestions to help users un-
derstand such properties through enjoyable VR interactions.
We hope that the result is helping users better decide between
usability, security, and privacy when using VR authentication.

Authentication service providers could convey the secu-
rity and privacy properties through engaging interfaces. In-
stead of displaying text messages, the service could convey
these properties through the interface interaction of VR au-
thentication in a more engaging way. Such designs can be
enjoyable, thus motivating users to adopt them. For example,
the interface could visualize the biometrics being used for au-
thentication around users’ avatar [35]. Or the designer could
gamify the authentication experiences, e.g, showing a reward
badge after users made effort in completing a multi-factor
authentication [43].

As users will use VR authentication for payments in con-
texts other than gaming, the interface design should match
the context of payment, including its aesthetic style. Other-
wise, the immersion experience might be broken leading to
security fatigue. Moreover, the interface design of authenti-
cation could relay different levels of urgency according to its
context, e.g., the amount of transaction, through color signals
or haptic cues [3].

Establishing persistent trust of authentication in VR via
standardization. Securing VR authentication involves mul-
tiple stakeholders, which might be problematic to the users.
For example, users might not trust some stakeholders due to
preconceptions. Here, we identify the open challenges and
opportunities in establishing user trust in VR.

First, identifying the responsibility for various stakehold-
ers in the VR and payment ecosystems is challenging. Mul-
tiple stakeholders, such as the hardware/software platform
providers, app developers, and service providers for payment,
will be involved to provide a secure authentication experience
to users. It is an open challenge to identify the responsibility
of each stakeholder, especially in decentralized VR [8].

Second, we see an opportunity in that established service
providers could standardize VR authentication and pro-
vide transparency. For example, the Metaverse Standards
Forum [17] invites hundreds of service providers and aca-
demic partners to provide interoperability for VR in the
metaverse. Such standardization can also include guidelines
and open API for authentication in VR. Service providers
may also leverage established infrastructure, e.g., social log-
in and paired device, to provide persistent trust and trans-
parency [57].



Future research direction. Our work opens up several di-
rections for future research. First, researchers could study how
users from different backgrounds, e.g., different age groups
and technology expertise, perceive VR authentication [49].
Our study presents the findings from users that are tech-savvy
and security-informed.

Second, researchers may want to study VR authentication
in different usage contexts. Besides routine payment in a VR
game, VR payments could happen in different applications
(e.g., shopping) and through various payment methods, in-
cluding crypto-currencies. The infrastructure of the payment
method, such as the blockchain, will affect users’ perception
of security and privacy.

Third, we encourage future research to investigate users’
longitudinal adoption and use of VR authentication through
diary studies [21]. Users’ security and privacy attitudes may
vary over time as they interact with the system. Such longitu-
dinal studies may allow researchers to capture more usability
and security issues in the wild, e.g., how users react to suspi-
cious activities and threats [16].

Last, we hope future work could engage users in the co-
design process of VR authentication [67]. In a participatory
design study, experts and users could collaboratively design
the frontend interaction and backend infrastructure of VR
authentication systems.

7 Related Work

User authentication in virtual/augmented reality
(VR/AR). Prevailing user authentication methods on smart
devices such as smartphones and digital assistants use one or
more of the following factors: (i) unique knowledge such as
PIN and/or unlock pattern [62], (ii) physical biometrics, for
example, iris [30], (iii) behavioral biometrics, for instance,
gestures [37], or (iv) tokens, for example, a device with
coded ID data [44]. These authentication methods can be
extended to VR. VR/AR devices can leverage user data
captured from various sensory inputs (e.g., head and hand
movement) and immersive displays to prevent impersonation
and shoulder-surfing attacks [65]. Users of VR/AR may
input their secret knowledge, e.g., PIN, to the authentication
service using non-traditional methods. For example, In
RubikAuth [41], users provide PINs by selecting digits from
a virtual 3D cube via eye gaze, head pose, and controller
tapping. In Olade et al. [46], users use different methods to
draw unlock patterns in VR. Researchers have also proposed
using different biometric traits for authentication in VR/AR,
such as motion trajectory [31], electromyography [12], eye
tracking [70]. Some proposed biometric authentication
methods for VR/AR leverage not only users’ inherent
physiological traits but also their unique behavioral traits
when performing particular tasks in VR/AR, e.g., throwing a
ball [36]. While users may use physical and digital tokens in
authentication and access control for VR/AR [9, 47], these
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authentication methods often require active interaction with
the VR/AR interfaces. This raises usability issues and also
presents a tradeoff between security and privacy [57].

Security and privacy perception. Users’ perceptions of
security and privacy based on their interactions with a sys-
tem impact how readily they adopt and use the system. For
example, Distler et al. [15] studied how user interface (UI)
designs impact users’ perceived security of mobile e-voting
apps. They discovered that the lack of appropriate UI feedback
and contextual information reduces users’ sense of security.
Users’ security and privacy perceptions also depend on other
factors, such as personal experience. Jeong and Chiasson [25]
found that children and adults have different interpretations
and perceptions of security warnings, e.g., whether an icon of
a police officer represents security. Differing preconceptions
are challenging for establishing trust with the system, even
with visual security clues [58]. Researchers also investigated
how users perceive the security and privacy of user authenti-
cation mechanisms. Much work has focused on established
authentication methods, e.g., the FIDO2 authentication. Lyas-
tani et al. [39] discovered that users are concerned about the
security issues in losing the authentication token. Lassak et
al’s study [32] indicated that users have misconceptions about
how biometric data is stored using FIDO2 biometric authen-
tication. Both studies showed that users’ security perception
of authentication does not necessarily match the inherent se-
curity. Recent research also focused on users’ security and
privacy perception in VR. VR developers and users felt the
lack of privacy due to opaque data collection policies [2].
Many users center their concern around the threats from other
users, e.g., as a bystander [13]. Users are also concerned about
being deceived by the digital content in VR [34].

User authentication for payment. Authentication require-
ments can differ in different settings. For example, using a
chip card may suffice in a physical store, whereas additional
one-time passwords (OTPs) may be required while shopping
online [1]. The perceived security of authentication also im-
pact users’ adoption and use of payment services. For exam-
ple, there is a significant uptake of mobile payments because
users associate perceived control and security with user au-
thentication on their devices [68]. Voskobojnikov et al. also
showed similar takeaways from their study on cryptocurrency
wallets: some users desired enhanced security using biomet-
rics when transferring funds [63]. Users’ understanding of
how the payment services ensure the security of authentica-
tion, e.g., the confidentiality of the password, also impacts
their trust [69]. Different authentication processes for con-
ducting payments in different geographies can also result in
differing perceptions of security [7]. The environment where
users authenticate for payment factors into their perceived
security. For example, several users indicated authenticating
with an ATM is riskier than payments in a restaurant due to
their unawareness of attacks [61]. In addition to security, fac-



tors such as usability in using a user authentication method,
also impacts use of associated payment service [29].

8 Conclusion

We presented a technology probe study to investigate how
interaction experiences in VR authentication affect users’
security and privacy perception. We designed four probes,
using a PIN, a virtual card, and a signature, that represent
the paradigms of user authentication. We embedded these
probes in the routine payments of a VR archery game. In
our user study, we collected participants’ responses using sur-
veys regarding interaction experiences, security and privacy
perceptions, and expectations for authentication. We revealed
that VR interactions posed unique usability challenges, e.g., in
controlling motion. These challenges also created difficulties
when participants translated their real-life perceptions into
VR. Participants’ expectations centered around improving in-
teraction factors. However, their expectations were sometimes
nonspecific and conflicting.
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Figure 8: SUS scores (average and standard deviation) for
each authentication probe.
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Figure 9: (a) Authentication time (average and standard devi-
ation) for each probe, and (b) time taken to load arrows in the
game by participants.
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